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Abstract—We evaluate the status of the development of a
responsible future quantum internet (QI). Through horizon
scanning, domain expert trend analysis and guided workshops,
we present a desired future (DF) conceptualized by stakeholders
within the scope of the ethical, legal, societal aspects (ELSA) and
policy implications (ELSPI) of the QI. We examine the alignment
of the present situation and the DF of the QI ELSPI to the
ideals of the ‘ten principles for responsible quantum innovation’
developed by [Mauritz Kop et al. 2024 Quantum Sci. Technol.
9 035013]. Most principles in the DF are well aligned to the
ideal, except for the misalignment in ‘intellectual property’ (IP)
and ‘dual use’, revealing the precarious balance of well intended
policy suggestions and effective outcomes. Additionally, there is
an overemphasis placed on the principal of societal relevance in
the DF, risking overseeing other principles in the future steering
of the ELSPI. The present situation is in moderate alignment with
the principles, however trending to misalignment on IP and inter-
national collaboration due to QI commercialization and the push
for geopolitical sovereignty. For continued success of a responsible
quantum internet, we recommend further investigation on the
prevention of dual use quantum internet applications, closer
involvement of commercial entities in ELSPI ideation, continued
recognition of base-layer technology research and stakeholder
education on QI applications.

Index Terms—Responsible innovation, quantum internet,
quantum network, quantum technology, ELSPI, ELSA

I. INTRODUCTION

The development of quantum technologies has seen great
advancements in the last decade driven by the potential to
revolutionize computation, communication and sensing [1]–
[4]. In parallel to quantum computing, the development of
technology that allows quantum computers to share quantum
information is now more relevant than ever. This ‘quantum
internet’ (QI) is making its way to become a powerhouse
in accelerating the pace to useful quantum computing by
enabling distributed quantum computing, inherently secure
communication and anonymous transmission [5].

Although profoundly unique and useful from a security
and computational perspective, the development of the QI
equally poses risks for bad actors to operate with impunity,
can cause international informational network isolation and in-
equality in (quantum) resource access. With the several levels
of functionality of the QI rapidly increasing in Technology

We acknowledge funding from Quantum Delta NL through The Centre
for Quantum & Society and the Dutch Research Council (NWO) through
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601.QT.001)

Readiness Level (TRL) [5], it is of importance to evaluate
the ethical, legal, societal and policy implications (ELSPI) of
a future QI [6]. Previous work has introduced guardrails to
steer innovation without hindering its progress with the ‘ten
principles for responsible quantum innovation’ [7].

In order to facilitate an ELSPI analysis of a future QI,
it is necessary to actively consider such a future. Without
consideration of the future, humans are bounded by the
simulation heuristic, i.e. a difficult to imagine future tends
to be seen as unlikely. Simultaneously, different stakeholders
do not necessarily share the same mental model of the future,
which is a breeding ground for unrecognized assumptions and
biases. A way to counteract both challenges is to follow a
process of collaborative foresight conceptualization [8].

To facilitate foresight ideation and co-create a so-called ‘de-
sired future’ (DF) for the QI, the Dutch ‘Centre for Quantum
and Society’ sponsored the transdisciplinary strategic foresight
project ’Scenarios for Quantum Networks’1. For this project,
the Centre organized a series of workshops where a diverse
group of representatives of academic, industrial, governmental
and civil society stakeholders were invited to participate in
a collaborative scenario development process of the QI in
20502. In total more than 50 people participated, including
a 10 person core team of experts from a diverse background
within the quantum ecosystem to be present along the entire
process of the DF creation.

In this paper we evaluate the status of the development
of a responsible future QI. We utilize the ‘ten principles
for responsible quantum innovation’ and evaluate the status
quo and DF of the QI along the principles’ ideals. First we
will discuss the process towards the creation of this DF in
Section II and present its outcomes in Section III. We build on
these results and qualitatively assess the progression towards
the principles’ ideals of the collectively determined DF and
repeat this assessment for the status quo and inclination of
trends. This combined evaluation in Section V allows us to
make a normalized comparison between now and the desired
long-term future, opening up the discussion on the direction
of the ELSPI in achieving a responsible future QI.

1Project conducted by Dr. G. Profitiliotis in 2023-2024.
2The timeline of 2050 is set to symbolically represent a long-term future.
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II. DESIRED FUTURE CONCEPTUALIZATION

Pioneered by Pierre Wack at Royal Dutch Shell, the art
of ‘Scenario Planning’ brings a structured approach to de-
velop possible futures and strategies based on them [9]. This
approach recognized that for successful scenario planning
different points of view are crucial to prevent group thinking.
Stakeholders also have mental models of the future, which
have to be actively challenged, leading to re-interpretation
of reality. We extend the scenario planning exercise with an
explicit expression of the stakeholders’ favorable future [10].
The complete steps of the methodology are:

1) Setting the focal topic
2) Exploration of topic’s influential factors (horizon scan-

ning)
3) Ranking these factors by impact and uncertainty
4) Generate extreme scenarios representing two key uncer-

tainties
5) Build these scenarios focusing on the implications they

have on the topic
6) Explicit articulation of a DF extracted from (4-5)

For this paper the focal topic has been set to the ‘ELSPI of
the QI’, and in the next sections we go more into detail of
steps 2-5.

A. Horizon scanning

In order to fulfill step 2 of the methodology a systematic
identification, monitoring and examination of relevant ele-
ments surrounding the topic has been performed, known as
horizon scanning [11]. This scanning starts with identifying
signals of new developments within the scope of the topic that
potentially could influence the future in a broad sense. Signals
are perceived indicators of small or local phenomena that have
the potential to grow in scale and reach [12]. Horizon scanning
therefore covers as many domains as possible, from politics,
law, policy, natural environment and economy to technology
and its impact on society. In total close to 200 signals have
been found across all domains that surround the topic of the
QI, which have been grouped into 14 ‘seeds of the future’
based on theme and collective fundamentals, finalizing step 3.

B. Scenario building

To spark discussion and expand the perspectives of the
stakeholders, two future uncertainties were carefully selected
to form a ‘scenario logics matrix’ (step 4), shown in Fig. 1.
The two axes of this matrix must be uncorrelated and opposite
ends of both axes are extreme opposite outcomes of the
uncertainties.

The act of world building in these polarized scenarios has
the power to extract underlying assumptions, break group
thinking and form the ‘likes’ and ‘dislikes’ about each of the
scenarios. The four outcomes align to Dator’s archetypes of
generalized futures [13] as shown in Fig. 1. They describe
either the continued growth of the current situation (Growth) or
for the situation to completely inverse (Collapse). Additionally,
we can describe a world where radical changes occur in all
directions (Transformation) or scarcity prevails and rules and
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Fig. 1. The chosen scenario logics matrix of extreme opposites of uncertain
outcomes of the future. The scenarios are used in a world building exercise
from which we can extract a DF. The four scenarios follow Dator’s archetypes
of generalized futures.

(environmental) regulations are prioritized to enable human
survival (Discipline).

We continue with step 5, where stakeholders developed each
of these scenarios from the point of view of The Netherlands
in a European context. In all scenarios the implications of
future applications of the QI were explored [5]. Although this
world building process aims to be as unbiased as possible,
we need to recognize that all participants are currently living
in a democratic society. This leads to an inherent sense that
an authoritarian regime is not desirable and a democratic
order is desired. Additionally, all participants are part of the
quantum ecosystem, which makes it likely to inherently favor
the success of the QI. Even though during this process it was
stressed that participants should be as objective as possible
in their world building, it is impossible to claim that this has
occurred completely without bias.

After this session, almost 40 participants in eight parallel
groups of diverse composition explored in further detail the
ELSPI of the QI in the Netherlands situated in the four
scenarios. Each group was assigned to assess the implications
of the QI either in the energy or healthcare sector, as example
domains that play a critical part in society that combines
technology with people’s well-being. Then, groups exercised
the ELSPI of the QI in their worlds, its (un)intentional benefits
in their assigned scenario, also taking the opposing stance on
the negative effects that QI applications can pose within these
domains3. Lastly, they were encouraged to make recommen-
dations for preemptive actions in the quantum network sector
to be taken in 2024 to steer their scenario into a direction that
was acceptable to them. This concludes step 5 of the process
to create a DF.

3Criminal activity being undetectable, dependence on governing entities to
provide secure transmissions, quantum secure connections used to obfuscate
means to control the population, etc.
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Restrict harmful use of the quantum 
internet by preventing monopolies, aiming 
to overcome geopolitical rivalry

Ten principles for responsible quantum innovation

Nation-state pursuit of self-sufficiency in 
strategic domains, co-shaping R&D to build 
technology beneficial for people

Consistent strategies, policy and guardrails 
for public/private actors to guarantee 
funding technology for societal benefit

Actively bridge dialogue between quadruple 
helix and facilitate constructive interaction

Worldwide quantum internet enables  
digital inclusion that is secure and robust

Emphasis on 'quantum for good' erodes 
financial inequalities between citizens 

Open public discourse promotes evidence-
based understanding of the benefits of 
quantum networks

ELSPI are continually studied to steer 
responsible quantum innovation

International trade in quantum technology 
is unrestricted and free of protectionist 
policies

Vibrant business ecosystem without Big 
Tech and targeted government investment 
towards societal needs
Responsible innovation and self-reflection 
prevent exploitative capitalism of quantum 
network technology

Education is inclusive and freely accessible, 
cultivating quantum talent across all 
disciplines 

International cooperative scientific research 
is open and drives standardization of norms 
and protocols
Broad stakeholder involvement to prevent 
corruption that would erode the use of 
quantum technologies for good

Quantum networking drives more direct  
democratic processes

Environmental impact of quantum 
technology development is anticipated and 
managed responsibly

Quantum networks help address 
environmental degradation through sensing 
and monitoring

Privacy as human right further prevents 
state misuse of quantum networks in 
surveillance and conformism

3
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Fig. 2. Mapping of the desired future conceptualization outcomes if they are ‘aligned’ (✓), ‘misaligned’ (×) or unrelated (empty) to each of the ten
principles for responsible quantum innovation. The amount of interfaces is (#✓+#×). The alignment per principle is the sum (#✓- #×) normalized to the
amount of interfaces of that principle and rescaled to be between [0, 5]. This allows us to compare the alignment per principle, independent of the amount of
interfaces of that principle in the DF. This normalized alignment is the input for the DF radial spokes of Fig. 3. The split (#✓/ #×) signifies an alignment
or misalignment dependent on their interpretation, which counts as ‘neutral’ for the alignment and as a single interface. It is included to acknowledge the
existence of an interface but one that is ambiguous or double-edged.
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Fig. 3. Mapping of the status of the development of a responsible QI for the present situation (pink dots, line), where we expect the trend to incline towards
(black arrow) and for the DF outcomes (purple spokes) from Fig. 2. The radial axis denotes alignment to the principle, with full alignment on the outer rim
and ‘not aligned’ on the inner most rim. The normalized interface occurrence of each principle in the DF is represented by the width of the spoke. The present
situation alignment is determined through the authors’ expert opinion, see Section IV.

III. DESIRED FUTURE

From the guided discussions and topics presented by the
participants, we process a list of 18 outcomes of what col-
lectively is framed to be the DF of the ELSPI of the QI,
shown in Fig. 2. These outcomes are mapped in ‘alignment’
to each of the ten principles in Fig. 2. We take each principle’s
definition and detailed description and map whether or not
the DF outcome is aligned to the ideal that the principle
describes. This assessment is the authors’ expert opinion. Each
DF outcome can have alignment with some and misalign-
ment for other principles, simultaneously. As example we
take the DF outcome ‘worldwide quantum internet enables
digital inclusion that is secure and robust’: With the push for
information security inherent in this statement it is aligned to
P1, and with expressing desire to give quantum internet access
to everyone, it is aligned to P4. However, with unconstrained
and global access to quantum internet facilities, malicious
activity could secretly take place over secure communication
channels, which is in misalignment to the prevention of dual
uses of P2. We find the other principles not relevant to this
DF outcome, and this finalizes the mapping for this outcome.

The normalized alignment of Fig. 2 is shown on the radial
axis in Fig. 3, where the width of the spokes is the normalized
number of interfaces of the principle in the DF. We can
interpret Fig. 3 as a measure of two parameters. First, the
‘balance’ of the importance placed on each principle in the DF,
where an ideal future gives all ten principles equal attention

(equal and widest spoke width). Even though it cannot be
expected that all topics that are covered in the workshop
sessions would have equal representations, they are aimed to
be equal enough that any topics that participants would over-
or under-represent, will stand out. Second, the alignment of the
principle in the DF to the ideal that the principle represents
(radial axis). In the DF crafted by the stakeholder participants,
we recognize that all principles are well aligned to the ideal
except for ‘dual use’ (P2) and ‘intellectual property’ (P5).

IV. PRESENT SITUATION AND INCLINATION

Alongside the DF ideation, we show an assessment of the
‘present situation’ of the alignment with the ten principles in
Fig. 3, including an inclination of the alignment in the near-
term future given the trends relevant at the time of writing of
this paper. The placement on the alignment scale is determined
by the authors’ expert opinion and argumented by recent
research papers and ELSPI developments. Since QI technology
is still in development and fluid in directionality, we recognize
that generally all ten principles are not fully developed yet,
however the current assessment is a best-effort approach to
provide a snapshot of the status quo. This present situation
assessment as well as the following analyses are directly the
authors’ work and not developed in workshops.

V. A RESPONSIBLE FUTURE QUANTUM INTERNET

The overview of Fig. 3 presents the complete status of
the present situation, future inclination and DF of the ten
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principles of responsible quantum innovation. We observe
that the conceived DF and present situation have under-
representation of interface occurrence or misalignment with
several principles, which we discuss below.

A. Analysis

A possible explanation of misalignment of the ‘dual use’
principle (P3) both in the DF and present situation is the
perceived fear that ‘negative’ connotation to QI technologies
is not advised to be publicly discussed, as to not harm
the ‘positive’ reputation the QI has in delivering enhanced
security. We observe that this results in DF outcomes that are
misaligned with P3. The same argument holds for the present
situation: it is not a ‘positive’ narrative to discuss misuse of
quantum technologies other than to protect against adversarial
use of those same technologies. With history showing to
prepare for misuse of any new technology that has potential
for destructive power, the QI domain requires this as well.

A different type of explanation can be found for the
misalignment of the ‘IP’ principle (P5) in the DF, where
outcomes were formulated in favor of unrestricted and free
of protectionist trade policies. This endangers the imple-
mentation of methods to protect a market if new risks are
feared to destabilize a healthy economy. With one of the
desired outcomes being to ‘restrict harmful use of the QI
by preventing monopolies’ (see Fig. 2) we risk closing the
possibility for large technology players to rise up from the
average. Although clearly with its flaws [14], [15], the exis-
tence of ‘Big Tech’ does open up the possibility for enormous
private R&D spending (e140 billion in 2023 combined of the
top 5 R&D spenders [16]) and the development of market-
driven standardization that is much harder to achieve in an
otherwise fragmented sector [17]. Preemptively decimating the
possibility of large-cap QI companies risks missing out on
developing a world-leading quantum industrial sector. As such,
a balance of these topics needs to be found to remain aligned
with P5.

In the present situation however the public discourse on
P5 is more balanced. This is a consequence of the lower
TRL of the QI domain, where most knowledge development
occurs at research institutes, allowing for more transparency,
collaboration and open research. With the TRL of the domain
increasing over time, commercialization efforts can result in
more secrecy and proprietary information [18]. Together with
a current worldwide political push for sovereignty [19]–[21],
relating to ‘quantum race’ (P3), the future inclination of both
principles tilts towards misalignment (inward facing arrows in
Fig. 3).

The ‘societal relevance’ principle (P7) is overemphasized
in occurrence in the DF conceptualization relative to the other
principles (widest spoke in Fig. 3). This is explained by the
assumption that the QI domain should find (societal) useful
applications as driver for technological development. This
trend is in line with technological solutionism to solve global
environmental challenges [22], in which quantum technologies
can potentially play a significant role [23], [24]. While this

emphasis has good intentions, it has the potential side-effect
of limiting technology research only for those purposes. The
definition of P7 allows for advancing ‘base-layer’ technolo-
gies [6], however this is a nuance that stakeholders potentially
oversee in the quest for solving humanity’s global challenges.
Additionally, a relative overemphasis of a principle risks
removing attention from others, exemplified by the relative
unbalanced representation of occurrences in the DF, should
thus be avoided.

B. Points of future interest

To improve on the balance of representation and alignment
of several principles in the DF and present situation, we make
several recommendations for future discussions on the ELSPI
of the QI:
(1) Create a critical review of currently known applications

of the malicious use of QI technologies. This allows
stakeholders to have an improved understanding of the
risks involved and allows for ideation on prevention or
enhanced safeguarding of dual use applications (P2).

(2) Closer involvement of (quantum) industry in QI ELSPI
discussions. This opens the possibility to include a bal-
ancing voice on how industry views proposed policy and
market regulation (P3, 5).

(3) Actively emphasize the necessity of funding base-layer
research that is not considered to be of direct societal
relevance to prevent over-regulation of (commercial) re-
search (P7).

(4) Educate stakeholders on the QI and expand to include
more expert future stakeholders. The more stakeholders
are aware of the field they will participate in, the better
their steering towards the principles can be (P1, 8, 9, 10).

C. Limitations of assessment

The DF conceptualization through workshops is bounded
by its process as described in Section II and the participants
itself, which has its limitations. We suggest several process
improvements. For more consistency and to allow for full
understanding of the QI context, we suggest to have the same
participants in every workshop round and to allot more time or
sessions to fully cover all discussions. This allows for inter-
mediate assessment and steering of principle representation.
Furthermore, we suggest to expand the scope of the DF to
include influences from other important technological trends
(AI, biotech, sustainability) which are expected to have mu-
tual interactions with quantum technologies, covering a more
complete conceptualization within responsible innovation.

Lastly, although the DF is crafted through stakeholders, the
principle alignment assessment of the DF and present situation
is performed solely by the authors. This assessment can benefit
from a broader perspective or involvement of principle-domain
experts.

VI. CONCLUSION

We have presented an evaluation of the development to-
wards a responsible future QI, assessing both the status quo

69



and a collectively conceptualized DF along the ideal of the
ten principles of quantum innovation. Most principles in the
DF are well aligned to the ideal, however we found there to
be significant misalignment in the DF of principles related to
‘IP’ and ‘dual use’, revealing the precarious balance of well
intended policy suggestions and effective outcomes. This mis-
alignment is possibly driven by the unpopularity of discussing
‘negative’ effects of quantum technologies, as well as an
under-representation of commercial entity stakeholders in the
DF ideation process. Additionally, there is an overemphasis on
the principal of societal relevance in the DF, risking overseeing
other principles in the future steering of the ELSPI. The
present situation has on average moderate alignment with the
principles, with most trends showing inclination in the direc-
tion of the ideal, except for the principles ‘IP’ and ‘quantum
race’, driven by the trends of quantum technology commer-
cialization and the intention of geopolitical sovereignty.

For continued success of a responsible QI, we recommend
further rounds of workshops with stakeholders with improved
consistency and expanded technological scope. For the quan-
tum ecosystem we recommend further investigation on the
prevention of dual use QI applications, closer involvement of
commercial entities in ELSPI ideation, continued recognition
of base-layer technology research and stakeholder education
on QI applications and developments.
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