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Adaptive Differentially Quantized Subspace
Perturbation (ADQSP): A Unified Framework for
Privacy-Preserving Distributed Average Consensus

Qiongxiu Li™, Member, IEEE, Jaron Skovsted Gundersen, Milan Lopuhaid-Zwakenberg ™,

and Richard Heusdens

Abstract— Privacy-preserving distributed average consensus
has received significant attention recently due to its wide
applicability. Based on the achieved performances, existing
approaches can be broadly classified into perfect accuracy-
prioritized approaches such as secure multiparty computation
(SMPC), and worst-case privacy-prioritized approaches such as
differential privacy (DP). Methods of the first class achieve
perfect output accuracy but reveal some private information,
while methods from the second class provide privacy against the
strongest adversary at the cost of a loss of accuracy. In this paper,
we propose a general approach named adaptive differentially
quantized subspace perturbation (ADQSP) which combines
quantization schemes with so-called subspace perturbation.
Although not relying on cryptographic primitives, the proposed
approach enjoys the benefits of both accuracy-prioritized and
privacy-prioritized methods and is able to unify them. More
specifically, we show that by varying a single quantization
parameter the proposed method can vary between SMPC-type
performances and DP-type performances. Our results show the
potential of exploiting traditional distributed signal processing
tools for providing cryptographic guarantees. In addition to
a comprehensive theoretical analysis, numerical validations are
conducted to substantiate our results.

Index Terms— Secure multiparty computation, differential
privacy, decentralized networks, subspace perturbation, data
aggregation, consensus, quantization.

I. INTRODUCTION
S THE world is becoming increasingly interconnected
and digitized, data are often collected and stored in
personal devices such as tablets and phones [1]. To process
such massive amounts of data over different devices poses
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many challenges including: (1) the requirement for distributed
processing tools that are able to process data in a network
of devices without any centralized coordination; (2) the
need for lightweight solutions as these devices are often
limited in computational resources, and (3) the demand
for privacy-preserving algorithms, as these devices often
contain sensitive personal data captured by sensors such
as images and GPS data [1]. Combined, these challenges
call for interdisciplinary research across different fields such
as cryptography, information theory and distributed signal
processing for developing efficient and privacy-preserving
distributed computation methods.

The average consensus problem has been intensively
investigated and widely applied in many applications, e.g.,
optimization [2], group coordination [3], and federated
learning [4]. Recently, privacy-preserving distributed average
consensus, which aims to guarantee all participants in a
network to output an accurate average consensus without
violating privacy concerns, has received a lot of attention [5],
(61, [71, 8], [91, [10], [11], [12], [13], [14], [15], [16],
[17], [18], [19], [20], [21], [22], [23], [24]. There are
at least five aspects to be considered when designing
privacy-preserving distributed average consensus algorithms:
centralized vs. decentralized coordination, computational
complexity, communication costs, and most importantly, the
achieved privacy level and output accuracy. With respect
to the first concern, in this paper we only consider fully
distributed/decentralized solutions which do not require any
centralized coordination such as a trusted third party. Secondly,
the computational complexity depends heavily on the so-
called security model, i.e., whether we demand computational
or information-theoretical security. In this work, we will
restrict ourselves to information-theoretical security based
algorithms since they are generally computationally less
complex compared to computational security based approaches
as the former does not involve complex encryption operations.

With respect to communication cost, privacy, and accuracy,
most existing work focuses on privacy and accuracy, while
the aspect of communication cost is rarely addressed. Ideally,
one would like perfect accuracy while guaranteeing privacy
even against the strongest adversary, which is all participants
except one collude. This, however, has been shown to be
impossible [25]. The main reason is that having knowledge
of the average result will reveal the private data held by
the only non-colluding participant. As a result, existing
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work falls into two categories. The first category contains
algorithms that guarantee privacy against the worst-case
adversary using differential privacy (DP) techniques [26], [27]
by inserting noise into the calculations [10], [11], [12], [13].
This guarantees one individual’s privacy even when all other
participants are compromised, at the cost of output accuracy.
The second category contains secure multiparty computation
(SMPC) based approaches like secret sharing [14], [15], [16],
[17] and correlated noise insertion [20], [21], [22], which offer
perfect accuracy but only guarantee privacy under additional
assumptions on the set of compromised participants.

A. Paper Contribution

In this paper, we present a communication efficient
algorithm that links the performances of SMPC and DP
approaches in a unified framework. Our key results are
summarized as follows:

1) We analyze the problem of privacy-preserving dis-
tributed average consensus over networks and prove two
impossibility results about the performances of privacy
and accuracy given the network topology. In particular,
we prove that the so-called ideal world defined in SMPC
is impossible to achieve if the adversary disconnects the
network.

2) We propose a novel approach, referred to as adaptive
differentially quantized subspace perturbation (ADQSP),
by combining the potential of quantization schemes and
the subspace perturbation technique. It enjoys superior
performance compared to existing approaches in terms
of accuracy, privacy and communication efficiency.

3) We show that our proposed approach can achieve SMPC
and (relaxed) DP performances by appropriate parameter
settings. To the best of our knowledge, the proposed
approach is the first information-theoretical approach
that unifies both SMPC and DP in this context.

Both theoretical investigations and numerical validations are

presented to consolidate our claims. We published preliminary
results in [28] where only the connection of quantized
subspace perturbation and DP is shown. In this paper we
show that the proposed ADQSP approach can achieve both
SMPC and DP related performances. In addition, we give
a complete information-theoretical analysis of privacy via
mutual information.

B. Outline and Notation

The paper is organized as follows. In Section II,
we introduce the problem setup and define the adversary
model and privacy metrics. In Section III, we analyze the
problem at hand and prove two impossibility results regarding
the performances. In Section IV, we introduce the proposed
approach. In Section V, we analyze the performance of
existing SMPC and DP approaches, while in Section VI,
we analyze the performance of the proposed approach and
show that by tuning a single parameter the performance can
vary between that of SMPC and (relaxed) DP. Numerical
validations are demonstrated in Section VII and conclusions
are drawn in Section VIII.

We use bold letters for vectors (x) and matrices (X), where
capital letters are used for matrices. Sets are denoted by
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calligraphic letters (X). I denotes the identity matrix. We refer
to the i-th entry of a vector x as x;.! With a slight abuse
of notation, we denote a random variable by a capital letter
X no matter if the outcome is a scalar x, a vector x, or a
matrix X.

II. PRELIMINARIES

In this section we review some necessary fundamentals for
the remainder of the paper.

A. Privacy-Preserving Distributed Average Consensus

A network is modelled as a graph G = (V, &), where
YV = {l,...,n} is the set of vertices representing the
nodes/agents/participants in the network, and & € V x V
is the set of m := |€| (undirected) edges, representing the
communication links in the network. The set of neighbors of
node i is denoted as N; = {j| (i, j) € £} and its degree is
d; = |N;|. A graph is connected if for every pair of nodes
there is a path between them. In this paper, for the feasibility
of the average output, we assume the graph G is connected.

Assume each node i € V in the network holds private
data s;. The goal of privacy-preserving distributed average
consensus is to allow each node to obtain the average of all
private data over the network, i.e.,

1
savezzzsiv (1)
ieV
without revealing each node’s private data and without any
centralized coordination.

B. Adversary Model

In this paper we consider both the well-known eavesdrop-
ping adversary and the so-called passive (i.e., honest-but-
curious) adversary. Throughout the paper, we assume these
two adversaries can cooperate by sharing information to
increase the chance of inferring private data. The eavesdrop-
ping adversary works by eavesdropping all communication
channels (edges) between nodes in the network. The passive
adversary is assumed to be able to corrupt a subset of the
nodes, referred to as corrupt nodes. The nodes that are not
corrupt, on the other hand, are referred to as honest nodes. The
corrupt nodes are assumed to not deviate from the protocol,
but collect all information they see throughout the protocol.
The collected information includes for example the inputs
of the corrupt nodes and the messages they receive during
the computation from neighboring nodes. Denote the set of
honest nodes as V;, and the corrupt nodes as V.. We let
En={(,j) €& |i, je V) be the set of edges between two
honest nodes and &, = £ \ &, be the set of edges containing
at least one corrupt node. Furthermore, the set of honest
neighbors of node i is denoted by N, = {j | (i, j) € &}

C. Performance Evaluation and Corresponding Metrics

To evaluate the performance of a privacy-preserving
algorithm, there are at least two key requirements.

For simplicity we assume that the entries x; are scalar variables but the
results can easily be generalized to arbitrary dimensions.

Authorized licensed use limited to: TU Delft Library. Downloaded on January 16,2024 at 13:28:20 UTC from |IEEE Xplore. Restrictions apply.
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1) Output Accuracy: The output accuracy measures how
good the functionality of the algorithm is. A typical way
to quantify the output accuracy is to adopt some distance
measures to evaluate “how far” the output of the privacy-
preserving algorithm is, denoted as y € R”, to the desired
output y € R". In this paper we use the mean squared error
(MSE) to quantify the output accuracy as it is widely used for
iterative processes. It is defined as:

|
e=—1y—yll*. )
n

2) Individual Privacy: Individual privacy measures how
well the private data of an honest node is being protected
against the considered adversaries. Since the approaches
considered here are information-theoretical ones, privacy
should also be quantified using an information-theoretical
measure. Widely used information-theoretical metrics for
assessing privacy loss include for example e-differential
privacy and mutual information [29]. In this paper we adopt
mutual information as our primary privacy metric for two
main reasons. Firstly, its efficacy has been demonstrated in
the realm of privacy-preserving distributed processing and
in various applications [25], [30]. Secondly, it has been
shown in [31] and [32] that mutual information is a relaxed
version of e-differential privacy (thus in Section V we refer
that our proposed approach can achieve performances of
relaxed DP approaches). And it is easier to implement mutual
information in practice [33]. Considering two (continuous)
random variables X and Y, the mutual information is defined
by

I(X;Y) = h(X) — h(X]Y), 3)

where h(X) denotes the differential entropy of X and A(X|Y)
is the conditional differential entropy, assuming they exist.?
We have that I(X; Y) = 0 when X and Y are independent,
meaning that Y does not carry any information about X
and I(X; Y) is maximal when there is a one-to-one relation
between Y and X.

III. PROBLEM ANALYSIS AND IMPOSSIBILITY RESULTS

In this section we prove two impossibility results, showing
that in distributed average consensus 1) the twin goals of
perfect accuracy and worse-case privacy guarantee cannot be
achieved simultaneously; 2) if the subgraph of honest nodes is
disconnected, then no protocol can achieve the performances
of the case where a trusted third party (TTP) is assumed to
be available. These two results are related to the performances
of two well-established privacy-preserving techniques: DP and
SMPC, respectively. Without loss of generality, throughout the
paper, we assume the following (recall the private data s; is a
realization of random variable S;).

Assumption 1: All private data are statistically indepen-
dent, ie, Vi, j € V,i # j:1(S;; §;) =0.

Assumption 2: The size of the network n = |V| is known
to all nodes. Hence, knowing the average of the data implies
knowing the total sum and vice versa.

We have the following results.

2In the case of discrete random variables we replace both differential
entropies by the Shannon entropy so that /(X;Y) = H(X) — H(Y|X).
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A. Impossibility Result I: Perfect Accuracy and Worst-Case
Privacy Cannot be Achieved Simultaneously

Lemma 1: By assuming perfect accuracy and worst-case
privacy, ie., V. = V \ {i}, the individual privacy leakage
becomes

I(S;; Z\:}Sj, {Sj}ieve) = 1085 Si), €]
JE
which is maximal.

The proof follows trivially from the fact that Z].Ev S; —
Zjevc S; = S; [25]. Similar results have also been proved
via different metrics such as differential privacy [10]. Thus,
if there are n — 1 corrupt nodes, it is impossible to achieve
any privacy for the only remaining honest node without
compromising accuracy. Hence, there is an inherent trade-off
between privacy and accuracy for differential privacy related
approaches.

B. Impossibility Result 1I: An SMPC-Like Ideal World
Cannot be Achieved Unless All Honest Nodes Are Connected

In SMPC, the ideal world describes the setting in which
a TTP is assumed to be available. The TTP will (securely)
collect all private data from each node and then compute the
output of the function and send back the output to the nodes.
However, in practice a TTP might not exist. The goal of SMPC
is to design a protocol to replace a TTP. In the context of
average consensus, as the corrupt nodes have available both
their own private data and the average result, the information
observed by the adversary in an ideal world setting is given
by:

Oideal,vg = {Si}ievc U {Z Si}~ (5)

ieV

Hence, for an arbitrary honest node i € V), we have

10Si; Ougearv.) = 1(Si; 2 Si). (6)
ieVy
Hence, a perfect SMPC protocol for privacy-preserving
distributed average consensus outputs the correct average value
and guarantees that the adversary obtains no more information
about the honest nodes’ private data than (6). The following
result shows that such a protocol cannot exist when the honest
nodes do not form a connected subgraph.

Proposition 1: Let G, = (Vy, &) be the subgraph of G
obtained by removing all corrupt nodes. Let G, \, ..., Gy, be
the components (connected subgraphs that are not part of any
larger connected subgraph) of Gy, and let V,, , denote the vertex
set of G-

Then for any protocol outputting f(s1,52,...,8,) =
>, si to all nodes, after the protocol the adversary will
always have learned {Zie\/h.k Sitk=1.2,...

Proof: See Appendix C. |

In other words, any algorithm with perfect accuracy will
always leak the partial sums of the components of Gj to the
adversary. Note that G, is very likely to be disconnected in
incomplete networks, especially in the presence of a lot of
corrupt nodes. Hence, a perfect SMPC protocol for privacy-
preserving distributed average consensus does not exist if the
adversary disconnects the honest nodes [34].

Authorized licensed use limited to: TU Delft Library. Downloaded on January 16,2024 at 13:28:20 UTC from |IEEE Xplore. Restrictions apply.
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C. Redefined Ideal World for Incomplete Networks

Using Proposition 1, we can derive a tighter bound on
the information view of the adversary by taking the network
topology into account, which we refer to as the redefined
ideal world. The information observed by the adversary in
this redefined ideal world setting, referred to as Ojgeas, 18

Oreideal.vc = {S] }jGVc U{ Z Si }k=l,2,...,kh' (7)
ieVy k
Hence, since V,, < V, we have I(S;; Ouigearv.) =

1(Si; Oigearv,) and equality holds if and only if the subgraph
Gy, is connected, i.e., if k; = 1.

For the simplicity of notation, assume that the honest
node i belongs to the first honest component, i.e., i € V.
We conclude that a perfect SMPC protocol should reveal no
more information about s; than

I(Slv Oreideal.Vg) = I(Sla z Sj) (8)

J€Vn1

IV. PROPOSED ADQSP PROTOCOL

The proposed ADQSP is constructed from two building
blocks in distributed optimization, namely adaptive differential
quantization [28], [35] and subspace perturbation [18], [19].
In what follows, we first briefly introduce the fundamentals
of distributed optimization and these two building blocks, and
afterwards we explain the details of the proposed approach.

A. Distributed Optimization

To solve (1) in a distributed manner, we first formulate it
as a constrained optimization problem:

min z

XX} lEV

st. VG, j)eé:

”xl — S8i ||
Xj =Xj, )

where x; is a local optimization variable at node i with optimal
value x/ = su.. A typical way to solve the above problem
is to apply a solver like ADMM [36] or PDMM [37], [38].
As shown in [38] these distributed optimization algorithms can
be described in a general framework using monotone operator
theory [39] and operator splitting techniques.

For average consensus, the local updating functions are
given by

t
Si — ZjeNi Bii.izi(lj)
1 + cd;
1 1
%—‘r) (f) (1 _9)( l” +2CB (l-‘r ))

Here z € R¥" is an auxiliary variable having entries indicated
by z;; and z;;, held by node i and j, respectively, related
to edge (i, j) € £. The matrix B € R™*" is the graph
incidence matrix and B;; and B;; are edge-related (scalar)
weights, which are related to entries of B as B,; = B;; and
B,; = B;; for e, = (i, j), i.e., the k-th edge in the graph.
We will use the convention that B;; = 1 and B;; = —1 if
i < j. In addition, ¢ > 0 and 6 € [0, 1) are constants,
with ¢ controlling the convergence rate and 6 controlling
the averaging of the (non-expansive) operators (recall that

D = (10)

(1)
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d; = |\;| is the degree of node i). The case § = 0 corresponds
to PDMM and 6 = 0.5 corresponds to ADMM.

The protocol is summarized in Algorithm 1 where fyax
denotes the maximum number of iterations. Note that there
is also an alternative broadcast algorithm that requires only
broadcasting of x(IH) ’s to all neighbors, instead of exchanging

the zyl;r ) =+ is all that is

needed for node j € A; to compute 7 |+ ) (see Appendix B
for details).

s one by one; the reception of x;

Algorithm 1 Distributed Optimization for Average Consensus
Ateachi e V:
1) Initialize z{) = 0;
2) Fort=0,1,. —1do
a) Compute x and {zy‘;rl)}je/\[[
and (11), respectively;

b) Send ZEIIT to neighbor j € N;;

3) Output x; (fmax)

l‘ma
) using (10)

B. Subspace Perturbation

By inspection of (10), we can see that there can be two
noise-insertion options to protect the private data s;: adding
noise to the optimization variable x € R" directly or adding
noise to the auxiliary variable z € R?>”. The subspace
perturbation approach adds noise to the auxiliary variable z,
as it often has more degrees of freedom [18], [19]. We have
shown in previous work [19], [35] that only a part of z
is predictable (like x converges to a value known by the
adversary), while the other part is not. To explain this in more
detail, we first write the local functions (10) and (11) in a
compact form as follows:

D =TI +ccTO) (s —CT2Y)
207D =020 + (1 = 0) (P2 +2cPCx D),

12)
13)

where C = [BI, B'1T € R?>" and B, and B_ contains the
positive and negative entries of B, respectively. Furthermore,
P e R¥2™ s a permutation matrix switching the upper
m rows and lower m rows of the matrix it operates on, i.e.,

Cc=[B",B/1".

Let ¥ = ran(C) +ran(PC), whose orthogonal complement
is equal to Ut = ker(C") Nker((PC)T). Moreover, let Iy
be the orthogonal projection onto W and let z”) = Myz®
and z\(ptl = (I — My)z"). We then have the following
decomposition

20 =2y +20). (14)

It has been proven in [35] that

1
2 = ((0)+P (0))+ 20 —

0 0)
- P ) .
2 b’ ( %

Thus, for a given graph and 6, z only depends on the
initialization of the auxiliary variable z©. The main idea
of subspace perturbation is to initialize z(® with a certain

distribution having a sufficiently large variance, such that it
can help to protect the private data from being revealed to

Authorized licensed use limited to: TU Delft Library. Downloaded on January 16,2024 at 13:28:20 UTC from |IEEE Xplore. Restrictions apply.
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others (see Proposition 3 for details of the privacy proof).
Moreover, by inspecting (12), we conclude that the x-update
is not affected by zfﬁ as (zS)L)TC = 0. Hence, the output
accuracy is not affected.

C. Adaptive Differential Quantization

Adaptive differential quantization schemes in distributed
optimization were first introduced in [40] and [41]. They
exploit the fact that when the algorithm converges, the
difference between successive updates will converge to zero.

Let QW: R — {A®(a + 1/2)},eq denote an [-bit
uniform (mid-rise) quantization function where a € A =
(=271 =141, ..., 2!=1—1}. Here A is the quantization
cell-width which we define as

AD = max{y'AD Al (15)

where y € (0, 1) is a constant for controlling the decreasing
rate, A© denotes the initial cell-width and A,;, denotes the
minimum cell-width. Given cell-width A® at iteration ¢, Q)
maps each input into its nearest representation value (midpoint
of the quantization cells) in {A® (a + 1/2)}uea.

Adaptive differential quantization does not operate on the
auxiliary variable z directly but on the difference of successive
variables. That is, let Z denote the quantized version of z and
define Az a

Jli

( ) 0) e
Az (t+1) _ — Zji 1_21\1 ifr=0 (16)
/\1 ZET— ) _ Z(TI) if ¢ > 1.
and
A(t+1 1
A 51“14‘ ) Q(1+1) (A xl+ )) (17)

Upon receiving the quantized AZ;;, each node then calculates
Zji as

sy _ e Az ifr=0 as)
Jli A%z) + AAET;H) ifr> 1.
Thus, the quantized Z can then be constructed as
(1)
2(1) — Z(O) 4 ZAi(T)’ (19)
=1
As such, the quantized auxiliary variable 20D cannot be

reconstructed by the adversary until z(© is known.
The process of quantization will inevitably introduce
distortion in the computations. U1 denote the

Let nj,
(Hli. We then have,

introduced error when quantizing Az;,

by combining (16) and (18), that

(t+1) ~(t+1) (t+1)
J\t = Az J\t — Az J\l
A(t+1 +1
= 20D — . 20)

When implementing quantization, i.e., Az — AZ, we apply
a popular technique in quantization called dithering [42]
when implementing the quantization function Q) this ensure
that the c;uantlzatlon error is uniformly distributed over

A (@+1) (t+1)
[—=— 5 ’T]’ and is independent of Az;," ", thus of z;," .
In the coming Section VI-C we will show how this property

benefits the privacy analysis.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

D. Details of the Proposed Approach

Putting things together, the proposed approach first applies
subspace perturbation and then adopts adaptive differential
quantization to quantize the difference variable before
updating. More specifically, at t = 0, subspace perturbation
is applied by initializing zi(l(;) at every node i with noise drawn
from a distribution having large variance and sending it to
neighbors j € N; via a securely encrypted channel. Each node
i then updates its local variable x(l) and auxiliary variables zg‘l,.)
accordlng to (10) and (11), respectively, after which Azf‘f and
AZ”, are computed using (16) and (17), respectively. After
exchanging these quantities between neighboring nodes, AZ
is computed as (18).

For ¢ > 1, after achieving the quantized Z z,‘ , each node i
then repeats the following updating steps:

i — Zje/\/i Bi'-fzi(\l./)
1 + cd;
Vje N 2D =02 + (-0 (2 + 2086
(22)

xi(t+1) — (1)

Note that except transmitting the initialized z© all the
communication channels do not require secure channel
encryption when transmitting the quantized Az, since from
(19) we can see that the quantized 2 cannot be reconstructed
unless the initialized z@ is revealed (see Theorem 2 for
detailed privacy proofs).

Algorithm 2 summarizes the details of the proposed
approach. In the coming sections we will analyze the
performance of the proposed approach and show its relation
to both SMPC and DP.

Algorithm 2 Proposed ADQSP: Privacy-Preserving Dis-
tributed Average Consensus via Adaptive Differentially
Quantized Subspace Perturbation

Initialization: Each node i randomly initializes z,-(g)’s from

independent Gaussian distributions® AN (0; azz)
for all j € V.

Input : Initialized auxiliary variables z©, quantization
parameters AO), Y, Amin, [, and tpax.
Output : Optimization solution: x; fmax
forr =0,1,...,t0x — 1 do
ifr=0 then
Receive z | ) from j € N; via secure channels [43].
2V (10), (2} jen; < (11
end
else
Send AzY ”, to j € N, via non-secure channels.
ey < (18), " < @1,
2 en, < @2).
end
(ALY ey < ADAAZT Y en, < (16)

end

Authorized licensed use limited to: TU Delft Library. Downloaded on January 16,2024 at 13:28:20 UTC from |IEEE Xplore. Restrictions apply.
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V. INFORMATION-THEORETICAL ANALYSIS OF EXISTING
SMPC AND DP APPROACHES

Before showing that the proposed ADQSP approach can
obtain both SMPC and (relaxed) DP performances, we first
introduce and analyze two example approaches of SMPC and
DP. In particular, we will give an information theoretical
analysis of individual privacy.

A. Performance Analysis of SMPC-Based Distributed
Average Consensus

1) Application of Additive Secret Sharing in Distributed
Average Consensus: Additive secret sharing is a popular
SMPC technique. As an example, we now briefly explain
how to apply additive secret sharing to distributed average
consensus to achieve privacy-preservation [14], [16]. The
basic idea is to encrypt the private data before performing
averaging using a traditional average consensus algorithm
such as Algorithm 1 or its broadcast alternative. Let Z, be
the cyclic group of p elements, represented by the integers
{0,...,p — 1}. In order to apply additive secret sharing,
we first need to transform all private data s; to integers in
Zp, where negative numbers are represented by their modular
additive inverse and floating point numbers are scaled up into
integers. In addition, p should be sufficiently large such that
p = > ..y si- Hence, discrete random variables are considered
here. To apply additive secret sharing [44], each node i first
chooses d; elements {rl.j € Zp}jen; uniformly at random.
It then sends rij to node j € N; (which requires secure channel
encryption) and computes its own share as

ri=s;— 3 r/ mod p, (23)

JEN;

where rii is a noisy version of the private data s;. Two key
properties of additive secret sharing, which we will prove using
mutual information in Proposition 2, are: 1) the secret can only
be reconstructed when all shares are known; 2) no information
about the hidden secret can be inferred as long as one share
is missing. We have the following result.

Proposition 2: (Properties of additive secret sharing) Let
Rij be uniformly distributed in Z, and let rl.i be as in (23).
Furthermore, let k be an element in N] = N; U {i}. Then

1(Si; {R[j}jej\fi’) = I(Si; Si). (24)

LS5 {R] }jenrii) = 0 (25)

Proof: See Appendix D. (]

In order to guarantee that adding noise to the original private

data has no effect on the average result, each node i adds all

received shares r’ from neighboring nodes to the share rl’
That is, node i constructs data slf as

;o0 i
s;=r; + 2 r; mod p
JEN;

=s5; + Z(r;—rij) mod p
JEN;

(26)

3Note that except for being independent, each node can choose its own
noise distributions and variances, as long as they are sufficiently large for
privacy guarantee.
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and uses s; as input to Algorithm 1 (broadcast type). After
obtaining the average of s/, each node then constructs the

final average output, denoted by ssmpe, aS Ssmpe = (n X
Shve mod p)/n. ‘ ‘

2) Output  Accuracy: ~ Since >, ., >\ (r; — rl)
mod p = 0, the sum of s/ is the same as the sum of
Si, i.e.,

> simod p=73 (si + Z(rj-—rl:/)) mod p

ieV iey JEN;

=S s

ieV
Thus, the MSE is then given by

2
€smpc = (Ssmpc — Save)

/
— (Z[ev si mod p _ Ziev Si
n n

)2 =0.

Hence, output accuracy is not affected by applying additive
secret sharing.

3) Individual Privacy: To analyze privacy, we need to
first specify the view of the adversaries. In this analysis,
we consider a scenario where each honest node has at least
one corrupt neighbor. In that case, the view of the adversaries
is given by

OSMPC,VC = {Sj}jevc ) {Rfs R]i}(j.k)efc ) {X(t)}tzL

With (10) and (11) we have that
2 —20x*P 4 (26 — T

3 2 1

=2 e, Bz =202 4 20 — D))
1+ cd;
t+1) t+1) t+2)
_Zje./\/',- 2¢(1 = 0)((1 —0)x; +0x; —x; )
1+ cd; '

27)

Hence, the adversary can compute x® for r > 3 using the
first two iterations (r = 1, 2). We have the following result.

Theorem 1: (Information loss of SMPC protocol) Assume
that each honest node has at least one corrupt neighbor.
Then computing averaging using inputs s, given by (26),
the adversaries can infer the following information about an
arbitrary honest node i € Vy:

I(S;; OSMPC,VC) =I(S;; z Sj)-

JE€Vy,
Proof: See Appendix E and F. " |
Hence, we conclude that the above SMPC approach
achieves perfect output accuracy and the individual privacy
reaches the bound (8) in the redefined ideal world, i.e.,

(esMPC =0, I(S;; OSMPC,VC) =I(S;; Z Sj))- (28)

J€Vh 1

B. Performance Analysis of DP-Based Distributed Average
Consensus

In this section, we describe how DP-like methods [10],
[11], [12] can be applied in average consensus. Specifically,
this approach falls under local differential privacy (LDP)
[45], in which there is no centralized server available and
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each node considers all other nodes to be corrupt. The most
straightforward way to incorporate LDP in distributed average
consensus is via local perturbation: every node i draws a
random noise r; from some predetermined distribution, and
adds it to its private data to obtain perturbed data, denoted as
YieV: si=s;+r; 29)
An average consensus protocol is then run on the perturbed
data §; instead of the private data s;.
1) Output Accuracy: Since distributed average consensus
protocol is performed on §;, its output is then given by % > Sis
so the MSE (2) is given by

1 — 1 —
- 2 2
eDP:r—lE(Si—Si) :r—lz”,’-

i=1 i=l1

(30)

2) Individual Privacy: As explained before, mutual infor-
mation is a relaxed version of e-differential privacy [31],
[32]. For consistency with the rest of this paper, here we
also measure privacy leakages of DP approaches via mutual
information. Therefore, we refer that our approach achieves
performances of relaxed DP approaches. DP assumes that
all nodes other than the considered node i are corrupt.
In particular, the DP adversary knows s; for j # i and, from
the output of the average consensus protocol, also %z i Si-
It follows that the DP adversary can always deduce §;, and so
individual privacy is given by

I(Si; Oppyvviy) = 1(Si; Si + Ry). (31
Existing mechanisms give bounds to this, under assumptions
of the distribution of the S;. For instance, if it is known that
si € o, + M] for a, M € R, then taking r; to follow the
Laplace distribution with parameter M /e ensures that (31) is
bounded by & [26]. Note that all noises R; are independent
of each other and their variances, denoted o2, is given by

ri?

a,zl_ = 2M?/&2. Given (30), the variance of Epp is thus

l < , 2M?
— o, = .

i=1

(32)

This shows that the more privacy we demand, i.e., the lower
¢ is, the less accurate the output average will be. Hence, there
is a privacy-accuracy trade-off in DP approaches.

Overall, we conclude the output accuracy and individual
privacy of a DP based approach is given by

1 n
(eDP = o ZV?Q I(Si; Oppngy) = 10Si5 S + Rz‘)) (33)

i=1

VI. CONNECTION OF PROPOSED APPROACH AND
EXISTING SMPC AND DP APPROACHES

We first analyze the output accuracy and individual privacy
of the proposed approach and then explain how it connects to
existing SMPC and DP approaches.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

A. Output Accuracy

As proved in [35], [40], and [41], the output accuracy
is dependent on the parameter of A, i.e., minimum
quantization cell-width. Let r; ,,;, denote the residual error in
the output of node i compared to the true average s,., so that
the MSE of the proposed approach is given by

1
eanese =~ 2, Ti.min® (34
ieV
We have that
ri,min = -xi(t) — Save
~(t=1)
@ i ~ 2jen; Buiiy _
- 1 + Cdl' ave
(t=1) (=1)
® Si — Z_/e/\[i Bi\jZi\j _ Z_,EN,. Bi\j”iu _
- 1 + cd; 1+ cd; e
(35)

where (a) uses (21) and (b) uses (20). Since the first term in
the right-hand side of (35) equals s, as t — oo, we conclude
that

(t=1)
Zje./\fi B;jjny;
1+ cd;

Note that for the special case where A,;, = 0, we have that
n) - 0ast— oo and thus 2 — 0, hence perfect output

ilj 1, min

accuracy is guaranteed.

Vimin —> — as t — oo.

B. Individual Privacy

With the adopted quantization scheme, the total
collection of information transmitted over the network
is 20V pees (A2 Y jreeso1. OF these, only the initialized
{z,-(g)}(,». jec are transmitted over a secure channel. Thus,
the eavesdropping adversary has the knowledge of
{Aiﬁzh joee>1 The passive adversary has the knowledge of

{S;}jev. U {Z;B{), Azj(-‘tk)}(_/'k)egt‘,z] and hence combining the
knowledge of these gives that the view of an adversary in our

proposed algorithm is

0 A
OADQSP,VC = {Sj}jevc ) {Z]('\k)}(j,k)e&- U {AZ,(-T/B}g,k)es,le)-

In what follows we will show that the proposed approach
can achieve both SPMC and DP performances under different
parameter settings.

C. Proposed Approach Achieves SMPC Performances by
Setting Amin = 0

We will prove our claim via two main results: 1) the
proposed approach obtains similar properties as the SMPC
technique, i.e., additive secret sharing; 2) The proposed
approach achieves the same performances as the SMPC
approach.

We remark that the initialized zl.(g)’s together with xl.(l) can
be considered as shares of s;, similar to the additive secret
sharing scheme. In the following, we prove that it also satisfies
two key properties of additive secret sharing scheme, similar
to Proposition 2.
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Proposition 3: (The proposed ADQSP satisfies two proper-
ties required for additive secret sharing.) Let Z,-(‘(j)-) ~ N0, 012)

si—> . Bz
and let xi(l) = Yzﬁ_+uz'” Furthermore, let k be an
element in N; and denote the variance of S; by 03. Then
©0) M, _ 1 oy
I(S;; {Zi\j }je.f\/'[\(k}v X;) < 5 log(1 + ;) (36)
Z
1S (Z Y jenis X)) = 1S 80). (37)
For UZZ — 00 we obtain
. 0 1
im 16 {Z e X;) = 0. (38)
Proof: See Appendix G. (I

We now proceed to the main results of individual privacy.

Theorem 2: (Upper and lower bound of the information
loss of the proposed ADQSP approach when A, = 0.)
Assume that all nodes has at least one corrupt neighbor, the
information that the adversaries can infer about an arbitrary
honest node i € Vy, is upper bounded by:

I(S;; OADQSP,VC)
0 0 0
SIS {S) = 2 BuZWbievy 1 AZ50 = Zi Y ikevy )

kEvah
(39)
assuming ozz — 00, the above becomes
I(S;; Oapgspve) <1(Sis 2. S)). (40)

jEVh’l

Assuming tmax —> 00, the information loss is also lower
bounded by:

1(S;i; Oapgseve) = 1(Si; Z Si). (41)

J€Vn,1
Proof: See Appendix I for proof of (39) and (40),
Appendix J for proof of (41). (]
Overall, we conclude that when Api, = 0 the output

accuracy and individual privacy of the proposed ADQSP
protocol is given by

(eADQSP = 0; I(S;; OADQSP.VC) =I(S;; Z Sj)-) (42)

jthvl

which is identical to the performance of SMPC approach (28).

D. Proposed Approach Achieves Performances of (Relaxed)
DP Approaches by Setting Amin > 0

DP approach is the worst-case scenario where there are n —
1 corrupt nodes, i.e., V. = V\ {i}, which implies N, = @
and G; = {i}. We have the following result

Theorem 3: (Information loss of the proposed approach
when V., = V\ {i} and Anin > 0) The information loss is
given by

I(S;; OADQSP,V\{i)) =I(Si; {Si + Ci,ka(\[,'_H)}tzO) (43)
— _l+4cd;
where Cir = m
Proof: See Appendix K. (]

Note that in this case if Ay, = 0, we have Nk(‘? — 0 thus
the above 1(S;; Oapgspvvi) = 1(Si; {S;i + Ci,ka(\tz'+l)}zzo) =
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1(S;; S;) which is maximal, i.e., all the private information is
revealed.

Therefore, we should set Api, > 0 and the corresponding
quantization noise N,f",.ﬂ) will help to guarantee privacy.
By inspecting the output accuracy (34) and individual
privacy (43) we can see that increasing A, will result less
accurate output and more privacy guarantee as the quantization
noise nl(‘t;s at convergence becomes larger. This complies to
the privacy-accuracy trade-off of DP discussed in Section V-
B. Overall, we conclude that by setting Apin > 0, the
proposed ADQSP gives privacy guarantees in the presence of
n — 1 corrupt nodes, analogous to DP. Its output accuracy and
individual privacy are given by

1
(eADQSP = r—l r,
iey

I(S;; OADQSP,V\{i}) =I(S;; {Si + Ci.ka(ﬁJrl)}tzO)-)

i,min;
(44)

VII. NUMERICAL RESULTS

In this section, simulation results will be presented to
demonstrate the performance of the proposed approach and
its connections to both SMPC and DP.

A. Convergence Behavior of the Proposed Approach

To simulate a distributed network, we simulate a geometric
graph with n = 30 nodes in a room of size 1 x 1 x 1
meter and the coordinates of each node are randomly generated
from uniform distribution within the range of [0, 1]. Every two
nodes are neighbors if and only if their distance is within the

. 2log(n) . .
radius /===, this guarantees that the generated graph will

be connected with a high probability [46]. Without loss of
generality, all private data {s;};c) are randomly drawn from a
Gaussian distribution with unit variance and zero mean. The
constant ¢ for controlling the convergence rate is set as 1. The
bitrate [ is set as 2.

To demonstrate the flexibility and general applicability
of the proposed approach, in Fig. 1 and 2 we show
its convergence behavior under different parameter settings.
Each experiment is averaged over 10* times. The mutual
information is estimated using the npeet toolbox [47].

1) First, we demonstrate that the proposed approach is

applicable to different types of distributed optimizers,
i.e., to different choices of 6 € [0,1). We take 6 =
0, 0.2, 0.5; note that & = 0 corresponds to PDMM and
0 = 0.5 corresponds to ADMM. As can be seen from
Fig. 1 and 2, the convergence behavior is independent
of the choice of 6, and our approach can be applied to
different distributed optimizers.

2) In Fig. 1 we demonstrate the convergence behavior
of the optimization variable by varying the variance
of the initialized auxiliary variable, which controls the
achieved privacy level (see details below in Fig. 3).
Clearly, we can see that the convergence rate is
independent of the variance magnitude, as a higher
variance only incurs a higher initial error, thus a larger
offset.
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Fig. 1. Convergence of the optimization variable in terms of three different variances of the auxiliary variable, i.e., o; = 103, o7 = 102 and o7 = 10! given
three different distributed optimizers: (a) 6 = 0 (PDMM), (b) 6 = 0.2 and (c) € = 0.5 (ADMM), wherein Apin = 0.
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Fig. 2. Convergence of the optimization variable in terms of three different quantization parameter setting, i.e., Apjy = 1073, Apin = 1072 and A, = 107!
given three different distributed optimizers: (a) 6 = 0 (PDMM), (b) # = 0.2 and (c) 8 = 0.5 (ADMM), wherein o, = 103.
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Fig. 3.
as a function of o using the proposed approach; NMI of I(S;; >
using the existing SMPC approach.

Individual privacy: normalized mutual information (RHS of (39))

fevlz,] Sj)

3) In Fig. 2 we demonstrate the convergence behaviors by
varying the quantization cell-width A ;. We can see
that, as expected, the output accuracy is degraded by
increasing A.;, (in Fig. 5 we will show the privacy
leakage becomes less by increasing A,;,). Hence, the
trade-off between privacy and accuracy is controlled by
the parameter A .

B. Connection to Existing SMPC and DP Approaches

We now proceed to consolidate our claims that the proposed
approaches can reduce to both SMPC and DP by choosing
appropriate parameter settings.

1) SMPC: In Fig. 1 we show that by setting A, = 0
the proposed approach is able to converge to accurate output
average result, similar to the results reported in SMPC

approach [14], [16]. As for individual privacy, we consider
the case where there are only two honest nodes in the
network and they are connected to each other. In Fig. 3
we show the achieved privacy level for one honest node
of the proposed approach, by taking the normalized mutual
information (NMI) on RHS of (39) as a function of the
variance o,. In addition, we also depict the achieved privacy
of the existing SMPC approach, i.e., the normalized mutual
information I(S;; ZjethI S§;) in the redefined ideal world (8).
We see that by increasing the variance o, the proposed
approach gets closer to the bound given in SMPC approach.
Hence, with Fig. 1 and 3, we validate the claim that the
proposed approach can achieve the same performances as
SMPC approach when A, = 0.

2) DP: In order to demonstrate that the proposed approach
achieves similar privacy to a DP approach by setting A, > 0,
we assume that the noise added in DP approach is uniformly
distributed over the range [—*, % ]. By inspecting Fig. 4 we
can see that by setting u, = A, the proposed approach
achieves similar output accuracy as the DP approach. Note
that by tuning parameters ¢ the constant for controlling the
convergence rate and y the decreasing rate of quantization
cell-width, it is possible to achieve a good combination
which even has a faster convergence rat compared to the
non-quantized case (see [40], [41] for more details). As for
individual privacy, let node i be the only honest node and
for simplicity we let ¢ = d; = 1 and & = 0 such that

Cix = % = 1 in (43). In Fig. 5 we plot the NMI of
1(Si; {Si+c ij(‘tl_-H)}jeM) as a function of the iteration number

t using the proposed approach. For the DP type approach, the
NMI is given by I(S;; S; + R;). From the figure we conclude
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Fig. 4. Output accuracy: MSE of the optimization variable in terms of
iteration numbers using the proposed approach and DP approach under two
different sets of parameter.
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Fig. 5. Individual privacy: NMI as a function of iteration numbers using the
proposed approach and DP approach under two different set of parameters.

TABLE I
ABBREVIATIONS

Abbreviation | Full description
SMPC Secure multiparty computation
DP Differential privacy

ADQSP Adaptive differentially quantized subspace perturbation
MSE Mean squared error

TTP Trusted third party

LDP Local differential privacy

that as the iteration grows, 1(S;; {S; + c,-.,-Nj(fiH)}jeM) of the
proposed approach can attach to the I(S;; S; + R;) of DP type

approach, which substantiates our theoretical results.

VIII. CONCLUSION

In this paper, we proposed a novel privacy-preserving
distributed average consensus approach called ADQSP.
Through a comprehensive information-theoretical privacy
analysis, we demonstrate the flexibility and optimality of the
proposed approach. Though not directly derived from existing
cryptographic tools, it enjoys both the benefits of SMPC
and DP techniques and can achieve their performances by
controlling the quantization parameter. Experimental results
are presented to validate our theoretical analysis.

APPENDIX A
LIST OF ABBREVIATIONS

See Table 1.
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APPENDIX B
BROADCAST ALTERNATIVE OF ALGORITHM 1

Algorithm 3 Distributed Optimization for Average Consensus
(broadcast)

Ateachi € V:
1) Initialize {2 = 0};cx;;
2) Fort =0,1,..., thax — 1 do
a) Compute xi(tm using (10);
b) Broadcast xi(t'H) to all j € NV;;

¢) Compute Vj € N, : Zi(ltj+1)’ Z.S\tfﬂ)

3) Output xi(tma")

using (11);

APPENDIX C
PROOF OF PROPOSITION 1

To explain the main idea we use the case that k;, = 2,
i.e., the adversary disconnects the honest nodes into two
components denoted as a “left” component £ and a “right”
component R. Let sz, sg and sy, be vectors consisting of
the inputs for the left component, the right component, and
the corrupt nodes, respectively.

Proof: Let F be the protocol outputting >/, s;. The
view of the adversary is

OF,VC = {SVN rv(-v me,mp, f(sﬂ» SVC» SR)}’ (45)

where ry,_ is a vector containing the so-called randomness
from the corrupt nodes, m  is a vector containing all messages
received from nodes in £ and similarly for m in R.

The adversary can simulate a run of the protocol where it
takes the actions for the nodes in R. It means that it chooses
some inputs and randomness and follow the steps in F, where
it uses the messages m, when needed in F. If at some point
an entry in my differs from the view it will abort the protocol
and start over. Since s and rg is a valid choice (there might
of course be several others) the adversary will succeed at some
point meaning that it will find an § and 7R giving the exact
same view as in (45). Since the adversary uses the exact same
messages from the nodes in £ as in the real execution of F
and the correct output is included in the view we must have
f(sz,sv.,sr) = f(sg, sy, SR). Hence, the adversary can
determine

Dosi=f(Sc, SV, SR) — D2 si— 2.5

iel ieVe i€R

When the adversary knows > ._.s; it can of course also
determine D, . 5i = 21| Si — 2oy Si — 2. Si- The above
proof can easily be generalized to the case where k; > 2 and
that in this case the adversary will learn all the sums of
the private data in each component. Hence, the proof is now
complete. |

APPENDIX D
PROOF OF PROPOSITION 2

Proof: The first equality holds since

(rii + > rij) mod p = s;.
JEN;

(40)
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For the last equality we consider two cases. First assume k =

, then clearly I(S;; {Rl },eN’ ) = 0 since all the RJ are
independent of S;. The last case considers k # i, and in this
case we have that

j (@)
1(Sis AR }jennin) =

D Z 1S R Vyenms Si —
®)

= 1(S;; Si — R,

where (a) uses (46) and the fact that I(X;Y,Z) =
I(X; f(Y,2)) if f is a bijective function; (b) follows from
independence between {S;, S; — Rk} and {R }jenr\- Due to
the fact that R is uniformly distributed in Lp, the random
variable §; — Ry is also uniformly distributed in Z, and hence
independent of S; which completes the proof of (25). ]

RF)

APPENDIX E
NECESSARY RESULT FOR PROVING THEOREM 1

Lemma 2: Let X1,...X, and Ry,...R, be independent
random variables satisfying Vi: I(X;; X; + R;) = 0. Then

n n
Vi I(Xi; X1+ Ry, ... X+ Ry X R) =1(Xis X X;).

j=1 j=1
Proof: We first present the following equality:
11 117 X1+ R D Xi
01 ---11|| Xo+ R Do Xi—
: = : “47)
0-- 0 11[| X,+R, X, — >R
n
0. v--- 01| |->" R ~>" | Ri
With the above result we have
n
I(Xi; X1+ Ry,.... Xy + Ry, D R))
Jj=1
n n n—1 n
=1X;; 2. X Z =Ry, Xy — Rj, > R))
j=1 j=2 j=1 j=1
n
= I1(X;; Z Xj)

where the first equality holds as the linear map in (47) is
bijective; by inspecting the linear map we can see that the
difference of the k’th and (k 4+ 1)’th rows in RHS of (47) is
Xk + Ry, which is independent of all X;s and the k’th row
of (47), thus X; — Z:'.ZIXJ- — Z?:zxj — R - ... >
Xn— Z?;} Ri — > i—1 R; forms a Markov chain. Thus, the
second equality holds. (]

APPENDIX F
PROOF OF THEOREM 1

Proof: We have that

I(S;; OSMPC,VC)
= 1(Si; {Sj}jev. ULRY, R} jpee, U {X DD, XD

as from (27) all {X (t)}tZZ can be determined using
(XD, X@}. Furthermore, note that since we initialize zfg) =
0 and with the inputs from (26) we have that

/
s’
x(l) J

J 1+ cd;
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’ (1)
Lo _ s+ 2¢(1 —0) Zkev
J 1+cd;

from (10) and (11).
Thus, there is a bijection between {S}}jev and xM and

furthermore, {s} }jev 1s enough for computing x@ . In addition,
the corrupt {s}} jev. can be computed using {s;};cy, and

{r_f.‘, r/{}(j_k)ggc based on (26). Thus we have

I(S;; OSMPC.VC)

= I(S;; {S‘}jew, {Rj'(s R]i}(j,k)e&v {S}}jevh)

(@)
L 1S5 AR, R} weser (S5} jevy)

(b) i
= 1(Si3 (RS, R{Ygweeo: (Sj+ 2 R — Ri}e)
kENth
() i
SIS S+ X Rl — RYe)
kENjh
(d) J k
IS {Sj+ > R — R}, )
]\GN/II
(e)
=18 X S))

jevhvl

where (a) holds as the term {S}} <y, is independent of all other
terms; (b) uses the fact that I(X; Y, Z) = I(X; f(Y, Z)) if fis
a bijective function, (¢) holds as all terms in {Rk RJ }Gkes, are
independent of {S; + ZkeN B RJ RX }Jth’ and (d) follows
from the independence of the dlfferent components, and (e)

holds as (d) is a special case of Lemma 2 wherein >/ | R; =
0.

APPENDIX G
PROOF OF PROPOSITION 3
Proof: The equahty comes immediately as s; can be

determined by {z,I i bien; and x; M using (10). Now consider
the inequality. We have that

I(Sl7 {Zl\j }/EN\
Q1S 20V enws

ilj

,x )
Si—BiZ3)
Qs 5 - 29

= h(S; — Z\)) — h(Z\))

© 1
2 s - z0) - z1og(2yrea§)

d) 0?2
<log|l+ —
o'Z

where (a) uses (10) and the fact that I(X;Y,Z) =
I(X; f(Y, Z)) if f is a bijective function. (b) follows as Z\” is
independent of S; and Z,ﬂg) and assuming the constant B;; = 1
(for the case of B;; = —1 the proof is the same.). (c) holds as
the entropy of a normal distribution with variance o2 is given
by 5 10g(2neoz) (d) follows from the fact that the maximum
entropy of a distribution with fixed variance is given by the
normal distribution, thus we obtain the above upper bound.

2
When o2 — oo, U—°2 — 0 we thus have
lim 165 4Z0Y s enw, X)) =0,

as mutual informatlon is non-negative. ]
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APPENDIX H
NECESSARY RESULTS FOR PROVING THEOREM 2

Lemma 3: Let X, R be independent random variables with

variance af, Urz < 00, we have

hm I(X; X+ R)=0,

O‘*)OO

(48)

i.e., X is asymptotically independent of X + R ifar2 — 00.
Proof: Let y = 1/0, and define R' = y R. Hence, R’
has unit variance. Since mutual information is invariant under
scaling, we have /(X; X + R) = I (yX:yX+R'). As a
consequence, we have
lim I(X; X+ R) = hmI(yX yX+R)
(72%00

1(0;R) =0.

APPENDIX I
PROOF OF (39) AND (40) IN THEOREM 2

Proof: Consider the difference of two successive x-
updates (12):

D _xO = _q 4+ ccTO)y (€T AzD).

Similarly, the difference of two successive z updates in (13)
is given by
Az = 9AZ + (1 —0)PAZY
+2¢(1 = 0)(PC(x"TD —
=0Az" + (1 -6)PAZ"
—2¢(1 = 0)(I +cCTC) (PCCT AZD).

x®)).

(49)

Hence, Az*D can be determined by Az,
For an honest node i we have

I(Si; OADQSP,VC)
_ L (Q. (0) 5(t)
=10Si; {Sj}jever {Zi Yoweees IAZ 0 Y Gweei=1)

(@) 0
< I(Si; {S)}jeves {Zj(‘\k)}(j Kekes {AZ(‘\[k)}(j pet.r>1)

(b)
= I(S;; {S }]evu {Z,\k }(] ke€es {AZ”,( }(J k)eé‘)

(o)
= 1(Si; {87} jeves {Z,lk Yomeee XV AAZ WY vee,)

) 0 0
21 (S e AZ D Gioeees XV AZD = 20V n0ee,)

() 0

i I(st {S - Z leij|k }jevhs {Z,(‘u() - Zk\j }(j,k)eé‘h)
ke Nj,h

(f) 0 0 0

= I(Si; {SJ %: Bi\kZ/(’\k)}./E‘/lz,l’ {Zj(\k) Zlgl/)}/ kth,l)
ke

Jsh

2()

where (a) follows from the fact that AZ;; is a random

function of Az! Jlk due to quantization, and hence we upper
bound the information leakage by replacing Az(') by Azﬁ,z.
(b) uses the result of (49). Since each node has at least
one corrupt neighbor thus x( can be determined using
{20 aeeer (AZ Y ee through (11). In addition, using x

and {zﬁ?k) }(i.iee. one can further determine {zﬁ‘lk) }mese, thus
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also {AZE‘lk)}(_/_k)egc. Hence, (c) holds. Since Az,-(‘_l,-) = z,-(‘lj) —z,-(g),
replace z,-(‘ ; using (11) we thus have
(1)
Azjj; M _ 0 __ 0
ﬁ — 2CB/|, j /\z z\] . (50)
Hence, {zﬁ) — z,.(l(j-)}(,-, pee, and {xj.l)} jev, can determine

{Azflﬁ)}(,, heey,» thus (d) holds. In addition, from (10) we have

o) _ 0)
> Bz =si— 2 Bz
je-/vi,c je-,\/i,h

(1 + cd)xD +

which again all term in the LHS is known to the
adversaries, and hence we obtain (e). For (e) we also
remove x}l) for corrupt j’s since they can be computed from
{Sj}ieves {Zﬁ)}(./,begc and after removal of this {ZJ(-SC)}(_/,begC is
independent of the rest and can be removed. (f) follows by the
independence of the different components. Hence, the proof
of (39) is complete.

If ozz — 00, based on Lemma 3 We have i €
Vi hm(,z_)oo I(S;; S; — ZkEN B B,‘kzllk ) = 0, ie.,
the private data S; is asymptotlcally independent of S; —
D e Nin B,‘,{Z,-‘k). Thus, the independence condition required
in Lemma 2 is satisfied, the proof follows similarly, we thus
have,

0 0 0
S48 — X BuZWYev, AZS) = Z0Y kev, )

kENj,h

=15 X Sp.

J€Vh,1
Hence, proof of (40) is complete. ]

APPENDIX J
PROOF OF (41) IN THEOREM 2

Proof: We first derive some equalities which will be used

in the proof later. Since Azﬁ'l) = %.“) - Aﬁi) = Ag%,“) _
ﬁt‘f ) replace z§|,-+ ) using (22) we thus have Vr > 1
AA(H-I) p D .

T I (NI

Thus, for the corrupt neighbor k € NV, the above becomes

R O e VAR i

! 2CBi|k(1 _0) 2CBz\k 2CBi|k(1 _9)

(52)

For the honest neighbor j € NV, ,, using (19) the above (51)
becomes

(t+1) ©) ©)
(t+1) i Zij T Zjii
! 2¢B;;(1—-06) 2¢B;;
(t) A( ) (t) A( ) A(t+1)
Z ’|1; Z ]‘\EI AZ]'U (53)
ZCB,'“‘ ZCBi\j(l _9)
Using (19), (21) can be written as
si— > Bzl — (1 +cdpxP
JeN; p
t
= 3 By(X A+ > BuEY, (54)

je/\/,-,h =1 keN; ic
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Note that, all terms in the RHS of the above equations are
known by the adversary, i.e., included in Opgsp. v, -

As a consequence, take the difference of the LHS
of (53) and (52) and scale up by 2¢ we have

(t+1) (0) 0) +1)
njji T Zijj T & M (55)
B;;(1—-0) By, B (1 —0)

In addition, first multiple (1 + cd;) with the LHS of (52) and
add to LHS of (54) we have

0 1
si— > BiuZz(\_/) + clka(f:Jr )’
jE'N’i,h

(56)

__ (+cdy)
recall ¢;; = —2CBi|k(1l_9)'

With the above results we thus have

I(Si; Oaposp.ve)
@
L1 (855 (8o AZ N grese (AZ N ees

N O S0

{ Jli ilj Jli
l\j(l - 9) Bi\j
N(l"r])

ki

By (1-6)

}ievh,jej\/,-,h.kej\/i‘c,tz()a
{Si — % Bzu ,|, +Cszk(\t, }zsvh.ks./\f,-vc.t>0)
JEN h
@+1) (0) ()
(g) S"{ N/\t Zt\/ Z/\l
Ly
B;;(1—6) By,
N(t+l)

ki

By (1—6)

0 +1
{Si - %: Bt\jzz(”) +C ka(‘t )}tevhy|,k€/\/}vr,t>0)
JeNin

}ievh, 1, €N pkeN; (1205

41 +1
> By Nz(\tl )

1j

(c)
> I(Si; {> S;-

J€Vh 1 J€Vp 1
+ > ka“ }z>0)
JE€VR 1.kEN ¢
@ fmax) (fmax)
> I(Sz, Z S] Z By ( Nl(|j N]V )
/e]}h 7€V 1

+ z Nk(lt]max)) ,
J€Vh 1.keN ¢

where (a) uses the fact that (55) and (56) can be computed
by the knowledge of the adversary. (b) holds by removing the
first three terms and consider only the honest component Vj j.
(c) holds by making a linear combination of the terms in (b)
where the coefficients are W_ for the first terms and W_
for the remaining terms. (d) holds because we consider only
the last iteration fpax.

Remark that if A, = 0 then N, (fmax) will converge almost

ilj
surely to O when f,x — 00. Hence in the limit we have

I(Si; Oapgse,ve) = 1(Si; Z S;i).

J€Vh 1

Hence, the proof of (41) is complete. (]
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APPENDIX K
PROOF OF THEOREM 3

Proof: We first present the following equality result:
similar to (13), consider the difference of two successive z
updates in (22):

A(H-l) +n(t+1) _ .0

J\l Jli nji

2¢(1 —0)B;
_ A(t) A(l) ilj (1)
=0AZ;,; + (1 -0)Az; red 20 TP ZB,V(AZ,M
(57
Hence, Az( D can be determined by the difference of
. . . . (t+1) (1)
quantlzatlon n01se over successive iterations n;;" ' —n;; and
Azl hE ) and Az,l ; in the previous iteration.
As for Az}lli) in the first iteration we have
() @ (1) _ (0) (1)
Az i = L Zjii +n/\t
(b) 0 0
(1= 0)() —zfﬁ)
+ C_(Si + C; N J|, Z Bl\kzl\k (58)
ij
where (a) uses (18) and (20); (b) replaces f‘,)

using (10) and (11).

We start our proof similar to the proof in Appendix J.
However, since V, = V\{i}, Vs = {i} and NV, = @ we do not
have any honest neighbors and hence we are not adding (55).
Thus the equality (a) in the proof of Appendix J becomes the
first equality below:

I(S;; OADQSP,V\(i))
0
= 1(Si3 187 i AZ30s AZD) e o

{Si + Ci,1<Nk(|ti+ }kEMv’ZO)

@ 0 5
D183 (S e (20 AZD ez

1 1
{Nk(|lz+ ) Nk(\ti)}ke,'\/',-.tzlv {Si + ci,kNlc(\ti+ )}ke/\f,-,tzo)

(b) 5(1
= I(Sz» {S }jEV\ {i}s {Z”k s AZ/('\k)}(j,k)ef s

1 1
{Nk(|t,+ ) N/f\ti)}kej\fi.tzl, {Si + Csz/\(\t,+ )}ke.f\/',-,tzo)
©)
i I (Slv {S }jEV\I)’ {Z]\k }(] ke& »

1 1
VD = N bz (S5 + el >}k€Ni,,zo)

(d) 1
D1 VT = N heesms (85 + NG e )
(e) 1
D1(Si5 8+ NG hene)
where (a) follows as {Nk(‘tlﬂ) — N,f‘t,)}kej\fi,,zl can be

computed by taking the difference of the last term
over successive iterations. (b) holds as based on (57),
all {Aiﬂtk}u pess>2 can be computed using {N,f‘f —
N ezt and (8] AZY AZ§ VG ayee1- (€) holds as
{AZ”,( }jee can be computed usmg the other terms based
on (58). (d) holds as {S;};e\ {Z”k }jwee are independent
of the rest two terms. (e¢) holds as {Nk(f,“) k(\tz)}kEN 4>1 can
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be determined by {S; + c,,kN,fﬁJrl)}ke/\/,-,tz.. Hence, the proof is
complete. O
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