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ABSTRACT In recent years, the use of Software Defined Networking (SDN) has increased due to various
network management requirements. Using SDN in computer network applications has brought several
benefits to users, including lower operational costs, better hardware management, flexibility, and centralized
network deployment. On the other hand, the Internet of Things (IoT) is another rapidly growing technology.
Distributed and dynamic infrastructures are two critical characteristics of IoT. These characteristics lead
to some challenges while using SDN in IoT in terms of security and privacy. In this paper, we address
security and privacy issues and solutions for SDN-based IoT systems. We analyze the techniques used for
defense in previous works to achieve an acceptable level of security and privacy protection in SDN-based
IoT systems. In the data plane, SDN-based IoT papers have considered hashing and encryption techniques,
in the control plane, certificate authority and access control have been analyzed, and in the application plane,
attack detection, and authentication have been discussed.We also provide a statistical analysis of the existing
work. This analysis shows that researchers have focused on certain areas more than others in recent years.
The final analysis also highlights issues that previous researchers have ignored.

INDEX TERMS Software-defined network, privacy-preserving, security, cloud computing.

I. INTRODUCTION
Due to the new requirements for networks, such as network
programmability, logical centralization of intelligence and
control, network abstraction, and openness, the use of SDNs
has increased dramatically. This technology adds dynamism
to the network architecture. SDN abstracts network functions
to virtualize or control them through software. SDN combines
the operational part (operating system and software) with
the existing role of deciding the destination of the traffic.
This is done with a lower-level system that is mainly com-
posed of different hardware. SDNs, through their dynamic
management, allow users to be more agile in their appli-
cations and activities in a virtualization environment. This
approach can provide benefits such as flexibility, scalability,

The associate editor coordinating the review of this manuscript and

approving it for publication was Renato Ferrero .

redundancy, and less hardware to manage powerful cloud
computing systems. By using SDN, users can add flexibil-
ity to their operations and architecture. This is especially
important regarding the system architecture in IoT, due to
limited resources and distributed infrastructure. Also, with
the widespread use of IOT applications and the use of SDN
in them, this issue has become more important. Due to the
software design and various applications used in this field,
security, and privacy challenges are essential in SDN-based
IoT. Therefore, in this article, we provide an overview of the
research in the field of security and privacy in SDN-based
IoT. To this end, we present the following contributions in
this article.

• Presenting the main categories of previous works on
the security and privacy of SDN-based IoT systems.
Existing surveys for SDN-based IoT, dealing with
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security attacks, using blockchain for security and pri-
vacy, and various deep learning techniques for security
and privacy are among our categorizations. The impor-
tant thing about these works is that, in addition to secu-
rity and privacy, they consider important aspects of IoT
(limitation of processing resources, distribution, limited
power consumption, and the existence of a deadline
for the completion of processes). Based on these cate-
gories, the researcher can find themain exciting research
direction.

• Presenting a categorization of previous work based on
the different layers of SDNs in IoT systems. In SDN-
based IoT, due to the nature of IoT processing and its
applications, the controller and data layers differ from
other SDN-based systems in addition to the application
layer. In each layer, we analyze the work done and show
the future directions of research.

• Presentation of the main techniques used in previous
works. The common denominator of these techniques is
that they consider the constraints of resources and their
distribution in the IoT. One of these techniques is the
use of blockchain to record transactions. Since IoT sys-
tems are decentralized, this solution helps increase the
level of security and privacy. Due to the severe resource
constraints in SDN-based IoT, some work have also
been done to detect and reduce the impacts of denial-
of-service attacks using deep learning techniques. These
techniques could be further extended by researchers.
We also explain the advantages and disadvantages of
each technique.

First, in Section III, we divide the existing work into
some categories based on considered issues. In Section III,
we present various works based on the target layers.
In Section IV, we discuss the statistical discussions and the
number of existing works based on the publication year,
scope, and topic. We examined the articles mentioned in this
survey and examined them from different aspects in Sec-
tion V. In section VI, we summarize the issues raised in the
article and presented existing directions for future research.

II. BACKGROUND
In this section, in the first sub-section (II-A), we will examine
the market size of SDN and the Internet of Things. In the
second subsection (II-B), we introduce and review the tech-
nologies mentioned in this article.

A. ANALYSIS IN SDN AND IoT MARKET SIZE
One of our motivations for preparing this article is the rapid
growth of the SDN and IOT market size. Fig. 1 and Fig. 2
show the significant growth of SDNs and the size of the
IoT market, respectively. Due to the advantages that this
technology brings, its use is increasing rapidly, especially in
the IoT sector. SDNs are also being deployed to meet dif-
ferent requirements in various other applications, including
vehicular networks, healthcare applications, and other critical
applications.

FIGURE 1. SDN market size in 2020 and 2027 (worldwide) [1].

FIGURE 2. U.S. cellular IoT Market, by type, 2012-2025 (USD Million) [2].

B. TECHNOLOGIES AND CONCEPTS
We are dealing with technologies and new numerous con-
cepts in this article. In this section, we introduce The IoT,
blockchain, and the difference between security and privacy.

1) INTERNET OF THINGS
The Internet of Things is a term used to describe the billions
of devices connected to the Internet around the world. These
devices are connected thanks to the many small computers
embedded in them and have the ability to send and receive
information [3], [4], [5], [6].

One of the most important features of the IoT is the lim-
itation of processing resources. IoT data processing usually
is needed at the edge. Devices that are at the edge usually
are kind of embedded systems. Embedded systems have low
and limited processing power. For this reason, some solutions
should be found to perform complex and heavy IoT process-
ing at the edge [7], [8], [9], [10], [11], [12].

2) BLOCKCHAIN
Blockchain is a technology that enables the secure sharing of
information. Data, obviously, is stored in a database. Trans-
actions are recorded in an account book called a ledger.
A blockchain is a type of distributed database or ledger—
one of today’s top tech trends—which means the power to
update a blockchain is distributed between the nodes, or par-
ticipants, of a public or private computer network. This is
known as distributed ledger technology or DLT. Nodes are
incentivized with digital tokens or currency to make updates
to blockchains. Bitcoin is the first application of this tech-
nology, but this revolutionary technology can be used for any
system that needs to reduce trust in intermediaries and third
parties [13], [14], [15], [16], [17].
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3) THE DIFFERENCE BETWEEN SECURITY AND PRIVACY
In this article, we will explore the issues of security and
privacy in an SDN-based IoT system. In this section, we will
define the difference between these two concepts. Security
prevents unauthorized access to data [18], [19], [20].

• Security prevents unauthorized access to data. While
privacy is concerned with protecting users’ identifiable
information.

• Security protects all data at all levels. Privacy, on the
other hand, protects the sensitive data of individuals and
organizations (leading to their identification).

• Security can be achievedwithout privacy. Privacy cannot
be achieved without security.

III. CATEGORIES OF EXISTING WORKS IN SECURITY AND
PRIVACY OF SDN-BASED IoT
In this section, we present existing studies in the area of
SDN-based IoT security and privacy. We have divided the
existing work in this area into below categories: Surveys on
security and privacy issues in SDN-based IoT, DDoS issues
in SDN-based IoT, the use of blockchain in SDN for security
and privacy issues, the use of deep learning techniques to
increase the level of privacy and security in SDN, and other
topics related to SDN-based security and privacy.

The reason for this classification of subjects is the number
of articles on these subjects. By reviewing the articles pub-
lished in the field of privacy and security in SDN-based IOT
applications, we concluded that the articles in this field with
thementioned positions have the largest number. These topics
are not limited to the type of attacks (such as DDoS) or the
type of attack prevention (such as blockchain) or the type of
attack detection (using deep learning solutions). Rather, the
general approach of existing articles in the field of privacy
and security in SDN-based IOT applications.

We first examine existing studies to show how our work
differs from them. Since processing resources in SDN-based
IoT are severely limited, DoS and DDoS attacks can cause
great damage to these systems. For this reason, much work
has been done on this topic. We have also studied this cat-
egory and investigated these works. In this article, we have
examined several works in this area. Deep learning tech-
niques are widely used to detect suspicious threats to security
and privacy. However, due to limited resources in SDN-based
IoT systems, special considerations should be made for the
use of deep learning. Finally, we take a look at other issues
that have been addressed in the area of security and privacy
of SDN-based IoT systems.

A. SURVEYS ON SDN SECURITY AND PRIVACY ISSUES
In this section, we look at work that addresses security and
privacy in SDN-based IoT. Most of these works only address
the security issues of SDN-based IoT.

The authors in [29] and [30] considered the three layers
of SDNs, the data plane, the control plane, and the appli-
cation plane. In each layer, they have analyzed the existing

vulnerabilities and risks. They have concluded that the great-
est risks are in the control plane. Various vulnerabilities and
cyberattacks are examined in [31]. The authors also present
the defense approaches and solutions to these vulnerabilities.
The authors in [21] have presented several existing vulner-
abilities and potential attacks in the IoT domain. They have
concluded that SDN security plays a very important role in the
security of IoT. They have presented the various open areas
to enhance the approach to SDN security.

Various DDoS attacks in SDN were analyzed in [32], [33],
[34], and [35]. Researchers mentioned that SDN could fall
victim to such attacks due to its centralization. Referece [36]
has divided SDN security into two areas: control and data.
The researchers focused on the data area in their paper. The
authors divided DDoS detection techniques into a few cate-
gories: Machine Learning, Traffic Analysis, and Connection
Analysis in [22].

The authors in [26] have analyzed various attacks in all
layers of SDN. They have considered attack types such as
network tampering, data leakage, DDoS attacks, and unau-
thorized applications. Different attack types and anomaly
detection in three SDN layers were presented in [37]. The
authors in [27] divided the attack types such as switch and
controller resource saturation, control and data channel satu-
ration, east-west channel saturation, and north channel satu-
ration into three layers of SDNs. In [38], flow graph, traffic
analysis monitoring, and IP-MAC address monitoring-based
solutions are used to overcome SDN ARP cache poisoning
attacks. In [39], the authors used an advanced support vector
machine method to detect two flooding-based DDoS attacks.
In [40], the authors classified existing DoS/DDoS models
in SDN. They consider three layers, including the protocol,
device resources, and the network, for their analysis of the
damage caused by Dos/DDoS attacks in three layers. The
protocol, device, and network layers include Transmission
Control Protocol-TCP, bandwidth, CPU, storage, and infec-
tion and recovery time. In [36], the authors consider the data
plane environment and analyze a stateful SDN-based system.
They presented the impact and range of impact for existing
vulnerabilities. [24] have considered blockchain as the main
way to make SDN environments secure and private. They dis-
cuss the advantages and disadvantages of using Blockchain.

1) THE DIFFERENCE BETWEEN OUR WORK AND EXISTING
WORKS
In this article, we do not address security and privacy
issues in SDN in general. We address security and privacy
issues in SDN-based IoT systems. Due to the limited pro-
cessing resources in IoT, the DOS attack is essential. This
type of attack can exacerbate the problem of limited pro-
cessing resources. The limitation of processing resources also
prevents us from using complex algorithms such as deep
learning techniques to ensure security and privacy. Since the
distributed architecture of IoT, the use of blockchain can
increase the level of privacy and security in IoT applications.
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TABLE 1. Existing surveys in security and privacy of SDN-based IoT and the difference between our work and them.

Due to these differences, in addition to general security and
privacy issues, we focus on the above issues and explore them
in SDN-based IoT systems. We have also compared our work
with other surveys in this area in Table 1.

B. ATTACK ISSUES IN SDN-BASED IoT
One of the major security issues in SDN-based IoT is the
DoS and DDoS attacks. Due to the limitation of resources
in SDN-based IoT, DDoS causes major problems, especially
in the SDN controller layer. This type of attack wastes system
resources. This problem is especially important in IoT, where
processing resources are limited. For this reason, we review
the previousworks in this area as a dedicated subsection, here.
In [41], researchers address a variety of issues related to the
use of SDN in the vehicular network. Security is one of the
important issues that researchers have addressed. SDN-based
security for Ship-IoT has been considered in [42]. In [23], the
researchers have described a stateful SDN solution that can
detect and mitigate DoS and DDoS attacks in IoT networks.
Their approach has a great impact on reducing the terrific data

plane in SDN-Based IoT. In [43] the authors have considered
DDoS attacks in IoT environments. They have analyzed and
classified the various existing approaches and tools in this
area. They clarified the open direction and issues for future
studies. The authors in [44] present an approach for detecting
the DDoS attack on SDN. This method is based on collecting
data and analyzing the type of traffic. In this analysis, data
entropy is considered. In [45], the authors have presented
an approach including analysis of the IP and traffic anomaly
behaviors to detect DDoS attacks. In [46], The destructive
effect of the DDoS attack on the controller layer in SDN and
the extent of violations in the performance of the entire SDN
system are investigated. Reduction of damage and defending
against the DDoS attack has been considered in [47]. The
authors have presented a low-cost approach to reducing the
controller’s overhead. This solution allows the user to respond
to the attack in real time. The authors in [48] have presented
a multi-layer classifier that detects the DDoS attack. This
multi layers classifier used Support Vector Machine (SVM)
for classification.
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In [23], the authors have used an approach to detect and
prevent DDoS attacks. They have used an extension of Open-
Flow. This extension can detect and preventmalicious packets
in switches and prevent sending them to the control panel.
[49] presents the security issues in software-defined wireless
networking. This work [50] has used SDN for detecting and
defending DDoS attacks in the IoT environment. The idea
of this paper is to integrate controllers including SDN con-
trollers. By using this approach, the operator can monitor and
apply the detection and defense algorithm easier. In [51], the
researchers have presented an approach to detect malicious
traffic to overcome the problem of DDoS attacks. In this
approach, the SDN’s controller analysis the session IPs and
their payload. This approach can analyze large volume traffic
that is generated by IoT devices. Security of IoT environment
has been considered in [52]. The authors have limited access
to IoT devices via the network. They also have used an
approach for the authentication of IoT devices. For using this
approach, the authors have added a lightweight layer to the
IoT system. This approach can prevent malicious IoT devices
from to adding the network. In table 2, we compare the works
done in the field of DoS and DDoS.

C. USING BLOCKCHAIN IN SDN FOR SECURITY AND
PRIVACY ISSUES
One of the most important technologies based on the
blockchain platform is cryptocurrency. Due to distributed
architecture of blockchain, it is a good candidate for the
IoT environment. In this section, we examine the use of
blockchain in creating privacy and security in SDN.

In [53], the researcher established an approach for routing
in cluster IoT-based SDN using blockchain. By this approach,
they can increase the privacy level of SDN. One of the uses of
the blockchain is to record interactions as evidence for future
use. Another advantage of blockchain is its use in authentica-
tion. In [54] proposes a decentralized access control mech-
anism based on blockchain for SDN-based IoT. In [55] a
combination of blockchain and SDN has been considered.
The authors also have considered the important challenges
for IoT processing including energy consumption and real-
time processing. This approach is a suitable approach to use
in smart cities due to the considering functional techniques,
security, and privacy issues. The authors in [56] have used the
blockchain for data management and saving transactions and
records in IoT clusters. In recent years, the use of blockchain
for privacy-preserving and improving the level of security
in SDN has increased. The authors in [24] have surveyed
various works in the area of using blockchain in SDN. They
have predicted that due to the rapid development of using
blockchain in industry and economy, using blockchain in
technologies like SDN will grow significantly.

The current communication channel between IoT devices
is unencrypted. This issue caused serious vulnerabilities
in data transfer between IoT and cloud devices. In [57],
the authors suggest using the blockchain to deal with this
issue, so that the data is encrypted using the blockchain and

vulnerabilities are prevented. The current vehicular IoT envi-
ronment is insecure since a compromised vehicle can go
undetected and spread incorrect road information. Due to
the critical applications and real-time processing in vehicular
networks, this issue has a great impact on the functionality of
the vehicular network. The researcher in [25] has considered
this issue and suggested using blockchain to overcome it.
The authors in [58] have used a combination of SDN and
distributed blockchain to improve the security level of IoT.
The authors in [59] have used threat prevention, data protec-
tion, and access control, and mitigate network attacks such as
cache poising/ARP spoofing, DDoS/DoS attacks, and detect
security threats for large-scale SDN-based IoT systems.

Lack of trust between different vendors has been consid-
ered in [60]. The Authors have tried to resolve this issue
by using blockchain in the SDN structure. The current SDN
architecture is insecure and vulnerable and lacks data pri-
vacy, authentication, and availability. combining the SDN
and blockchain can improve the level of trust and security
between different nodes [61]. Blockchain nodes are insecure,
especially in the public Blockchain network. Some novel
approach has been presented in [62], [63], and [64] for using
SDN in blockchain for filtering the packets, NS amplifica-
tion attack in the private Blockchain, and adding the effi-
cient capability of handling a group of sub-flows together.
The proposed approach in [65], has used smart contracts to
improve the security and privacy of SDN-based IoT. The
authors have used a public blockchain using Ethereum. The
main objective of [66] is to use a Cyber Threat Intelligence
(CTI) sharing platform based on a private blockchain. By this
Cyber Threat Intelligence sharing, this approach can reduce
the impact of attacks. A secure IoT architecture based on the
blockchain is presented in [67]. By using this approach, the
security, performance, and functionality of Network Func-
tion Virtualization (NFV) and SDN will increase. Energy-
aware and blockchain-based architecture have been presented
in [55]. Due to the features of this approach, it can be
used in IoT applications like smart cities. Using blockchain
causes removing the single point of failure. In this paper [68],
the authors propose that in an SDN-based IoT network,
the identities, public keys, and trust indices of IoT devices,
can be stored on a blockchain to ensure immutability and
tamper-resistance.

This paper [69] proposes a lightweight blockchain-based
authentication mechanism where ordinary sensors’ creden-
tials are stored. This lightweight approach is implemented in
SDN’s controller. The authors have considered the limitation
of IoT processing capabilities and energy consumption. The
authors in [70] utilize two emerging technologies blockchain
and SDN as a sustainable solution. They have used transac-
tion records to improve the level of privacy and security in the
SDN environment. This paper [71] presents an approach to
using blockchain for distributed control strategy and network
attack detection. Blockchain-based multi-controller architec-
ture has been in [72] for SDN-based networks. One master
controller and multiple redundant controllers are assigned to
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TABLE 2. Comparison of the existing works on security and privacy of SDN-IoT (Dos&DDoS).

TABLE 3. Comparison of the existing works on security and privacy of SDN-IoT (blockchain).

each SDN domain. They have used a blockchain where the
master controller creates blocks of network flow updates, and
redundant controllers validate the blocks.

In table 3 we have compared the researchers that used
blockchain in their approaches.

D. USING DEEP LEARNING FOR IMPROVING THE
SECURITY AND PRIVACY IN SDN-IoT
The use of deep learning in improving privacy and secu-
rity has grown exponentially in recent years. The use of

machine learning is used to identify anomalies, intrusions,
and other destructive factors. The use of deep learning in
the SDN-based IoT environment is complex. Processing
resources in the IT environment are very limited. In contrast,
deep learning is a very heavy and complex process. For this
reason, appropriate solutions should be found to use deep
learning in this environment.

Machine learning and deep learning approaches for intru-
sion detection and monitoring the vulnerabilities are pre-
sented in [73]. The authors in [74] present an approach for
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selecting optimal processing resources without any reduction
in the result. Due to the limited processing resources in IoT,
one of the most important issues in the IoT processor is
deep learning. An SDN-based framework for processing deep
learning techniques in IoT is presented in [75]. Their SDN-
enabled, hybrid DL-driven architecture is proposed to protect
the IoT environment against malware and cyberattacks, i.e.,
DDoS, brute-force, bot, and infiltration. In [76], the authors
present an approach for communicating between the con-
trollers and switches in the SDN-based networks to increase
performance and usability. A deep learning approach for
intrusion detection and prevention system against brute-force
and distributed DDoS attacks and malicious packets in SDN
has been presented in [77]. In [78], the author has considered
increasing the capabilities in terms of privacy preservation.
They have used deep learning approaches to utilize the more
sensitive data to reduce their risk. Deep learning techniques
are used in [79]. the authors have used resource-constrained
aware deep learning approaches to detect threats and attacks.
These approaches are a good candidates for the IoT environ-
ment due to their awareness of the limitation of resources.
The authors in [80] have used a deep learning approach for
classification to detect anomaly detection in an IoT environ-
ment. Due to resource limitation awareness, this approach can
be used in IoT devices. The authors in [81] have employed A
deep learning approach to detect and mitigate the malware in
a medical IoT environment based on the SDN. The authors
in [82] have used deep learning techniques like RNNs (recur-
rent neural networks) and LSTM (long short-term memory)
to detect and reduce the impact of DDoS in SDN controllers.
We have compared the works in deep learning concepts in
SDN-IoT in table 4.

E. OTHER ISSUES IN PRIVACY AND SECURITY OF SDN-IoT
The use of SDN in various IoT applications is widespread.
One of important IoT applications in which the use of SDN
is the vehicular network. Due to the large number of security
applications in vehicular networks and the need for real-
time processing, privacy and security in this application are
of great importance. The use of SDN in other IoT appli-
cations such as smart cities and smart homes is also very
common. In this section, we will discuss other issues related
to privacy and security in IoT-SDN including smart cities
and homes, energy-aware architecture, and edge-fog archi-
tecture of SDN-based IoT. The authors in [83] consider the
VANET environment for analysis of existing security threads
in SDN-based architecture. The authors in [84] have con-
sidered energy efficiency for detecting the anomalies. They
have considered a dynamic strategy selection and lightweight
detection module. Because we face limited resources in IoT.
This solution can be used in an IT processing environment.
In [85], SDN-based fog computing is presented for vehicular
computation. This architecture considers critical function-
alities of the vehicular network includes: vehicle-to-vehicle
and vehicle-to-infrastructure communications. Smart grids
and smart homes are important parts of the IoT ecosystem.

Privacy preserving in an SDN-based smart grid is considered
in [86] and [87]. These papers consider privacy in communi-
cation, authentication, and data aspects. The authors in [88],
[89], and [90] consider using SDN architecture to reduce
energy consumption in smart cities and industries. In [91] the
authors, establish hybrid proactive defense mechanisms com-
bining moving target defense techniques with cyber decep-
tion to spread camouflage information to confuse attackers.
Based on these mechanisms, they introduce a defender-led
signaling game model to formalize defense scenarios and
depict the interactions between the defender and the attacker.
Anomaly behavior detection of various applications in IoT
has been considered in [92]. The authors have analyzed dis-
tributed rules in SDNs to find their relationship and impact.
Abnormal detection in various IoT applications including
smart homes, healthcare, and other application in IoT has
been considered in [93]. The authors detect and reduce the
impacts of attacks in the IoT environment by using SDNs.
In this article [94], the authors have presented an architecture
to be used in SDN-based IOTs to prevent unusual traffic.
The authors in [95] have considered traffic management in an
IoT environment. The authors predict and manage malicious
traffic in IoT gateways. The combination of fog and SDN in
IoT to meet the security requirements has been considered
in [96]. Smart homes are one of the important applications
of the Internet of Things. There are many sensors in these
houses. The Internet of Things is used to connect these sen-
sors. For this reason, issues related to security and privacy
become important in this type of application. This article [97]
examines the work done in the field of security and privacy of
SDN-based IOT in smart homes. A roadmap to smart homes
security-aided SDN and ML has been presented in [98]. This
article [99] also considers the same approach in the field
of smart health applications and edge processing for smart
health. We have presented other previous works in the field
of security and privacy in SDN-IoT in table 5.

IV. SDN LAYERS AND INTERFACES
In this section, we will categorize previous works based on
the SDN layers.

Major previous works in this area have considered SDNs
into the following three categories: data plane, control plane,
and application plane, and considered some techniques in
these layers. Fig. 3 presents three layers of SDNs and related
vulnerabilities of each of them [100], [101], [102].

1) DATA PLANE
This Layer aligns with the controller rules and routes
the packets. Data plane includes physical devices and
infrastructure-related network [101], [103], [104], [105].
In [106], the authors examine the security issues in the SDN
data layer. They have drawn the community’s attention to
solving security issues in the data layer.

The authors in [107] have analyzed the new multi-hop
link (MHL) fabrication attack and its prevention approach in
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TABLE 4. Comparison of the existing works on security and privacy of SDN-IoT (Deep Learning).

TABLE 5. Comparison of the existing works on security and privacy of SDN-IoT (other).

the hybrid SDN. The authors have presented an approach to
prevent the injection MHLs in the control and data plane.

Because this layer is the closest part of the SDN to the
physical layer. This layer has the most connection with
the distribution function and the limitation of processing
resources in the physical layer. For this reason, it should be
adjusted with this infrastructure.

2) CONTROL PLANE
The control plane manages and controls the network and
infrastructure in SDN architecture. Many vendors have

considered this layer as their target in their products. This
layer is responsible for the different business logic and rule
from various vendors. This layer communicates with the
application plane via the northbound interface and with the
data plane via the southbound interface.

Northbound interface: The control and application plane
communicate with each other via the northbound interface.
This layer prepares APIs for the applications to communicate
with the controller.

Southbound interface: This layer is responsible for con-
necting to network equipment, including switches and other
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FIGURE 3. Vulnerabilities in SDN-based IoT.

nodes. This layer should be aware of the network topology
and its connections. This layer also has APIs that allow the
user to interact with and control network equipment. Some
of the popular southbound APIs are OpenFlow, Cisco, and
OpFlex.

• Modules in controller The controller includes follow-
ing sub-modules [100]:

– Authentication Module. This module is partially
executed at Certificate Authority (CA) and partially
on the cluster head. Themodules help to validate the
authenticity of CA, and cluster heads [100].

– Intrusion Detection Module. This module pre-
vents insider attackers or intruders who pass the first
layer of security, authentication [100].

• Using Blockchain in controller The authors in [108]
have merged the SDN and blockchain technology to
overcome the security and privacy challenges in the
SDN-based IoT systems. They have designed a rout-
ing protocol in the SDN controller for IoT devices
and removed the PoW (Proof of Work). This approach
can reduce energy consumption and increase security
between IoT devices.

• Other approach in controllerThe authors have consid-
ered DDoS attacks in the controller plane in [109]. They
have considered 5G as their benchmark for their exper-
iments. Researchers in [110] have presented a security
solution that detects and prevents attacks from mali-
cious end hosts in an SDN. They have added s Security
Management Application (SMA) in the SDN Controller

and Switch Security Components (SSC) in the switches
for enforcing the security policies on network flows.
In [112] the authors have presented an approach for
DDoS threat and SDN mitigation architecture for attack
detection. Their approach has used a discrete scalable
memory-based support vector machine algorithm. The
author was able to predict the reduced attack in traffic
and traffic dropping. The authors in [82] have used deep
learning techniques like RNNs and LSTM to detect and
reduce the impact of DDoS in SDN controllers. The
authors in [27] have divided the attack types such as
switch’s and controller’s resource saturation, control,
and data channel saturation, east–westbound channel
saturation, and northbound channel saturation, into three
layers of SDNs. In [46], The destructive effect of the
DDoS attack on the controller layer in SDN and the
extent of violations in the performance of the entire SDN
system are investigated. Due to the sensitivity of this
layer and its greater impact on the overall performance
of SDN-based IoT, this layer is more important to attack-
ers. Therefore, most of the previous works have been
done in this layer.

3) APPLICATION PLANE
This layer is the top layer in SDN architecture. The applica-
tion plane communicates with the control plane with north-
bound interfaces. This layer manages various applications
in SDN architecture. The application includes critical equip-
ment like Intrusion Prevention System (IPS), IntrusionDetec-
tion System (IDS), load balancers, and firewalls [101], [111].
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Given the widespread use of SDNs in IoT applications,
much work has been done to create privacy and secu-
rity in SDN-based IoT. Due to the limitations of SDN-
based IoT, protocols and appropriate solutions to maintain
privacy and security are presented in theseworks [113], [114],
[115], [116].

This layer is most relevant to IoT applications. For this
reason, most of the risks and solutions to deal with them are
related to these applications.

V. DISCUSSION
In this article, we have considered various works existing in
the security and privacy of SDN-based IoT. For a clear analy-
sis of the publications and research directions, we should con-
sider various aspects of the existing works on the mentioned
issues.

A. NUMERICAL REVIEW OF EXISTING WORKS
We perusing publications over time in the area of privacy
and security of SDNs. By this analysis, the research direc-
tions over previous and recent years could be detected. Then,
we have to consider the statistical analysis of the research
subjects of the existing papers.

Publication over time Figure 4, presents the number of
published papers based on the different years. As can be
seen, the number of articles is decreasing. But it should be
noted that the number of security articles was much higher
than the number of privacy articles. Most of the articles have
dealt with security issues, and because their issues have been
resolved, their number has decreased.

Previous works’ subject Figure 5, presents the number of
published papers based on the different subjects. As shown in
Figure 5, the least work has been done in privacy-preserving.
Very important applications now and in the future need to be
processed in SDN-based IoT systems’ privacy. Therefore, pri-
vacy in SDN-based IoT is a very important path for research.

Privacy over time. Figure 6, presents the number of pub-
lished papers related to privacy-preserving over time. As can
be seen in the figure, the number of articles is increasing.
This position reflects an increase in attention to privacy issues
in recent years. Therefore, there are many more unresolved
issues in this area.

Security over time. Figure 7, presents the number of
published papers related to security over time. From the
content of the figure, it can be concluded that security
issues have been resolved in recent years and fewer issues
remain. This indicates that in this area, security problems
have been identified as a more fundamental issue and a
solution has been devised for it. Therefore, researchers should
go to other paths besides security to find a suitable path for
research.

Applications’ domain-counts. Figure 8, presents the
number of published papers based on the different application
domains. As expected, the number of articles on new tech-
nologies such as blockchain, 5G, and vehicular networks is
higher than others. However, due to the nature of SDN-based

FIGURE 4. Publications over time.

FIGURE 5. Subject count.

FIGURE 6. Privacy publications over time.

IoT, its use in all industries and applications is increasing
rapidly. Therefore, its use in all new applications in the field
of information technology and cloud computing is expected
to increase significantly.

Considered Layers-counts. Figure 9, presents the number
of published papers based on the considered layer. Most
articles cover security and privacy issues at all three levels.
This indicates that the authors of the articles believed that
to achieve an acceptable level of security and privacy, the
issues in all three layers should be considered. Therefore,
it seems that researchers should consider all three layers
simultaneously to achieve an acceptable level of security and
privacy.
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FIGURE 7. Security publications over time.

FIGURE 8. Applications domain count.

FIGURE 9. Considered layers count.

B. TECHNICAL REVIEW OF PREVIOUS WORKS
Here, we review technical issues with previous work. SDNs
are used for various applications. These applications include
blockchain, vehicular networks, and 5G. considering these
areas can be used for detecting various research directions.

DDoS attacks. Due to the limited processing resources
in SDN-based IoT, this type of attack seems to be one of
the most important and destructive types of attacks for this
system. So although a lot of previous work has addressed
this issue, it can still be one of the most important topics for
continued research.

Using blockchain to achieve an acceptable level of pri-
vacy security in SDN-based IoT. The use of blockchain
to achieve an acceptable level of privacy and security in
SDN-based IoT has been considered in many previous works.
The use of blockchain can be much more widespread, given

the multiple uses of SDN-based IoT. For example, in this
article [117], blockchain is used to record smart contract
information and the type of driver behavior in the con-
nected autonomous vehicles network. Therefore, more use of
blockchain in the application layer and the controller layer
can be one of the future research directions.

Using deep learning techniques for security and privacy
in SDN-based IoTDue to the limited processing resources in
SDN-based IoT, complex applications such as deep learning
are complex and difficult. On the other hand, given that iden-
tifying many threats requires deep learning processing. So,
some approaches should be found to process deep learning
applications on limited processing resources of SDN-based
IoT. It seems that this issue can also be one of the paths for
future research. It seems that for this purpose, solutions such
as federated learning or SNNs (Spiking Neural Networks)
should be used [118], [119].

VI. CONCLUSION AND FUTURE WORKS
In this work, we have analyzed the approaches and tech-
niques in privacy-preserving and security of SDN-based IoT
systems. Due to the dynamic nature of SDNs, constraints
in IoT processing resources, and the existence of real-time
applications in this type of processing, security, and privacy
issues are essential. As far as we know, this is the first work
in reviewing the existing works in the field of security and
privacy-preserving SDN-based IoT systems. We have cate-
gorized existing works based on the main subjects, targeted
layer, and application types in them. We also have ana-
lyzed the existing works based on their subject, application
domains, publishing year, and considered layers. We have
also provided statistical analyzes based on the considered
subjects, layers, applications, and the year in which the
research was conducted.

Due to the presented information in this research, unlike
security, which has attracted a lot of attention, privacy still
needs more attention and research in SDN-based IoT. There-
fore, researchers should pay more attention to this issue and
consider it. It also seems that to achieve an acceptable level
of security and privacy, the issues in all three layers should be
considered simultaneously. Also, due to the distributed nature
of the infrastructure in IoT systems, the use of blockchain
should be considered more to maintain privacy and secu-
rity. Also, given the importance of machine learning and
deep learning to identify suspicious and attack streams, low-
overhead solutions should be found for processing machine
learning and deep learning on the limited SDN-based IoT
infrastructures. Due to the emergence of a new generation
of communications such as 5G and the use of new appli-
cations in it, it seems that to coordinate and comply with
these applications, some research should be considered in the
application layer of SDN-based IoT.
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