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Abstract

Searchable symmetric encryption (SSE) is an encryption scheme that allows a single user to perform
searches over an encrypted dataset. The advent of dynamic SSE has further enhanced this scheme by
enabling updates to the encrypted dataset, such as insertions and deletions. In dynamic SSE, attackers
have employed file injection attacks, initially proposed by Cash et al. (CCS 2015), to obtain sensitive
information. These attacks have shown impressive performance with 100% accuracy and no prior
knowledge requirement. However, they fail to recover queries with underlying keywords not present
in the injected files. To address these limitations, our research introduces a novel attack strategy
that incorporates the idea of inference attacks relying on uniqueness in leakage patterns. The goal
is to achieve an amplified effect in query recovery. Additionally, we propose a keyword classification
based on their access patterns, which helps identify the current limitation of query recovery in reference
attacks. With our proposed attack, we demonstrate a minimum query recovery rate of 1.3 queries per
injected keyword with a 10% data leakage of real-life datasets. Furthermore, our findings initiate further
research to overcome challenges associated with non-distinctive keywords faced by inference attacks.
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1
Introduction

The information era has ushered in an abundance of digital data, posing significant challenges for local
storage devices to handle such massive amounts of personal information. In response to this grow-
ing demand for efficient data storage solutions, cloud services have emerged as a practical solution.
However, storing data in plaintext on third-party servers raises serious concerns about sensitive data
leakage and privacy breaches. To address this critical issue, data encryption has become a funda-
mental requirement, even mandated by General Data Protection Regulation (GDPR), to ensure data
security and protect users’ privacy.

While encryption effectively safeguards the confidentiality of outsourced data, it comes with cer-
tain limitations, particularly in terms of functionality. One significant challenge arises when performing
searches over the encrypted content, as each document is encrypted as a unified entity, making selec-
tive keyword-based searches impossible.

To address this limitation, Song et al. introduced the concept of Searchable Symmetric Encryption
(SSE) in 2000 [36]. SSE is an encryption technology that enables efficient search operations on re-
motely stored datasets while ensuring the confidentiality of the data. In SSE, each plaintext document
is transformed into an encoded stream of keywords, which is then XORed with a stream of keys and
uploaded to a server assumed to be honest-but-curious. When a user wants to search for documents
containing a specific keyword, they use their private key to encrypt the keyword into a query and send
it to the server. The server replies with the encrypted set of documents matching the query, which the
user can then decrypt to obtain the plaintext documents.

Since its introduction, numerous scholars in this field have dedicated their efforts to enhancing
and fine-tuning searchable encryption (SE) techniques. For example, researchers have explored the
feasibility of employing public key searchable encryption, allowing encrypted data to be shared among
multiple clients [4, 20]. Moreover, the exploration of dynamic searchable encryption has empowered
users with greater control over their encrypted datasets, enabling functionalities such as addition and
deletion to be implemented effectively [7, 27].

Since the inception of SSE, ensuring provable security has been a fundamental goal, ensuring that
the underlying plaintext of encrypted documents remains protected and accessible only to the private
key holder. However, in 2012, Islam et al. [17] raised concerns about potential security flaws in SSE
with their work on IKK . Their research initiated the discussion about the possibility of an attacker
inferring sensitive information by analyzing leaked documents and access patterns. While it was later
proven that IKK is not practical in real-life scenarios due to its high assumption of full data leakage in
plaintext, it successfully raised awareness about the importance of considering access patterns in SSE
security.

Subsequent research on SSE attacks has been dedicated to exploring the extent to which queries
can be recovered by leveraging leakage patterns. Among these attacks, those that assume the exis-
tence of data leakage are referred to as inference attacks, such as Count [8], ShadowNemesis [31],
Subgraph [3], LEAP [28], and VAL [24]. On the other hand, attacks that do not rely on data leakage
are known as file injection attacks [8, 44, 3, 43].

These attacks have distinct strengths that make them suitable for different scenarios. Inference
attacks are well-suited for static SSE schemes with data leakage, and file injection attacks are more

1



1.1. Research Question 2

advantageous for dynamic SSE schemes, where the attacker aims to achieve a high query recovery
rate without relying on data leakage.

Because the success of both inference and file injection attacks hinges on the accuracy of the
exploited leakage patterns, consequently, countermeasures have been devised to thwart these types
of attacks, and two commonly used approaches are padding and obfuscation [6, 23, 34, 10, 32, 41,
18]. These techniques aim to enhance the security of SSE by introducing noise to obscure the access
patterns, making it more challenging for attackers to infer the correct relationship between queries and
their corresponding encrypted documents.

As we embark on our research journey, our primary focus is to thoroughly review and analyze
existing SSE attacks, comprehending their development trends, strengths, innovative aspects, and
limitations. Moreover, we aim to address some of the limitations present in these attacks, striving to
explore their potential for improvement. Our intention is not to compromise the security of SSE schemes
but rather to discover any potential vulnerabilities that might be exploited. By uncovering these flaws,
we can pave the way for future SSE techniques to enhance the overall security level of the schemes.

In our research, we have chosen to focus on making improvements to file injection attacks, specifi-
cally aiming to reduce the number of required injected documents. To achieve this goal, we have taken
inspiration from inference attacks and incorporated their ideas into the file injection attack approach.

1.1. Research Question
The trajectory of our research can be viewed as a journey of answering encountered research questions,
and through thorough investigations, we arrived at our final outcome. At the beginning of our research,
the main guiding question was:

What improvements can be made to enhance the efficiency and effectiveness of the state-of-the-art
SSE attacks?

As we delved deeper into the related works, our research questions evolved to:
What are the untapped directions that can be explored to further enhance SSE attacks?

To address this question, we proposed various directions that could be explored. Eventually, we
chose the direction assuming ”providing data leakage to file injection attacks” and updated the research
question to:

Why is the assumption of data leakage being available to file injection attacks valid?
How can we leverage partial data leakage to reduce the size of injected documents?

These question directly led us to the initial try of proposed attack. However, during the first experi-
ment, we observed unexpected query recovery results, which led to additional sub-questions:

What are the reasons behind these unexpected results?
What factors contribute to the consistent correlation between a higher query recovery rate and a

higher frequency of occurrence in the keyword universe?

By addressing these two questions, we derived our final solution.

1.2. Contribution
Our study makes significant contributions in two main areas.

Firstly, we conducted a thorough analysis of the dataset and introduced a novel classification of
keywords based on their possession of a unique access pattern. This classification sheds light on the
inherent limitations of inference attacks, providing a comprehensive understanding of their effective-
ness and challenges.

Secondly, we proposed a new attack framework that combines the strengths of both inference and
file injection attacks. Under this framework, we introduced four strategies, with the first three being
the initial exploration of introducing an amplification effect in file injection attacks, and the last strategy
emerging as the most effective one capable of achieving the amplification effect while also overcoming
the inherent limitations of inference attacks.
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We evaluated the performance of our proposed attack using three real-life datasets, and by ob-
serving the ratio of injected keywords over recovered keywords being larger than 1, we validated the
successful achievement of the amplification effect. Additionally, by illustrating the proportion of recov-
ered keywords being greater than the proportion of keywords with no occurrence pattern, we confirmed
that our attack surpassed the query accuracy limitations of inference attacks.

Through these contributions, our study provides valuable insights and advancements in the field of
SSE attacks, offering novel techniques and a deeper understanding of their capabilities and limitations.

1.3. Thesis Structure
The thesis is structured as follows:

Chapter 2 provides an in-depth explanation of the background knowledge related to Searchable Sym-
metric Encryption (SSE). This chapter covers the SSE framework, various leakage patterns, and the
categories of existing SSE attacks.
Chapter 3 presents a comprehensive analysis of the SSE attacks that have been studied. The attacks
are presented in chronological order, and their novelties, core ideas, experimental results, and vulner-
abilities are thoroughly examined. Based on the conclusions drawn from the analysis, intuitive insights
for future development are provided.
Chapter 4 presents the basic idea, process, experimental results, and conclusions of our first proposed
attack.
Chapter 5 explores the problems encountered during the initial design of a new SSE attack and delves
into the underlying reasons behind the unsatisfactory results.
Chapter 6 introduces our second attempt at proposing a new SSE attack. This chapter provides an
in-depth explanation of the core idea, detailed process, and countermeasure considerations.
Chapter 7 presents comprehensive experimental results of our newly proposed attack.
Chapter 8 serves as the concluding chapter of the thesis. It includes a summary of the work, limitations
encountered during the research, and potential future directions for further investigation.



2
Background

In this section, we will initially explore the concept of Searchable Symmetric Encryption and examine the
underlying factors that contribute to system leakage, subsequently providing advantages for potential
SSE attacks.

2.1. Searchable Encryption
Searchable Encryption (SE) is a technique that encrypts plaintext files into a searchable form, allowing
only authorized users to retrieve specific data containing wish keywords from the encrypted data stored
in the cloud. The main objective of SE is to provide a search functionality while preserving the privacy of
the plaintext content, ensuring that the cloud server remains oblivious to the actual data. SE schemes
typically consist of two stages: Setup and Search, involving both users and servers in the process.

During the Setup phase, the user’s collection of plaintext data (D) is encrypted into encrypted doc-
uments (ED) in a searchable format, which are then stored on the server. In the Search stage, the
user encrypts the search keywords (W ) into encrypted tokens (Q) and sends the queries to the server.
The server retrieves the corresponding encrypted documents that match the search criteria and returns
them to the user. The user can subsequently decrypt the encrypted documents locally to obtain the
plaintext content.

To facilitate the encryption process, an encrypted search algorithm (ESA) is employed, utilizing
various cryptographic techniques that offer different tradeoffs between leakage, expressiveness, and
efficiency. Here are some examples of these techniques:

Fully-Homomorphic Encryption (FHE) [15]: FHE allows users to perform analytical functions directly
on encrypted data without decrypting it, enabling privacy-preserving search operations. However, FHE
can be computationally intensive and may introduce significant overhead.

ObliviousRAM (ORAM) [16]: ORAM techniques offer strong security in searchable encryption schemes
by preserving the confidentiality of user queries through the concealment of access patterns. However,
the performance overhead of ORAM can be relatively high, which hinders its widespread implementa-
tion in real-world scenarios. Additionally, it is important to note that ORAM does not hide the volume
pattern of the encrypted data.

Property-Preserving Encryption (PPE) [2, 1]: Property-preserving encryption techniques deliberately
preserves certain properties of the plaintext data, enabling efficient search and query operations while
maintaining privacy. The level of expressiveness and the types of supported operations may vary de-
pending on the specific property-preserving encryption scheme used.

Functional Encryption (FE) [4, 12]: FE enables selective access to specific functionalities of encrypted
data, granting fine-grained control over access rights and offers a higher level of security compared to
PPE. However, FE has certain limitations. Firstly, it does not provide protection for search tokens. Sec-
ondly, the efficiency of search operations in FE can be relatively low, as the server needs to attempt

4



2.2. Searchable Symmetric Encryption 5

decryption on each ciphertext in the encrypted dataset. This can result in a linear time complexity with
respect to the size of the data.

Searchable/Structured Symmetric Encryption (SSE/STE) [36, 11, 9]: SSE and STE schemes are
specifically designed for efficient and secure searching over encrypted data, striking a balance between
leakage, expressiveness, and efficiency. The level of leakage and the supported search functionalities
can vary across different SSE/STE schemes, requiring careful consideration and selection.

Based on the specific requirements of ownership and access control, SE can be categorized into
two main branches: symmetric and asymmetric. In the symmetric branch, the term ‘user’ refers to a
single entity, which can represent an individual, an organization, or any other authorized party. This
user possesses the private key required for encryption and decryption operations.

On the other hand, in the asymmetric branch [4], the term ‘user’ refers to multiple entities that share
public keys. This enables secure communication and access control within a group of authorized users.

In this paper, our focus will be on the symmetric branch of SE.

2.2. Searchable Symmetric Encryption
Searchable Symmetric Encryption (SSE) was initially introduced by Song et al. [36] in 2000, marking
the beginning of the SE field. Under the umbrella of SSE, there are two sub-branches: static SSE and
dynamic SSE.

2.2.1. Static SSE
Static SSE refers to a collection of polynomial-time algorithms denoted as SSE = Enc,QueryGen, Search.
The input for SSE includes a set of documents D intended for storage on a cloud server. Each docu-
ment di can be represented as a set of keywords Wdi

. The input also includes a private key k that is
utilized by the encryption algorithm.

Figure 2.1: static SSE

ED ← Enc(k,D): Given a set of plaintext documents D = {d1, ..., dn} and a private key k, the encryp-
tion algorithm utilizes an ESA to generate a set of encrypted documents ED = {ed1, ..., edn}.

Q← QueryGen(k,W ): The query generation algorithm takes a set of specific keywordsW = {k1, ..., ka}
that the user intends to search. It produces a set of queries Q = {q1, ..., qa}.

ED′ ← Search(Q,ED): The search algorithm utilizes the generated queries Q to perform a search
over the encrypted documents ED. It returns a subset of encrypted documents ED′ = {ed1, ..., edb}
that contain the desired keywords W , where ED′ ∈ ED.
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2.2.2. Dynamic SSE
Dynamic SSE (DSSE) [19, 7, 27], which enables efficient maintenance and dynamic updates of the out-
sourced dataset, was officially introduced by Kamara et al. [19]. This solution extends the capabilities
of existing SSE schemes by incorporating functionalities such as adding and removing data.

DSSE eliminates the need for users to reconstruct all indexes when updating the encrypted contents
stored on the server. This alleviates the heavy computational burden, leading to improved performance
and enhanced usability of SSE schemes.

During the update process of the dataset in Dynamic Searchable Symmetric Encryption (DSSE),
there is a potential vulnerability where the hash value of newly added keywords can be leaked. In
response to this, Stefanov et al. [37] emphasized the importance of forward and backward privacy in
implementing DSSE.

Forward privacy refers to the server having no knowledge about whether a newly inserted document
contains a keyword that was previously searched for. Backward privacy, on the other hand, ensures
that queries cannot be searched over deleted documents.

Following the proposal of forward privacy, there has been increased attention towards achieving
forward security in Dynamic SSE schemes. The formal definition of forward security was provided by
Bost et al. [5] in 2016. In 2017, Kim et al. [21] proposed a dynamic SSE scheme that not only supports
efficient updates but also provides forward security, further advancing the research in this field.

2.3. Leakage
While encryption in SSE schemes provides a certain level of security by ensuring the confidentiality of
the encrypted contents, it is important to acknowledge that SSE schemes are not employed in isolation,
which introduces vulnerabilities and potential leakages.

One form of leakage is known as leakage patterns, which involve the disclosure of relationships
between the identities of encrypted documents and queries. These leakages can occur during the
transmission of messages between users and servers.

Another type of leakage is referred to as data leakage, which involves the unintentional disclosure
of plaintext content.

Both leakage patterns and data leakage present potential vulnerabilities in SSE systems, as they
can enable adversaries to gather additional information or deduce sensitive details about the encrypted
data.

2.3.1. Leakage Pattern
The messages exchanged between users and servers can potentially be intercepted by a third party.
Intercepted messages consist of encrypted data or keywords, which may not reveal the actual contents
but can still provide adversaries with valuable information through the analysis of patterns. Since de-
terministic encryption is used in SSE, long-term observation enables adversaries to discern patterns
between queries and the identities of encrypted documents.

The identity of an encrypted document can be established based on several properties associated
with it. These properties include the encrypted identifier of the document, its size, or the number of re-
lated queries it is associated with. By examining these properties and identifying patterns, adversaries
can make inferences about the characteristics and relationships of the encrypted documents.

There are some mostly used pattern in SSE attacks:

Access Pattern (AP) is the primary leakage pattern exploited in SSE attacks, providing insights into
the inclusion relationship between identifiers of encrypted documents and a set of queries. In previous
works such as [3], the AP is defined as a function. It can be represented as a set of binary column
vectors, denoted as (ED(q1), ..., ED(qn)), where ED(qj) represents a binary column vector with m
entries. Each entry in ED(qj) indicates whether the corresponding encrypted document contains the
query qj , with a value of 1 denoting its presence and a value of 0 indicating its absence. The size of the
input query set Q is denoted as n, and the size of the input encrypted document set ED is represented
by m.

Mathematically, the AP can be expressed as:

AP = ED ×Q→ [2m]n, m, n ∈ N
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Prior to the exploration of other leakage patterns in SSE attacks, Cash et al. [8] proposed a 4-level
classification framework for access pattern leakage called Leakage Hierarchy. This classification sys-
tem categorizes leakages into different levels based on their severity. Lower-level leakages correspond
to smaller amounts of leaked information. As the leakage level increases, more information about the
pattern can be inferred, thereby reducing the complexity for adversaries to uncover the hidden content,
and Table 2.1 presents an overview of this framework:

Table 2.1: Leakage Hierarchy

Level Knowledge Leakage of Q and ED
Level 1 appearance of only queried tokens
Level 2 appearance1
Level 3 appearance, position2
Level 4 appearance, position, amount of occurrence3

1 ’appearance’ provides information on the presence or ab-
sence of a specific query within the encrypted document.
2 ’position’ reveals the relative placement of the query
within the encrypted document.
3 ’amount of occurrence’ indicates how many times a
query appears within an encrypted document.

The access pattern used in subsequent SSE attacks, including our own attack, falls under the cat-
egory of level 2.

The leakage of ownership between identifiers of encrypted documents and queries extends beyond
its literal meaning and yields additional information. One such derived pattern is the search pattern.

Search Pattern (SP) reveals information about whether two queries are generated from the same
keyword or not. In SSE schemes that use deterministic encryption algorithms, the same keyword will
always result in the generation of identical queries. In [3], the search pattern is defined as a function:

SP = ED ×Q→ {0, 1}n×n

This pattern can be utilized to track the frequency of a specific query being searched.

Volume Pattern (VP) reveals an inclusion relationship between encrypted documents and queries by
utilizing the volumes of encrypted documents as their identifiers. The volume of a document can be
determined by the number of words it contains or its size in bytes, denoted as |edi|. For query qj ,
the column vector represents the volumes of encrypted documents that contain the query, denoted as
(|ED|)ED∈D(qj). Its mathematical function is defined as:

V P = ED ×Q→ [N]n

Total Volume Pattern(TVP) can be derived from the VP or deduced in the case where an SSE scheme
hides the individual volumes of encrypted documents but leaks the volume information of the entire set
of corresponding encrypted documents for a query. For each query qj , the corresponding volume is∑

D∈D(qj)
|ED|.

TV P = ED ×Q→ Nn

Response Length Pattern (RLP) provides the adversary an insight into the lengths of the responses
returned by the server for different queries. This pattern can be derived from both AP and VP.

RLP = ED ×Q→ N
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Atomic Leakage Pattern (ALP) refers to the leakage pattern that reveals information about each match-
ing document. It encompasses leakage patterns such as the AP and the VP. The ALP can be seen as
a category of leakage patterns mentioned in [3], particularly in the context of Subgraph attacks.

2.3.2. Data Leakage
While the use of a private key in SSE can ensure the confidentiality of the encrypted content, it is
important to acknowledge that the leakage of plaintext content can still occur. This can happen before
or during the setup stage when the user possesses the plaintext data.

Data leakage can be attributed to many reasons and here are 4 of them [13]: misconfiguration is-
sues, Zero-Day vulnerabilities, legacy techniques and tools, and social engineering attacks.

Misconfiguration issues arise from errors in configuring networked data systems, resulting in data ex-
posure and leaks. Automation tools can mitigate the risk, but they also need to be correctly configured.

Zero-Day vulnerabilities refer to unknown software vulnerabilities that can be exploited by attackers
without the organization’s knowledge.

Improper protection of legacy systems and devices, including the misplacement or theft of desktops
and USBs, can lead to data leaks.

Social engineering attacks involve deceiving privileged users into revealing sensitive information, such
as login credentials.

Furthermore, data leakage can occur in everyday scenarios, such as mistakenly sending personal
information to the wrong recipient in an email system.

It is worth noting that human factors are often responsible for the majority of data leakage incidents,
as highlighted by Bruce Schneier in his work [33]. Humans are often the weakest link in security systems
and frequently contribute to security failures.

In conclusion, data leakage presents a significant challenge for encryption schemes, primarily due
to the involvement of human factors.

2.4. Attack
In this paper, the attacks under study are categorized as leakage attacks, as they exploit the leakage
inherent in SSE schemes, utilizing either leakage patterns or data leakage. They can be further classi-
fied into two main categories based on the prior knowledge possessed by the adversary and how that
knowledge is leveraged: inference attacks and file injection attacks.

2.4.1. Inference Attacks
In the literature, there is a lack of consensus on the standardized terminology for this specific type of
attack. In our work, we use the term ‘inference attacks’ to categorize these attacks instead of referring
to them as ‘passive attacks’. This choice is based on the fundamental concept behind these attacks,
which involves deducing sensitive information by leveraging both observed leakage patterns and data
leakage.

By exploiting the obtained data leakage and leakage patterns, adversaries can construct feature
comparison functions to assess the similarities between user data and publicly available databases.
Through this process, they can continuously infer the keywords used by the user.

Data leakage used for inference attacks does not necessarily have to be a subset of the target
database. It can also originate from a dataset with similar data content and structure. Inference attacks
that use a subset of the target dataset as prior knowledge are commonly referred to as known data
attacks or leakage abuse attacks. On the other hand, inference attacks that utilize a dataset with similar
data are known as similar data attacks.

Given that both data leakage and leakage patterns play a role in inference attacks, and the amount of
data leakage often impacts the accuracy of the recovery process, the direction for improving inference
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attacks is to reduce the size of prior knowledge while increasing the recovery accuracy.

2.4.2. File Injection Attacks
File injection attacks, also known as chosen-data or active attacks, specifically exploit leakage pat-
terns without relying on prior knowledge. These attacks aim to achieve a high level of query recovery
accuracy by manipulating users into encrypting and uploading a predefined set of files into the system.
Such attacks are typically applicable to DSSE systems that support the insertion of new encrypted
documents.

Injection attacks were first introduced by Cash et al. [8], where the core concept revolves around
deceiving a user into encrypting and uploading a specific set of files, for instance, each containing a
single keyword. Through meticulous observation of the timing and/or payload of these newly inserted
files, an attacker can establish the corresponding relationship between the database and the inserted
documents. Subsequently, when a query is executed and the server responds with one of the inserted
files, the attacker can promptly deduce the underlying keyword associated with that particular query.

However, in this ‘single keyword’ version of file injection attacks, recovering all queries in the query
universe requires injecting a number of files equal to the size of the query universe. This increases the
likelihood of detection as a large number of suspicious documents are injected into the system.

The goal of improving file injection attacks is to reduce the number of injected documents while still
maintaining a relatively high level of query recovery accuracy.

2.4.3. Adversarial Model and Attack Target
Adversarial model [3]: Snapshot attacks only require access to the collection of encrypted documents,
while persistent attacks require access not only to the encrypted data collection but also to the tran-
scripts of the query operations.

Attack target [3]: The attack target can be either the queries or the encrypted documents. For query
recovery, the adversaries aim to uncover the underlying keywords associated with the queries. for
document recovery, the adversaries’ goal is to reveal the plaintext content of the encrypted documents
or match the identifiers of the encrypted documents to the identifiers of leaked plaintext documents.

2.5. Countermeasures
The primary focus of researchers in SSE attacks extends beyond the design of efficient and high-
recovery-rate attacks. The importance of this field lies in the identification and understanding of poten-
tial vulnerabilities within SSE schemes. By uncovering these vulnerabilities, researchers can contribute
to the development of robust and secure SSE systems.

Data leakage in encryption schemes poses a significant challenge, especially due to human factors.
In response, current research on countermeasures for SSE attacks focuses on concealing leakage
patterns. The two most commonly used countermeasures are padding and obfuscation [6, 23, 34, 10,
32, 41, 18], which involve returning a bogus set of encrypted documents in response to queries. They
are possible to resist both inference attacks and file injection attacks.

Padding involves adding extra documents to the server’s response, while obfuscation includes both
adding and removing queries for the encrypted documents.

Adding documents is preferred as false positives cause less confusion to users. However, attackers
can still gain some knowledge of the correct access pattern as it remains a subset of the bogus access
pattern.

On the other hand, obfuscation provides stronger protection by removing correct queries, resulting
in true positives. This can causemore confusion for attackers, but users may also experience confusion
if the decryption stage of the scheme cannot handle the removed contents properly.

To conceal access patterns, countermeasures involve modifying the server’s response by altering
the set of identifiers of encrypted documents corresponding to queries. The selection of queries that
will have bogus search results can be based on various strategies, such as their frequencies or other
criteria. For concealing volume patterns, the sizes of documents in the search results are altered.

It is worth noting that in order to counter SSE attacks that exploit access or volume patterns in
dynamic schemes, the use of dynamic versions of padding and obfuscation [32, 41] techniques is
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necessary. While static versions of these techniques can effectively hide leakage patterns during the
setup stage, they do not conceal the patterns associated with subsequently inserted files.

Another approach to hiding the access pattern is through the use of ORAM techniques in schemes,
but the volume pattern can still be revealed.

In addition to addressing leakage patterns, specific countermeasures have been designed to resist
dynamic SSE attacks. One approach is to prevent the insertion of malicious documents into the en-
crypted database. This can be achieved by implementing measures to detect and filter out abnormal or
suspicious documents. For example, a threshold-based countermeasure, as mentioned in [44], rejects
inserting documents with excessively large volumes.

Another approach is to mitigate the attacker’s knowledge of the relationship between injected doc-
uments and the encrypted database. One example of such a countermeasure is called Vaccine [25],
which consists of two algorithms: Self-injection and Remove.

In the Self-injection stage, when a new document is presented to the encryption scheme for en-
cryption, a second file, known as a self-injected file, is generated simultaneously. This self-injected file
has the same number of keywords and document size as the original document. By encrypting both
files together, it becomes difficult for an attacker to differentiate between the original document and the
injected file, thereby making it challenging to decrypt the correct access pattern.

The self-injected documents are intended to be generated with no semantic text. In the Remove
stage, a semantic filter is applied using natural language processing techniques to remove these self-
injected documents from the database.



3
Related Work

Chapter 2 provides a concise introduction to the two primary classifications of SSE attacks, namely
inference attacks and file injection attacks. In this chapter, our focus shifts towards exploring the related
works within these two classifications, presented in chronological order to create a cohesive timeline.
We will discuss the underlying ideas and novelties behind each of the studied attacks.

By examining the progression of research and advancements in these areas, we aim to gain deeper
insights into the existing body of knowledge surrounding SSE attacks.

3.1. Inference Attack
A clear pattern emerges when we place all the studied inference attacks on a timeline, revealing that
these attacks have made significant progress in achieving satisfactory recovery accuracy while reduc-
ing the required data leakage. The required data leakage from the entire dataset [17] to only 10% of it
[24].

3.1.1. IKK
IKK [17], the first SSE attack proposed by Islam et al. in 2012, played a crucial role in highlighting the
significance of access pattern leakage. Before IKK, access pattern leakage was not widely acknowl-
edged as a critical vulnerability that could result in the significant exposure of sensitive information in
a dataset. However, the introduction of IKK emphasized the importance of concealing access patterns
to enhance the security level of SSE systems.

In the IKK attack, a co-occurrence matrix is employed as a unique ‘fingerprint’ for each keyword:

Background knowledgematrixM : The attacker utilizes the data leakage to create a co-occurrence
matrixM that captures the probability of two keywords wi and wj appearing together in a random plain-
text document d. Each entry Mi,j in the matrix represents the likelihood of the co-occurrence of the
specific pair of keywords. Mathematically, M is defined as Mi,j = Pr[(wi ∈ d) ∧ (wj ∈ d)].

The access pattern allows for the calculation of the observed probability of any two queries ap-
pearing in the same encrypted document. By employing an optimization algorithm called Simulated
Annealing [22], a query can be matched with a keyword based on the closed known probabilities in the
co-occurrence matrix M .

The IKK experiment was conducted using a real-life dataset called Enron [26]. In their experimental
setup, the authors selected the x most frequent keywords as the keyword universe. By setting x to
1500 and the size of the query set to 150, they were able to consistently achieve a query accuracy of
80%. This accuracy was maintained across various sizes of known queries 1.

However, the accuracy of the recovery results is heavily dependent on the accuracy of the back-
ground knowledge matrix, which, in turn, relies on the quantity and accuracy of the leaked plaintext

1Known query: the set of queries for which the underlying keywords were already known to the attacker.

11
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data. If there is insufficient knowledge about the plaintext leakage or if noise is intentionally added to
the matrix as a countermeasure, the overall accuracy of the attack will be greatly reduced.

Additionally, the runtime of the optimization algorithm used in IKK can be quite long, especially when
dealing with larger data volumes. This can limit the scalability and practicality of the attack in real-world
scenarios.

3.1.2. Count
The Count attack [8], developed subsequent to IKK, builds upon the utilization of co-occurrence matri-
ces to distinguish keywords. Its novelty lies in the incorporation of the response length pattern.

Unlike the previous approach, the Count attack does not solely rely on the co-occurrence prob-
abilities of a keyword with other keywords to define its fingerprint. In addition to the co-occurrence
information, the Count attack also takes into account the response length associated with the keyword.

If a pair of a keyword and a query have the same unique response length, the attacker immediately
considers them a match. These matched pairs are then labeled as the set of known queries.

For keywords that do not have a unique response length, they are considered potential candidates
for the corresponding query with the same response length. To determine the most likely match for
each query, the candidates undergo a loop of comparison process. The candidate(s) with the closest
co-occurrence probabilities are selected as the match(es) for the query. If there is only one candidate
remaining, it is considered the final match and joins the known queries.

The Count attack experiment was conducted on two real datasets: the Enron dataset, which was
also used in the IKK attack, and an Apache email listing dataset. The Count attack, similar to the IKK
attack, utilized the most frequent x keywords as the keyword universe, with x varying from 500 to 6500.
In their experiments, they achieved a remarkable recovery accuracy of nearly 100%, outperforming the
IKK attack even in scenarios where no prior knowledge of queries was available to Count.

In addition to achieving a stable and outstanding query recovery accuracy, the Count attack has
the advantage of a more favorable runtime, as it eliminates the need for an optimization algorithm.
However, it still inherits certain vulnerabilities from the IKK attack. These vulnerabilities include the
requirement of a sizeable leakage of plaintext data to construct accurate co-occurrence matrices and
determine the response lengths of keywords. Moreover, the effectiveness of access pattern padding
as a countermeasure remains a concern.

3.1.3. Shadow Nemesis
Shadow Nemesis [31], still inspired by the co-occurrence matrix concept, is a notable SSE attack since
it was the first attack to demonstrate the adverse impact of data leakage from a similar dataset on other
datasets in SSE attacks.

In this attack, the leaked dataset is assumed to be similar to the target dataset. To match these two
datasets, Pouliot et al. conducted the matching problem into an existing problem known as Weighted
Graph Matching, which is known to be NP-hard. Instead of using the frequency of a single keyword
as the comparison criterion, they utilized the frequency of co-occurrence between two keywords. This
transformation enabled the utilization of two proposed algorithms for solving the matching problem.
The first algorithm is Umeyama [39], which was published in 1988. The second algorithm is the PATH
algorithm [42].

The experiment of this attack utilizes two datasets: Enron and Ubuntu [40]. The attack aims to
recover the top frequent n keywords, where n ranges from 100 to 1000 with an interval of 100. The
recovery results vary depending on the combination of settings used. For example, using PATH and
Umeyama over the Enron dataset yields significantly different outcomes. However, overall, the attack’s
performance tends to decrease as the number of targeted keywords increases.

A significant limitation of this attack is the level of similarity between the leaked dataset and the
target dataset, which greatly impacts the results of the inference attack. The difficulty lies in finding a
perfect match between the leaked dataset and the target dataset, which naturally poses a challenge to
the attack.
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3.1.4. VA and SVA attacks
The publication of ‘Revisiting Leaking Abuse Methods’ [3] in 2020 by Blackstone et al. brought attention
to the volume leakage pattern in SSE attacks. This work introduced novel inference attack methods,
namely Volume Analysis (VA), Selective Volume Analysis (SVA), and Subgraph attacks. VA and SVA
specifically leverage only volume-related leakage patterns as an alternative to co-occurrence matri-
ces derived from access patterns. The core idea of these attacks is to identify the correct match by
comparing the volumes of files.

In addition, Blackstone et al. aimed to address the assumption of full data leakage in their work.
They observed that previous attacks like IKK and Count required access to the entire dataset to achieve
their desired results. However, In contrast, the focus of their work in [3] was to explore the possibility of
performing inference attacks with partial data leakage. This investigation aimed to make the inference
attacks more practical and applicable in real-world scenarios where complete data leakage may not be
readily available.

Volume analysis attack (VA) is briefly supported by the idea of assuming that two documents with
the same or closest total volume are the same. However, this approach may lack precision when
attempting to make matches within a majority of keywords with similar total volumes.

SVA refines the idea of VA by defining a query based on both its corresponding total volume vi
and the response length li. Both the total volume pattern and response length pattern can be derived
from the volume pattern. In the SVA attack, a window is drawn around the query, encompassing all
keywords as candidates that have a total volume in the range of [δ · vi, vi], where δ < 1 represents the
known rate of data leakage. The next step in SVA is called sensitivity filtering, where candidates are
further filtered out if their response length is too far from the expected length. During this process, an
error parameter should be determined to allow for some tolerance in response length matching.

The experiments conducted in [3] for inference attacks utilized the same experimental setup, indi-
cating that the Subgraph attack follows a similar setting as described here.

The used keywords were divided into three distinct groups: high-frequency, low-frequency, and
relative low-frequency. Unlike previous approaches that solely focused on the most frequent keywords,
this categorization allowed for a more comprehensive analysis of different keyword frequencies and
their impact on the attacks. The study revealed that the frequency of the selected keywords does
indeed have an influence on the final results.

Under the setting of the high-frequency keyword universe, a vertical comparison between the new
proposed attacks and existing attacks (IKK and Count), and a horizontal comparison between VA and
SVA reveal the following:

Vertical comparison: Assuming full data leakage, both VA and SVA attacks achieved a query recovery
rate of approximately 95%. This performance surpassed the 80% recovery rate of the IKK attack and
was slightly lower than the 100% recovery rate of the Count attack.

Horizontal comparison: In the situation of partial data leakage, the query recovery accuracy of SVA
remained at 0% until the data leakage exceeded 60%, whereas this number was 75% for VA. This
indicates that the volume pattern is more valuable than the total volume pattern for inference attacks.
However, it is worth noting that even though VA and SVA do not strictly require full data leakage, a
sizeable amount of leakage is still needed to achieve meaningful results with both attacks.

However, when a low-frequency keyword universe was used, both VA and SVA shared a simi-
larly poor performance, as none of the attacks achieved a query recovery rate exceeding 20%. This
suggests that the effectiveness of the attacks is greatly influenced by the frequency of the selected
keywords.

3.1.5. Subgraph Attack
The Subgraph [3] attack has a broader applicability in terms of the type of leakage pattern it can exploit.
It can be implemented with any atomic leakage patterns, as introduced in Chapter 2, whether it is an
access pattern or a volume pattern. This flexibility allows the Subgraph attack to adapt and utilize
different types of leakage patterns depending on the specific scenario and dataset.
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Simultaneously, the Subgraph attack has taken a significant step closer to achieving satisfactory
results with the utilization of partial data leakage, and ‘Correct-matching keywords have leaked infor-
mation that is a subset of the query information’ is the answer given by Blackstone et al. This is due to
the leaked information of keywords being derived from partially leaked files, while the access informa-
tion of the query is obtained from the same but complete database.

If the response documents of a keyword form a subset of the response documents of the query,
it implies that the identifiers or volumes of the corresponding documents of the keyword should all
be included in the query’s response, and the response length of the keyword must be greater than
(data leakage rate× response length of the query)− error.

Similar to the last step in the Count attack, if there is only one keyword left in the candidate set of a
query, it is concluded that this keyword is a match for the query. Subsequently, the matched keyword
is removed from the acceptable option sets of other queries. This iterative elimination process progres-
sively narrows down the possible options

Under the high-frequency keyword universe setting, the Subgraph attack shows promising results
in query recovery accuracy. With a data leakage rate of 30%, the attack achieves a minimum query
recovery accuracy of 50%. Surprisingly, as the data leakage rate decreases to 10%, the accuracy
improves to over 60%. Remarkably, when the data leakage rate exceeds 50%, the query recovery rate
surpasses 80%.

However, in the low-frequency keyword universe setting, the Subgraph attack’s performance is
poor. It achieves a maximum query recovery accuracy of 20% when there is full data leakage, and this
accuracy drops to 0% when the rate of data leakage is below 10%.

During the reproduction, the refinement step in the Subgraph attack has limitations in effectively
differentiating between a small number of files that contain multiple keywords. This is particularly true
in the volume version, where it can result in a failure of the attack with extremely low accuracy, even
reaching zero. Additionally, when attempting to recreate the attack described in the paper, there is a
need to consider the choice of error parameter as the paper mentions this value was set experimentally.

3.1.6. Passive attack with weaker assumption
Ning et al. [29, 28] have contributed significantly to the field of inference attacks by proposing two at-
tacks with a similar core idea. Their work has advanced the investigation of inference attacks, bringing
it closer to the goal of achieving a higher recovery rate even with partial data leakage. In this sub-
section, we will provide a summary of the first attack proposed in the paper ‘Passive Attacks Against
Searchable Encryption’ [29], published in 2018.

The core idea of this attack is to leverage the knowledge of matched identifiers between the leaked
plaintext documents and the corresponding encrypted documents. With this information, the attacker
can then use it to infer matches between keywords and queries based on their occurrence patterns, as
they appear in the same set of documents in both the leaked plaintext and encrypted datasets.

However, a significant challenge in this ‘first document recovery, then query recovery’ approach lies
in the strong assumption that the attacker already possesses the knowledge of matched identifiers.

Under the more realistic scenario where attackers have no prior knowledge of the matched identi-
fiers and only have partial data leakage along with corresponding keywords, Ning et al. presented a
solution for document recovery. They achieve this by finding matches between the leaked plaintext
documents and encrypted documents that have the same unique number of keywords. After that, key-
words are matched with queries that appeared in the same set of matched documents.

The experiment conducted in the Enron dataset uses the top 5000 most frequent keywords as the
keyword universe. With a data leakage rate of 10%, the query recovery rate reaches around 60%,
which is similar to the Subgraph attack’s performance. As the data leakage rate increases to 20%, the
query recovery rate further improves to 70%, surpassing the Subgraph attack’s performance. However,
the highest query recovery rate achieved in this experiment is 75% with a data leakage rate of 80%.

In summary, the overall performance of this attack is comparable to that of the Subgraph attack. As
an inference attack based on the access pattern, padding is proposed to be an efficient countermeasure
to this attack.
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3.1.7. LEAP
LEAP [28] attack is also proposed by Ning et al. in 2021. After a period of deeper investigation, they
reached a higher query accuracy based on the idea of ‘first document recovery, the query recovery’.

In LEAP, the uniqueness of documents and keywords is defined by three factors: the unique size of
corresponding keywords/documents, the probability of co-occurrence between documents, and their
unique appearance.

In the first phase of LEAP, attackers find an initial set of matched leaked and encrypted documents
based on their unique counts of keywords and queries, which is similar to the approach used in the work
of Ning et al. [29]. However, what sets LEAP apart is the re-introduction of the concept of co-occurrence
matrices. This time, the matrices contain the number of keywords shared by two documents, allowing
for a more precise and refined matching process.

Based on the matched documents, LEAP can establish links between keywords and queries that
have the same occurrence pattern. These matched keywords enable LEAP to discover additional doc-
ument matches, creating a positive feedback loop that enhances the accuracy of the attack.

LEAP adopts the same keyword universe setting as previous inference attacks, selecting the top
5000 most frequent keywords from the Enron dataset. The document recovery rate remains consistent
in the range of 90% to 93% as the data leakage varies from 0.5% to 100%.

The query recovery rate achieved by LEAP ranges from 99.46% to 11.54%, with the percentage of
leaked documents varying from 100% to 0.1%. Notably, the query recovery rate surpasses 50% from
a leakage rate of 1% of the data, and it exceeds 90% since a leakage rate of 5%.

Despite the effectiveness of access-hiding countermeasures, such as padding, against LEAP, it
is still considered the state-of-the-art inference attack with the most satisfactory outcomes, especially
when only partial data is leaked.

The utilization of co-occurrence of documents is particularly noteworthy due to its ability to maintain
accuracy in determining the number of keywords shared by any two leaked documents, regardless
of whether the leakage is partial or complete. This is in contrast to the keyword version of the co-
occurrence matrix.

3.1.8. VAL
VAL [24] builds upon the foundation established by LEAP and incorporates the use of volume patterns.
It is also the first inference attack we have studied that leverages both access and volume patterns.

During the document recovery phase, the attack still identifies potential document matches by con-
sidering the unique number of keywords contained in the documents and the distinct occurrence pattern
observed over the matched keywords. What sets VAL apart from LEAP is the additional consideration
of matching documents based on their unique volume.

The experiment involved three datasets: Enron, Lucene, and Wikipedia. The document recovery
rates for all datasets remain stable from a data leakage rate of 0.5% and above. Among them, Lucene
achieves the highest document recovery rate, reaching approximately 98.5%, followed by Enron at
around 98%, and Wikipedia with a recovery rate of approximately 89.5%.

In terms of query recovery, the rates for all three datasets approach close to 100% at a data leakage
rate of 10%.

By incorporating both access pattern and volume pattern, the attack enhances the distinctiveness
of documents, resulting in higher accuracy in document recovery. Moreover, relying solely on access
pattern-hiding countermeasures is no longer sufficient to resist the attack. To effectively defend against
the VAL attack, it is necessary to employ a combination of countermeasures that hide both access and
volume patterns.

3.2. File Injection Attack
File injection attacks also identify queries to the underlying keywords based on the knowledge of known
plaintext. However, unlike in previous attacks, this known knowledge of plaintext is not the leakage of
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the unencrypted dataset, but rather the injected files created by the attackers themselves.
In the performance analysis of file injection attacks, the focus shifts from examining the recovery rate

under different data leakage levels to evaluating the size of the injected document set corresponding
to the size of the target keyword universe (n).

3.2.1. Binary Search attack
The attack described in [44] utilizes the concept of binary search to significantly reduce the required
number of injected documents.

The way that the attacker of Binary search attack generates injected file is by letting file i consisting
of keywords from K whose ith bit is 1. For instance, let’s consider an example (Figure 3.1) with four
keywords represented by k0, k1, k2 and k3. The highest index keyword is 3 and can be represented by
a 2-digit binary number. In this example, file 1 is created by including keywords k2 and k3, as the first
bit of the binary representation of 1 is 1. Similarly, file 2 consists of k1 and k3, as the second bit is 1.

By analyzing the combination of returned encrypted injected documents, the attacker can deduce
the queried keyword with 100% accuracy of query recovery when no countermeasure is applied. For
instance, if the return of a query contains only the encrypted File 1, the attacker can directly deduce
that the underlying keyword of the query is k2.

Figure 3.1: Example of Binary Search Attack

Reducing the required number of injected documents from n in [8] to ⌈logn⌉ is a significant achieve-
ment in the binary search attack.

However, it is essential to consider that each injected file in this approach contains exactly half of the
keywords from the injected keyword universe. This characteristic can lead to a potential problem when
the target keyword universe for recovery is of giant size, and the injected documents may become easily
detectable due to their abnormal volume. This countermeasure is called threshold countermeasure.

3.2.2. Hierarchical Search attack
The Hierarchical Search attack, proposed by Zhang et al. [44], is a solution aimed at overcoming the
threshold countermeasure used to resist the binary search attack.

This attack adopts a strategy of dividing the keyword universe into subsets and applies the binary
search attack to each two of these subsets. By doing so, the attack achieves a balance between the
size of injected files and the accuracy of query recovery. As a result, a set of injected files is generated,
with a maximum size of ⌈ n

2T ⌉ · (⌈log 2T ⌉ + 1) − 1, where T is the threshold of the maximal acceptable
document length.

Regarding countermeasures, the paper also discusses the potential use of padding as a defense
against the Hierarchical Search attack. However, at the time of their research in 2016, implementing
padding in dynamic SSE schemes proved to be challenging. Therefore the researchers found that
padding had no significant impact on mitigating the attacks they conducted.

3.2.3. Decoding attack
The decoding attack is noteworthy as it represents the first file injection attack that utilizes volume pat-
tern information.
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In this attack, the attacker first observes the corresponding total volume for all the queries, which
serves as the baseline. The attacker then selects an offset value, denoted as γ, that cannot be evenly
divided by the difference between the baseline volumes of any two queries.

For each keyword ki, the attacker designs an injected document with a volume of i · γ, filling it with
repeating instances of the keyword ki.

During the recovery phase, the attacker once again collects the corresponding total volumes of the
queries and compares them with the baseline to deduce the underlying keyword for each query. For
example, the difference between the new observed volume and the baseline volume of query qj is
denoted as vj . The attacker then searches for an integer u such that vj = u · γ. If such an integer u
exists, the attacker concludes that the underlying keyword for qj is ku.

In the context of DSSE with forward secrecy, the attacker may encounter a difficulty in matching qj
with vj , leading to longer computation times to determine whether a baseline volume exists that has a
difference of u · γ from the observed total volume.

The expected number of injected files in file injection attacks is equal to the size of the target key-
word universe that the attacker aims to recover.

Dynamic volume-hiding countermeasures can be applied to counter this attack. Additionally, the
data collection of total volumes for all queries during the preparation step and the calculation of γ
already present significant difficulties for the practical implementation of this attack.

3.2.4. BVA attack
In 2023, Zhang et al. introduced a novel file injection attack BVA that leverages volume patterns, which
is an extension of the ideas used in both the Decoding and Binary Search attacks.

In the BVA attack, before generating the injected documents, the attacker first observes the total
volume of all queries. They then choose an injection parameter γ such that γ ≥ n

2 , where n represents
the size of the target keyword universe.

Each injected file fi has a length of n
2 and contains keywords whose ith bit is equal to 1. Additionally,

the volume size of fi is determined as γ · ii−1. When the keyword wi is queried, the total response size
of the injected files is γ · i.

The number of injected files in the BVA attack is the same as in the Binary Search attack, which is
⌈logn⌉. This represents a significant reduction compared to the previous file injection attack that used
volume patterns - the Decoding attack. However, this reduction in the number of injected files comes
at the cost of a slightly lower query recovery rate. In the worst case scenario, the BVA attack achieves
a query recovery rate of 70%.

3.3. Conclusion
After a comprehensive analysis of the 13 SSE attacks, we have compiled a summary of the key prop-
erties of each attack in Table 3.1. The attacks are categorized into two groups: inference attacks and
file injection attacks. In this section, we would like to conclude our understanding.

3.3.1. Inference Attack
Through our investigation of inference attacks, it has become evident that the final query recovery
rate is significantly influenced by the attacker’s precision in identifying keywords. The evolution of
inference attacks, from the early IKK to the recent VAL attack, showcases the continuous advancements
in matching methods between keywords and queries.

In the initial stages of inference attacks, like IKK, emphasis was placed on utilizing co-occurrence
probability matrices to establish associations between keywords and queries. However, as research
progressed, the most cutting-edge technique emerged, focusing on the occurrence positions among
matched documents to define keywords. This shift in approach led to improved precision and efficiency
in inference attacks with partial data leakage, as it involved first matching documents and subsequently
using those matches as references for query recovery, rather than directly matching queries.
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Table 3.1: Overview of SSE Attacks

IN Attack1 Leakage
Pattern

Data
Leakage Approach Target

IKK [17] AP All Keyword Co-occurrence Query

Count [8] AP,RLP Partial
(sizeable)

Keyword Co-occurrence,
Response length

Query

Shadow Nemesis
[31]

AP Similar Keyword Co-occurrence Query

VA [3] TVP Partial Document volume Query

SVA [3] VP Partial Document volume, Re-
sponse length

Query

Subgraph [3] ALP Partial Subset Query

NXLZC [29] AP Partial Length Document,
Query

LEAP [28] AP Partial Document Co-
occurrence, Length

Document,
Query

VAL [24] AP,VP Partial Document Co-
occurrence, Length,
Volume

Document,
Query

FI Attack1 Leakage
Pattern Injection Size2 Target

Basic FI [8] AP n Query

Binary Search [44] AP ⌈logn⌉ Query

Hierarchical
Search [44]

AP ⌈ n
2T ⌉ · (⌈log 2T ⌉+ 1)− 1 Query

Decoding [3] VP n Query

BVA [43] VP ⌈logn⌉ Query
1 ‘IN’ represents inference attacks, while ‘FI’ stands for file injection attacks. Inference attacks
are evaluated based on the size of data leakage and the approach used for inference, and file
injection attacks are compared based on the amount or number of injected files.
2 n denotes the number of injected keywords and T means the length limitation of each docu-
ment.

As we reviewed each attack, we recognized that they each represent significant milestones, intro-
ducing novel ideas and approaches to the field of inference attacks. These advancements build upon
one another, collectively enriching our understanding of the vulnerabilities present in secure search
schemes and highlighting the need for robust countermeasures.

Moreover, an intriguing observation is that the frequency of the chosen keyword universe does
influence the final results, although the exact reasons behind this phenomenon remain unclear.

3.3.2. File Injection Attack
The field of file injection attacks has made significant strides in minimizing the number of injected docu-
ments, and adapting the attacks to different leakage environments, including scenarios where access
patterns are not available, such as when ORAM is used in searchable encryption.

File injection attacks have a significant advantage in achieving 100% query recovery with no data
leakage since their inception. However, this advantage also implies that the scope for further improve-
ment in subsequent file injection attacks is relatively limited compared to inference attacks.
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The publication of the Binary Search attack marked a breakthrough in reducing the number of
injected documents required for the attack. Subsequent attacks, such as Decoding and BVA, have
explored the use of volume patterns, further enhancing the practicality and efficiency of file injection
attacks.

However, during the study of BVA, a trade-off was observed between the number of injected docu-
ments and the final query recovery rate.

Overall, the advancements in file injection attacks have been impressive, with researchers con-
tinuously striving to find the best balance between the number of injected documents and the query
recovery rate while adapting the attacks to diverse leakage scenarios.

3.4. Intuition of Improvement
After summarizing the current development of SSE attacks, several concrete insights have emerged
that can help address the abstract research question of ‘designing a new SSE attack that exhibits better
performance or greater practicality.’

3.4.1. Inference Attack
There are two insights regarding potential improvements in inference attacks:

Wider Keyword Universe Selection: Research, such as [3], has shown that the choice of keywords
in the keyword universe, specifically their occurrence frequency, significantly impacts the final query
recovery rate. However, this aspect has not been extensively explored beyond the mentioned research.
Considering that low-frequency keywords may also contain valuable and sensitive information in real-
life scenarios, it would be intriguing to investigate the extent to which the query recovery rate can be
improved when using a wider range of keywords, including low-frequency ones.

Partial of Partial Data Leakage: The second area of improvement involves reducing the assumptions
made in inference attacks. The VAL attack showcased that a high query recovery rate can be achieved
with as little as 10% of data leakage, where data leakage refers to the number of leaked documents.
However, an unexplored territory lies in scenarios where only a partial portion of a document is leaked.
The question arises: Can attackers still reveal sensitive content with such limited information? This
concept of ‘partial of partial data leakage’ presents a compelling and untapped area for investigation.

3.4.2. File Injection Attack
Allowing for Partial Data Leakage: The current file injection attacks have demonstrated impressive
query recovery rates without the need for data leakage. However, as discussed in the previous chap-
ters, completely avoiding data leakage in an encryption system is challenging due to potential human
factors and other practical considerations. An intriguing research direction for file injection attacks is
to explore scenarios where partial data leakage is permitted. In such cases, the attack could utilize a
small amount of partial data leakage to achieve its objectives. The question then arises: Can file injec-
tion attacks effectively reduce the number of injected documents when there is only a small amount of
partial data leakage available?

Reducing the impacts of Countermeasure: Another crucial research direction for both inference
and file injection attacks is finding ways to overcome the resistance posed by access or volume hiding
countermeasures. As SSE systems continue to improve their defenses, attackers will also develop
more robust and sophisticated attack strategies to remain effective. The question of whether attacks
can be equipped with stronger abilities to counteract these countermeasures is an ongoing and ever-
evolving research area.

3.4.3. Our Direction
Our research will be dedicated to exploring the direction of allowing partial data leakage in file injec-
tion attacks, with the aim of developing a novel attack that can further reduce the number of injected
documents required.

While the current approach to reducing the number of injected documents involves finding methods
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to insert more keywords into each injected document, this approach has its limitations. The Binary
Search attack, which efficiently recovers n keywords using only ⌈logn⌉ injected documents, has set a
challenging record that is difficult to surpass using traditional logic.

Inspired by the ‘document recovery first, then query recovery’ concept utilized in the most recent
inference attacks such as LEAP and VAL attacks, we intend to incorporate this idea into existing file
injection attacks. The goal is to provide additional information to each injected keyword by linking
them to leaked documents. This innovative approach has the potential to recover the same amount of
keywords with fewer injected documents, in other words, creating an amplifier for query recovery.

In the upcoming chapter, we will present a detailed procedure of our proposed attack, along with
corresponding experimental results.



4
Initial Idea

In this chapter, we present our initial attempt to build an amplifier for file injection attacks, with the goal of
reducing the size of injected documents required for query recovery. We will provide a comprehensive
description of our proposed design and the results of the experiment.

4.1. Notation
We present Table 4.1, which comprises the notations used in our attack, along with their explanations:

Table 4.1: Summary of notations used in our attack.

Notations Definition
D Plaintext document set, D = {d1, ..., dn}
ED Server document set, ED = {ed1, ..., edn}
D′ Leaked document set, D = {d1, ..., dn′}
W Keyword universe, W = {k1, ..., km}
Q Query set, Q = {q1, ..., qm}
W ′ Known Keyword set, W ′ = {k1, ..., km′},W ′ ∈W
W ′

i Chosen keyword set, W ′ = {k1, ..., km′
i
},W ′

i ∈W ′

IF Inject file set, IF = {id1, ..., idk}
EIF Encrypted injected file set, EIF = {eid1, ..., eidk}
T Limitation of the number of keywords in each document
|di| Number of keywords/queries in di
|D| Number of files in D
α Number of keywords selected from each document
C Set of matched documents
Ci Set of matched injected documents
R Set of matched queries
Ri Set of matched queries by file injection

4.2. The Design
In this attack, the attacker possesses the same capabilities as in previous file injection attacks, where
they can deceive the user into uploading the pre-designed injected files. The primary objective of the
attack is to recover as many queries as possible, where the underlying keywords are in the set of known
keywords extracted from leaked documents.

4.2.1. Leakage Model
In our proposed attack, the attacker is assumed to have access to the following leakage:

21
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A set of leaked documents D′ = {d1, d2, ..., dn′}, where D′ is a subset of the plaintext document set
D = {d1, d2, ..., dn}. Here, n′ represents the number of leaked documents, and n is the total number of
documents in the dataset, n′ ≤ n. It is assumed that the attacker has access to a portion of the original
documents.

A set of leaked keywords W ′ = k1, k2, ..., km′ , which can be extracted from the leaked documents D′.
W ′ is a subset of the entire keyword universe W = k1, k2, ..., km of the original dataset D. Here, m′

denotes the number of known keywords, andm is the size of the entire keyword universe, andm′ ≤ m.

The attacker can intercept the communication between the user and the server, enabling them to
obtain the access pattern that explains the occurrence relationship between the encrypted dataset
ED = ed1, ed2, ..., edn and the queries Q = q1, q2, ..., qm (Level 2). Here, ED and Q represent the
encrypted versions of D and W , respectively.

Additionally, the attacker is assumed to have knowledge of the documents matching between the in-
jected documents IF = {id1, id2, ..., idk} and their corresponding encrypted versionsEIF = {eid1, eid2, ..., eidk}.

To achieve this assumption, the attacker may employ methods such as matching the identifiers
of documents by observing the following uploaded encrypted documents with the same length as the
injected documents.

4.2.2. Intuition
The core idea behind this attack is to ‘embed more meaning into each keyword in the injected docu-
ments.’ This concept is based on the hypothesis that low-frequency keywords can be utilized to identify
leaked documents.

To better understand where this hypothesis comes from, let’s consider an example in an ideal sce-
nario:

Imagine that Alice sends four emails to different recipients, arranging meetings with them:

Email 1 (Sent to Bob):
Content: Hi Bob, I have scheduled a meeting for the midterm evaluation. The

specific location and time are...

Email 2 (Sent to John):
Content: Hi John, we need to plan a half-hour meeting to discuss important

updates and changes in the project.

Email 3 (Sent to Anna):
Content: Hi Anna, thank you for inviting me to your graduation party. I am delighted

to attend and would like to confirm the exact time with you...

Email 4 (Sent to Smith):
Content: Dear Professor Smith, I have a question about the assignment ...

Those emails will be then encrypted and uploaded to a server and deleted from the local device.
When Alice later wants to search for a certain email, she is most likely to use the keywords that dif-
ferentiate the four emails, such as the words marked in bold in each email which is the name of the
recipients. This is a common approach used in real-life scenarios when conducting precise document
searches: we select keywords that provide the strongest unique identity to the target document.

The attacker can apply a similar logic during the inject keyword selection process. Instead of us-
ing the entire known keyword set W ′ (the target to be recovered), the attack can choose the least
frequent keywords from the leaked documents and label them as the injected keyword set W ′

i =
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{Bob, John,Anna, Smith}. Here, W ′
i is a subset of W ′ and has a size equal to the number of leaked

documents, as one least frequent keyword is selected from each document.
Next, the attacker generates injected documents usingW ′

i , using methods proposed by existing file
injection attacks like the Binary Search attack, which ensures a 100% query recovery accuracy with
the current smallest possible injected file size. In this case, with four keywords inW ′

i , only two injected
documents are needed: id1 = {Anna, Smith} and id2 = {John, Smith}. The attacker is assumed to
know eid1 and eid2 are the encryption versions of id1 and id2, respectively.

After recovering W ′
i , the attacker can identify the corresponding leaked documents. For instance,

if query q1 has a server response of {eid1, ed3}, the attacker can infer that the underlying keyword of q1
is Anna, and the corresponding leaked document of ed3 is ”Email 3.”

By comparing the unique occurrence patterns among those matched documents, the attacker can
recover additional keywords in W ′ that are not present in W ′

i .
In summary, this approach leverages the power of low-frequency keywords to amplify the query

recovery capability of the attack.

It is crucial to acknowledge that the scenario proposed above is based on an ideal assumption, that
a document can be uniquely identified by a single keyword. However, as we widen our perspective
beyond the leaked documents, we realize that they represent only a small portion of the entire dataset
D. Relying solely on a single keyword to identify a document becomes challenging since there could
be other documents within the dataset that contain the same keyword but have not been leaked. Such
as the example given below, where green color indicates the non-leaked documents:

Email 1 (Sent to Bob):
Content: Hi Bob, I have scheduled a meeting for the midterm evaluation. The

specific location and time are...

Email 2 (Sent to John):
Content: Hi John, we need to plan a half-hour meeting to discuss important updates

and changes in the project.

Email 3 (Sent to Anna):
Content: Hi Anna, thank you for inviting me to your graduation party. I am delighted

to attend and would like to confirm the exact time with you...

Email 4 (Sent to Smith):
Content: Dear Professor Smith, I have a question about the assignment ...

Email 5 (Sent to Bob):
Content: could you please let me know when are you free for the next meeting.

Email 6 (Sent to Anna):
Content: Hi Anna, the last form you still have to fill out before graduation is...

...

Using only the names of recipients as keywords, such as ‘Bob’ and ‘Anna’, may no longer be suf-
ficient to accurately identify the leaked documents, as these names could be duplicated in multiple
documents within the dataset D. Consequently, the accuracy of document recovery is reduced, which
ultimately impacts the final query recovery rate.

To address this challenge, we propose increasing the number of keywords chosen from each doc-
ument. To represent the number of keywords chosen from each document, we will use the symbol α.
A detailed description of the procedure is provided in the following section.
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4.2.3. Procedure
The attack model’s overview, as shown in Figure 4.1, consists of three main procedures: keyword
selection, file injection, and recovery.

By delving into a more detailed hierarchical breakdown of these procedures, we can further divide
the recovery procedure into sub-procedures. For instance, the initial step involves the recovery of
injected keywords. Subsequently, the document recovery process begins, utilizing the recovered in-
jected keywords to identify leaked documents and their corresponding queries. Finally, the matched
documents are used to recover additional keywords in W ′ that are not present in W ′

i .

Figure 4.1: Attack model

Keyword Selection
During this step, the attacker takes the leaked documentsD′ as input and extracts meaningful keywords
from each of these leaked documents. The attacker then includes α of these extracted keywords into
the set of injected keywords. The value of α is determined experimentally.

The strategy used to choose these α keywords may significantly influence the recovery results for
both document and query recovery. As a result of this consideration, we have proposed three different
strategies to address this aspect of the attack:

V0. Random Choose: In this strategy, the attacker randomly selects α keywords from each leaked
document, which may include both high and low frequent keywords.
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Algorithm 1 Keyword_Selection(V0)
Input: A set of known document D′ and a variable α
Output: A set of chosen keyword for injection W ′

i

1: procedure Keyword_Selection(D’, α)
2: Initialize an empty list W ′

i

3: for i = 1→ #D‘ do
4: k ← α randomly chosen keywords in di
5: W ′

i ←W ′
i ∪ k ▷ excluding the repetition

6: end for
7: return W ′

i

8: end procedure

V1. Local Least Frequent: In this strategy, the attacker sorts keywords extracted from each docu-
ment in frequent order and chooses α of them with the least frequent keywords. The selected keywords
are guaranteed to have the least frequency within their respective documents, but they might have a
relatively high frequency among the entire known keyword set.

Algorithm 2 Keyword_Selection(V1)
Input: A set of known document D′ and a variable α
Output: A set of chosen keyword for injection W ′

i

1: procedure Keyword_Selection(D′, α)
2: Initialize an empty list W ′

i

3: for i = 1→ #D′ do
4: k ← α least frequent keywords in di
5: W ′

i ←W ′
i ∪ k ▷ excluding the repetition

6: end for
7: return W ′

i

8: end procedure

V2. Global Least Frequent: In this strategy, the attacker gathers all known keywords first and
sorts them in order of frequency based on the sum count of occurrences among the leaked documents.
Then, for each document, the attacker sorts its keywords based on the obtained global rank and se-
lects α with the lowest global frequency. This method is expected to have a better ability to identify
documents; however, the size of the injected keyword set might be larger compared to the other two
strategies.

Algorithm 3 Keyword_Selection(V2)
Input: A set of known document D′ and corresponding set of known keyword W ′, and a variable α
Output: A set of chosen keyword for injection W ′

i

1: procedure Keyword_Selection(D’, W ′, α)
2: Sort W ′ based on the occurrence count of keywords among D′

3: Initialize an empty list W ′
i

4: for i = 1→ #D do
5: k ← α keywords in di which have the least global frequent in W ′

6: W ′
i ←W ′

i ∪ k ▷ excluding the repetition
7: end for
8: return W ′

i

9: end procedure

The size of W ′
i is supposed to be no larger than α · n′.
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File Injection and Recovery
During this step, we have opted to employ an existing file injection attack that utilizes the access pattern
as a black box to aid in the process. The two options we considered were the Binary Search attack and
the Hierarchical Search Attack (HSA). After a comprehensive evaluation, we have chosen the HSA for
this purpose.

The main reason behind this choice is twofold:

From our perspective, the HSA offers practical advantages, particularly in its ability to resist the
threshold countermeasure. This resilience is necessary for the overall effectiveness and robustness of
our attack, as it ensures that our attack also inherits this resistance to the threshold countermeasure
and maintains stable performance.

From the perspective of the HSA, while the HSA exhibits superior resistance to countermeasures,
it has the drawback of sacrificing the ability to reduce the number of injected documents compared to
the Binary Search attack. However, our innovative approach is expected to enhance the HSA’s perfor-
mance in terms of further reducing the number of injected documents. This enhancement makes the
HSA more practical and efficient in real-world scenarios, and the trade-off between reduced injected
documents and improved resistance to countermeasures aligns well with our attack objectives.

Given the selected keywordsW ′
i and a threshold length of each injected file T , the injection algorithm

of HSA will produce a set of files for injection, denoted as IF . The maximum size of IF is determined
by the formula:

|IF | = ⌈α · n
′

2T
⌉ · (⌈log 2T ⌉+ 1)− 1

After injecting IF into the server database, the attacker closely monitors the arrival time and size
of the newly injected files. By analyzing this information, the attacker can establish a set of documents
matching Ci, which contains the correspondence between the injected files IF and the server files
EIF .

Next, the attacker inputs Ci, W ′
i , and the collected access patterns between ED and Q into the

recovery algorithm of the HSA. The recovered query set is denoted as Ri. Since HSA is used as a
black box in this recovery process, the output is expected to achieve 100% accuracy, meaning that
|Ri| = |W ′

i |.

Document Recovery
With the current set of matched keywords Ri, it becomes possible to identify the underlying leaked
documents of encrypted documents by examining their access patterns.

Each document can be characterized by a set of recovered queries, and we define that a document
di is a candidate for edi if they share the same set of queries.

In this attack, we focus on a single match scenario, which means that if there is only one candidate
in the set, we consider edi to be the underlying encrypted document of di and obtain the mapped doc-
ument set C.

Remaining Keyword Recovery
During this step, the primary objective is to recover as many queries as possible that contain underlying
keywords fromW ′ but are not present inW ′

i . As mentioned before, we would like to reach this objective
by using the occurrence pattern of keywords as the reference.

Algorithmically, this step can be viewed as a reversed version of the algorithm used for document
recovery. For each keyword ki ∈ W ′ and ki /∈ W ′

i , we define it by a set of documents that have been
matched where the keyword is contained in those documents. Then, it is uniquely matched with a query
that can be defined by the same set of documents.

By merging the newly matched keywords with Ri, we obtain the final set of mapped queries in the
attack, denoted as R.

4.2.4. Pseudocode of the Proposed Attack
When all the individual phases are combined, we obtain an overview of the entire procedure of the
proposed attack. We present this overview in Algorithm 6.
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Algorithm 4 Document_Recovery
Input: A set of known document D′, a set of server document ED, a set of mapped queries by file
injection Ri

Output: A set of mapped document C
1: Initialize an empty dictionary C
2: for edi ∈ ED do
3: edi ← {q1, ...qa} if q ∈ edi, for q ∈ Ri

4: end for
5: for di ∈ D′ do
6: di ← {q1, ...qb} if q ∈ di, for q ∈ Ri

7: end for
8: for di ∈ D′ do
9: candidates← edj for j ∈ [n] where {q1, ...qb} == {q1, ...qa}
10: if |candidates| == 1 then
11: C[candidates[0]]← di
12: end if
13: end for
14: return C

Algorithm 5 Remaining_Keyword_Recovery
Input: A set of mapped document C, a set of query Q, a set of known keywordsW ′, a set of mapped
queries Ri

Output: A set of mapped queries R

1: for wi ∈W ′ do
2: if wi ∈ Ri then
3: remove wi from W ′

4: else
5: wi ← {d1, ...dα} if Wi ∈ d, for d ∈ C
6: end if
7: end for
8: for qi ∈ Q do
9: if qi ∈ Ri then
10: remove qi from Q
11: else
12: qi ← {d1, ...dα} if qi ∈ d, for d ∈ C
13: end if
14: end for
15: for wi ∈W ′ do
16: candidates← qj for j ∈ [|Q|] where {d1, ...dα} == {d1, ...dα}
17: if |candidates| == 1 then
18: R[candidates[0]]← wi

19: end if
20: end for
21: R← R ∪Ri

22: return R

4.3. Countermeasure Discussion
The proposed attack combines the characteristics of both inference attacks and file injection attacks:
the Hierarchical Search Attack is employed to recover the initial matched queries, which are later used
for document and query recovery in an inference method. This makes the attack a unique and poten-
tially dangerous threat. To mitigate its impact, we will discuss the extent to which performance can be
mitigated by employing both static and dynamic countermeasures against inference and file injection
attacks, respectively.

As mentioned in the previous chapter, the countermeasures used to conceal access patterns are



4.4. Experiment 28

Algorithm 6 New Attack
Input: A set of known document D′ and corresponding set of known keyword W ′

Output: A set of mapped query R

1: procedure Keyword_Selection(D′, α)
2: Initialize an empty list W ′

i

3: W ′
i ← Keyword_Selection(D′, α) ▷ Alg. 1/2/3

4: return W ′
i

5: end procedure

6: procedure Injection(W ′
i , T )

7: IF ← Inject_Files_hierarchical(W ′
i , T ) ▷ file injection algorithm of HSA

8: return IF
9: end procedure

10: Inject IF and observe Q, ED and Ci

11: procedure Recovery(Q, ED, W ′, Ci, W ′
i )

12: Ri ← Recover_hierarchical(Ci,W
′
i ) ▷ Recovery algorithm of HSA

13: C ← Document_Recovery(ED,D′, Ri) ▷ Alg. 4
14: R← Remaining_Keyword_Recovery(C,Q,W ′) ▷ Alg. 5
15: return R
16: end procedure

obfuscation and padding. These measures return misleading corresponding encrypted documents in
the server’s response to queries, distorting the relationship between queries and server documents,
and confusing the attacker. Our discussion will be divided into the influence caused under the applica-
tion of static or dynamic padding and obfuscation.

If we consider the static padding and obfuscation measures [10, 34], we conclude that they have a
relatively weaker influence on our attack since they only apply during the setup of the schemes. For
the attacker, the observed access pattern of injected files remains unaffected.

However, these measures still impact the document matching phase, which relies on the unique
presence of a specific combination of queries. Padding may increase the number of candidates for
documents sharing the same query combination, while obfuscation can lead to incorrect or no matches,
reducing document recovery accuracy, and potentially affecting query recovery results.

Nevertheless, by using static padding and obfuscation, the final recovered queries are equal to the
number of injected keywords in the worst case scenario, which offers no improvement compared to
using only the Hierarchical Search Attack.

However, dynamic padding and obfuscation [32, 41] introduces the practice of updating the bogus
access pattern for each update, which has a notable impact on our attack. By constantly modifying the
bogus access pattern, dynamic padding disrupts the accurate recovery of queries even during the file
injection phase. As a result, both query recovery and document recovery are negatively affected.

Apart from dynamic padding and obfuscation, other countermeasures specifically designed to counter
file injection attacks can also significantly reduce the performance of our attack. One such example is
the Vaccine technique [25], which has been previously mentioned.

4.4. Experiment
In this section, we will provide an overview of the experimental setup, including the dataset used and
the data processing steps. Following that, we will introduce the benchmark used to evaluate the per-
formance of the proposed attack. Finally, we will present and analyze the results obtained from the
experiments.
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4.4.1. Setup
Dataset
The performance of the proposed attack was evaluated through tests conducted on three real-life
datasets that were also used by VAL attack: Enron [26], Lucene [14], and Wikipedia. These datasets
were chosen to gain insight into how the attack operates under different data types. Table 4.2 presents
a summary of the datasets used, providing a brief overview of each.

Table 4.2: Scales of Datasets

Dataset Enron Lucene Wikipedia
No. of documents 30,109 51,317 20,000
No. of keywords 63,029 92,976 148,367

Enron: The Enron dataset is a publicly available collection of email communications generated by 150
senior managers of Enron Corporation. For our evaluation, we specifically selected the emails from
the _sent_mail folder, which consists of 30,109 emails. We use the content of these emails as the
plaintext representation of the documents in D. Figure 4.2 provides an example of a document of this
dataset.
Lucene: The Lucene dataset is an email listing dataset that captures communication between users
and PyLucene Developers. For our evaluation, we focused on the ”java-user” category, which is ded-
icated to addressing user issues. The selected dataset covers a period from 2001 to 2011, with data
available from September to December in 2001. It includes a total of 51,317 emails. Similar to the
Enron dataset, we extract the content of the emails to be the plaintext representation of our documents
in D.

The Python code used to download the dataset is provided in Appendix A, and the emails of each
month are compressed as a mbox file. An example of a Lucene email is shown in Figure 4.3.

Wikipedia: Wikipedia is a widely recognized online encyclopedia created and maintained by a com-
munity of volunteers. For our evaluation, we obtained a subset of 20,000 articles from a simple wiki
dump provided by David Shapiro [35].

The dataset has a size of approximately 1.19 GB after decompression1. An example of a Wikipedia
article from this dataset is shown in Figure 4.4.

Preparing the Dataset
Given that this is the experiment of the initial attempt in our project, we opted to utilize 50% of each
dataset to rapidly obtain a comparative performance analysis of the three strategies. The selection of
documents in each dataset was done randomly.

We preprocessed these datasets to retain only meaningful keywords by removing the most common
English stopwords, such as ”a,” ”the,” ”is,” and others, using the NLTK package [38]. The number of
remaining keywords for each dataset is listed in Table 4.2. This preprocessing step helps filter out
frequently occurring words that do not contribute significantly to the analysis.

After removing stopwords, we further improve the quality of the remaining keywords by applying
stemming using the Porter Stemmer algorithm [30]. Stemming involves reducing words to their root or
base form to unify similar words that may have different variations due to tense or pluralization.

Document D is all documents in each dataset. Unlike previous SSE attacks, we decided to run the
attack in a broader keyword universe, where all keywords that can be extracted from the documents
are considered. The target for recovery is the keyword set W ′ extracted from the leaked documents
D′. By doing so, we expect the results to be less influenced by the keyword frequency, as mentioned
in [3].

To evaluate the impact of the size of the leaked dataset on document and query recovery results,
we emulate the settings of the VAL attack and execute the proposed attack with different levels of data
leakage, specifically at 0.1%, 0.5%, 1%, 5%, and 10% of the total dataset. Please note that we do not

1https://dumps.wikimedia.org/simplewiki/latest/simplewiki-latest-pages-articles-multistream.xml.bz2
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Message-ID: <14015272.1075856157694.JavaMail.evans@thyme>
Date: Fri, 8 Sep 2000 08:35:00 -0700 (PDT)
From: tom.donohoe@enron.com
To: susan.elledge@enron.com
Subject: more contracts
Mime-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
X-From: Tom Donohoe
X-To: Susan Elledge
X-cc:
X-bcc:
X-Folder: /Thomas_Donohoe_Dec2000/Notes Folders/’sent mail
X-Origin: Donohoe-T
X-FileName: tdonoho.nsf

I am in need of several more contract copies. Could you please forward me
contract:
96037261
96049419
96001003
96045391

Also, you had mentioned earlier that GISB contracts should not have been used on
some of the contracts I earlier received. Are the appropriate contracts going to be sent
out, or are we stuck with the ones in place.

Call with questions. 3-7151

Sincerely,
Tom Donohoe

Figure 4.2: Sample Document of Enron
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From MAILER-DAEMON Fri Jul 31 10:51:21 2009
Return-Path:
<java-user-return-41576-apmail-lucene-java-user-archive=lucene.apache.org@lucene.apache.org>
Delivered-To: apmail-lucene-java-user-archive@www.apache.org
Received: (qmail 19601 invoked from network); 31 Jul 2009 10:51:21 -0000
Received: from hermes.apache.org (HELO mail.apache.org) (140.211.11.3)
by minotaur.apache.org with SMTP; 31 Jul 2009 10:51:21 -0000
Received: (qmail 19232 invoked by uid 500); 31 Jul 2009 10:03:36 -0000
Delivered-To: apmail-lucene-java-user-archive@lucene.apache.org
Received: (qmail 19170 invoked by uid 500); 31 Jul 2009 10:02:52 -0000
Mailing-List: contact java-user-help@lucene.apache.org; run by ezmlm
Precedence: bulk
List-Help: <mailto:java-user-help@lucene.apache.org>
List-Unsubscribe: <mailto:java-user-unsubscribe@lucene.apache.org>
List-Post: <mailto:java-user@lucene.apache.org>
List-Id: <java-user.lucene.apache.org>
Reply-To: java-user@lucene.apache.org
Delivered-To: mailing list java-user@lucene.apache.org
Received: (qmail 19095 invoked by uid 99); 31 Jul 2009 10:02:13 -0000
Received: from nike.apache.org (HELO nike.apache.org) (192.87.106.230)
by apache.org (qpsmtpd/0.29) with ESMTP; Fri, 31 Jul 2009 10:02:08 +0000
X-ASF-Spam-Status: No, hits=-0.0 required=10.0
tests=SPF_HELO_PASS,SPF_PASS
X-Spam-Check-By: apache.org
Received-SPF: pass (nike.apache.org: domain of lists@nabble.com designates
216.139.236.158 as permitted sender)
Received: from [216.139.236.158] (HELO kuber.nabble.com) (216.139.236.158)
by apache.org (qpsmtpd/0.29) with ESMTP; Fri, 31 Jul 2009 10:01:57 +0000
Received: from isper.nabble.com ([192.168.236.156])
by kuber.nabble.com with esmtp (Exim 4.63)
(envelope-from <lists@nabble.com>)
id 1MWovg-0001bo-Vs
for java-user@lucene.apache.org; Fri, 31 Jul 2009 03:01:36 -0700
Message-ID: <24753954.post@talk.nabble.com>
Date: Fri, 31 Jul 2009 03:01:36 -0700 (PDT)
From: bourne71 <garylkc@live.com>
To: java-user@lucene.apache.org
Subject: Boosting Search Results
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit
X-Nabble-From: garylkc@live.com
X-Virus-Checked: Checked by ClamAV on apache.org

Hi, new here.
I recently started using lucene and had encounter a problem.I crawl and index a
number of documents.
When i perform a search, lets say ”tall fat”, by right the results that matches all the
keyword should be on top and display first.
But in my search results, some of the document with only 1 matches of the keyword
like ’tall’ is display first. Why is that? What had i done wrong?
can anyone advise me on this? thanks
–
View this message in context: http://www.nabble.com/Boosting-Search-Results-
tp24753954p24753954.html
Sent from the Lucene - Java Users mailing list archive at Nabble.com.
———————————————————————
To unsubscribe, e-mail: java-user-unsubscribe@lucene.apache.org
For additional commands, e-mail: java-user-help@lucene.apache.org

Figure 4.3: Sample Document of Lucene
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{
”id”: ”998052”,
”text”: ”V is a British five piece-boyband that was formed by several auditions in Pres-
tige in 2003 which disbanded in 2005.
== Career ==
The band released four hit singles, their debut single ”Blood, Sweat & Tears” reached
6 in UK, second double A-side single”Can You Feel It”/”Hip To Hip” which reached 5 in
UK & ”You Stood Up” which reached 12 in UK. Additional single ”Earth, Wind & Fire”,
released in 2005, is also one of the hits by the band. Every singles make success with
their studio album ”You Stood Up”.
== After disband ==
* Kevin is in gay relationship with Westlife member Markus Feehily and also a photog-
rapher
* Mark Harle became a drummer for indie band Little Comets until 2011, when he left
the band.
* Aaron Buckingham moved into A&R; work, including managing the band Lawson.
* Antony Brant remained friends with the members of McFly, and toured with the band
alongside James Bourne and the Vamps in the spring of 2013 as a compere to their
Memory Lane tour.”,
”title”: ”V (group)”
}

Figure 4.4: Sample Document of Wikipedia

consider the 30% data leakage setting due to the extensive keyword universe used in our attack, which
could result in considerably long running times for multiple repetitions of the experiment.

Additionally, we investigate the number of keywords required to correctly identify a document by
running the attack with different α values: 2, 3, 5, and 10.

To ensure a robust assessment, each experiment will be conducted 10 times.

4.4.2. Evaluation Criterion
We will assess the performance of three strategies of the proposed attack based on their results in both
document and query recovery.

The accuracy of document recovery indicates the proportion of leaked documents D′ that have
been correctly recovered. It is measured as the ratio of correctly matched documents in the set C to
the total number of leaked documents, the injected document set is excluded:

ACCd =
|correct match in C|

|D′|
× 100%

The accuracy of query recovery indicates how many queries have been correctly matched to their
underlying keywords. This measure includes both queries recovered during the injection stage and
those recovered during the remaining keywords recovery stage:

ACCq =
|correct match in R|

|W ′|
× 100%

In addition to the accuracy of document and query recovery, we introduce an additional criterion
to analyze the amplifier effect achieved by the attack: the rate of return. This indicator evaluates, on
average, how many keywords can be recovered by a single injected keyword. It is calculated as:

rate of return =
|correct match in R|

|W ′
i |

A higher rate of return indicates a more effective strategy in terms of query recovery capabilities.
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4.4.3. Result
In the analysis of the results, we will focus on two aspects: document recovery and query recovery.

In the document recovery part, our aim is to determine if our attack can achieve comparable out-
comes to existing inference attacks that involve document recovery by choosing α keywords to identify
a document.

For the query recovery part, we will assess how many keywords can be correctly recovered within
this broader keyword universe. Additionally, we will measure the amplifier effect we can create, which
indicates how much the recovered query set expands beyond the initially injected keywords. This will
provide insights into the effectiveness of our attack.

Document Recovery:
Figure 4.5 presents the performance of the three strategies (Random Choose - V0, Local Least Fre-
quent - V1, and Global Least Frequent - V2) under various data leakage levels, with an α value of 5,
which is the average of our range of α, which is 2+3+5+10

4 = 5.
On the other hand, Figure 4.6 shows the outcomes achieved with different α values, and the data

leakage level is 0.1+0.5+1+5+10
5 × 100% = 3.32%.

When comparing the performance of the attack among the three datasets under various levels of
data leakage (Figure 4.5), we observe that the performance of the three strategies is relatively similar
in the Enron and Lucene datasets, but different in the Wikipedia dataset.

In the Enron and Lucene datasets, V0 consistently exhibits the best performance in document re-
covery, maintaining a stable high document recovery rate since a data leakage level of 1%. V1 follows
closely behind V0 and also shows stable performance, with its document recovery rate nearly overlap-
ping with V0’s at data leakage levels of 1% and beyond. In Lucene, the document recovery rate of V1
is almost constantly on par with V0 starting from a data leakage of 1%.

However, V2 constantly lags behind V0 and V1, and its document recovery rate only stabilizes at a
relatively high level starting from a data leakage of 5%.

However, in the Wikipedia dataset, the story is reversed. V2 becomes the strategy with constantly
the best performance, followed by V0, and then V1. All three strategies show stable performance start-
ing from a data leakage of 1% in this dataset.

(a) Enron (b) Lucene (c)Wiki

Figure 4.5: Document Recovery Performance (Leaked Doc%)

In Figure 4.6, a similar trend in the performance of the strategies can be observed across different
α values:

In the Enron and Lucene datasets, the rank of performance is V0 followed by V1, and then V2. In
the Wikipedia dataset, the rank of performance is V2 followed by V0, and then V1.

This pattern aligns with the observations made in Figure 4.5, but there is a notable difference in the
slopes of the curves. The more gentle slopes seen in Figure 4.6 are attributed to the impact of the α
values used in the attack. A larger α value leads to more accurate document identification, resulting in
a steady and gradual increase in the document recovery rate.

An interesting observation in the Wikipedia dataset is that all three strategies seem to converge to
the same document recovery rate when the α value is set to 10.
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(a) Enron (b) Lucene (c)Wiki

Figure 4.6: Document Recovery Performance (α)

Next, we aim to compare the document recovery results of our attack with an existing attack that
has achieved the best record in document recovery, which is the VAL attack.

From the perspective of the overall variation tendency, comparing the document recovery results of
our attack (Figure 4.5) with the results of the VAL attack (Figure 4.7), the VAL attack shows an even
more stable performance, the recovery rates trends to remain at a stable level from leakage of 0.5%.
In contrast, our attack requires a higher data leakage level to reach a similar stable status, specifically
at 1% for V0 and V1, and 5% for V2 in the Enron and Lucene datasets.

When comparing the concrete document recovery rates, our attack achieves a lower document re-
covery rate for the Enron dataset, a similar recovery rate for the Lucene dataset, and significantly better
results for the Wikipedia dataset.

Figure 4.7: Document Recovery of VAL [24]

In summary, our attack consistently achieves document recovery rates higher than 90% with a data
leakage level of 5%. Moreover, we can reach this 90% document recovery rate even before the α
value reaches 10. These results demonstrate that our approach of recovering documents by selecting
α keywords from each document is both feasible and effective, yielding satisfactory document recovery
outcomes.

Furthermore, when comparing our results with the outcomes of the VAL attack, which is considered a
state-of-the-art inference attack, we find that our attack produces comparable document recovery rates.
This indicates that our proposed attack is competitive and capable of achieving document recovery rates
similar to those obtained by the VAL attack.

Query Recovery:
In the analysis of query recovery, we aim to verify whether our attack has achieved the proposed am-
plifier effect. To illustrate this, we present two tables, namely Table 4.8a and Table 4.8b.

Table 4.8a displays the specific number of keywords that have been injected and subsequently
recovered by the attack. It provides a clear indication of the total count of injected and recovered
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keywords. The numbers are decimal values since they represent the average from all experimental
trials.

In Table 4.8b, we use the criterion ”rate of return” to visualize the average number of keywords that
can be recovered by each injected keyword. This metric quantifies the effectiveness of our attack in
terms of keyword recovery.

In Table 4.8a, we observe that both the number of injected and recovered keywords increase with an
increase in the data leakage level or the value of α. This behavior is natural since the size of the leaked
data indicates how many documents we can choose keywords from, and the value of α determines
how many keywords we should select from each document.

The noteworthy difference in this table lies in the numbers of injected under different strategies.
Comparing V0 and V1, we can observe no significant difference in the number of injected keywords.

However, V2 consistently achieves the largest amount of injected keywords. This can be attributed to
V2’s strategy of choosing the global least frequent keywords, which reduces the likelihood of redun-
dancy among the selected keywords.

Regarding the number of recovered queries, we can observe a consistent pattern where the quan-
tity is always larger than the number of initially injected keywords in this table. However, to precisely
analyze the specific extent of this increase, we rely on the ”rate of return” metric.

In Table 4.8b, we can observe that all the obtained rates of return are greater than 1. This confirms
that more than one query can be recovered with each injected keyword, demonstrating the success of
our proposed attack in achieving the expected amplifier effect.

To facilitate a comparison between strategies, we label the values in color. In this color scheme,
blue indicates that the rate of return in the current setting is lower than 1.5, while red indicates a value
that exceeds 3. The darkness of the color corresponds to the proximity of the value to the extremes.

We can observe that V1 has the most red-colored labels, indicating that it has the highest rate of
return and the most effective amplifier effect. V0 is the next best, with a few red labels and some mod-
erate blue labels. V2, however, has no red labels and the darkest blue label, indicating that it has the
weakest amplifier effect among the three strategies.

The accuracy of query recovery, however, surprised us with unexpectedly low recovery rates, as
shown in Figure 4.10 and 4.11.

In the previous analysis of the document recovery results, we observed that although our attack
did not achieve exactly the same recovery rates as the VAL attack, the results were still comparable.
Therefore, we were expecting a similar outcome in query recovery (Figure 4.9). However, the query
recovery rates we obtained were significantly lower than expected. For instance, under the data leak-
age of 10%, the query recovery rate could hardly exceed 55% in the Enron and Lucene datasets, and
it was even lower in the Wikipedia dataset, where the accuracy did not exceed 50%. In contrast, the
VAL attack achieved a nearly 100% query recovery rate.

The document recovery results have remained at this expected level even under different values
of α (Figure 4.11). The highest document recovery rate we achieved was slightly above 60% in the
Lucene dataset with a α value of 10. The overall trend of accuracy still shows a slight increase as we
increase the value of α. Nevertheless, this increase in accuracy is primarily attributed to the higher
number of injected keywords rather than the attack’s potential for high accuracy when α is greater than
10.

4.5. Discussion
In summary, our proposed attack demonstrates the capability to achieve satisfactory document recov-
ery rates with all three strategies. Moreover, the document recovery rate tends to increase as we
increase the α value or the size of data leakage until it reaches a stable state. For instance, in the
Lucene dataset, strategies V0 and V1 become stable at around 98% of the document recovery rate
when α reaches 5 or when data leakage reaches 1%.

Furthermore, by looking at the rate of return, we confirmed the ability of the amplifier effect of this
attack as we designed. Additionally, if we want to achieve a stronger effect, V1 might be the most
optimal option among all three strategies.
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(a) Recovered Queries

(b) Rate of Return

Figure 4.8: Query Recovery Performance

However, the query recovery results we have observed are disappointing, falling far below our
expectations.

In our effort to analyze the disappointing query recovery results, we first thoroughly examined our
code implementation and algorithm logic, but we did not find any issues that could explain the low
performance. Consequently, we shifted our focus to explore another potential factor: the difference in
the keyword universe used in our attack compared to the VAL attack.

The Subgraph attack, as mentioned in Chapter 3, provided some insights into the relationship be-
tween the frequency of keywords in the keyword universe and the results of query recovery.

This naturally leads us to consider whether the use of a different keyword universe might be the true
reason behind the low query recovery rate we observed. Unlike the VAL attack, which used the most
frequent 5000 keywords as the keyword universe, we chose to use all extracted keywords to form the
keyword universe in our experiments.

In the next chapter, we plan to verify the insight about the impact of the keyword universe on query
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Figure 4.9: Query Recovery of VAL [24]

(a) Enron (b) Lucene (c)Wiki

Figure 4.10: Query Recovery Performance (Leaked Doc%)

(a) Enron (b) Lucene (c)Wiki

Figure 4.11: Document Recovery Performance (α)

recovery results. We will do a reproduction of the VAL attack, but this time we will replace its keyword
universe with the one we used in our proposed attack. Furthermore, we will investigate the reasons
behind the better query recovery results achieved by the high-frequency keyword set.
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Discovery

In this chapter, our primary focus is to investigate and understand the reasons behind the significant
disparity between the query recovery results obtained in our initial attempt and the expected results
proposed in the VAL attack.

To begin our investigation, we plan to verify whether the low query recovery rate we obtained in the
experiment was indeed caused by the use of a wider keyword universe. We will conduct a reproduction
of the VAL attack, but this time, we will replace its original keyword universe with the one we used in
our proposed attack.

5.1. Reproduction of VAL
5.1.1. Setup
To ensure a fair comparison and eliminate any potential coding-related issues, we will use the provided
code in [24] for the reproduction of the VAL attack.

We will use the Enron dataset and apply the same preprocessing steps, such as removing English
stopwords and stemming the remaining keywords, to create a consistent experimental setup.

The experiment will run with the same set of data leakage levels: 0.1%, 0.5%, 1%, 5%, and 10%.
Also, for making the comparison, this reproduction is conducted with two different keyword universes.
The first keyword universe will consist of the top 5000 frequent keywords, the same as what the VAL
attack used. The second keyword universe will include all keywords extracted from dataset W , the
same as what we used in our proposed attack.

Each experiment will run 10 times.

5.1.2. Result
The results obtained with the same keyword universe used by VAL, as depicted by the red line in Figure
5.1, confirm the document and query recovery rates proposed by the VAL attack. This indicates that
the code we used ran well and reproduced the expected results.

Specifically, the document recovery in the reproduction achieves a consistent accuracy of 98%, and
the query recovery accuracy exceeds 90% even in the presence of a 5% data leakage. Moreover, as
the data leakage increased to 10%, the accuracy of query recovery approached 100%.

However, when we examine the green line in the figure, we observe notable deviations in the results
of query recovery. The accuracy of query recovery with 5% leakage dropped from above 90% to around
42%, with no significant increase observed when the leaked data increased to 10%.

Additionally, by using all extracted keywords as the keyword universe instead of only the top 5000
most frequent keywords, a significant increase in running time was observed.

5.1.3. Conclusion
The results we obtained from this reproduction align with our assumption about the reason behind the
unexpectedly low query recovery in the previous chapter. The use of a wider keyword universe leads
to a significant decrease in the accuracy of query recovery.

38
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Figure 5.1: Results of VAL reproduction

The reason behind this situation might not solely be the frequency of keywords itself, but rather the
unique occurrence patterns associated with high-frequency keyword sets.

Our intuition leads us to believe that high-frequency keyword sets might have a larger proportion of
unique occurrence patterns, which is a key factor for inference attacks to identify keywords.

To confirm this hypothesis, we conducted an analysis over all keywords in the Enron dataset and
counted how many of them own unique occurrence patterns among all documents. The findings of this
analysis are presented in the following section.

5.2. Keyword classification
For better presenting the result of our analysis, we now introduce a new classification of keywords into
two categories: inert keywords and active keywords. These terms are inspired by the chemical terms
”inert gas” and ”active gas,” respectively. Active keywords possess a unique access pattern and can
be effectively identified from all the keywords, whereas inert keywords lack a unique access pattern.

The reason behind proposing this classification is that there was no such terminology used to in-
dicate keywords with or without unique occurrence patterns. In previous research, keywords were
typically grouped only by their occurrence frequencies, and alternative classifications of keywords re-
ceived limited attention. As a result, we propose the distinction between inert and active keywords
based on their occurrence patterns to address this vacancy.

We display the result of the analysis in Figure 5.2.

43.5%

41.5% 15%

Active keyword
Inert keyword 1
Inert keyword other

Figure 5.2: Keyword distribution (Enron)

Active keywords, labeled by the pink color, represent the proportion of keywords with unique access
patterns in each dataset.
Inert keywords 1, labeled by dark gray, represent keywords that appeared in only one document. It is
interesting to note that these keywords also belong to the group of least frequent keywords since they
appeared only once in the entire dataset.
Inert keywords other, labeled by light blue, indicate keywords that appeared in more than one docu-
ment.
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The pie chart reveals a surprising observation that the proportion of active keywords in the dataset
is much lower than we initially imagined. Out of the total 63,029 keywords in the dataset, only 27,444
were identified as active keywords. This accounts for approximately 43.5% of the total keywords.

This finding aligns with the query accuracy obtained during the replication of the VAL attack, as
depicted by the green line in Figure 5.1b, which also approximates the 43% mark. The low proportion
of active keywords is likely a significant factor contributing to the reduced query recovery accuracy.

The selection of the 5000 most common keywords used in the VAL attack reveals a high proportion
of active keywords: our classification approach identified 4996 out of the 5000 keywords as active
keywords, resulting in an almost 100% within this subset.

As a result, the experimental results reported in VAL achieved high accuracy due to the dominance
of active keywords within this subset. The presence of a significant number of active keywords with
unique access patterns contributed to their successful query recovery.

5.2.1. Discussion
The proposed keyword classification, along with the comparison results, not only provides an explana-
tion for the unexpected query recovery rate but also highlights the significant challenge of achieving a
high query recovery accuracy for inference attacks when operating within a larger keyword universe.
The presence of a high proportion of inert keywords in the keyword universe can lead to a low query
recovery rate, even in the absence of any countermeasures.

To overcome this obstacle, inference attacks must either discover alternative leakage patterns ca-
pable of distinguishing between two queries with identical appearances in documents or leverage the
assistance of other SSE attacks, such as file injection attacks, which can generate unique patterns for
target keywords.

It is intriguing to observe that our proposed attack, initially designed to enhance the performance
of file injection attacks using inference attack concepts, has found an additional purpose: assisting
inference attacks in overcoming the dilemma caused by inert keywords.

This unexpected discovery highlights the adaptability and necessity of our attack. By combining
the strengths of inference attacks and file injection attacks, our proposed approach offers a promising
solution to address the challenge of achieving higher query recovery rates in scenarios with a larger
keyword universe (for inference attacks), while reducing the number of injected keywords needed for
successful recovery (for file injection attacks).

In the next chapter, we would like to show an updated version of our proposed attack to better reach
these goals.



6
Improved Design

In this chapter, we presented an updated design for our proposed attack, incorporating the idea of the
newly proposed keyword classification.

6.1. Notation
Similar to the initial trial, we begin this chapter by presenting a table of notation. Table 6.1 provides a
list of the notations used in our proposed attack and their corresponding explanations.

As in the initial scenario, we consider a situation with n server documents ED and n′ leaked filesD′.
The size of the keyword universe W and the corresponding query universe Q is m, while m′ denotes
the size of keywords that can be extracted from D′ as W ′.

The difference from Table 4.1 is the addition of W ′
ac, which represents the keywords in W ′ that

possess a local unique access pattern.

Table 6.1: Summary of notations used in our attack.

Notations Definition
D Plaintext document set, D = {d1, ..., dn}
ED Server document set, ED = {ed1, ..., edn}
D′ Leaked document set, D = {d1, ..., dn′}
W Keyword universe, W = {k1, ..., km}
Q Query set, Q = {q1, ..., qm}
W ′ Known Keyword set, W ′ = {k1, ..., km′},W ′ ∈W
W ′

ac Active keyword set in known keywords, W ′
ac = {k1, ..., km′

ac
},W ′

ac ∈W ′

W ′
i Chosen keyword set, W ′ = {k1, ..., km′

i
},W ′

i ∈W ′

IF Inject file set, IF = {id1, ..., idk}
EIF Encrypted injected file set, EIF = {eid1, ..., eidk}
T Limitation of the number of keywords in each document
|di| Number of keywords/queries in di
|D| Number of files in D
α Number of keywords selected from each document
C Set of matched documents
Ci Set of matched injected documents
R Set of matched queries
Ri Set of matched documents by file injection

6.2. The Design
As we have come to understand that the query recovery rate is not directly related to the frequency of
keywords, but rather to howmany of them have a unique access pattern, we have decided to update the
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way our proposed attack chooses injected keywords. Instead of continuing to select injected keywords
solely from low-frequency keywords, we will now choose them specifically from inert keywords.

The main reasons for making this update are based on the following two considerations:

Inert Keywords as Low-Frequency Keywords: In our previous attempts, we successfully used either
randomly chosen or low-frequency keywords to identify leaked documents, which yielded relatively sat-
isfactory results in document recovery. This finding demonstrated the feasibility of using low-frequency
keywords for document recovery.

From the pie chart of Enron data structure (Figure 5.2), we observe that approximately (41.5%+15%
=) 56.5% of the keywords are inert keywords, out of which ( 41.5%56.5%=) 73.3% occur only once in the en-
tire dataset. This significant proportion of one-time occurrences represents a large number of low-
frequency keywords, making them the least frequent keywords, both locally and globally, that can be
used for document identification.

Minimized Overlap Between Injected and Recovered Keywords: Choosing inert keywords as in-
jected keywords has an additional advantage. As the subsequent inference process can only recover
active keywords, employing inert keywords as injected keywords ensures minimal overlap between the
injected and recovered keywords. This reduction in overlap maximizes the final amplifier effect of the
attack and enhances its overall efficiency.

With the current approach to keyword selection, we do not foresee a significant reduction in the
size of injected documents. Nevertheless, we expect to achieve a more robust overall rate of return in
query recovery, leading to an enhanced amplifier effect. Simultaneously, our objective is to ensure that
the final recovered keywords exceed the proportion of active keywords, even when utilizing the entire
keyword universe of the leaked documents D.

6.2.1. Leaked Knowledge
In this updated attack, we continue to assume that the attacker possesses knowledge of a partial set
of leaked data and the corresponding access patterns:

The attacker is aware of a set of leaked documents D′ = d1, ..., dn′ , the set of known keywords
W ′ = k1, ..., km′ , the set of encrypted documents ED = ed1, ..., edn, and the corresponding set of
queries Q = q1, ..., qm, where n′ ≤ n and m′ ≤ m. Additionally, the attacker possesses information
about the number of keywords in the leaked documents, denoted by |di|, and the number of queries in
the encrypted documents, denoted by |edj |.

6.3. Procedure
The updated attack retains the same structure as the previous version, consisting of three key pro-
cedures: keyword selection, file injection, and recovery. The concrete steps and algorithms for file
injection and recovery procedures even remain unchanged, so in this section, we will provide a de-
tailed explanation of the changes made to the keyword selection procedure.

The key change involves an additional step called ”Keyword Classification,” which aims to group
the keywords based on their access patterns before conducting the keyword selection process. The
updated attack model is depicted in Figure 6.1, illustrating the insertion of the keyword classification
step before the selection of W ′

i .
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Figure 6.1: Attack model

Updated Keywords Selection

After obtaining the leaked documents D′, the attacker proceeds to extract the corresponding key-
word set W ′. At the beginning of the keyword selection algorithm, the nested algorithm Algorithm 7 is
executed to categorize W ′ into two distinct groups: active keywords, denoted as W ′ac, and local inert
keywords, that ki ∈W ′ and ki /∈W ′

ac.

It is important to note that the active keywords that exhibit unique patterns in D′ also imply that they
are active keywords in the entire dataset, regardless of locality. In other words, there is no difference
between local or global active keywords.

However, keywords that do not display uniqueness within D′ may still potentially exhibit unique pat-
terns in documents that were not leaked. Hence, these inert keywords found by the attacker in the
leaked documents are referred to as local inert keywords.

After obtaining the set of active keywords W ′
ac, the attacker proceeds to select the keywords for

injection using Algorithm 8:
For each document, α local inert keywords are selected to represent the document.
If the number of local inert keywords in a document is less than α, the remaining keywords are

chosen from W ′
ac based on their lowest frequency in the document.

The algorithm returns a set of selected keywords W ′
i , where the maximum size of W ′

i is α · n′.

After keyword selectionW ′
i will serve as the input for the file injection procedure, similar to what we

explained in Chapter 4.
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Algorithm 7 Keyword_Classification
Input: A set of known document D′ and corresponding set of known keyword W ′

Output: A set of inert keyword W ′
ac

1: procedure Keyword_Classification(D′, W ′)
2: Initialize an empty dictionary Combination and a empty list Count
3: for i = 1→ #W ′ do
4: com← [wi in dj where dj ∈ D′]
5: if com not in Combination then
6: Count.append(1)
7: Combination[len(Count)− 1][′com′]← com
8: Combination[len(Count)− 1][′keyword′]← wi

9: else
10: index← key of com in Combination
11: Count[index]← Count[index] + 1
12: end if
13: end for
14: Initialize an empty list W ′

ac

15: for i = 1→ #Count do
16: if Count[i] == 1 then
17: W ′

ac.append(Combination[i][′keyword′])
18: end if
19: end for
20: return W ′

ac

21: end procedure

Algorithm 8 Keyword_Selection
Input: A set of known document D′ and corresponding set of known keyword W ′, and a variable α
Output: A set of chosen keyword for injection W ′

i

1: procedure Keyword_Selection(D′, α)
2: W ′

ac ← Keyword_Classification(D′,W ′) ▷ Return with the set of local active keyword in D′

3: Initialize an empty list W ′
i

4: for i = 1→ #D′ do
5: k ← α keywords in di, that keywords /∈W ′

ac

6: if |k| < α then
7: add α− |k| least frequent keywords in di, and keywords ∈W ′

ac to k
8: end if
9: W ′

i ←W ′
i ∪ k ▷ excluding the repetition

10: end for
11: return W ′

i

12: end procedure
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Experiment

In this chapter, we will present the experimental results of the updated version of our proposed attack.

7.1. Setup
7.1.1. Datasets
Continuing with the same approach as in our previous experiments, wewill utilize three real-life datasets,
namely Enron [26], Lucene [14], and Wikipedia, to evaluate the performance of the proposed attack.

To preprocess the datasets, we removed common English stopwords and stemmed the keywords
to their root forms.

7.1.2. Distribution of Dataset
What sets this experiment apart from the previous one is that we performed an analysis of the keyword
distribution in the datasets to identify the proportions of inert and active keywords in each dataset. This
analysis enables us to compare the results with our final query recovery rates and evaluate whether we
have achieved our objective of recovering more than just active keywords. The distribution of keywords
in the datasets is visually depicted in Figure 7.1.

Active keyword Inert keyword 1 Inert keyword other

(a) Enron (b) Lucene (c)Wiki (20000 files)

Figure 7.1: Keyword Distribution of Datasets

We observed a similar proportion of active keywords in Lucene and Wikipedia: Lucene has 33.7%
active keywords, while Wikipedia has 33.8%. Additionally, 66.3% of the keyword universe in Lucene
consists of inert keywords, and this proportion is 66.2% in Wikipedia.

However, there was a notable difference between Lucene and Wikipedia in terms of the proportion
of inert keywords that appeared in more than one document. Lucene had a higher percentage (7.8%)
of inert keywords that occurred in multiple documents, while Wikipedia had a lower percentage (2.5%).

On the other hand, Enron exhibited a higher proportion of active keywords, with 43.5% of the key-
word universe having a unique access pattern. Furthermore, 41.5% of the keywords in Enron were
inert keywords that appeared only once in the dataset, and 15% of the keywords were inert keywords
that appeared in more than once.

45
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7.1.3. Other Setup
In contrast to the previous trial, for this experiment, we utilized the entire datasets.

To assess the effectiveness of the attack, we conducted evaluations with varying percentages of
leaked dataset, including 0.1%, 0.5%, 1%, 5%, and 10%. Additionally, we explored different values of
α (2, 3, 5, and 10), and each experiment was repeated 10 times.

7.2. Result and Comparison
In both the document and query recovery sections, we will begin by analyzing the results by comparing
their performance across different datasets and also compare with our first experiment. Subsequently,
we will compare the outcomes of our attack with the document and query recovery results of LEAP and
VAL attacks, specifically using the Enron dataset.

The reason behind conducting the comparison experiments exclusively with only one dataset is to
consider the running time. Since we utilize a larger keyword universe for all attacks, LEAP and VAL are
expected to experience longer running times than they did in their original experiments for each round.
Among all three datasets, Enron has the least number of keywords.

Moreover, since we do not need to compare different strategies this time, the lines in different colors
will represent the results obtained with different α values.

7.2.1. Document Recovery
Figure 4 shows that α values of 3, 5, and 10 achieve similar accuracy levels after a 1% data leakage for
the Enron and Lucene datasets. In contrast, α 2 reaches a comparable accuracy after a 5% leakage.
This suggests that for data leakages larger than 5% in Enron and Lucene, using α 2 is sufficient to
obtain satisfactory document recovery results. It is worth noting that Lucene exhibits higher overall
accuracy in document recovery, likely due to a larger proportion of inert keywords in its dataset.

In the case of the Wikipedia dataset, higher α values consistently yield better performance in doc-
ument recovery. This indicates that inert keywords that only appear in a single document have less
power in identifying and recovering documents since they can only indicate the presence of a specific
document.

If we recall the document recovery results from the first experiment in Figure 4.5, we can confirm
the ability of the updated attack in document recovery, as it achieves a comparable recovery rate.

Comparing with LEAP and VAL:

All α values demonstrate similar document recovery accuracy to LEAP, which is lower than the
accuracy of VAL that leverages an extra volume pattern. This indicates that our attack, which leverages
only the access pattern, can achieve satisfactory document recovery comparable to that proposed by
LEAP with a single-round match.
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Figure 7.2: Document Recovery performance

7.2.2. Query Recovery
In Table 7.1, we present the concrete number of injected and recovered keywords. The table shows
the number of injected and recovered keywords under different settings of data leakage and α value for
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three datasets: Enron, Lucene, andWikipedia. Additionally, we provide the size of known keywordsW ′

under different data leakage scenarios within each dataset as a reference to evaluate the performance
of query recovery.

Based on the data presented in this table, we can make a preliminary conclusion about the effective-
ness of the amplifier effect achieved by the updated attack. However, for a more detailed evaluation
of the extent of the amplifier effect, we need to consider the table of the rate of return (Table 7.2).

Table 7.1: Number of Recovered Query

Dataset Knowledge Injected Keyword / Recovered Keyword (On Average)
Leaked
Doc. (%) Alpha Enron Lucene Wiki

0.1

2 58.1 / 80.4 99.4 / 108.1 39.3 / 51.8
3 86.1 / 138.3 148.7 / 180.5 58.5 / 110.1
5 139.0 / 224.2 247.1 / 342.6 96.8 / 178.0
10 257.3 / 350.4 474.7/ 732.9 181.2 / 261.4

No. of KW 1137.1 1646.8 1425.2

0.5

2 286.6/ 644.5 493.6 / 814.5 195.1 / 706.9
3 422.2 / 913.4 729.3 / 1319.7 290.8 / 1033.3
5 671.0 / 1255.1 1163.4 / 2110.0 471.0 / 1260.3
10 1168.9/ 1773.9 1978.0 / 3076.4 864.6 / 1596.9

No. of KW 3581.8 4295.5 3973.3

1

2 548.8 / 1398.8 949.1 / 1843.7 380.3 / 1764.4
3 804.8 / 1856.8 1389.9 / 2736.8 570.5 / 2184.7
5 1248.3 / 2337.0 2141.6 / 3746.0 925.2 / 2558.5
10 2067.6 / 3059.5 3423.5 / 5046.0 1683.0 / 3170.0

No. of KW 5027.7 6686.5 6387.7

5

2 2209.0 / 5133.5 3746.9 / 8455.2 1739.5 / 7248.6
3 3092.2 / 5990.6 5180.7 / 9942.6 2566.6 / 8150.2
5 4443.5 / 7128.0 7274.1 / 11748.2 4038.4 / 9388.9
10 6527.8 / 8720.5 10115.2 / 13786.0 6726.0 / 11241.8

No. of KW 12740.3 19877.6 19255.2

10

2 3705.5 / 8105.7 6108.8 / 13630.8 3250.7 / 12403.0
3 5079.6 / 9335.6 8229.0/ 15502.6 4739.0 / 13790.7
5 7102.1 / 10993.0 11192.5 / 17873.1 7268.3 / 15751.1
10 10063.2 / 13188.1 15148.2 / 20506.0 11592.7 / 18616.5

No. of KW 18478.4 27733.4 31995.1

Rate of Return
The rate of return tends to show interesting trends under different data leakage levels and α values.
For instance, under a low data leakage level, a higher α value results in a greater rate of return, as
observed in Lucene. At a data leakage level of 0.1%, the rate of return for α 2, 3, 5, and 10 is 1.088,
1.214, 1.386, and 1.544, respectively, displaying an increasing trend. However, as the data leakage
level increases to 10%, the rate of return for these α values becomes 2.231, 1.884, 1.597, and 1.354,
indicating a decreasing trend. Among all data leakage levels, choosing the middle value of α 3 or 5
ensures a more stable rate of return.

Once a 10% data leakage level is reached, the rate of return tends to stabilize, with a smaller
difference in the rate of return between α 2 and 3. Both the Enron and Lucene datasets exhibit similar
rate of return values, with the lowest being 1.311 in the Enron dataset.

Among the three datasets, the proposed attack is more effective for Wikipedia, which demonstrates
an overall higher rate of return. This suggests that the attack performs better in datasets with a larger
proportion of inert keywords, particularly those that occur only once in the dataset.

Comparing with File Injection Attacks
At this point, we can make a comprehensive comparison between our attack and two existing file

injection attacks based on access patterns: Hierarchical Search attack [44], and Decoding [3].
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Table 7.2: Rate of return

Dataset Knowledge Rate of Return (On Average)
Leaked
Doc. (%) Alpha Enron Lucene Wiki

0.1

2 1.384 1.088 1.318
3 1.606 1.214 1.882
5 1.613 1.386 1.839
10 1.362 1.544 1.443

0.5

2 2.249 1.650 3.623
3 2.163 1.810 3.553
5 1.870 1.814 2.676
10 1.518 1.555 1.847

1

2 2.549 1.943 4.639
3 2.307 1.969 3.829
5 1.872 1.749 2.765
10 1.480 1.474 1.884

5

2 2.324 2.257 4.167
3 1.937 1.919 3.175
5 1.604 1.615 2.325
10 1.336 1.363 1.671

10

2 2.187 2.231 3.815
3 1.838 1.884 2.910
5 1.548 1.597 2.167
10 1.311 1.354 1.606

For both Hierarchical Search attack and Decoding, the highest rate of return is 1, indicating that all
injected keywords lead to correct query recovery. On the other hand, our attack, as shown in Table 7.2,
consistently achieves a rate of return greater than 1, even in the worst-case scenarios. For instance,
in the Lucene dataset with an α value of 2, the rate of return is 1.088.

Once the data leakage level exceeds 10%, our attack demonstrates stability, and we observe that a
single keyword injection can recover at least 1.3 queries. This finding suggests that in order to correctly
recover the same number of queries |R|, we only need to inject with a maximum injected keyword size
of W ′

i =
|R|
1.3 .

Moreover, the number of injected files can be calculated as |IF | = ⌈
|R|
1.3

2T ⌉·(⌈log 2T ⌉+1)−1. Compar-
ing this to the number of injected files in the Hierarchical Search attack, which is ⌈ |R|

2T ⌉·(⌈log 2T ⌉+1)−1,
and the number of injected files in the Decoding attack, which is |R|, we can see that our approach
requires fewer injected files. This indicates that our attack achieves efficient query recovery with a
reduced number of injected files compared to the Hierarchical Search and Decoding attacks.

Query Recovery
If we visualize the data from Table 7.1 in the form of a graph, we obtain Figure 7.3, which represents
the query recovery results. This graph provides a clearer visual understanding of the performance of
the proposed attack under different settings of data leakage and α value for the three datasets.

Consistently, higher values of α lead to constantly higher query recovery rates. This is because
the recovered queries include not only those inferred from matched documents but also those directly
recovered through keyword injection. As the α value increases, the size of the injected keyword set
W ′

i becomes larger, resulting in improved query recovery rates.
Recalling the results of document recovery from our last experiment in Figure 4.10 and 4.11, all

strategies encountered a low recovery rate. Among all the strategies, the highest recovery rate in all
three datasets was achieved by strategy V2 (choosing global low-frequent keywords). However, even
with this strategy, the recovery rate struggled to surpass 55% in the Enron and Lucene datasets. In the
case of the Wikipedia dataset, it only slightly exceeded 45% at the leakage level of 10%.

Upon observing Figure 7.3, it is evident that the query recovery rates have significantly improved.
The highest query recovery rate in the Enron dataset has increased to lightly surpass 70%, while in
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Lucene, this number is closer to 80%. Even in the Wikipedia dataset, with the largest number of key-
words and the highest proportion of inert keywords, the highest query recovery rate approaches 60%.
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Figure 7.3: Query Recovery Performance Over the Entire Keyword Universe

Comparing with LEAP and VAL
In Figure 7.4a, a direct comparison of query recovery is presented between our attack and the VAL

and LEAP attacks. The keyword universe used for this comparison is extracted from the entire dataset
of Enron.

Overall, our attack outperforms VAL and LEAP in terms of query recovery. While the recovery rates
of LEAP (blue line) and VAL (green line) are strictly limited by the proportion of active keywords in
Enron, which is 43.5%, our attack can already surpass this limitation and reach a higher recovery rate.

With α values of 5 and 10 for all leakage levels, our attack outperforms VAL and LEAP. Even with
α set to 3, our attack surpasses both attacks after a leakage of approximately 1%. Additionally, even
α 2 surpasses LEAP starting from a 5% leakage level and exhibits a trend of surpassing VAL before
reaching a 10% leakage level.

Active Keyword Recovery
In Figure 7.4, we provide a graph that illustrates the performance of our attack in inferring the underlying
active keywords of queries. The graph shows the proportion of correctly recovered active keywords
under different settings of α values and data leakage levels within the three datasets.

The current method we employ to infer active keywords involves a one-round match of unique
occurrence patterns between keywords and queries. It is remarkable to observe that, when using this
one-roundmatch with an α value of 10, the active keywords in theWikipedia dataset can be consistently
and perfectly recovered, regardless of the data leakage level.

Overall, we observe that all α values can achieve a query recovery rate higher than 90% in the
Wikipedia dataset, starting from a data leakage of 5%. In the Lucene dataset, even with an α value
of 2, the query recovery rate is able to exceed 80% from a leakage level of 5%. However, the active
keyword recovery of the attack performs worst in the Enron dataset, where even with an α value of 10,
the recovery rate of active keywords is only closer to 85% at a leakage level of 10%.
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Figure 7.4: Query Recovery Performance Over Active Keywords
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7.3. Discussion
The updated attack has achieved satisfactory document recovery rates, comparable to the LEAP attack
and slightly lower than the VAL attack in the Enron dataset.

By examining the rate of return of query recovery, we confirmed that our attack retains the abil-
ity of the amplifier effect, which helps file injection attacks to significantly reduce the size of injected
documents.

Furthermore, our attack has proven to be effective in assisting state-of-the-art inference attacks
(LEAP and VAL) in overcoming the limitations set by the properties of inert keywords.

However, our recovery rate of active keywords remains at a relatively low level in the Enron dataset.
This could be due to our one-round keyword match method, which may not be sufficient to fully capture
the underlying patterns of active keywords.

Furthermore, to validate the robustness of our results, we conducted the experiments again with
20 repeated runs for each experiment. Additionally, we included the standard deviation of the recovery
rates in the results to assess their stability. The verification results are presented in Appendix B. As
expected, all results obtained from this verification confirmed our current analysis.
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Conclusion

8.1. Conclusion
In conclusion, our research has presented a novel approach to SSE attacks by integrating state-of-the-
art inference and file injection techniques. The motivation for combining these two techniques stems
from the limitations faced by both inference and file injection attacks:

From the perspective of file injection attacks, our assumption that the attacker has knowledge of
partial data leakage is grounded in the reality that data leakage is often unavoidable in real-life scenarios.
By simulating this practical situation, we aim to assess the potential improvements that can be achieved
when the attacker possesses such resources.

As for inference attacks, the integration with file injection attacks addresses the inherent limitation
they face in being unaware of a significant number of inert keywords that cannot be inferred using ac-
cess patterns.

The attack comprises three stages: keyword selection, file injection, and recovery. Within this new
attack framework, we introduced four distinct strategies for the keyword selection stage.

The first three strategies were designed when we did not realize the limitation faced by inference
attacks, and we would like to build a file injection attack with an amplifier effect. The basic idea is
to choose multiple keywords from the known keyword set, each carrying more information to enable
document recovery, and then recover additional keywords using thematched documents. We classified
keywords based on their frequency, as we intuited that low-frequency keywords contain more valuable
information. Our target at this stage was to achieve a comparable query recovery result as proposed
in LEAP and VAL, aiming to surpass 90%.

While our results preliminarily proved the possibility of achieving an amplifier effect when partial data
leakage is allowed for file injection attacks, the obtained query recovery rate was lower than expected,
with the best rate surpassing 60% in the Lucene dataset under a data leakage of 10%.

The last strategy was proposed after introducing a new classification of keywords, grouping them
based on their occurrence patterns as active or inert keywords. For document recovery, we selected
multiple inert keywords from each document. The attack objective became using injected inert key-
words to recover as many active keywords as possible, thereby overcoming the current limitation of
inference attacks that can only infer active keywords. We verified this limitation by reproducing the
VAL attack with a larger keyword universe and confirmed that its query recovery result could no longer
surpass the proportion of active keywords in the keyword universe.

The result of this last proposed strategy yielded the expected outcome, with the number of recovered
queries surpassing the number of active keywords. The best recovery rate for active keywords was
observed within the Wikipedia dataset, achieving 100% with an α value of 10, irrespective of the data
leakage level. Although this remarkable recovery rate for active keywords did not occur with other
datasets, it can be understood as a trade-off, as our attack only performs one round of matching in both
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document and query recovery stages, sacrificing higher recovery rates for shorter computation time.
Furthermore, the attack met the objective of recovering more queries with a single injected keyword,
with an average of 1.3 keywords recovered even in the worst-case scenario.

As a result, we consider our proposed attack to be a valid improvement for existing SSE attacks
and provide a satisfactory answer to our initial research question.

One important observation is that datasets with a higher proportion of inert keywords are more
suitable targets for our attack. This finding suggests that future SSE attacks should consider dataset
type or distribution to identify the most applicable targets.

Additionally, from a cybersecurity research perspective, it is reassuring to see that commonly used
access-hiding countermeasures remain robust against this newly proposed attack.

Moreover, the proposed classification of keywords offers valuable insights for further advancements
in SSE-related research.

Looking ahead, future research in SSE attacks could focus on exploring novel techniques to recover
inert keywords, considering the outstanding performance of inference attacks in recovering active key-
words. Furthermore, SSE schemes could explore ways to enhance resistance against attacks that
aim to recover active keywords, thereby optimizing computational and storage resources that might be
spent on inert keywords.

8.2. Future work
After conducting a self-evaluation, we recognize that there are several points of improvement that we
haven’t been able to explore within our current project due to time limitations. These areas could be
conducted as future work:

Comparison with LEAP and VAL using Lucene and Wikipedia: We attempted to run LEAP and
VAL with the keyword universe in Wikipedia during our experiment, but the significant computation
time hindered us from completing it. It would be beneficial to conduct further research and obtain a
more comprehensive evaluation by including Lucene and Wikipedia datasets in the comparison.

Insufficient evaluation under real dynamic SSE schemes: In our current experiment, we assumed
a relatively ideal scenario where the users do not alter the dataset during the file injection phase. How-
ever, in real-world scenarios, file additions and deletions might impact the performance of the proposed
attack. Further evaluation under dynamic SSE schemes is necessary to validate the attack’s effective-
ness in real-world settings.

Incorporating volume pattern and recursive matching algorithm: As demonstrated by VAL and
LEAP, a higher query recovery rate can be achieved by building a loop between document and query
recovery and incorporating additional leakage patterns, such as volume pattern. Further research can
explore the integration of volume pattern and recursive matching algorithms to enhance the attack’s
performance.

Additionally, there are other areas of improvement that we have proposed in Chapter 3 but have
not had the opportunity to explore in this research. For instance, investigating the possibility of query
recovery under the assumption that only partial content in each leaked document is known by the
attacker, and continuously exploring SSE attacks with higher resistance to existing countermeasures
would be valuable directions for future research.
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A
Code: Downloading Lucene Mailing

List Archives

1 import urllib.request
2 import os
3 from tqdm import tqdm
4

5 # Specify the URL template for the Lucene mailing list archives
6 url_template = "http://mail-archives.apache.org/mod_mbox/lucene-java-user/{year}{month}.mbox"
7

8 # Specify the directory where the mbox files will be stored
9 directory = ""
10

11 # Create the directory if it doesn't exist
12 if not os.path.exists(directory):
13 os.makedirs(directory)
14

15 # Download mbox files for the years 2001 to 2011
16 for year in tqdm(range(2001, 2012)):
17 if year == 2001:
18 months = [9, 10, 11, 12]
19 else:
20 months = [1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12]
21 for month in months:
22 url = url_template.format(year=year, month=f'{month:02d}')
23 filename = f'{year}-{month:02d}.mbox'
24 filepath = os.path.join(directory , filename)
25 urllib.request.urlretrieve(url, filepath)
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B
Result Verification

(a) Enron (b) Lucene (c)Wikipedia

Figure B.1: Document Recovery performance

(a) Enron (b) Lucene (c)Wiki

Figure B.2: Query Recovery Performance Over the Entire Keyword Universe
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(a) Enron (b) Lucene (c)Wiki

Figure B.3: Query Recovery Performance Over Active Keywords
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