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Executive Summary
Innovation can be defined as creating a better product or making a process more efficient. Organiza­
tions have been talking about innovation concerning process and product for a long time. The industrial
revolutions in the history are a perfect example of innovation in action. Starting from the steam engine
in the first industrial revolution to Industry 4.0 in the fourth industrial revolution, numerous advanced
technologies have been developed. These technologies have led to huge changes in an organization,
like technological development along with organizational transformation. This transition in organiza­
tions drive customer satisfaction but also anticipate challenges and risks. Out of these challenges and
risks, security is one of the major concern for both customer and the organization.

Numerous organizations have been running their IT infrastructure on legacy systems, which pose
multiple risks to the organizations like expensive and challenging maintenance, system patches from
scratch, more vulnerability to malware attacks etc. These risks, along with technological advance­
ments, push organizations to move to a more scalable, secure, productive infrastructure called cloud
computing. This technology enables organizations to deploy different computing resources (networks,
servers, storage, applications etc.) with minimal effort. In addition, the cloud comes with numerous
benefits like reduced cost, speed, global­scale, productivity, better performance, reliability with data
backup and security. All these benefits are the driving factors for organizations to adopt the cloud.

Adopting the cloud is not easy, as it is a massive technological shift for an organization. However,
it enables changes in other aspects like organizational, economic, security, and ethical aspects. The
process of shifting the legacy infrastructure to the cloud is called cloud migration. This process involves
migrating the systems, processes and data to the cloud and could lead to services and business dis­
continuity. Therefore, organizations need to plan the migration process and strategies considering their
current infrastructure.

Rabobank is a Dutch banking and financial services, with a primary focus on food and agriculture
financing and sustainability­oriented banking. With its vast national and international customer base,
Rabobank understands its impact on the economy. The advanced digitization has also touchedRabobank,
and they are also planning to move most of their services to the cloud. Being a financial institution,
the organization stores and processes sensitive and confidential customer data. However, migrating
to the cloud would lead to specific challenges, operational difficulties like an incompatibility between
the legacy and cloud system, difficulties in data migration and integration, and change in the process.
These would impact the organisation’s security by causing data loss, data theft and authentication and
authorization issues.

Various researchers and organizations have done research to improve and advance the migration
process, but they focus on the above­mentioned technical challenges. However, there could be non­
technical challenges like lack of resources, knowledge and skills, and stakeholder conflict. These
difficulties could lead to security risks but have not been considered by many.

This thesis addresses that research gap and presents a case study of challenges faced by an orga­
nization in migration, with Rabobank as the use case. In this study, both technical and non­technical
challenges have been considered and the security risks impacted by them, leading to a solution to
those challenges.

The problems statement is tapped by answering the following research question and sub­questions:

How can an organization mitigate diverse challenges and security­related risks triggered in the
process of cloud migration?
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There is more information needed to answer the central question. For this following, research ques­
tions have been defined:

RQ1: What are the various factors an organization considers for the selection of a cloud service
provider?

RQ2: Who are the various stakeholders involved in the process of cloud migration?

RQ3: What are the different phases in the process of cloud migration?

RQ4: What are the security­related risks and challenges faced by stakeholders in the various stages
of cloud migration?

RQ5: How can an organization develop a tool to mitigate those challenges and security risks?

RQ6: To what extent would this tool be feasible to handle the security­related risks?

The research methodology starts with a systematic literature review to understand cloud computing, its
benefits, and different cloud deployment models. The literature on cloud migration processes, strate­
gies, and risks and challenges provided an overview of ways to migrate to the cloud. A study was done
on the technology adoption model, and as per the research objectives, people, process & technology
framework was considered for further analysis. The literature study suggested that researchers focus
mainly on technical challenges and security risks impacted by them.

This was followed by case analysis of Rabobank, their cloud journey, innovation model, and cloud mi­
gration processes and strategies. It is essential to understand the different stakeholders involved in
migration to analyze the process in a better way.

To answer the fourth research question, a multi­method approach was used to study the problems and
dangers an organization faces. First, group interviews and individual interviews were conducted with
the primary stakeholders. The output of these interviews resulted in three aspects: challenges faced,
security and other risks and requirements of the users. First, the difficulties identified highlighted the
importance of non­technical factors and the security risks triggered by them in the migration process.
Second, the requirements gathered were categorized and prioritized using the Shared Requirements
model and the MoSCoW method. The shared requirements model has been derived from the shared
responsibility model that CSPs use to divide the responsibilities of the systems between the customers
and themselves. Finally, the identified challenges and risks were compared and validated with the lit­
erature review and experts. The three outputs have been summarized in the table below:

The requirements after categorization were translated into a prototype called Cloud Catalyst. The
prototype had four main features, knowledge base, information centre, planning & stakeholder man­
agement and learning. These features have been mapped out from the gathered user requirements. A
concept was ideated to enable a proper knowledge management system, open communication chan­
nels between the stakeholders, continuous feedback, adequate planning and resource allocation in the
migration process.

Finally, Cloud Catalyst as a concept, was evaluated by conducting individual interviews with the key
stakeholders to understand its usability and feasibility. The results revealed that teams are looking
forward to such a prototype to assist them in every migration process. Furthermore, the teams agreed
and validated the outputs of data analysis and agreed to the design of such a platform. Along with this,
the study reflected upon the challenges faced by teams at a micro­level and made other stakeholders
aware of these concealed challenges and needs.

Because of the small and similar sample size, the current COVID­19 situation, and the flaws in the
prototype design, this study has some limitations. However, the research provided some useful insights
and findings for Rabobank, as an organization, to look into.
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1
Introduction

1.1. Background
The word Innovation is the most acclaimed word in the last decade. It can be defined as creating bet­
ter or efficient processes or generating the ideas or culture that will lead to such changes [21]. Thus,
innovation can be categorized as process and product innovation. In addition, numerous factors drive
innovation within organizations like customer satisfaction, leadership and supportive culture, cultivating
an organization’s strategic fit with its environment and enhancing the various economic, relationship,
and product performance outcomes [17].

The industrial revolutions in history is a clear example of innovation in action. The invention of the steam
engine in the first industrial revolution to the creation of the Internet in the third industrial revolution is
all examples of product innovations that triggered process innovations in organizations. Internet, along
with the Internet of Things (IoT), has led to the rise of numerous advanced technologies like artificial
intelligence (AI), machine learning (ML), and cloud computing, and smart technology, accelerating to
the fourth industrial revolution or Industry 4.0. These technologies have led to considerable transforma­
tions in all aspects of an organization. The rate of technological development is exponential; therefore,
the rate of challenges and risks are also anticipated with these developments [52]. These challenges
and risks pose various concerns to the organizations, like security issues, privacy issues, data storage
challenges. Out of these, security is one of the primary concerns for everyone.

Consider the example of the banking sector, the Internet and digital transformation has changed how
traditional banks work and reinvent how these banks engage with the customers [69]. Banking organi­
zations use advanced technologies like APIs, artificial intelligence, machine learning, etc., to develop
this new banking system and provide engaging and personalized solutions to their customers. Banks
have developed attributes like support multiple sales channels, open platform for bank partners, self­
learning and continuous improvement, mobility on the go, enable new integrations with other digital
platforms and next­generation communication [69]. But with these features, risks like system and data
security also increase.

The most significant transformation comes from how the organizations design and develop their infor­
mation technology (IT) systems. Numerous organizations have been running their IT services on legacy
systems for a long time now. Legacy systems can be defined as ”mission­critical systems with mono­
lithic code architecture having restrictions to archaic hardware, software and are short of resources in
terms of skill sets, documentation” [28]. These systems are complex and the process to change them is
risky and costly. With the new definition of technological attributes, legacy systems will create problems
for the organizations and the customers. These systems were developed using no longer­used tech­
nologies; hence, maintenance is difficult and expensive. Legacy systems are highly complex, making
it difficult for them to be flexible with technological advancements [61]. Hence, organizations consider
migration of legacy systems to the cloud as a way of modernization [28].
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1.2. Problem Statement 9

Organizations vision cloud computing as a critical business strategy to mature their legacy systems
to cloud­enabled infrastructure [5]. Cloud computing has many benefits from a technical perspective
(increased scalability, interoperability, efficient resource management) and financial perspective (pay­
per­use model and reduced service maintenance cost) [5]. In addition, it increases the productivity of
the organization [5].

Cloud computing can be defined as a ”model for enabling ubiquitous, convenient, on­demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, storage, appli­
cations and services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction” [26]. The term ”cloud computing” was first introduced in 1996 about the
distributed computing [74]. In the mid­1990s, the concept started turning into services with Google and
Microsoft investing in the design and development of cloud environments [74]. This initiative led to the
cultural shift in various industrial sectors. In 2006, Amazon joined the market and launched Elastic
Compute Cloud (EC2), combining virtualization and computing, bringing a revolution in the domain of
Information Technology (IT) [74]. There are different types of service models, and deployment models
within the cloud explored further.

Numerous organizations migrate to the cloud and choose the service and deployment model accord­
ing to their existing infrastructure and requirements. Cloud migration can be defined as ”the process
of moving data, applications, other business elements from an organization’s computer to the cloud”
[34]. Different processes perform the migration based on the requirements, and various stakeholders
are involved based on their expertise. As a result, multiple researchers and organizations have come
up with different methods like Gartner’s 5Rs (Rehost, replatform, refactor, retire and retain), Amazon
Web Services (AWS) 6Rs (Rehost, replatform, refactor, retire, retain and repurchase) ([9], [56]), and
different frameworks as mentioned by [5], and [28].

When planning for migration, there are various factors that organizations need to consider, and these
can be divided into two categories: technical and non­technical. For example, organizations focusing
on customer­centric solutions must focus on data migration and look after data integrity and security.
This is because they store customer data and sensitive customer information that need to be kept safe
and secure. On the other hand, the non­technical challenges could be the unavailability of a cloud
migration strategy, less prior expertise in the cloud environment, and organizational preparedness for
new technology [70]. Various researchers have also explored these challenges and found out that
issues like choosing the right vendor, process change, lack of knowledge, regulatory problems, data
breaches, malware attacks and many more are there ([53], [37]). Out of these data security, attacks
on infrastructure, malware attacks are the major concerns for the organizations. Hence, security is the
biggest concern for any organization in the process of cloud migration.

1.2. Problem Statement
There are various ways to tackle security­related challenges in the migration process. Researchers
have explored the risks and ways to reduce security risks, such as a risk assessment framework that
assesses the factors concerning cloud and facilitates them to lower the effect of risk [31]. In addition,
a phased plan to migrate the services and data can be implemented, like cloud requirements, cloud
preparation, and cloud migration [43]. These methods are effective, but most researchers overlook
organizational factors like business model, governance model, and organizational change that lead to
the disorganized cloud migration process implementation. The process and the planning needs to be
done as per the dynamic needs and requirements of the organization migrating to the cloud.

To understand the needs and requirements from an organizational perspective in cloud migration, the
research will be conducted with Rabobank. Rabobank is a Dutch banking and financial services com­
pany located in Utrecht, Netherlands. Rabobank is also planning to move most of its services online
and invest more and more in innovation [42]. Among the numerous technologies, they focus more
on moving their infrastructure to the cloud for its many benefits like easy accessibility, scalability, and
efficient collaboration. Thus, they are in the transition phase, or as they call it, ”old to cloud”, initiated
with Office 365 in the cloud [40].
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Rabobank faces numerous risks and challenges going from ”old to cloud” as an organization in the
transition phase. These challenges could be operational, such as incompatibility between the existing
legacy system and new cloud environment, change in the process, difficulties in data integration, or
organizational like lack of resources with the proper skill set, people not prepared for migration, change
in governance model etc. In addition, they can affect the organization’s security like data loss, data
theft, authorization and authentication issues.

Researchers have provided solutions to the operational problems faced by an organization, but the se­
curity risks still exist and lead to monetary troubles. It also points to the research gap that researchers
and organizations focus mainly on technical challenges, but non­technical challenges also cause se­
curity risks. Therefore, an organization must analyze the operational(technical) and organizational
(non­technical) challenges in an innovative way to keep them secure.

The problem statement can thus be summarized as follows: The process of cloud migration is not
secure. Numerous technical and non­technical challenges affect the security of an organization and
its customer base. Therefore, the security risks posed by these challenges need to be analyzed and
mitigated using innovative tools or measures.

1.3. Research Objective
As mentioned earlier, advanced transitions in technology play an essential role in the smooth running
of any organization. The radical growth in information and communications technology (ICT) has led to
changes in everyone’s lifestyle, so organizations need to develop advanced services to accommodate
such changes. For example, the introduction of the Internet and browser led to e­banking, and the
extensive use of mobile phones daily led to mobile banking. As a result, account owners can handle all
aspects of their accounts over the Internet rather than visit the bank (Innovations in the Banking Sector
2021, 2020). Along with this, the banks are more focused on providing customer­oriented solutions,
with different themes like financially healthier living, starting a business, baby on the way, live together,
etc. [62].

With such crucial technology shifts and changes in the technology landscape, organizations face nu­
merous risks. Advanced systems consist of layered infrastructure compromising computers, networks,
databases, servers, business and customers’ information that needs to be protected from cyber­attacks
[2]. These developments have been happening over the years, and organizations rely on legacy infras­
tructure. There are many risks of the legacy infrastructures, like hindering innovation and being more
vulnerable to malware attacks [32]. These attacks happen in various forms like identity theft, supply
chain attacks, ransomware, ATM malware and jackpotting, and synthetic fraud [54]. Moreover, some
parts of the legacy infrastructure have no patches, or the upgrading must be done from scratch [32].
Hence, the legacy infrastructure creates an insecure system and blocks a company’s growth in the
emerging market.

With the increasing technological advancement, organizations need high computing capability, scala­
bility and more secure systems [29]. Cloud computing provides such benefits along with being cost­
efficient, more productive and reliable. These advantages are convincing many organizations to move
their legacy infrastructure to a cloud environment. But the migration to cloud services is not easy. There
are numerous challenges that an organization faces in the migration process. The unique require­
ments of cloud, elasticity, multi­tenancy that are not attributed to the legacy systems raise challenges
for organizations to adopt the cloud system [29]. Most researchers have focused on the technical dif­
ficulties. Still, an organization needs to alleviate non­technical challenges like organizational changes,
operational barriers, process and skills advancement, and the above­mentioned technical challenges.
Additionally, the researchers also fail to analyze the security risks triggered by these non­technical
challenges.

As a result, this master’s thesis aims to investigate and analyze both technical and non­technical con­
cerns about cloud migration and the security threats posed by these concerns. Further analysis of the
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severity of the risks, multiple stakeholders involved, and design an innovative and strategically relevant
tool and practices to mitigate those risks.

1.4. Research Questions
To achieve the research objectives, research questions should be defined. The central question for
this problem is:

How can an organization mitigate diverse challenges and security­related risks triggered in the
process of cloud migration?

There is more information needed to answer the central question. For this following, research ques­
tions have been defined:

RQ1: What are the various factors an organization considers for the selection of a cloud service
provider?

RQ2: Who are the various stakeholders involved in the process of cloud migration?

RQ3: What are the different phases in the process of cloud migration?

RQ4: What are the security­related risks and challenges faced by stakeholders in the various stages
of cloud migration?

RQ5: How can an organization develop a tool to mitigate those challenges and security risks?

RQ6: To what extent this tool would be feasible to handle the security­related risks?

1.5. Thesis Outline
The thesis is organized in the following way: Chapter 2 discusses the research methodology that will
be used to conduct this research study. Next, Chapter 3 involves an analysis of the literature review
by covering essential topics of cloud computing, cloud migration process and techniques, and process
improvement modes. Next, Chapter 3 examines the literature required to answer the first two research
questions. Next, Chapter 4 discusses the case analysis answering the research’s first four research
questions, focusing on the use case of Rabobank. Then, Chapter 5 establishes the groundwork for
solving the fifth research question by summarizing the case study findings. Finally, Chapter 6 reflects
on the thesis by discussing different aspects of research.



2
Research Methodology

This chapter explains the different research methodologies used for this research. Section 2.1 dis­
cusses the literature review, and section 2.2 focuses on the case study as a research design, along
with different methods of data collection. Section 2.2 also explains the motivation of choosing the use
case and the introduction to Rabobank. Finally,Section 2.3 summarizes the research design for the
study.

2.1. Literature Review
The building block of academic research is to build the research on the existing knowledge [71]. But
the knowledge is growing at an exponential rate and is fragmented and interdisciplinary, which makes
it challenging to keep track of cutting edge research [71]. This paves the way for the literature review as
a research methodology and would be the best tool to answer a few research questions. The literature
review is conducted to evaluate the shape of knowledge in a specific research area [71]. It can be used
to develop hypotheses, determine research gaps, or a theory/concept development.

Cloud computing was introduced two decades back, and since then, various researchers and aca­
demics have analyzed and explained various aspects and ways to exploit this technology. It is also
the central point of this research; hence, a literature review to understand cloud computing as a con­
cept and the various variables researchers consider when choosing a cloud service provider (CSP) is
essential. Furthermore, the research objective is to analyze the diverse challenges in cloud migration;
hence, understanding the migration process and the various stakeholders are crucial. Further, the
existing research on the challenges and risks analyzed by researchers and organizations is essential.
This will be used to validate the issues identified in this research.

The process of cloud migration and the stakeholders will vary depending on the organizational factors.
Hence, to understand the problems in migration at an organizational level, a case study is considered
a research methodology and discussed in the next section.

2.1.1. Search Criteria
The searches for literature review were performed in the many academic databases mainly, Scopus,
Google Scholar, Science Direct, Emerald Insight and IEEE. In the following paragraphs, the search
description and selection criteria have been explained in every research step.

The primary search was done using the keywords ”cloud computing AND security” to get an initial idea
of the research published on cloud computing from a security point­of­view. However, since cloud com­
puting is an advanced technology, many researchers have analyzed this technology from a security
perspective. Therefore, the search was refined by adding more specific keywords like ”Cloud comput­
ing and security challenges” to understand the concept of cloud computing and its various challenges.

12
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Multiple combinations were searched mainly on Google Scholar to understand the various aspects of
cloud migration, leading to keywords like ”cloud migration AND process”, ”cloud migration AND strate­
gies”, ”cloud migration AND challenges”, and ”cloud migration AND security risks”. These queries
provided sufficient literature to understand the various methods researchers have considered migrat­
ing to the cloud and identify the research gap.

A few articles and blogs were also considered to understand the services provided by various cloud ser­
vice providers like AWS and Microsoft Azure. The blogs were also referred to understand the definition
of a few terms and get the latest statistical numbers for the study.

2.2. Case Study
The research layout has been developed using the methods of a case study. A case study is used as
a research strategy when there is an investigation of a ”particular contemporary phenomenon within
its real­life context using multiple methods of data collection [78]. The research questions for the case
study has been defined in Section 1.4. The case study of Rabobank is done using various methods to
gather information about the organization, its cloud journey and the migration process.

This is qualitative research, and a multi­method data collection approach has been used for data col­
lection, including documentation, group interviews and semi­structured interviews.

2.2.1. Use Case ­ Rabobank
Rabobank is a Dutch banking and financial services company located in Utrecht, Netherlands. Their
primary focus is on food and agriculture financing, and sustainability­oriented banking [62]. The mis­
sion of Rabobank is to ”grow a better world together”, and they have close to 9.6 million customers.
As a banking company, Rabobank also understands the impact they have on the country’s economy.
With an active workforce in thirty­eight countries, they provide a range of financial services worldwide
[62]. The supervision of Rabobank is done by the European Central Bank, De Nederlandsche Bank
(DNB) and the Financial Markets Authority (AFM) [62].

As an organization, Rabobank invests its resources in building better products for its customers. The
bank has created an Innovation Board to prioritize the strategies concerning digitization and innovation
[35]. Rabobank has also set up a Tech Lab to take initiatives with the state­of­the­art technologies
like quantum computing and blockchain, and research into the four pillars, trend­watching, research,
support and advice [35].

As mentioned earlier in Chapter 1, security is the biggest concern of organizations, along with these
exponential developments. Similarly, Rabobank, a financial institution, has significant concerns about
the security risks caused by these advanced technologies. Therefore, as a part of the organization, I
analyzed one of these technologies and the challenges and security risks associated with them. As a
result, I observed that Rabobank uses cloud computing and migrating its current infrastructure to the
cloud.

With their decision to migrate to the cloud, they also faced challenges in the process. One of the biggest
challenges in designing an effective process and strategies to migrate their infrastructure is the various
regulations and compliance a bank must follow. The other challenges occur with the implementation
of the migration process, as there are multiple stakeholders involved. The migration process has to be
monitored responsibly as this could lead to business discontinuity for Rabobank. After initial observa­
tions, I found out that multiple teams faced challenges; hence, the scope of the research was decided
to analyze those challenges and security risks triggered by them, with Rabobank being the use case.

2.2.2. Research Methods
Documentation
The documentation includes multiple sources of information like emails, memorandum, letters, minutes
of meetings, reports of the events, administrative documents like proposals, progress reports, and in­
ternal records [78].
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For this case study, the documentation specific to Rabobank has been analyzed. Furthermore, various
reports concerning the cloud journey of Rabobank, its cloud migration process and strategies have
been analyzed and used in this research. These reports can be viewed repeatedly, are unobtrusive,
and provide a broad overview of the events and settings at Rabobank [78]. Hence, this method will be
used to answer the third research question.

Group Interviews
Group interviews consist of several participants, and various points are raised concerning the central
matter of research [65]. This is beneficial for such an exploratory study, where a dynamic group can
generate numerous concepts and evaluate them, thus explaining and exploring different ideas. An­
other reason is that various researchers have analyzed cloud migration from other aspects, including
security, in the literature review. Therefore, the interviews will provide a clear picture of Rabobank as
a use case of this case study, and the answers will be focused on organizational context.

Interview method and content

Group interviews will be conducted using a video­conferencing technology for data gathering (Microsoft
Teams). The interviews are scheduled for approximately 30 to 60 minutes. The technique used for the
group interviews was Appreciative Inquiry. This technique is prevalent at Rabobank for conducting
exploratory research interviews.

Appreciative Inquiry (Ai) is a process ”inquires into, identifies, and further develops the best of what is
in organizations to create a better future” [20]. The process analyzes the organizational challenges and
issues by looking at what is working well, instead of studying the problems directly [20]. This method
has been criticized for not addressing issues in an organization adequately. However, it does address
the problems by asking the participants what is going well and what more they want from the organiza­
tion to improve the working or a process [20]. Hence, the main aim of group interviews is to understand
the current state of cloud migration at Rabobank and analyze the challenges and risks in the ongoing
process. Additionally, gather the requirements to understand participants expectations from the orga­
nization. This will be used to answer the third and fourth research questions.

This method starts with a topic introduction and then revolves around a central question. For this re­
search, the central question was, ”What opportunities and possibilities do we see to mitigate security­
related risks in cloud migration?”. Table 2.1 below describes the various steps in this process, ques­
tions, and the output.
Interviewee selection

To shortlist participants for the interview process, a selection criterion was developed. Since the main
focus of the research is on understanding the challenges in the cloud migration process at Rabobank,
the different factors and resources at Rabobank need to be considered. The stakeholder analysis,
which will be done as a part of the case analysis, will help identify the candidates for the interview.

The participants will be selected based on their varying technical skills and different academic back­
grounds and study fields. This is done to establish a difference in how they perceive the existing
process and technology. This also reveals their level of understanding and their grasp of knowledge
on adopting this new technology.

Different teams will be considered to participate in the group interview process. The teams will be
chosen with specific criteria, like teams that migrated to the cloud and are currently in the migration
phase. The teams or participants for group interviews are not related directly to cloud usage, as they
are participating in the migration process to achieve the organization’s collective goal. The number of
participants will vary from 2 to 10, as this would provide a vast amount of information about the process
and the challenges.
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Steps Question Expected output

Define

What is the first thing that
comes to your mind when
you look at the central
question?

Innovative measure and
socio­technical tools to
secure cloud migration

Discovery

Elaborate your experi­
ence with the associated
word or text regarding the
central question.

Experiences with the cur­
rent cloud migration pro­
cess

Dream
What would be the ideal
situation in your dream if
there were no obstacles?

Gather requirements
about the new possibili­
ties

Design Who and what is needed
to realize this dream?

Translate the require­
ments into actionable
tools and measures

Deploy
What is the first step that
can be taken to create an
impact?

Feasibility and distribution
of tools and measures

Table 2.1: Feasibility and distribution of tools and measures

Method of Analysis

Since this is a multi­method qualitative research approach, a coding analysis will analyze the results. It
is the most extensively utilized method of analysis for exploratory research. Qualitative data analysis is
done by following three steps – data reduction, data display, and concluding [67]. The data is reduced
in three stages by coding analysis [16]. The first step is to process the data, i.e. the interview transcripts
being coded, into than getting combined into groups with similar codes using axial coding [16]. Then,
these categories are analyzed and abstracted into theories, hypotheses and concepts. The research
study involves a deep understanding of the data; hence, a line­by­line analysis will be performed.

The initial phase of developing codes and categories will be done deductive, and then the inductive
process will be done. Therefore, the initial list of codes will be generated from the literature review and
keywords, and then these specific codes are used to analyze the data for Rabobank. The advantage
of adopting existing codes and categories is that it allows you to build on what you already know.
Therefore, a similar approach is followed for the analysis of this research.

Structured Interviews
Structured interviews are conducted when the requirements and needs of the research are known be­
forehand. The questions are designed with the format, introduction, a set of topics and suggestions for
probing questions [67]. These interviews will be conducted to evaluate and validate the data gathered
from the research. This method will also convene feedback from involved stakeholders concerning the
solution presented in further chapters. Hence, this will be used to answer the last research question.

Interview method and content

Structured interviews will be conducted using a video­conferencing technology for data gathering (Mi­
crosoft Teams). The interviews are scheduled for approximately 30 to 60 minutes. The participants will
be shown a presentation summarizing the information from data analysis like the research question to
provide context to the research, identified challenges, security risks caused by those challenges, the
requirements prioritization, requirements to solution mapping, and lastly, the description of the solution.

The main aim of these interviews is to capture the input of the participant teams regarding the research
objective. Another objective is to fill in the missing information that participants might add to the data
presented. These interviews will also ensure participants had any queries or additional requirements
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for designing and implementing the solution.

Interviewee selection

These interviews will be conducted with the primary stakeholders in the migration process at Rabobank,
for example, the teams that participate in the migration process. 1 to 2 participants from each group
will be interviewed for feedback.

Method of Analysis

The collected data from the interviews will be transcribed into scripts. Since the participants will be
asked about the feedback and additional comments on the solution and the research overall, relevant
feedback will be highlighted and categorized using applicable codes and categories. The categories
are pre­defined; for example, if the participant agrees with the identified challenges, the category would
agree. Similarly, the defined types are: agree, disagree, suggestion and feasible.

2.3. Research Design
This study is an exploratory qualitative case study, with Rabobank being the use case. Different re­
search methodologies will be applied to answer the well­defined research questions in Chapter 1

The first step is to identify the various factors organizations considers to select a CSP and the multiple
ways to migrate to the cloud. This can be answered using the literature review. The second step is to
identify the stakeholders involved in cloudmigration, which can be done by reviewing the documentation
provided by Rabobank. The third step is to identify and analyze the security risks and challenges and
gather requirements for the solutions. This will be done by conducting group interviews with the teams
undergoing the migration. The next step would be to translate those requirements into actionable and
feasible solutions and verify and validate those requirements with the experts at Rabobank. Figure 2.1
below shows the summary of the research methodology:

Figure 2.1: Research Design



3
Research Findings ­ Literature Review

In this chapter, the literature relevant to this thesis is reviewed. First, Section 3.1 discusses the basics
of cloud computing, its benefits and service and deployment models. Next, section 3.2 discusses the
various factors organizations consider for cloud service provider selection. Next, Section 3.3 discusses
the process improvement model used to analyze the methods and strategies for the cloud migration
process. This is followed by exploring and analyzing the different phases of cloud migration in section
3.4. Next, Section 3.5 discusses the numerous risks and challenges in the process of cloud migration.
Finally, Section 3.6 summarizes the literature study and the research gap in the study.

3.1. Cloud Computing

3.1.1. Definition
Cloud computing has emerged as a new business model to provide a better computing environment in
the digital era. It can be defined as a ”model for enabling ubiquitous, convenient, on­demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, storage, appli­
cations and services) that can be rapidly provisioned and released with minimal management effort or
service provider interaction” [26]. There are numerous benefits of using cloud computing as shown in
Table 3.1:

Benefits Description

Cost
Defeats the purpose of buying hardware and soft­
ware and setting up on­site data centres, thus re­
ducing the capital expenses for an organization

Speed
Services are provided as self­service and on­
demand so that numerous resources can be allo­
cated with a few clicks

Global­scale

Scaled elastically, which means the bandwidth of
services can be set as per the requirements, and
the services can be accessed from any geographic
location

Productivity
Various tasks for setting up and maintaining the on­
site data centres done by the IT department can be
reduced

Performance
A global network of computing services running in
secure data centres helps organizations reduce net­
work latency for applications

Reliability
Data backup, data recovery, and business continu­
ity are more accessible as data can be mirrored to
multiple sites on the network

17
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Security
Set of policies, technologies, and control to
strengthen the data’s security, applications and ser­
vices running on the cloud

Table 3.1: Benefits of Cloud Computing [77]

3.1.2. Service Models
Cloud computing has been categorized into three service models: Software as a Service (SaaS), Plat­
form as a Service (PaaS), and Infrastructure as a Service (IaaS), as shown in Table 3.2. These services
are generally differentiated based on the control a user has on the service. For example, SaaS is en­
tirely managed by the cloud service provider, whereas in PaaS, the end­user has authority on the
application and data layer.

Service Model Description Example

Software as a
Service (SaaS)

A hosting environment where cloud consumers re­
lease their applications, which can be accessed
through networks from various clients (e.g. web
browser) by end­users

SalesForce,
Google Mail,
Office365

Platform as a
Service (PaaS)

A development platform imitating the software life­
cycle, providing cloud consumers with the freedom
to develop and deploy their applications. It con­
sists of infrastructure, including programming envi­
ronment, tools, and configuration management

Google App
Engine and
AWS Elastic
Beanstalk

Infrastructure
as a Service
(IaaS)

Infrastructure like processing, networks, storage,
and computing resources virtually, using virtualiza­
tion

AWS S2,
EC2

Table 3.2: Service Models in Cloud [23]

3.1.3. Deployment Models
Cloud services can be deployed in four ways based on the demands and requirements of an organi­
zation: Private cloud, public cloud, community cloud, and hybrid cloud. Table 3.3 summarizes the four
deployment models:

Deployment
Model Description

Private cloud

Operated within a single organization and managed
by a single party, either the organization or a third
party. It provides complete control to the organiza­
tion regarding resource utilization, data privacy and
trust.

Public cloud

Available openly to all the cloud consumers, and
cloud service providers (CSPs) have full ownership
of the resources, policies, profit, costing and charg­
ing model

Community
cloud

When multiple organizations collaborate and share
the same cloud resources, policies, requirements,
values and concerns to form into a degree of eco­
nomic stability and democratic equilibrium

Hybrid cloud
Combination of two or more clouds (private, public
or community) and is bound together by standards
to enable the use of technology and data portability

Table 3.3: Deployment Models in Cloud [23]
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3.1.4. Shared Responsibility Model
It is made clear in the problem statement that security is a significant concern of organizations. The
traditional model or legacy system relies on the end­user for the complete security of the infrastruc­
ture, which puts a considerable responsibility on the end­user. The cloud providers have highlighted
this concern. Cloud service providers (CSPs) are the companies that provide a cloud­based platform,
infrastructure and various services on the cloud. They understand that complete security of the infras­
tructure is a massive responsibility for the organizations; hence, they proposed a shared model be­
tween the CSP and the customer, called the shared responsibility model. Different CSPs have a clear,
defined picture of this model for their customers. The prominent CSPs Amazon Web Services (AWS)
andMicrosoft Azure have developed their versions of the shared responsibility model, discussed below.

AWS divides the concept of security into two categories, security ”of” the cloud and security ”in” the
cloud, explained in Figure 3.1 [72]. The security of the cloud is the responsibility of the CSP, and it
protects the infrastructure that runs on the services provided by AWS. On the other hand, security in
the cloud is the customer responsibility and will be determined by the cloud services that a customer
selects [72].

Figure 3.1: Shared responsibility of AWS [72]

Similarly, Microsoft Azure has divided the responsibility of the security of the services based on the
customer’s model, IaaS, SaaS, or PaaS, as shown in Figure 3.2. The customer always has the re­
sponsibility of their data, endpoints, account and access management in Azure [46].

Putting this model in practice means that the end­user and the CSPs do not have control over the
responsibility of each other when it comes to security. But the end­users can access the CSPs audit
reports to verify that their systems are secure and complying with the latest regulations [19].

3.2. Selection of Cloud

3.2.1. Cloud Service Providers
There are CSPs in the market that offer multiple services with similar functionalities like Amazon Web
Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), Salesforce, IBM Cloud Services, Ora­
cle Cloud, Dropbox etc. [1]. These CSPs provide numerous services in different categories like AI and
Machine learning, Management & Governance, security, blockchain, compute, containers, storage,
databases, identity, Internet of things etc. Table 3.4 shows two major cloud service providers, AWS
and Azure, in a few categories. These CSPs keep developing new categories based on the dynamic
customer requirements.
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Figure 3.2: Shared responsibility model of Azure [46]

3.2.2. Selection Process
As cloud service is becoming popular amongst enterprises, organizations, and small & medium busi­
nesses, choosing the right service provider is a practical issue. As a result, several researchers have
designed frameworks and parameters to select the right service provider.

In the research of Li et al. [50], various cloud services have been discussed, like elastic compute
clusters, persistent storage service, intra­cloud network, and wide­area networks for a generic online
computation platform. The authors found multiple metrics to measure the performance of each com­
ponent, as shown in Table 3.5.

In the research of Lang et al. [47], authors used the Delphi method to explore the quality of service
(QoS) attributes to be considered for selecting a CSP. The authors found numerous attributes and cat­
egorized them into two categories, technical and managerial, as shown in Table 3.6. The authors also
found out that the QoS attributes have evolved based on the following significant changes in the cloud
market: the importance of increasing data protection, cloud customer’s pursuit of value co­creation with
CSP, the possibility of a decrease in CSP’s opportunistic behaviour, and product uncertainty [47].

3.3. Process Improvement Model
It is clear from the research objective that the research involves analyzing challenges and risks in the
migration process from an organization’s view, rather than a generic perspective. Thus, the migration
process improvement starts from the people, including analyzing stakeholders, communication and
knowledge skills, then process, including identifying the gaps in the migration process and then defining
technology to mitigate the gaps and challenges. According to this workflow, the framework suitable for
this research would be the People, Process & Technology framework. It involves finding the right
balance with the three aspects of this framework [59]:

• People

– People know what and how to execute tasks, leading to identifying the key stakeholders and
their responsibilities

– Ensure that people have the proper knowledge & skills
– People are motivated and engaged, leading to identifying the interest of stakeholders

• Process

– Identify the processes to solve the problem
– Identify the key steps, process variations, exceptions, inter­dependencies, and supporting
processes
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Category AWS Azure Description

AI & Machine
Learning Sage Maker Machine Learn­

ing

To train, deploy, and
manage machine
learning models
regarding resource uti­
lization, data privacy
and trust.

Big Data & Ana­
lytics RedShift Synapse ana­

lytics

Enterprise Data Ware­
house to run complex
queries

Compute Elastic Com­
pute Cloud

Virtual Ma­
chines

Virtual servers to de­
ploy and manage OS
and server software

Containers Elastic Kuber­
netes Services

Kubernetes
Services

Deploy and manage
containerized applica­
tions with Kubernetes

Database RDS SQL Database To manage relational
database services

Internet of
Things IoT IoT Hub

Gateway to manage
bidirectional communi­
cation with IoT devices

Identity
Identity &
Access Man­
agement

Azure Active Di­
rectory

To create and manage
users and groups and
to control access

Table 3.4: Example of Services offered by CSPs [63]

– Identify the key steps, process variations, exceptions, inter­dependencies, and supporting
processes

• Technology

– Identify the tools and measures to communicate and develop efficient processes
– Understand the problem and solution requirements to finalize the right measure

The people, process, technology model will be used to analyze the requirements, design the solutions,
and evaluate the feasibility of the solutions, as shown in Figure 3.3. The people aspect deals with
stakeholder analysis and stakeholder management discussed in Chapter 4. The process aspect deals
with analyzing cloud migration, strategies and the gaps, i.e. challenges and security risks triggered by
those challenges in Chapter 4. Finally, the technology aspect deals with the requirement analysis and
conceptualizes those requirements into a prototype, further validating the prototype’s feasibility and
scalability.

Service Metric

Elastic compute cluster
Benchmark run time
Cost per benchmark
Scaling latency

Persistent Storage

Operational legacy
Operational throughput
Cost per operation
Time to consistency

Intra­cloud Network Path latency
Path capacity

Wide­area Network Wide­area network latency

Table 3.5: Cloud performance metric [50]



3.4. Cloud Migration 22

Technical Attributes Managerial Attributes
Functionality Legal compliance
Flexibility Contract
Integration Geolocation of servers
Control Transparency of activities

Monitoring
Support
Deployment model
Test of solution
Certification

Table 3.6: QoS attributes for selection of CSPs [47]

Figure 3.3: People, Process Technology for the analysis

This framework has been used as a primary tool to design the thesis structure, i.e. analyze the stake­
holders, understand the process, identify gaps, and then provide a solution to rectify those gaps. It will
be used to analyze the literature review and derive the observations in the later research phase.

3.4. Cloud Migration

3.4.1. Cloud Migration ­ Process
Cloud migration can be defined as ”a set of migration activities carried to support an end­to­end cloud
migration” [29]. This process could lead to business discontinuity; hence, organizations need a plan
for organizational and technological change. Therefore, various researchers, as well as organizations,
have explored the process of cloud migration.

In the systematic literature review of [39], the authors found out that operational cost saving, applica­
tion stability and efficient utilization of resources are the main motivational factors for organizations to
move to the cloud. They also discussed the different ways to move to the cloud, like replacing data



3.4. Cloud Migration 23

and business layer to cloud stack, partially migrating a few components to cloud, migrating the whole
application stack, and cloudify where an application is completely converted to cloud­enabled service.
In addition, they have listed various steps of migration based on the type of migration [39]. The authors
considered operational factors the drivers of migration; hence, the migration steps have been designed
to focus on the data and business layer.

In the research of Zhao and Zhou [79], the authors discuss the various migration strategies for dif­
ferent service models of cloud, IaaS, PaaS, and SaaS. With IaaS, the plan would be to port legacy
systems to the cloud using IaaS. For PaaS, the legacy system will be refactored as per the PaaS plat­
form. Three sub­strategies have been devised for SaaS, replacing by SaaS, revising based on SaaS,
and re­engineering to SaaS. The authors also compared the various strategies based on the migration
workload and complexity, adaption and effect [79]. The migration strategies suggested by the authors
are based on cloud service models, i.e. on the technology aspect of migration. However, these strate­
gies do not consider the people and process aspect of People, Process, & Technology framework.

The banking sector is one of the most regulated sectors; hence, moving to the cloud needs to consider
the involved stakeholders’ regulations, compliance, and standards. In the research of Fraţilă [27], the
author described a framework to migrate from legacy model to cloud model. This framework accounts
for the organization’s governing policies, standards and regulations, and correlations between various
organizational frameworks. It combines designing, implementing and operating a service migration
from legacy to cloud [27]. This process does not consider the organization and individual readiness
and is more focused on bringing organizational change.

In the research of N. Ahmad et al. [6], the author has defined five stages of cloud migration, namely,
business assessments, technical assessments, migration strategy, migration planning, and execution
and optimization. Table 3.7 shows the different steps discussed by the authors in the research:

Business Assess­
ments

Technical As­
sessments

Migration Strat­
egy

Migration Plan­
ning & Execution

Monitoring & Op­
timization

Workload assess­
ment Portfolio discovery Rehost (IaaS) Architecture recov­

ery Service monitoring

Compliance Assur­
ance Map dependencies Replatform (PaaS) Dependency check

Application moni­
toring & optimiza­
tion

Security concerns Cost­benefit analy­
sis

Repurchase
(SaaS) Provisioning Cloud resource op­

timization
Quality of Service
levels

Decision on
providers Refactor (cloudify) Pilot migration Cost optimization

Performance pre­
dictions

Pattern­based ap­
proach

Rebuild (Cloud­
native) Data migration Business continuity

Cost Analysis Application migra­
tion

Effort estimation Integration
Organizational
readiness Validation

Table 3.7: Different steps in cloud migration

The framework suggested by [6] involves numerous aspects of an organization, and it mentions work­
load assessment and organization readiness. As it has been made clear from the literature review
on cloud migration that the process leads to significant organizational changes like process changes,
business model transition, governance model changes, and revision of regulations and standards for
an organization. These procedural changes should start from people as per the People, Process, Tech­
nology framework as discussed in Chapter 2. Unfortunately, the frameworks or processes suggested
by the researchers do not follow the flow of the improvement model.
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People include both the individual who operates the technology and the process and the entire or­
ganization that bases the individual (Sorensen & Ing, n.d.). This aspect includes not the operation
of technology but essential factors like role, job definitions, initial training, knowledge requirements,
personnel development, skill requirements, reporting mechanisms, and knowledge, skills and attitudes
(Sorensen & Ing, n.d.). These aspects are missing in the processes suggested by researchers, point­
ing to the research gap mentioned in Chapter 1. Instead, researchers and organizations jump directly
to design a well­defined process and technology for the organizational change, which triggers risk for
the organization.

3.4.2. Cloud Migration Strategies
Organizations begin to ponder about the migration strategy during the second phase of the migra­
tion process. The process involves determining their current environment, inter­dependencies in the
present scenario, and the level of difficulty they would face in the migration [56]. The complexity of
migrating existing infrastructure varies, depending on numerous factors. Hence, organizations need to
come up with a strategy to migrate applications. Organizations like Gartner and AWS have come up
with a list of migration strategies.

As mentioned in the research of N. Ahmad et al. [6], the migration strategies are called 5R’s, and
this is Gartner’s strategy for organizations to migrate applications to the cloud [9]. The 5R’s (Rehost,
Replatform, Refactor, Retire, Retain) are summarized in Table 3.8:

Method Description

Rehost Moving applications from on­premises to
cloud without modification (Lift & Shift)

Replatform Moving the applications as it is, without a
small amount of up versioning

Refactor Transformation of non­cloud applications to a
cloud­native application

Retire Closing the redundant applications

Retain Conditional migration as required, otherwise
retain applications on­premise

Table 3.8: Migration Strategies, 5R’s [9]

In the research of Orban [56], the author discusses the migration strategy suggested by Amazon Web
Services (AWS), known as 6R’s (Figure 3.4), which is an extension of Gartner’s process. In addition,
the author suggested an extra step in repurchasing (moving to a different product or platform) along
with the 5R’s of Gartner.

Figure 3.4: Six common application migration strategies [56]
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3.5. Challenges & Risks in Cloud Migration

3.5.1. Operational Risks & Challenges
Cloud migration is the suggested solution to move out from the legacy infrastructure for the organiza­
tions. But this infrastructure has some unique characteristics, which introduces risks and challenges
in the migration process. Many researchers have analyzed these issues, risks and challenges and
provided solutions to reduce these risks, which has been summarized in Table 3.9:

Research
Paper Challenges Suggested solutions

[29]

Resource elasticity, multi­tenancy, interoper­
ability and migration over multiple clouds,
application licensing, unpredictable environ­
ment, and legal issues

Framework to classify and
characterize approaches
based on the deployment
model

[37]

Choosing the right vendor, adaptability
amongst the employees and process change,
lack of trust in cloud services, the extra cost
to pay for system acquisitions, management
and additional benefits

5R’s process

[43]

Lack of knowledge, confusion about regula­
tory compliances in cloud contracts, concern
over data and security, blocking of data shar­
ing on shared infrastructure

3 stage framework; cloud
requirement stage, cloud
preparation stage, and
cloud migration stage

[30]

Drivers and barriers in the adoption of cloud in
the banking sector in EU: data breaches due
to new and complex systems, risks of non­
viable migration due to high migration cost,
service discontinuity due to the multi­cloud
system, and authorization and authentication
issues

Table 3.9: Summary of operational challenges in cloud migration

These operational challenges could lead to security risks like cyber­attacks, data breaches, insecure
cloud environment, data and service unavailability and monetary threats. According to IBM, cloud­
based applications open an easy way for hackers to exploit the cloud environment and account for
45% of cloud­related cyber threats [75]. The other threats are as follows: ransomware, data loss, mal­
ware, legal/compliance issues [75]. Hence, the operational risks and challenges will affect the security
of the organization.

The solutions suggested that the researchers are more focused on tackling the operational challenges
in the migration process and the features of the cloud. Therefore, the solutions aren’t presented con­
cerning an organizational perspective. Non­technical challenges like lack of knowledge, choosing the
right vendor, adaptability amongst the employees and process change have been included by [37], [43].
But the solutions are designed to highlight the technical challenges like blockage of data security, busi­
ness discontinuity, and authorization and authentication issues ([43], [30]). This points to the second
point of the research gap, i.e. the researchers mainly consider technical challenges while analyzing
the migration process.

3.5.2. Security­related risks & challenges
Cloud migration is a big step for any organization. However, along with operational risks, an organi­
zation also faces security­related risks and challenges. Researchers have analyzed those as well and
presented a few solutions to mitigate the impact of such risks.
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In the research of Islam et al. [38], the authors have proposed a risk management framework for sup­
porting the cloud migration decision­making process for an organization. The authors identified a list
of security risks in cloud migration, including lock­in, malicious insider loss of governance, compliance
challenges, loss of business reputation, and service failure. They mentioned that these risks act as a
barrier to the adoption of cloud computing within organizations.

In the research of Kelf [41], the author has discussed the security risks faced by cloud migration and
how to mitigate them. First, the significant risk acknowledged was downtime. Because if the cloud
service leads to discontinuity, it could expose the applications and data stored on the cloud to cyber­
security threats. But the probability of downtime with cloud services is low. Next, the author discussed
the shared responsibility model, focusing that businesses need to trust their CSPs concerning the var­
ious security protocols. Finally, the author mentioned the harm caused internally by the employees if
they fail to follow the organization’s security protocols.

Under the investigation of [53], the author listed and discussed a few security challenges such as shown
in Table 3.10:

Challenge Description

Data loss, exposure & external
attacks

Happen because of incomplete, corrupt or missing
files during migration. Also, phishing emails spread
malware leading to data loss.

Misconfiguration
Happens when users grant permissions to other
users during migration and provide unauthorized ac­
cess to the organization’s network.

Insider threats and accidental er­
rors

Employees might corrupt or expose the business
data, share files and confidential information during
the migration process.

Lack of resources

It happens in an organization when resources lack
the skill to handle cloud demands. A well­definedmi­
gration planmight require a budget, tools and people
with the right skills.

Regulatory compliance viola­
tions

Happen during migration when organizations fail to
follow the regulations while moving the application
from on­premise to cloud.

Shortcutting security during the
migration phase

Happens because creating a service is a click­button
operation in which the user might miss the security
configurations of the service.

Migrating everything at once Would lead to a chaotic migration without prioritizing
data and applications.

Insecure APIs Could lead to open lines of connection for attackers,
leading to data theft.

Table 3.10: Security risks of cloud migration [53]

Mutune [53] also discussed mitigation measures for the risks mentioned above, like baseline secu­
rity before migration, apply adequate security during migration, proper setups and protection of user
identities, ensuring cloud services comply with security regulations, establish appropriate logging and
monitoring, data backup before migration, a phased migration strategy, and employee awareness.

The risks of data tampering, data leakage and unauthorized data intrusion is a primary concern in sev­
eral domains like the health and financial sector. For example, the banking sector stores and processes
confidential customer information, which is being resolved using the security approach of encryption
and authentication [7]. But even with these vigorous measures, the cloud­based attacks rose 630% in
2020 [73].

In discussion with OWASP (Open Web Application Security Project) and OccamSec, [68] listed a few
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risks and challenges and ways to mitigate them in the cloud. The author mentioned misconfigurations
in cloud services as one of the primary causes of data breaches in organizations. He analyzed the lift
and shift operations in the four common areas summarized in Table 3.11:

Services Attacks Defences

Identity (Identity Access Management (IAM))

Account takeover Single­sign on
Brute force at­
tempts Multi­factor authentication

Password spraying No root user API keys
Social engineering User key rotation
Social engineering Role­based access

Privilege escalation Least privileged IAM poli­
cies

Resource alloca­
tion Disable unused regions

Persistence

Data Storage (S3, RDS, DynamoDB)

Bucket enumera­
tion

S3: Turn on block public
access

Data exfiltration Strict policies
Resource tamper­
ing

No public access, encrypt
snapshots

Payload staging No public queues, encrypt
messages
Strict IAM controls

Networking (Virtual Private Cloud (VPC))

Service discovery Network segmentation

Data exfiltration Strict security groups and
NACL rules

Security group
backdoor

Use VPC endpoints for in­
ternal traffic

Traffic monitoring

Compute (EC2)

Service enumera­
tion Server hardening

Application exploit Remove default users
Post exploit Load balancers
Instance metadata
access Encrypt volumes

Lateral Movement Protect instance meta­
data

Cryptojacking
Unencrypted vol­
ume access

Table 3.11: Attacks and defences in Cloud services [68]

The security attacks and defences discussed in Table 3.11 are particular to services. These can be
used by altering the configurations of the service and map to the technology element of the people,
process & technology framework. These are also very specific to AWS. Such attacks and defences
will be beneficial if organizations like OWASP present generic defences which can be applied to all the
CSPs.

Section 3.5.2 discusses security­related risks like data loss, insecure APIs, service discontinuity, lock­
in and data breaches. These risks are triggered by technical challenges like compliance, downtime,
human error, lack of resources, misconfiguration, and migration strategies. [68] discussed the attacks
and defences of various categories of cloud services like identity, networking and compute. This shows
that the researchers and organizations overlooked the non­technical challenges and their impact on
their security.
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3.6. Conclusion
The literature review contained various topics and concepts related to cloud migration. The literature
review has been done to understand the different factors an organization considers for choosing a
CSP. The literature review showed that various researchers had suggested that a phased cloud migra­
tion process and well­planned strategies can mitigate their operational challenges. These operational
challenges provoke security risks related to data integrity and security, application security or even busi­
ness discontinuity for an organization. These risks could be scaled down with deliberate processes and
strategies based on different cloud service and deployment models.

But the literature study also revealed that the researchers mainly focused on technical challenges
like misconfiguration, social engineering, malware and outsider attack. These challenges come in
the concluding phase of migration when the services are deployed. An organization faces numerous
non­technical challenges during the planning process and during the migration, i.e. lack of resources,
knowledge and skills level of resources, proper planning and resource allocations from involved stake­
holders. These non­technical problems are overlooked. These issues are primarily relevant to the peo­
ple aspect of an organization. Further down the migration process, these issues cause security threats
for an organization, causing other issues like loss of reputation. In conclusion, using people, process,
& technology framework, researchers and organizations neglect the people aspect when planning an
organization­wide change.



4
Research Findings ­ Rabobank

In this chapter, the literature and analysis specific to the use case, Rabobank, is studied. First, Sec­
tion 4.1 discusses the innovation management model used by Rabobank. Further, the sections are
designed similar to People Process & Technology framework. Section 4.2 starts with the stakeholder
analysis and, Section 4.3 to understand the cloud journey of Rabobank. Then Section 4.4 discusses its
cloud migration process and strategies considered by the organization for cloud migration. Finally, the
chapter is concluded by discussing the observations and findings from the group sessions in Section
4.5.

4.1. Innovation Management Model
The migration to the cloud from legacy infrastructure seems like a radical innovation. However, the
introduction to the cloud in Rabobank has disrupted the existing business model of the bank and led to
the formation of a new model [45]. Adopting a new technology like the cloud would alter the existing
processes, team structure, and business strategies and standards. The source of this innovation is
that most of the organizations in the banking sector are slowly migrating to the cloud, and every orga­
nization needs to catch up. Rabobank has been working hard in the field of innovation. They have an
Innovation Board to design strategies for digitization and innovation along with an Innovation Factory
to accelerate the process of innovation in­house [35].

There are various models to categorize, understand and manage innovation in an organization. Multi­
ple researchers have discussed different models, like Innovator’s dilemma, jobs­to­be­done­framework,
technology adoption life cycle, the three horizons of growth, and the 70­20­10 rule [45]. Rabobank, as
an organization, decided to manage the innovation in close collaboration with different business units
[14]. Another reason to do it in­house, it because most of the innovations spin out and incorporate
innovation. Therefore, different aspects like strategy, politics, the market should be connected. Hence,
the business line is in the lead, and they follow a lean start­up process. Therefore, the bank developed
a framework called Innovation Road­map shown in Figure 4.1, a ”funnel process in which the hypothe­
ses are validated from Problem fit to Scale” [14].

The five phases of the Innovation Roadmap are:

1. Discovery: This phase deals with understanding and generating strategically relevant ideas from
different aspects like data, technology, trends and market.

2. Problem Fit: This phase deals with analyzing and exploring customer problems that Rabobank
could solve.

3. Solution Fit: This deals with developing feasible and desirable solutions for the customers. The
solution design could be done internally, collaborating with external partners; hence, the decision
must be made to ”buy, collaborate or build” [14]. This also open doors for the bank to explore
open innovation.

29
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Figure 4.1: Innovation Road­map at Rabobank [14]

4. Market Fit: This phase deals with the solution’s attractiveness, whether it will get market traction
and generate profits for the organization.

5. Scale: This phase deals with the solution’s scalability, i.e. if this solution could be expanded for
other business lines.

The Innovation model Rabobank follows implies that the different business units are small start­up
companies working autonomously. Each department or team follows the five steps of the roadmap
and construct innovative solutions. Since the organization follows an in­house innovation strategy,
Rabobank needs to make sure that the skills are accessible within the organization. Hence, the bank
needs to ensure that all the stakeholders have been identified in the migration process. Different teams
play specific roles, and they have skills and knowledge as per their stand in the migration process.

4.2. Stakeholder Analysis
Cloud migration can be defined as ”a set of migration activities carried to support an end­to­end cloud
migration” [29]. This process involves stakeholders with different backgrounds. At first glance, it would
appear that there are three major stakeholders involved in the process of migration, cloud service
provider, cloud service aggregators, and consumers [64].

In the research of Sabharwal [64], the author discusses cloud service providers or creators as the
organizations involved in creating cloud services and infrastructure like Amazon, Microsoft, Google,
etc. Cloud service aggregators are enterprises that provide solutions for the planning, implementation
and monitor of cloud services. Consumers are the individuals or organizations that buy and utilize
cloud services. They purchase either from a provider or aggregator based on their requirements. But
for Rabobank, there are more stakeholders involved in the process. There are organizations outside
Rabobank responsible for setting up laws and regulations to adopt such advanced technology. Within
the organization, there are multiple units accountable for the design and implementation of different
phases of the cloud journey, as shown in Section 4.3. Therefore, the stakeholders can be divided into
two categories: external stakeholders and internal stakeholders.

The Power/Interest matrix is used to identify and assess the two categories of stakeholders [55]. This
matrix identifies stakeholders in an organization based on their interest and ability to influence decision­
making in a process or project. The stakeholders are divided into four zones based on their level of
power and interest, as illustrated in Figure 4.2:

• External Stakeholders
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Figure 4.2: Stakeholder Analysis

– Autoriteit Financiele Market (AFM): The Dutch Authority for the Financial Markets is an
independent governing body appointed by the Minister of Finance in the Netherlands [76].
This organization is responsible for supervising the responsible of financial market and de­
termines and implements monetary policies. AFM also supervises Rabobank and other
financial institutions in the Netherlands. They are directly not interested nor have the power
to affect the cloud migration process at Rabobank.

– De Nederlandsche Bank (DNB): The Central Bank of the Netherlands or DNB is a public
limited company governed by Dutch law. The main tasks involve designing and manag­
ing monetary policies, payment transactions, and foreign exchange market operations [57].
Therefore, DNB plays an essential role in formulating laws and regulations for the banks in
the Netherlands. Furthermore, DNB mentioned strict supervision and a regulatory frame­
work with new technologies like a cloud in the financial market [24]. Hence, DNB influences
the overall cloud migration process and has power if their policies violate.

– European Banking Authority (EBA): It is an independent EU authority responsible for ef­
fective regulation and supervision across the European banking sector [4]. They play a
significant role in designing rules for substantial organizational changes in the financial mar­
ket in Europe; hence they have a considerable influence in cloud migration.

– Cloud Service Provider (CSP): Numerous companies like AWS, Microsoft Azure, Google
Cloud Platform (GCP) are the major cloud service providers. Rabobank uses all three of
them depending on their requirements. They have themost significant interest in the process
of cloud migration. The constant updates in the design and configurations of cloud services
like EC2, Virtual machines by CSPs influence the process considerably.

• Internal Stakeholders
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– Participant Team: These teams are the ones that are currently migrating their infrastructure
to a cloud environment. They provide their requirements, and then the following steps are
decided. They have a significant interest and influence in cloud migration, as their needs
affect the planning of the process.

– Planning Team: This team is responsible for enabling and accelerating cloud migration and
having integrated planning, monitoring progress, and addressing the pre­migration issues
for the numerous groups (Personal communication, July 12, 2021). They have a significant
interest and influence in the process, as their main task is to accelerate the cloud migration
process at Rabobank.

– Risk assessment Team: This team is responsible for performing the risk assessment of the
cloud services and creating a decision tree to decide on the cloud environment (Personal
communication, July 12, 2021). This team significantly influences cloud migration by evalu­
ating the risk and security measures regarding the various cloud services.

– Execution Team: This team assists other stakeholders in the execution of the cloud mi­
gration. They help develop a business case for a participant team and provide access to
cloud services as part of the onboarding process (Personal communication, July 12, 2021).
They have a significant influence and interest in the process, as they are also an essential
point­of­contact for the participant teams during the migration process.

– Identity & Access Management: This team is responsible for creating users and ensuring
that the users have correct and secure access to buildings, data and applications. They are
responsible for developing and provisioning access to users depending on the cloud service.
They are the front door to the users through which they are granted access to applications;
hence, they significantly influence migration.

– Architecture Team: This team is responsible for designing the architecture for groups when
they migrate to the cloud. They have defined architectural principles concerning the cloud,
keeping in mind the security, integration, and governance support needed to run and mon­
itor the cloud applications at Rabobank (Personal communication, August 28, 2017). They
influence the process and assist the participant teams, but they don’t significantly interest
the process.

– Security Team: This team is responsible for defining security standards for the numerous
operations and protocols at Rabobank. Being a bank, Rabobank needs to follow various
regulations and compliances, like PCI­DSS, ISO, GDPR and the rules set by external stake­
holders like AFM and DNB. Therefore, this team influence the process majorly and has a
significant interest as well. Moreover, their interest is substantial as they have to update the
standards and policies if the external stakeholders make any change.

These stakeholders formulate the people aspect of the complete migration process at Rabobank.
Therefore, they play essential roles in the different phases of the migration process, which will be
discussed in the next section. One crucial point to be noted here is that any organization migrating to
the cloud would have stakeholders on a similar level; hence, these stakeholders will be used to make
generalized observations for any organization in this research.

4.3. Cloud Journey
Rabobank is one of the biggest banks in the Netherlands and manages assets of around EUR 48.9
billion [63]. Rabobank prioritizes its customers and provides them safe and secure banking services
24x7. Therefore, its priority is to build robust and scalable infrastructures to keep the business running.

Rabobank started using the cloud with SaaS­based applications and, moving forward, adopting a multi­
hybrid integration of services. They are exploring the other service models and other cloud service



4.4. Cloud Migration 33

providers as well. This means a significant percentage of infrastructure moves to the cloud, and the
remaining stay on­premise. Multiple CSPs are being considered based on their features and services
and as per the teams’ requirements. As an organization of 43,000 employees, the bank designed its
cloud journey in three phases, with several sub­phases as shown in Figure 4.3.

Figure 4.3: Cloud Journey at Rabobank (Personal Communication, July 12, 2021)

Each phase and sub­phase has specific objectives, which are listed below (Personal communication,
July 12, 2021):

1. Embark on the journey
The main objective is to understand the strategy and the fitness and preparation of the organiza­
tion.

(a) Initiate: Understand the importance and added value of the cloud to business and the or­
ganization

(b) Engage: Enable early adopters to take the initial steps

2. Build what works best
The main objective is to start an integrated technology and business plan, keeping in mind the
various aspects like governance, control framework and operating models.

(a) Converge: Establish that the major stakeholders have a common goal and are aligned on
the same path

(b) Mobilize: Detail the operating model and keep track of organizational readiness
(c) Adopt: Enable the operating capability of Rabobank
(d) Scale: Drive the adoption of cloud organization­wide and make use of all the powers of

cloud

3. Advance your operations
The main objective is to continue the journey, disrupt the process and transform the existing
scenario.

(a) Optimize: Continuous optimization of the cloud services as per the strategic plans
(b) Innovate: Challenge the operating model and the existing knowledge of resources to foster

continual ongoing innovation

Correlating the cloud journey with people, process & technology, the journey is more focused on the
process and technology aspect of the framework. The journey will be used to map out the cloud mi­
gration process further. Hence, a lack of concentration on the people element might provoke issues in
the migration process.

4.4. Cloud Migration
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4.4.1. Process
In the research of Khan and Al­Yasiri [43], and Mutune [53], the authors suggested a phased framework
or process for cloud migration to avoid numerous operational challenges and security risks. As a critical
player in the financial sector, Rabobank also followed a phased approach and designed a five­step
process to migrate their legacy systems to cloud applications. Each step or phase consists of multiple
sub­steps leading to the successful cloud migration. The five stages have been described in detail with
the involved stakeholders and their significant objectives (Personal communication, July 12, 2021).

1. Migration engagement promotion
The primary stakeholder involved in this process is the planning team. The main objectives of
this track are:

• Increase the business support for cloud migration goals and prioritize the business goals
following the common goal of successful migration

• Promotion of the added values of the cloud­like decreased cost increased productivity and
security

• Discuss initial challenges and impediments with the participant team
• To convince the participant to participate and grow with the innovative technology

2. Acceleration migration pre­requisites
The key stakeholders involved in this process is the planning team, participant team. The primary
objectives of this track are:

• To identify blocking issues for cloud migration and remediation for these issues
• To identify processes and technology and push owners of IT services to get on board with
cloud migration

• Enable the shared service teams to accelerate their cloud architecture implementation

3. Planning, monitoring reporting
The key stakeholders involved in this process are CSP, assessment and execution team. The
main objectives of this track are:

• Categorize applications according to the requirements and methods
• Redefine and standardize domain migration road­maps
• Compile integral roadmaps, cloud migration planning and align dependencies
• Prioritize migration movements across the different IT chapters to meet the common goal of
Rabobank

• Monitor and chase progress, and define and report key performance indicators (KPIs)

4. Cloud organization, technology process design
The primary stakeholders involved in this track are the participant team, execution team and CSP.
The leading objectives of this track are:

• Develop a straightforward design of IT landscape and services from the intermediate to the
end state

• Push to define and design a target operating model for the IT
• Ensure cost management on cloud resources
• Develop clear designs and architectures for the participant teams

5. Benefit tracking optimization
The major stakeholders in this track are the execution team, and they monitor and keep track of
the migration and the status of cloud services at an organizational level. The main objectives of
this track are:

• Report the business benefits of cloud on an organizational level
• Tracking the cost and the utilization of the cloud services
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• Steer cloud migration priorities to maximize business benefits

The cloud migration process described above is a well­defined process with objectives defined cor­
responding to the cloud journey discussed in section 4.3. Correlating the migration process to the
People, Process & Technology framework discussed in section3.3, it is clear that the function defined
by Rabobank, as an organization, focuses on the change in process and value­added by the technol­
ogy, i.e. cloud computing. The first phase consists of convincing the participant teams and businesses
to understand the benefits of the cloud and get them onboard. The steps in the later stages jump directly
into finding the blocking issues for cloud migration, identifying processes and technology, and develop
architectures for those processes. The migration process nowhere considers the people component of
the organization. The whole mechanism does not include stakeholder analysis, bringing stakeholders
to the same page concerning new technology adoption, or the knowledge management for the adoption
and migration process. Hence, the migration process will trigger challenges for involved stakeholders.
These challenges will provoke security risks and threats to the organization, signifying the research
gap mentioned in the literature review.

4.4.2. Strategies
The process of cloud migration could lead to business discontinuity; hence, organizations need to have
a plan to perform this task. The technique discussed in the last section would ensure the continuity of
the running services. But migrating different applications to the cloud depends on the type of service
model it is transforming to.

Rabobank analyzed multiple strategies amongst the 5R’s suggested by Gartner [9]. The planning team
did the benefits and challenges of different approaches based on the service model summarized in Ta­
ble 4.1.

Description Benefit Challenge Service
model

Refactor is rebuilding an
application entirely with
cloud­native components

Application is made fit for
the future and will reap the
full benefits of the cloud,
like scalability, flexibility
etc.

Refactoring each applica­
tion will require a higher
initial investment. In addi­
tion, legacy and cloud will
co­exist, leading to addi­
tional costs.

Platform­as­
a­Service

Replatform is when the
application is moved
from the infrastructure to
platform services when
needed base platform
services

Reduce operational
costs; Infrastructure
acquisition and mainte­
nance are transferred to
CSP; Advantages of ba­
sic cloud functionality like
auto­scaling, containers
etc.

Change in application ar­
chitecture could lead to
incomplete utilization of
the cloud; Maintenance of
some components would
be the responsibility of the
application owner

Platform­as­
a­Service

Rehost is moving the ap­
plication one­on­one from
on­premise to cloud

Reduce operational costs;
Infrastructure acquisition
and maintenance is trans­
ferred to CSP.

Change in application
architecture could lead
to incomplete utilization
of cloud; Infrastructure
maintenance needs to
be done by application
owner; Integration will
become more complex,
leading to hybrid integra­
tion

Infrastructure­
as­a­service
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On­premise cloud is mov­
ing the application one­
on­one from on­premise
to cloud­ready infrastruc­
ture

Reduce migration effort
for participant team when
they decide to go to the
cloud

Application architecture is
not cloud­native; there
is incomplete utilization
of cloud benefits; Infras­
tructure maintenance is
heavy

On­premise
infrastructure­
as­a­service

Table 4.1: Comparison of different cloud migration strategies (Personal communication, July 12, 2021)

These strategies come in the second phase of migration, acceleration migration pre­requisites when
the teams identify processes and technology. The planning and participant teams define the require­
ments and decide the type of strategy they want to choose. The groups generally decide to refactor,
also known as lift and shift, to migrate their infrastructure [9].

After understanding the stakeholders and the process, the next crucial step would be to understand the
opinions of the primary stakeholder, i.e. participant team, on the design and implications of the process
and identify and validate the gaps and challenges in the current process. Therefore, the following
section talks about the Ai method’s analysis with two groups of participant teams.

4.5. Group Sessions
Group sessions, as discussed in chapter 2 were conducted with the employees of Rabobank to achieve
the research objective. The sessions were done with two teams of Rabobank, one group that is in the
initial phase of migration and another team that has already migrated to the cloud. The following sub­
sections discuss the results of data analysis done on the scripts transcribed from the interviews. The
scripts from the group sessions have been transcribed in Appendix A and Appendix B. Furthermore,
the method of data analysis, coding analysis, has been explained in chapter 2.

4.5.1. Results ­ Initial Phase Migration
This group session was conducted with seven people from the team in the initial phase of migration.
Table 4.2 shows the codes and categories recognized from the first group session.

The data analysis revealed that all participants shared a similar set of challenges and experiences
encountered in the initial phase of migration, which led to the feelings category in the table 4.2 i.e.
similarity in ideas. The first question of the Appreciative inquiry method revealed the first impression of
participants concerning the central question, ”What opportunities and possibilities do we see to mitigate
security­related risks in cloud migration?” Participants mentioned measures to keep the cloud safe in­
cluding ”version control”, ”role­based access”, AI as an opportunity, ”access control”, ”data encryption
to transfer the data from on­premise to cloud”. Only one participant mentioned issues with cloud migra­
tion, i.e. ”Missing or weak authentication leave organizations exposed to security risks”. This shows
that participants have risks and issues in mind, so they came up with these solutions.

The participants elaborated and shared their personal experiences related to their first impression with
the central question as to the answer to the following question of the Ai method. These answers re­
vealed the issues participants’ experienced or might experience with their current knowledge of the
cloud. The issues were categorized into data risks and security risks. The codes were defined for the
specific type of risks.

Starting with the risks in the data, three out of six participants mentioned the lack of encryption and
concerns about the type of encryption while migrating data to the cloud. Participants also worry about
the security of the data in the cloud. For example, they were concerned that there is a lot of confidential
data in a financial institution like Rabobank. While migration, the security of such data should be taken
care of when moving to AWS and Azure. The participants were also worried about data risks like data
breaches, data leakage, and unauthorized access to data. Similar issues were also discussed by re­
searchers under operational and security in the literature study. [30], and [53] also listed data breaches
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Codes Categories
Data breach

Data risksData encryption
Data leakage
Data security
Access

Security risks

Attacks
Authentication
Authorization
Vulnerabilities
Lack of communication
Lack of information
Advisor

StakeholdersAssessment team
Execution team
Participant team
Artificial intelligence

Requirements

Automation
Checklist
Good communication
Cost of management
Expertise
Guidance
Implementation
Knowledge sharing
Metrics
Monitoring
Reporting
Tool
Security maturity
Similarity in ideas Feelings

Table 4.2: Codes and categories after data analysis

in the complex cloud systems and data loss as a risk in the process of migration.

The other security risks mentioned by participants were related to authentication and authorization.
Four out of six participants mentioned the access related to identity management in the cloud. This
was also the first thing that participants could relate to the central question, and they described it as
”standard role­based access”, ”implement access control”, ”identity access”, and ”safe user access”.
This shows that the participants were worried about the user access rights in the cloud environment
and suggested ways to overcome their concern with role­based access. In addition, authorization and
authentication issues have been categorized as barriers to adopting the cloud in the banking sector
[30]. Hence, this was also covered by the researchers in the existing literature review.

A lack of communication amongst the different stakeholders like the participant team and execution
team was observed in the first interview. The participant team was in the initial phase of migration and
needed continuous assistance from the execution team during the service deployment concerning the
different security settings of the cloud. Participants mentioned it as ”we have good communication dur­
ing the migration process, and when the issues pop­up, everyone will be informed instantly.”, ”Getting
a clear picture about the security, what level we need to apply for which application”, and ”for the secu­
rity part, we can have more guidance”. These statements showed their concern regarding the lack of
communication from the execution team. Such a lack of security information could lead to shortcutting
security during the migration phase [53].



4.5. Group Sessions 38

With the third question of the Ai method ”dream”, participants opened up about the requirements for a
tool or solution to mitigate the risks and concerns in cloud migration. This phase revealed the primary
concern of the participants, i.e. lack of communication and lack of information. A recurring requirement
from the participant team was an advisor or a ”go­to person” for their queries and concerns regarding
the security of the applications in cloud migration. The team members mentioned that they do not have
adequate experience and knowledge about the cloud. They described their concern as ”we don’t need
to put up a lot of time to find out the best way, what is the correct way and how to redo the things we
already do”. The suggestion was mentioned as ”more of an onsite advisor”, ”it will be nice to have
some go­to person that we can ask for, any question concerning security or architecture of the cloud”.
These concerns point to a critical non­technical and planning­based challenge, i.e. participant teams
do not access cloud and security expertise when needed.

The other critical concern is that the participant teams do not have adequate knowledge about cloud
technology. The lack of information was also observed, majorly with three stakeholders, the participant
team, CSP, and execution team. There were more than 15 instances where this was displayed as a
concern and requirement from the participant team during the interview. The primary concern for the
participant team is the lack of information about the risks different types of data carry. One participant
mentioned that other groups that provide their data should inform them of the risks, such as whether
the data is sensitive or regular. This would assist them in a secure migration of data to the cloud.
Another participant mentioned that risks like data leakages could be prevented if the information about
the security settings, existing systems, and security principles have been provided to them. This points
to one of the operational challenges pointed out by [43], i.e. lack of security knowledge and concern
over data and security. This also brings out other challenges, i.e. limited communication between the
stakeholders.

Lastly, one observation from the data analysis was made about the indirect relations of a few codes
to their categories. Codes like ”lack of communication” and ”lack of information” were not directly
mentioned by the participants as a challenge. When asked about the risks in the current scenario, the
major points were data­related risks and access and authorization. The participant team did not see this
as a significant issue. But, the lack of knowledge and information in the migration process could lead to
an insecure cloud environment and other risks like data breaches. Multiple participants also discussed
it in numerous instances, putting it up as a critical non­technical challenge for the organization. This
also proves the inefficiency of the cloud migration process is not considering the people aspect in the
migration process. These issues were alsomissed out by researchers, clearly showing that researchers
do not consider these non­technical issues alarming. These issues can trigger security risks for an
organization, which will be explored further.

4.5.2. Results ­ Post­migration
The second group session, consisting of two participants, was conducted with a participant team that
has already migrated to the cloud. This team choice is essential to understand and validate the chal­
lenges in the previous cloud migration projects at Rabobank. Table 4.3 shows the codes and categories
for the post­migration data analysis.

The data analysis revealed that both the participants shared a similar set of feelings towards the cloud
migration process, which they shared via their experiences encountered in the process of migration.
This participant team revealed diverse challenges like difficulty in architectural integration, lack of in­
depth knowledge, and inefficient risk assessment process. They also presented multiple examples to
support their relationship with these challenges. Examples like ”do not use IP whitelisting, so taking
away a security layer” are the participant’s view that removed a security layer and clashes with the
in­depth security concept used during cloud architecture design. Another example is ”I experienced a
lot of procedures and questions, and security­related questions”. The participant mentioned this con­
cerning the questions related to the cloud in the migration process. According to the participants, these
questions were asked during the risk assessment phase of cloud migration and should be answered
by relevant teams rather than the participant team.

The other challenge that participants discussed was a lack of overview in the architecture design and
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Codes Categories
Architecture integration

Challenges

High­level overview
Lack of in­depth knowledge
Inter­dependencies
Risk assessment process
Lack of communication
Lack of information
Temporary solutions
Insecure APIs Security risks
Advisor

Stakeholders
Assessment team
Execution team
Participant team
Security team
Architecture integration

Requirements

Communication
Evaluation
Design
Expertise
Guidance
Implementation
Knowledge sharing
Similarity in ideas Feelings

Table 4.3: Codes and categories after data analysis

various inter­dependencies between numerous components in the architecture. Such inter­dependencies
are adequately known to the participant team. During architecture design, a lack of communication be­
tween the two stakeholders leads to complex and insecure systems. This team also pointed to the
critical non­technical challenge, i.e. lack of communication leading to an insecure system within the
organization. This shows that technical challenges along with non­technical challenges can cause
alarming threats to an organization. Hence, overlooking such challenges is itself a considerable chal­
lenge.

The participants also discussed components or methods in cloud migration that are generic to most
teams. However, at times, the participant team has to develop their tools for these methods. In addi­
tion, a lack of knowledge about security standards leads to the design and development of insecure
APIs and a critical security risk pointed out by [53]. Therefore, participants suggested that an assigned
team develop such generic methods; hence, only one team needs to comply with the changing security
standards at the organization.

The participants made multiple suggestions regarding the challenges they faced in cloud migration.
Their recommendations included getting a team with a sound vision of architectural integration and
security together, proper communication within different stakeholders, hands­on expertise and guid­
ance about security and cloud environment, knowledge sharing and evaluation and review of previous
projects that have migrated to the cloud to analyze and optimize the resource distribution. The first
team also made similar suggestions, showing that the participant teams have identical requirements,
which can be considered a crucial finding from the analysis and the identified challenges.

4.6. Conclusion
The analysis of the use case showed the cloud journey of Rabobank, the cloud migration process &
stakeholder analysis. The investigation was presented following the people, process & technology
framework. The cloud journey of Rabobank displayed a high overview of how the organization would
adopt cloud computing. Further, the stakeholder analysis demonstrated the external and internal stake­
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holders of external organizations responsible for setting up regulations and policies on the bank. The
internal stakeholders mainly consisted of the teams or units participating actively in the migration pro­
cess within the organization. Finally, the Innovation Management Model showed that the organization
adopts a start­up model and treats each team as an autonomous unit, taking responsibility for their
infrastructure.

The cloud migration process adapted by Rabobank is five­phased, and it resolves around process &
technology. The first step towards an organizational change begins with people, but the process does
not show strategies concerning stakeholders and knowledge management. This is also pointed out
as a research gap in the literature study. Group sessions were conducted with the teams that have
participated/are participating in migration, and the sessions showed similar results. The data analy­
sis also revealed participants concerns with the current migration process and the requirements and
expectations participants have from the organization. These two findings have been summarized in
Table 4.4. The analysis also revealed that participants mentioned various security­related risks, which
showed that participants are aware that the identified challenges can trigger security risks.

Challenges Requirements
Data migration­related is­
sues

Access to a well­
experienced advisor

Architectural design Proper planning

Lack of monitoring & re­
porting

Recommendation about
the application’s risk &
vulnerabilities

Lack of knowledge of se­
curity

Architecture design
aligned with the security

Lack of resources Knowledge sharing be­
tween teams

Limited communication
between stakeholders

Real­time monitoring of
the maturity and health of
applications

No inter­team knowledge
sharing

Automatic mapping of on­
premise security setting to
cloud security

Inefficient risk assess­
ment process

Evaluation of previous
cloud migration projects
Artificial intelligence to
scan for vulnerabili­
ties and attacks in the
migration process
Good communication dur­
ing migration
Recommendation system
for the cost management
No border between on­
premise and cloud ser­
vices way of working
Time in between sprint
planning

Table 4.4: Challenges & Requirements from the analysis



5
Findings

This chapter deals with the findings of the group interviews. First, Section 5.1 elaborates the challenges
identified in the data analysis and discusses them in more detail. Second, Section 5.2 discusses the
risks analyzed by the organization and from the data analysis. This section also presents a correla­
tion between the challenges and risks triggered by them. Next, Section 5.3 discusses another critical
finding from the data analysis, i.e. the requirements of the participants and prioritizes and categorizes
those requirements. Finally, the chapter is concluded with the idea of the first step or a concept that or­
ganizations should consider dealing with the challenges and security risks in Section 5.4. This section
consists of the various features of the concept, along with the evaluation of the concept.

5.1. Identified Challenges

5.1.1. Categorization
The main objective of this research is to determine the challenges and security risks an organiza­
tion faces in the cloud migration process. The literature review summarized several operational and
security­related challenges, which the participants also mentioned. In addition, several new challenges
surfaced up in the data analysis as well. Asmentioned in the introduction, the challenges can be catego­
rized as technical and non­technical challenges. Table 5.1 below shows the categorization of identified
challenges as technical and non­technical ones.

Technical Non­technical
Data migration­related is­
sues

Lack of knowledge of se­
curity

Architectural design Lack of resources
Lack of monitoring & re­
porting

Limited communication
between stakeholders
No inter­team knowledge
sharing
inefficient risk assess­
ment process

Table 5.1: Identified Challenges in Cloud Migration

The table clearly shows that non­technical challenges are more in number than technical ones; hence,
it would be helpful for the organization to prioritize non­technical challenges over technical ones. Most
of the non­technical challenges are related to the people aspect of the organization. As per the People,
Process Technology improvement model, people are the critical asset of any organization. Lack of
communication and skills in people would lead to an inefficient process [59]. The other two aspects,
process and technology, are also enabled by people, showing the importance of the people element in

41
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an organization.

Out of these eight identified challenges, the literature study discusses only three of them, which vali­
dates the research gap described in the literature study, i.e. the organizations and researchers overlook
the non­technical challenges. Still, these are the primary concern of teams participating in the migration
process. Figure 5.1 displays the overlapping between the numerous challenges discussed, indicating
that the data analysis has challenges specific to Rabobank. The figure also shows the research gap,
that researchers have analyzed generic issues in the process, rather than focusing on the non­technical
problems an organization faces. The identified challenges have been discussed in detail now, along
with the security risks triggered by them.

Figure 5.1: Challenges in cloud migration

5.1.2. Description
The identified challenges have been described in detail as follows:

• Lack of resources: The analysis clearly showed that there are no professional cloud advisors
to ask questions about the security settings of different services and the system architecture.
This could be because of various reasons like experienced advisors are not available or ineffi­
cient planning of resources. This challenge puts up teams in a difficult spot, where they have
to make the decisions concerning sub­processes of migration. Furthermore, not every team is
cloud expertise; it could lead to insecure deployments, misconfiguration of services, data loss,
and unauthorized system access.

• Data migration issues: Data migration is one of the critical and complex steps in cloud migration.
A decisive strategy, mapping data from legacy to cloud, is needed, along with an analysis of the
problems faced during data migration like unexpected downtime, data loss, and compatibility is­
sues [3]. The study pointed out that data security is of utmost importance during cloud migration
for an organization; hence, the Lack of measures and strategy is significant. The investigation
also acknowledged that it is essential to know the risks different data types have. Although, CSPs
have classified data into various categories based on the associated risk with the data. For ex­
ample, AWS recommends data classification in three categories unclassified (low­high for public
cloud), official data (moderate­high for public cloud), and secret and above (moderate­high for pri­
vate/hybrid/community/public cloud) [10]. Lack of such information could lead to misconfiguration
and affect the security of the services and data.

• Lack of knowledge related to security: The analysis revealed that primary stakeholders like par­
ticipant teams have acknowledged that security is not their area of expertise, and cloud migration
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brings new aspects of security for them. The knowledge pool of the cloud is vast, and the teams
are not aware of where to start. They are not skilled, and this leads to the development of sys­
tems with fragile security. This includes the Lack of knowledge of different security principles and
controls put up by CSPs and adopted by the organization.

• No inter­team knowledge sharing: This was pointed out as the newest challenge in the analysis.
Groups that have successfully migrated to the cloud could descriptively share their success sto­
ries so that the other teams could avoid the issues and mistakes. This would also help optimize
the various resources like people, money, and time used in cloud migration.

• Lack of monitoring and reporting of cloud migration: It is vital to monitor applications’ health
and security maturity during migration. Numerous key performance indicators can be set up to
quantify concepts that are hard to measure, like security is an advantage of the cloud, and can be
used to convince teams to promote cloud by the planning team; still, it is challenging to measure
[25]. The analysis revealed the need for a tool to continuously monitor the risks in the cloud
environment and report these risks and vulnerabilities. This way, stakeholders would have a
visual representation of the security level of the organization’s applications. It is essential as lack
of such a tool would lead to a higher presence of security risks and vulnerabilities in the cloud
environment and expose them to higher risks like data loss.

• Inefficiency of risk assessment in the migration process: The analysis showed that the risk as­
sessment process involves understanding the requirements of the teams and assessing the ser­
vices they need. The current process is manual and involves the teams filling a survey to under­
stand their understanding of cloud services and the security aspect of the cloud. Unfortunately,
these questions are not relevant to the participant team, and further information about these
questions is not presented in a concise and structured manner; hence the process becomes in­
efficient. In addition, the incompetency in the risk assessment process could lead to additional
use of resources like money and time for the organization.

• Architecture design:The analysis pointed out that the architecture design is performed at a macro­
level, and a high overview is presented to the teams, which leads to complex integration of ser­
vices. The architects are not aware of the various interdependencies between services, leading
to complex systems design. This delays the process for the teams migrating to the cloud. Fur­
ther, the analysis also revealed that the architecture is not aligned with the organization’s security
standards, as they are not aware of different benchmarks. This also leads to the development of
systems with weak security.

• Limited communication between stakeholders: This challenge was pointed out by multiple par­
ticipants that there is little communication between primary stakeholders like the execution team,
architecture team, assessment team, security team, and participant team. This limited commu­
nication leads to disorganized and inefficient processes. The Lack of communication could be
the inadequacy of groups to access the existing knowledge at the organization or unavailability
of resources. Therefore, continuous feedback and open communication between stakeholders
are needed for a successful and secure migration.

5.2. Identified Risks
The threats and challenges discussed above lead to numerous risks to an organization. These risks
could be security­related like data loss, data breach, insecure systems, or other dangers like mone­
tary loss and reputation loss to the organization. Therefore, these challenges affect an organization
collectively. Thus, the risks have been classified into two categories, i.e. security risks and other risks.

5.2.1. Security Risks
This section explains the various security risks that the identified challenges could trigger. These risks
could impact the security of the infrastructure consisting of a network of services, devices and data.
These risks were also pointed out in the data analysis and literature study; hence, it is crucial to discuss
them in detail.
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• Data loss: When migrating the data and applications from legacy systems to cloud environments,
the data could go missing in the target system, called data loss [3]. Organizations deal with
confidential and sensitive customer data, i.e. name, date­of­birth, address, sexual orientation,
religious views, payment and transaction data. Therefore, this will be a significant security risk
for the organizations.

• Data breach: This is also known as data spill or data leakage and can be defined as ”an activity
which involves the unauthorized viewing, access or retrieval of data by an individual, application
or service” [13]. It can be caused by internal factors like employee misuse, human errors, system
glitches, and external factors like malicious attacks, intrusions, and online cyber theft [13]. A data
breach is one of the critical security issues for financial institutions like banks because they store
and process confidential customer data.

• Insecure systems: When deploying a service in the cloud environment, the developer needs to
keep in check numerous security configurations. If these checks are missed, the service is not
entirely secured and prone to malicious attacks. For example, Azure has defined certain secu­
rity checks to protect the network, like protecting azure resources with virtual networks, denying
communications with known malicious IP addresses, recording network packets, and deploying
network­based intrusion detection/intrusion prevention systems (IDS/IPS) [12]. However, if these
security checks are not fulfilled, attackers can access the services deployed in an insecure virtual
network.

• Unauthorized access: Access management is a critical aspect for an organization whenmigrating
to the cloud. This includes access to the complete system, including the applications, network
and data. Unauthorized access to one aspect, for example, network, can halt the entire system.
This also includes access to what type of data and what privileges have been defined for different
users. If failed, internal data leakage will be a significant hazard of this risk.

• Service discontinuity: Cloud computing offers ”as a service” features like Software­as­a­service
(SaaS), platform­as­a­service (PaaS), and Infrastructure­as­a­service (IaaS). These services to­
gether run the business flows, and downtime or blackout could discontinue services [48]. There­
fore, service discontinuity can surely lead to business discontinuity and bring the entire organiza­
tion to a standstill.

• Insecure APIs:This was a critical security risk revealed in the data analysis. There are generic
functions that can be used by various teams in the process of cloud migration, and these functions
need to comply with the security standards followed by the organization, like transferring files and
data from on­premise to cloud. However, since teams are not aware of the security standards, it
would lead to the development of functions and APIs that are not secure, opening these channels
for data theft and data loss.

5.2.2. Other Risks
• Monetary loss: The number of cyber­attacks has been increased by 630% in cloud­based envi­
ronments between January and April 2020 [51]. With such a massive number of cyber­attacks,
the monetary losses will be gigantic. For example, Accenture estimated the cost of cyber­attacks
in the banking industry to be $18.3 million per company [22].

• Reputation loss: This is not a security risk but the impact of the security as mentioned above
risks. If these risks take effect, they will negatively affect the organization that cannot secure its
systems and data. The damage is difficult to predict, as it is dependent on multiple factors, but
the company can be associated with the security­related incidents [15].

To further understand the severity of the identified challenges and security risks triggered by them,
mapping each challenge to the risks has been done. This correlation shows that the result is a many­
to­many mapping. It means that multiple challenges lead to various security risks, and all the security
risks lead to monetary loss and reputation loss for the organization, as shown in Figure 5.3. It is clear
from the figure that the non­technical challenges have a massive impact in triggering the security risks
and should be considered in the initial phase of migration. Therefore,this correlation clearly shows the
emergency of highlighting the non­technical problems in an organization.



5.3. Identified Requirements 45

Figure 5.2: Mapping of Challenges and Risks

5.3. Identified Requirements
The last two questions of the Ai method were there to understand what teams need from the organiza­
tion concerning the migration process; hence, requirements are also the critical finding of the analysis.
Multiple requirements were gathered from the interviews, and it is essential to understand and process
them to develop a viable solution. This is similar to the approach followed in a software development
cycle, where requirements are gathered, understood, analyzed and translated into tools and measures.

It is important to prioritize and categorize the requirements because that would help understand the
requirements from the solution perspective, as in which ones to deliberate first.

5.3.1. Requirements Prioritization
Requirements prioritization is a critical step in developing any software or tool, as it provides the proper
implementation order of requirements. This order will help decide the solution’s features, and the re­
source planning can be done correctly. The prioritization of the needs will be done using the MoSCoW
method. This method is used to rank the requirements in a collaborative manner [33].

According to MoSCoW method, the requirements can be divided into four categories as discussed be­
low and shown in Figure 5.3.

The method was applied to the list of requirements gathered from the data analysis, and summarized
in Table 5.2.
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Figure 5.3: MoSCoW Prioritization [60]

Must haves: These serve as non­negotiable needs for the concept design [33]. This concept design
should provide access to a well­experienced advisor who would bridge the stakeholders and clarify
security­related queries. This advisor can enable the bi­directional information flow for both the stake­
holders, i.e. requirements for service deployment from participant team to execution team and knowl­
edge of security controls from execution team to participant team. The process will be finished with
temporary fixes without the appropriate migration planning with the team’s current workload. Since mi­
gration is an organization­wide goal, different groups should plan their resource allocation accordingly
to avoid a confusing process. Knowledge sharing between teams and evaluation of previous cloud
migration projects should be done adequately. When one team goes through migration and records
their journey with an accurate description of the challenges and solutions, it would benefit the other
teams.

Should haves: These requirements are essential to the prototype development but not critical [33].
Good communication between the teams is vital for a process to happen in an organization. Since
most of the methods are manual, limited or lack of communication could misuse information. The other
requirements in the should haves category are related to monitoring and reporting the security maturity
and health of the applications, which would make the concept of security transparent to everyone in
the organization. Proper metrics and KPIs would provide a visual awareness of the security maturity
of different teams and the organization.

Could haves: These are the requirements that are not necessary to the product’s core function, and
they have a more negligible impact if left out [33]. Automatic mapping of on­premise security settings
to cloud security is a dream because legacy infrastructures’ features vary significantly with the cloud
environment. The second and third requirements in this category relate to artificial intelligence as a
defensive mechanism and use it to scan for vulnerabilities and attacks in the migration process. Vari­
ous organizations like IBM and VMWare have worked on AI as a tool for cloud migration [44]. This tool
optimizes the different phases of migration like discover, design and migrate using automation and AI
[44]. The fourth point in this category is already implemented by various cloud service providers like
Microsoft Azure and AWS. The Azure Cost Management and Billing service monitors cloud spending,
improve accountability in an organization by implementing governance policies to manage the cost­
effectively, and optimize cloud efficiency by improving returns on the cloud investment [18].

Won’t haves: These requirements are the ones that are not the priority in a specific time frame. The
two conditions mentioned in this category are related to the planning of the sprints suitably to accom­
modate the cloud migration as a part of regular tasks for the teams. The last requirement in the won’t
haves category is the indifference to working with both types of infrastructure. Teams expected that
the systems were designed to make no difference with legacy systems moving forward with the cloud.
This requirement points towards an experience rather than a tool, which might be out of the bounds of
this research project.
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Must­haves Should haves Could haves Won’t have

Access to a well­
experienced advi­
sor

Recommendation
about the appli­
cation’s risk &
vulnerabilities

Automatic map­
ping of on­premise
security setting to
cloud security

No border between
on­premise and
cloud services way
of working

Knowledge sharing
between teams

Real­time monitor­
ing of the maturity
and health of appli­
cations

Artificial Intelli­
gence as a defen­
sive mechanism

Proper internet
connection

Proper planning
Real­time metrics
for the security
maturity

Artificial intelli­
gence to scan
for vulnerabilities
and attacks in the
migration process

Time in between
sprint planning

Architecture design
aligned with the se­
curity

Good communica­
tion during migra­
tion

Recommendation
system for the cost
management

Efficient risk as­
sessment process
Evaluation of previ­
ous cloud migration
projects

Table 5.2: Requirements for the solution

5.3.2. Requirements Categorization
After gathering the requirements, it is essential to translate the requirements into a feasible business
case. As inferred from the literature study, the twomajor cloud service providers are AWS andMicrosoft
Azure. The translation output contains the mapping of requirements to AWS and Azure’s security con­
trols and terminologies. Requirements from the teams can be categorized like the shared responsibility
model, security of the cloud (CSP) and security in the cloud (customer) (Figure 5.4). In this case, the
CSPs are AWS and Azure, and the customer is the organization migrating to the cloud. The relevance
of this model is there because the CSPs came up with the shared responsibility model to enable the
security practices from both sides. Similarly, the requirements should be divided between the two pri­
mary cloud stakeholders if responsibilities have been shared with the two primary cloud stakeholders.
The cloud offers IT efficiency and flexibility to enable swift development in organizations [66]. But orga­
nizations need to understand that they have to adopt an agile way of working in this competitive market
to respond to dynamic business demands [66].

• Customer – Responsible for security ”in” the cloud

– These requirements will be analyzed deeply to design a concept or solution for the organi­
zation.

– The current knowledge sharing method is limited to sharing the success stories with no
proper description of actual issues and challenges. Therefore, the teams should have a
good knowledge transfer session planned in the initial phase of migration, which other stake­
holders can put in the planning phase of migration. Knowledge sharing also includes shar­
ing security knowledge between different stakeholders regarding the principles and controls
provided by the CSP and the organization.

– Proper planning of the migration for each team should be done by enabling communication
channels amongst the key stakeholders like the planning, execution, and participant teams.
This also includes allocating resources from each team to assist the teams in different phases
of migration.

– Each team should have access to a well­experienced advisor who can advise and guide
them through the process of migration.
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Figure 5.4: Requirements Segregation using Shared Responsibility Model

– The architecture of the infrastructure has to be designed following the security regulations
of the organization. The design should be done with continuous feedback to resolve the
inter­dependencies between the sub­systems.

• CSP – Responsible for security ”of” the cloud

– The cloud service providers have different tools to monitor the services that are being de­
ployed and recommend security controls to the users. For example, Azure has a separate
service called Azure security centre to assess the security state of the resources, visualize
and improve the security posture by working on the security score [11]. In addition, AWS has
a service known as AWS security hub that provides a comprehensive view of the security
posture of your services and prioritizes findings and conducting security checks [36].

– Azure security centre also uses AI and automation to identify threats, inform the users, and
streamline threat investigation [11]. Similarly, AWS has an Amazon Inspector to perform an
automated security assessment of the applications deployed in your AWS account, check
the security compliance and enforce security standards [8].

With this model, the end­user or the organization will be able to develop tools and measures from their
side to maintain security in the cloud. However, the analysis mentioned that the organizations focus
mainly on technical problems rather than organizational problems like resource allocation, knowledge
sharing, andmanagement tomaintain the organization’s security. Hence, the solution or concept should
be more focused on the customer requirements presented in the analysis.

5.4. Initial Concept ­ Solution
In an organization, the cloud migration process would be similar for all the teams on a macro­level but
moderately different on a micro­level. The requirements, strategy and resource distribution would de­
pend on team size, current infrastructure design, knowledge level and qualification of the employees,
current workload, and the budget for a particular team. The better way would be to turn the require­
ments into a business case and proceed with further steps. When a business case is created for a
team, respective resources from different groups will be assigned to this business case. It will be their
responsibility to ensure the fulfilment of all the requirements of a team.

Keeping this in mind, the initial concept was designed. The idea is named ”Cloud Catalyst”, with the
primary intention of assisting the critical stakeholders during cloud migration at an organization. The
concept can be designed as a platform that acts as a single interface for essential stakeholders to com­
municate, analyze, plan and execute cloud migration to achieve the goal. In addition, this platform will
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help streamline cloud migration and be developed in collaboration with the execution and assessment
team. The research analysis shows that limited communication, Lack of resources and an experienced
advisor, and Lack of knowledge lead to security risks in an organization. Hence, the streamlining of
the process would disable such issues, leading to a secure architecture and system design.

The following subsections describe the features of the concept and the evaluation of the concept with
the various stakeholders.

5.4.1. Features
The requirements mentioned above has been translated into features, as shown in Figure 5.5, which
will resolve the critical challenges analyzed in Section 5.1.

Figure 5.5: Requirements Features translation

Knowledge Base
The literature study mentioned a lack of knowledge about security and cloud computing and revealed it
during data analysis. There are multiple sources of knowledge in an organization. Cloud migration is a
complex process with numerous stakeholders, as shown in the study, and these stakeholders also act
as a knowledge source. With this much knowledge flowing in an organization, it is crucial to managing
it; otherwise, it won’t be put to the correct use.

With multiple CSPs, and each CSP providing different services, there are numerous security configu­
rations and controls concerning the secure deployment of these services. Therefore, the requirements
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were to provide insight into these controls to mitigate the security risks triggered by insecure systems.

To solve the above difficulties of the teams in an organization, a knowledge management system (KMS)
needs to be created as the first step to improve the migration process. According to the research of Pee
and Kankanhalli [58], it is also a critical feature because knowledge management is essential for or­
ganizations to enable an agile business environment. Knowledge management is a complex process
and involves the three aspects of the improvement model, people, process technology. Therefore,
the system should have defined objectives and practices for the three aspects and help organizations
achieve their goal. The authors have defined five stages of knowledge management, i.e. aware, de­
fined, managed, and optimizing [58].

In the current scenario, the security controls and other information have been managed on different
platforms and tools, which creates difficulty for teams to find such knowledge. However, this shows
that the organization is in the second phase and is aware of developing expertise and are managing it
in a complex way [58]. Furthermore, the multiple platforms show that they have defined a basic level
of infrastructure supporting knowledge management [58].

But knowledge management is not tightly incorporated as an organizational strategy and not supported
organization­wide [58]. This is clear from the identified challenges in Section 5.1. Cloud Catalyst can
act as a knowledge management platform, where different teams can contribute by developing knowl­
edge in a structured way. For example, the execution team can generate knowledge about security
consisting of existing security controls and principles concerning the different cloud services used at
Rabobank. The security controls can be further categorized corresponding to the categories provided
by the CSPs, as mentioned in Table 4. The security controls will include the rules provided by the CSP
and the authorities designed to keep the organization’s security standards in check. The participant
team can identify and access the type of controls needed for their scenario. In addition, the organiza­
tion can optimize knowledge management by supporting institutionalized knowledge­sharing culture;
organizational members are motivated to contribute valuable knowledge to improve the organization’s
performance [58].

Information Centre
Knowledge sharing between teams was an evident requirement from the data analysis, and it is also
essential. The groups that have successfully migrated to the cloud can record their requirements,
strategies, and steps to fix the migration problems. The evaluation and analysis of old projects will
help the other teams understand the chosen plan and actions. It will also help understand the mistakes
made in the past and help other teams not repeat them. Therefore, another feature of this concept
would be to act as an information centre.

Cloud Catalyst can act as an information centre and assist in analyzing the requirements and show
similar business cases of previous projects. The teams can also request sessions with the groups
related to previous projects; hence, the platform will enable knowledge sharing within different teams.
This would also help the teams understand the reasoning behind choosing a particular strategy for the
migration process or a combination of security configurations for the services. In addition, the platform
will also contain information about the different migration phases and an essential guide to the teams
thinking of migration.

Planning & Stakeholder Management
Another visible challenge revealed from the data analysis was improper cloud migration planning for
the teams and no go­to person for numerous security­related queries. Participants presented require­
ments like proper architecture, proper planning and an efficient risk assessment process. Hence, the
next feature which will be essential to consider would be planning.

Cloud Catalyst can act as a common ground for the teams to provide their requirements concerning ar­
chitecture design and enable continuous feedback. Furthermore, the teams could track the architecture
design’s progress and provide input and feedback regarding various components’ inter­dependencies.
Thus, cloud catalyst can act as a platform where different stakeholders can interact and provide feed­
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back on the ongoing process. This continuous knowledge sharing and feedback with associated stake­
holders would lead to a better migration process [49].

Another aspect of planning would be continuous communication between the stakeholders and manag­
ing them. The platform can assign individuals from different teams like the execution team, assessment
team, planning team for the participant team. These individuals would be point­of­contact for the teams
and ensure their queries related to security controls and their implementation are resolved to ensure
timely infrastructure migration.

This feature would facilitate proper planning of the migration at a micro­level and continuous commu­
nication between stakeholders. In addition, this would lead to the design of secure systems complying
with the standards and regulations set by the organization and external stakeholders.

Learning
Learning is the first and utmost important step when an organization goes through a significant tech­
nological change. Learning and skills refinement of the employees is very critical while adopting new
technology. This is also the first aspect of the People, Process & Technology framework that has been
adopted for this research analysis. It is essential to make sure that the human resources have knowl­
edge about various aspects like what is cloud, why cloud, and how cloud. The first question on why the
cloud is already done in the first phase of cloud migration explains the organization’s mutual benefits to
the cloud. The second question is what is cloud has to be done by the teams by exploring the different
certifications program. The CSPs provide numerous certifications to get hands­on experience. This
tool will help track other teams’ skills levels and ensure that teams have sufficient knowledge before
starting the migration process. The third question, i.e. how cloud has been answered via the other tool
features as a knowledge base and information centre.

5.4.2. Evaluation
The evaluation is intended to observe and understand how the stakeholders perceive the concept,
Cloud Catalyst, and the data analysis and findings leading to this concept. Another objective of this
evaluation is to validate the data collected regarding the migration process and make the various stake­
holders aware of gaps and challenges. The assessment will be carried out using the researchmethodol­
ogy, structured interviews, as discussed in Section 2.2.2. Participants from the previous group sessions
were asked to participate in the evaluation process. The interviews were one­on­one, and two­on­one
based on the availability of the participants and the transcripts can be found in Appendix C, Appendix
D and Appendix E

Mixed feedback was recorded from different stakeholders. Participants presented their opinions re­
garding the data collected and provided additional information regarding the findings, i.e. identified
challenges, risks and requirements. The participants also gave valuable feedback on the initial con­
cept to tackle the identified challenges. This feedback will be implemented in the recommendations for
the organization.

They agreed on the identified challenges and further elaborated that Lack of experts because of re­
source shortage or Lack of planning in the process points to the inefficiency of the migration planning
and could be taken care of by the planning feature of Cloud Catalyst. They further explained that there
are multiple channels to gather the needed information; hence, it is difficult to clarify a single query
in the process. They highlighted an important aspect of stakeholder analysis: business units should
be included as internal stakeholders and explain the business risks to the developers. This could be
solved with the stakeholder management feature of Cloud Catalyst. They further added that several
initiatives had been started as part of the organization, but the teams are unaware of such actions.
These initiatives could be made available at a common platform acting as an information centre.

The participants agreed on the security risks triggered because of the analyzed challenges. They sug­
gested that other than monetary loss, these risks would also affect its reputation if the news of such
security incidents goes out to the media. They also added that these security risks are interrelated.
This showed that people within the organization are aware of such security risks and are open to a tool
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or a platform to mitigate those risks. This makes it clear that the concept, Cloud Catalyst, would be
helpful for an organization.

The participants agreed to the inefficiency of the current migration process by stating that ”the process
is all over the place” and that Cloud Catalyst, as a tool, could streamline the process. In addition, they
mentioned that the CSPs have a common standard of security, which should be customized by the or­
ganization, rendering to its security standards. They too said that ”Customer – Responsible for security
”in” the cloud” should be done by the different teams involved in the process.

Lastly, the participants suggested the features of the prototype. They recommended that the informa­
tion centre be presented as a channel to answer the queries regarding the migration process. They
also indicated that the information centre could be a promotional aspect for knowledge sharing and
motivating other teams based on their story. To further encourage the knowledge process, the partic­
ipant also suggested a points system for knowledge sharing. Additionally, they suggested creating a
prioritization order to implement the feature based on their order in the migration process. The par­
ticipants supported knowledge sharing by stating that members of teams that have already migrated
to the cloud could assist other groups in the migration process. However, the participant mentioned
his doubts about implementing one platform, as different stakeholders are responsible for providing
knowledge about different migration phases.

The participants disagreed with the learning aspect of the concept. They stated that the certification
courses of different CSPs are based on working with additional services. Still, the teams are looking
for knowledge on the integration of various services. In addition, integration and networking affect the
security aspect of migration, and hands­on learning is needed.

The mixed feedback made it clear that it is impossible to develop one platform to cater to all the require­
ments. Instead, the organization can implement the designed features in phases. In phase 1 focuses
on knowledge management & resource allocation along with planning. Phase 2 would be developing a
database of successful migration stories to build an information centre. Phase 3 could include creating
a point system to motivate and enable the learning process in the teams and coming up with a new
learning program that explains and assists in the integration of the services.

5.5. Conclusion
The findings of the data analysis were discussed in detail in this chapter. Identified challenges were
classified into two categories, i.e. technical and non­technical challenges. Both the categories are
equally crucial for safe and secure migration. Although, the study made it clear that the organization
faces more non­technical challenges than technical challenges in the migration process. These non­
technical challenges like lack of resources, lack of knowledge, and knowledge sharing are overlooked,
and the organization fails to weigh in their impact. Multiple security risks like data loss, data breach,
insecure systems, service discontinuity can be provoked because of these non­technical challenges. A
correlation was done and presented in Figure 5.3, showing that multiple challenges lead to numerous
security risks.

Another critical finding is the requirements of the teams concerning the migration process. These re­
quirements were categorized and prioritized using various methods. The prioritization was done using
the MoSCoW method to decide the ranking of the priorities and which ones to be considered first. The
categorization was done using the shared responsibility model because cloud security is CSP’s and
end­users responsibility together. The CSPs have adopted this model; hence the other stakeholder
should also adopt a similar model to process the requirements internally.

Finally, the requirements were translated into features of an initial concept known as Cloud Catalyst.
The four significant features are knowledge base, information centre, planning & stakeholder manage­
ment and learning. These features were presented to the stakeholders, and they agreed on most of
the features and their descriptions. In addition, they made suggestions and additional feedback, which
will be implemented in the next chapter as recommendations.
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The solution was designed after analyzing the data gathered from one specific organization, Rabobank,
but other organizations can also adopt it. Furthermore, the literature study has validated identified chal­
lenges and risks; hence, the solution can be generalized and customized based on the organizational
factors.
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Discussion

Essential components of the thesis have been discussed in this chapter. The thesis is first reflected
upon in Section 6.1. Following that, in Section 6.2, the contribution of such research are noted. After
that, in Section 6.3, the thesis’s limitations are examined. The future study focus and recommendations
for Rabobank are then discussed in sections 6.4 and 6.5. In conclusion, Section 6.6 talks about the
relevance of this thesis to the master’s program.

6.1. Reflection
Cloud migration is an essential and complex process for any organization. Multiple stakeholders are
involved in this process, dealing with numerous sub­processes, and driving those processes with ad­
vanced technology. The use case, Rabobank, was used to gather the data and analyze it. The analysis
showed that an organization faces numerous challenges during cloud migration, starting from lack of
knowledge about security principles and controls concerning cloud, lack of measures for data migra­
tion, lack of communication between stakeholders, and disorganized sub­processes like planning &
risk assessment. Further, primary stakeholders like the planning team, assessment team, and security
team are not aware of these challenges faced by the participant teams.

During the research, it was found out that these challenges are faced by multiple teams and also trig­
ger security and other risks for an organization. Security risks like data loss, data breaches, insecure
systems could lead to monetary loss and affect the organization’s reputation. However, since there is
a timeline planned to migrate the infrastructure, these challenges and security risks are ignored in the
process.

The research also revealed multiple strategies to migrate to the cloud, and they differ from team to
team. For example, if the team decides on the SaaS model, they would consider re­purchase, but if
they choose IaaS, they will use re­host. In addition, the lack of knowledge within teams could make
the decision­making process difficult for them; hence, they need a well­experienced advisor.

The requirements gathered from the data analysis also showed that teams in an organization want
the management to focus on non­technical challenges. These requirements were translated into a
conceptual solution for the organization focusing on four features, knowledge base, information cen­
tre, planning & stakeholder management, and learning. On evaluating the concept, it was found that
there is a need for such a solution or a unique platform dedicated to cloud migration. This platform
would open communication channels, enable proper knowledge management, and motivate teams to
migrate to the cloud with adequate planning and learning. In conclusion, the idea of Cloud Catalyst as
a platform could mitigate the crucial challenges faced in cloud migration.

Rabobank, as an organization, is investing considerable resources in the field of technological, organi­
zational and business innovation. This thesis, in collaboration with them, has produced fruitful reflec­
tions for them as an organization. The identified challenges and requirements provided them with a
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clear picture of the cloud migration process and its complexity. The designed concept was discussed
with the recognized stakeholders at the bank and made them aware of the gaps and challenges in the
current process from a security perspective.

6.2. Contributions
The literature review revealed that various researchers and organizations have improved and advanced
the cloud migration process. Different processes and strategies were discussed based on the technical
aspects of the cloud migration, i.e. type of deployment model, cloud service provider etc. Since migrat­
ing to the cloud is a substantial organizational change for any institution, technical and non­technical
factors should be considered. Therefore, such a case study of a financial institution like Rabobank
throws light on the importance of non­technical factors in the process of cloud migration.

Security is the key concern of organizations, and organizations innovate by developing numerous mea­
sures and actions to keep their infrastructure and data safe and secure. Different stakeholders are
responsible and apply stringent laws and regulations to keep the data secure. When an organization
decides to enable innovative technology like cloud computing, the apprehension of security rises. The
significant threats and risks come with data migration, data security, authentication and authorization,
integration of multiple CSPs, lack of resources etc. But other factors are shadowed by these process­
related issues. By effectively focusing on the people, process, and technology framework, this research
shows that researchers and organizations miss the first step, i.e. people aspect. This aspect focuses
on the learning and skills of employees, communication between stakeholders and knowledge sharing.
These issues fall under the non­technical category but affect the security of the infrastructure and data.
Hence, this thesis provides a platform that focuses on the learning aspect of people and knowledge
sharing in a technological change.

This concept can be used as a single platform to enable a uniform migration process and facilitate open
communication and knowledge sharing within an organization. Additionally, this thesis has made dif­
ferent stakeholders aware of the concealed challenges and their security risks in the migration process.
Therefore, it would better support the participating teams during migration, leading to a successful and
secure migration.

6.3. Limitations
The research methods, literature, and concept design all contributed to the limitations of the thesis.

• Because of the current covid­19 problem, the research approach had to be changed. The ap­
proach needs to be adjusted from a typical study to virtual group interviews with team members.
The current working environment prevents scheduling interviews with multiple teams at once.
While there could be some drawbacks in analyzing data from similar groups with similar ideas,
the research pointed out the impact of non­technical factors on security.

• The research was also confined because of the small sample size. This may or may not be
crucial to an exploratory study on cloud migration problems. However, it can be a drawback
during the evaluation process as all the stakeholders could not be consulted, leading to better
conceptualization and visualization of the solution.

• The sample size was limited to people from a specific background at the company. The teams
were chosen to keep in mind their affiliations to the legacy and cloud infrastructures. This would
lead to pointing out the obvious security risks in the process.

• The data collection, analysis and validation was done within the settings of one organization. The
identified challenges, risks and requirements would have impacted more if more organizations
could contribute to the analysis.

• The concept was designed keeping in mind the requirements of one stakeholder, i.e. the partic­
ipant team. Even though this team is affected the most and has the most significant interest in
migration, the concept should consider the needs and requirements of other stakeholders like the
planning team, assessment team and execution team.
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6.4. Future Research
The thesis is concluded by providing some suggestions and recommendations for further development
of the concept and streamlining of the cloud migration process:

• The research study revealed a big gap in the research, i.e. overshadowing non­technical factors
concerning security of the infrastructure & organization. This was pointed out in the literature
review, as well as in the organizational study. The researchers need to change their perspective
from technical to organizational factors while assessing any organizational change.

• The framework used in this analysis was People Process & Technology, which is considered
as a process improvement model. Here this model was used to study technology adoption and
migration, which many researchers do not use. In addition, this model provided impacting re­
sults; hence, the researcher would recommend using such models for analyzing organizational
changes.

• To conduct a similar study with other organizations in different industrial sectors. Security is one of
the primary concerns of all industrial sectors, and such non­technical factors might be overlooked
and impact the security of other sectors. Like the security team, the other identified stakeholders
can play an essential role in drawing a better correlation between non­technical and security risks.

• The concept’s features could be developed and automated efficiently using innovative technolo­
gies like machine learning. For example, as soon as a team registers to migrate to the platform,
the knowledge base can show relevant content to understand in the initial phase, like knowledge
about different CSPs and their services.

6.5. Recommendations
• The development of the concept into a platform could be done in different phases as suggested
in Chapter 5. The organization need to include all the teams in the loop and take continuous
feedback during the prototype development. This would ensure the feasibility and scalability of
the prototype.

• To make the current migration more secure, stakeholder management and knowledge manage­
ment should be taken care of by the organization as a priority. Stakeholder analysis is an im­
portant aspect of an organizational change, and knowledge management is essential when an
organization shifts to new technology.

• The organization could evaluate the previous projects and report the challenges faced and solu­
tions provided. This would ensure proper planning and resource allocation from involved stake­
holders. It would also make sure that the new teams do not repeat the mistakes made in the
past.

• An organization should focus on the people aspect of the improvement model and invest more
into the learning and knowledge management within and between different teams. Multiple stake­
holders are responsible for the knowledge sharing, but they are not aware of their roles and re­
sponsibilities in the process.

6.6. Relevance to MOT Program
This thesis was completed as part of the TU Delft’s Management of Technology (MOT) MSc. pro­
gram. This course focuses on the ways students can investigate and understand technologies leading
to better processes, productivity, and competitiveness in an organization. The thesis specifies cloud
computing as technology and explores the challenges and security risks an organization faces in the
transition phase to cloud, with Rabobank as the use case for the case study.

The thesis weighs in on the relevance of mitigating non­technical factors as they also trigger security­
related risks in an organization. The analysis has been done by applying knowledge gained from the
MOT courses such as Leadership and Technology Management, Digital Business Process Manage­
ment, Research Methodology, and I & C Service Design. As a result, a research study like this is critical
for the MOT program because it directly relates to its primary goals.
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Conclusion

Cloud computing is one of the state­of­the­art technologies that has led to considerable transforma­
tions in an organization. Its numerous benefits like scalability, cost­efficiency, security, robustness are
making many organizations migrate to the cloud. However, the process of migration is complex as it in­
volves migrating the infrastructure and triggering process and organizational migration. This is followed
by numerous technical and non­technical challenges that impact the security of the organization. This
research study has explained the concept of cloud computing, cloud migration process and strategies,
the various challenges an organization can face in the migration process, the security risks posed by
those challenges, and finally, a concept or proposal to mitigate those challenges.

Along with this concept, this study also revealed a considerable research gap in the research method­
ology using the people, process& technology framework. The gap revealed that researchers and orga­
nizations focus mainly on technical challenges and weigh in the security risks triggered by them. The
non­technical challenges like lack of resources, knowledge sharing, limited stakeholder management
are overlooked. This study showed that these issues could also cause security risks like data loss, vul­
nerable systems, and unauthorized access to systems and data in the migration process. Therefore,
the concept was designed by prioritizing the requirements from these non­technical challenges. Four
essential features were discussed as a part of the solution: knowledge base, information centre, plan­
ning & stakeholder management, and learning. The suggested concept was evaluated and showed
that organizations need to enable knowledge sharing, open feedback and stakeholder management in
the initial phase of migration to mitigate security risks from the beginning.
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A
Interview transcripts – Interview 1

Researcher: As I mentioned I am the security innovation intern and my research deals with cloud mi­
gration and security. Today’s session will be conducted in process with the Rabobank’s AI method, i.e.
appreciative inquiry method. So just a small introduction about the method as well. There are 5 steps
in the Rabo AI Dialogue method. The first one is define, so I will give an introduction and you can as­
sociate with the topic, so everybody will have to type a word to show how they associate with the topic.
And the second step is discover, everyone has to share a personal experience regarding the research
question or the central question. The third step is dream, so this is where you have to visualize how do
you see the future, how do you see the solution happening. The fourth step is design, as in what and
who are needed to achieve the dream, basically who do you think could help with achieving the dream.
And the fifth one is deliver, that is how do we make concrete plans regarding the topic. So there are
few rules of conversation for Rabo’s appreciative inquiry dialogue. These are the rules:

Allow the person to tell his or her story. We appreciate the story and we do not judge anyone, it’s a
discussion, not a debate. Ensure everyone gets an opportunity to speak. And be respectful and kind.

So moving down to the research objective, as we know it is Rabobank’s strategy to move most of their
services to cloud by 2023, and in the process there are so many risks and challenges faced by the
organization and the different teams within the organization, so which brings to my research objective,
“to investigate security­related risks and challenges faced by Rabobank in cloud migration and innova­
tivemeasures and socio­technical tools to overcome these challenges.” And this is the central question:

“What opportunities and possibilities do we see to mitigate the security­related risks in cloudmigration?”

As per the process, I am supposed to put the question in the chat. This is the central question and now
we move to the first phase, which is define. As we know this is the central question and we are aware
of the research objective, you guys have 2 minutes to think what is the first thing that you associate
with this question and at 1:13 pm everybody will type it and send it at the same time.

Okay, send.

Participant 1: version control ;standard role based access; easier rollback

Participant 2: opportunity : AI

Participant 3: Already discuss the migration with our source providers, and include it in the Data Deliv­
ery Agreement.

Participant 6: Implement access control
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Participant 7: Ubiquitous security management

Participant 3: Ask the source data providers if they see any risks

Participant 4: Missing or weak authentication leave organizations exposed to security risks

Participant 5: data encryption and identity access; safe user access

Participant 3: Some encryption to transfer the data from on­premise to cloud

Researcher: Is everyone done with the association part?

Now we move to the next step, so you have to elaborate your experience with the associated text you
mentioned or your personal experience concerned with the central question. Let’s give 2 minutes of
time to think about a personal experience and we will start at 1:16pm.

So any experience or incident which happened with the association you mentioned. If you have any
incident regarding the associated word, or regarding the central question that is also fine.

Participant 5: The thing is that we, for example I mentioned data encryption and identity access man­
agement, that first pops in my mind when we talk about cloud. The cloud is in the public cloud so it
means that it is quite vulnerable and can be easily manipulated or hacked. That’s what raises concerns
for any organization when you are moving your data to the cloud. It contains a lot of confidential data
as well and if you are moving the data to a cloud provider like Azure or AWS, they are public cloud, so
we are not the only organization putting our data there but there are other organizations as well. And of
course it is in the public domain, it’s on the public internet and all those things, so there is a quite good
chance someone can breach and can access the data. So that is something that you know first came
to my mind, what about the data security and user access management. Of course we are working
with Rabobank, and with financial institutions, this become much, much important that the data is all
safe and secure.

If I have to say about the real life or practical experiences, within our team I am not sure how much you
are familiar with the progress of current cloud migration thing, but we are still starting with the migration,
so we haven’t started using the cloud platform. We are still in the process of migration, learning at the
same time what are things we have there. I said this point because I see how this becomes more
important to public cloud to have safe your data and have proper encryption of your data. So that there
are less chances so we can mitigate the risks of breaching the data and also the proper user access
so someone should only access the data only when they have proper authentication and authorization.
So does this answer this question?

Researcher: Yes. So this session is for you guys to speak up, there is no right or wrong answer. What­
ever comes to your mind, regarding the central question or the text you mentioned in the chat.

Participant 6: As to what Participant 5 was saying, I have something similar that popped up in my mind.
When we were working on the hackathon for the team involvement, we were assigned in groups, so
that directly links us to Rabobank. We had to encrypt the data if we wanted to do some testing in the
cloud, so I think data encryption pops up for me as well.

Participant 3: Add on to that, I also talked about encryption, also something we already do to mitigate
the risks like we are not the data owners, we are data warehouse, so the source provides data to us.
So to already inform that we are doing cloud migration and also ask them the risks they see to get an
overview of it.

Participant 4: Yeah the same way the data leakage problem when you go to the cloud, so I thought the
authentication and everything should be well defined.
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Participant 1: Ah yes, the question is basically migrating to cloud we encounter some security risks
and what cloud tools can help us mitigate those risks. One risk that we encounter at the moment be­
cause we are in the phase of transition is to make the on­premise design with on­cloud design in sync,
therefore we don’t miss any alignment of the design. And how we try to mitigate these risks of missing
something, try to share the knowledge into the group together. And it is based on the version control,
the first topic that I mentioned. And we try to be really commitment to do that, as much as we can.
And may be in cloud there will be some tools to help us to monitor in real time that how much you
differentiating from the different times to detect in the migration phase much faster and much easier.
And one point I mentioned about easier roll back because when there is version control then you can
also mitigate the risk of doing a mistake or missing something so you can easily roll back and again it
depends if we use version control in the cloud or not. This is actually what we are practicing.

Participant 2: I mentioned AI because I was triggered by the fact that you mention in your question what
possibilities and opportunities do we have. Well we know hackers are weaponing AI and to hack the
organizations it is also to know that AI can be used as defensive mechanism, so I saw that of course
it is not the general way to do it. But it is a field that is growing and will be growing and that is an
opportunity to learn about that as well.

Participant 7: Something we can think about is that eventually the boundary between on­premise in­
frastructure and cloud infrastructure would be blurry. I mean at some point you cannot say where
on­premise ends and cloud starts. So as fast as you can think about the cloud, it is so convenient
specially about the security of the data itself but when you think somehow deeper you understand that.
On­premise you have a virtual machine at least this is our case, we have some virtual machines with
some databases we work in them. So there can be some sort of cloud infrastructure and to be honest,
I am not sure where on­premise begins even now and when on­premise ends and cloud begins and I
am guessing that in future this boundary will be more blurry and eventually gone.

Participant 5: I can share something, within the Rabobank, because all these concerns about the same
data access, encryption and from which network we are trying to access the things, the cloud has this
concept called security in­depth concept where we have multiple layers of security for the cloud. So
the thing is that, in cloud, I am talking about Azure because I know more about Azure. So in Azure
we have this Azure Policy feature which means you are defining some policies which is going to be
applicable for the whole organization. So one of the things which we can say when it is not allowed to
move your production data to development environment in cloud because there you have other require­
ments compared to production. Production is more safe, production has more limitations, production
has read­view and not the write­view. So there are a lot of other things that nobody who does not have,
so anyone who does not have an access to make a modification cannot do the things in the production,
so there are a lot of limitations when we see in the production environment and development environ­
ment in the cloud. Similarly, you cannot directly provision any resource like deploying let’s say any SQL
database or anything directly on a production machine. You have to go via pipelines because they are
all under the audit things, so every pipeline is under audit and cannot delete or move the pipelines, and
that’s something I learnt that okay it is not allowed to delete any pipelines to provision a resource on
the cloud because everything is under monitor, and is under auditing. So it is continuously monitored
as in who is doing what on the production and what sort of data you are pushing to the production, and
what sort of data you are pushing to the development. That’s one thing and of course there are two
ways like one thing is you can push the data from on­premise to cloud and the other thing is that you
can push data from cloud to on­premise. So let’s see you can see there are two paths and getting the
data from cloud to on­premise, there are lot of security and restrictions, but when you move the data
from on­premise to the cloud, there is a different set up. So those are the some of things that I came to
know and I learnt in the process. That’s how we are making sure we are doing every possible way to
make the data safe and proper access management in a safe network environment so that you should
not enter the network, with a machine or IP address that are not allowed or which should not be there
in the network. So all these things I recently came to know in more details how things are happening
within the Rabobank so that the data is safe in the cloud.

Researcher: The next step is dream, it’s what you would think, given a chance there are no obstacles
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or problems in your path, what would you think be the ideal situation? What would be the ideal situation
in your dream, if there were no obstacles?

Participant 2: So I was dreaming of a self­running AI software, just scanning our access or infrastruc­
ture cloud or on­premise for vulnerabilities and attacks and that is just reporting those incidents or those
warnings to human colleagues. They can decide, so it helps in their tasks and work. And in the same
time it would do lot more checks, the human kind would be able to do. That would be my dream.

Participant 1: automatically mapping on­premise security setting to the cloud environment; receiving
automated warning notification or recommendation for the security setting in the cloud; Have a real­time
metric for the level of security maturity of our applications on the cloud Participant 3: When starting the
migration we can work side by side in the same location, so we have good communication during the
migration process. And when issues pop­up everybody will be informed instantly.

Researcher: It would be good if you could elaborate those solutions.

Participant 1: Similar or follow up to what Participant 2 mentioned. That could be also what you call a
dream, that the cloud provider could provide us with some metrics and also recommendation to make
our security risks more mature in our application in the cloud. And also it was kind of super dream that
it can automatically map our security settings on­premise during the migration to cloud, so we don’t
have to again so that we don’t have to again do it ourselves. May be it is too much request from the
cloud provider, but yeah that would be a dream.

Participant 3: Yeah, I thought also when we start migration, we can work side­by­side, so we are in the
same location. It would be really nice if it is a villa in Spain. That way we could have good communica­
tion and if something pops up, everyone will be informed instantly. It will be easier for us through the
whole process.

Participant 7: I think the best ideal situation regarding the cloud is not to worry about the security issues.
As most of the concerning points mentioned by our team are regarding security and data breach, so I
think the most ideal situation, one can imagine with cloud is to work with it without worrying about too
much complexity, and too weak security.

Participant 4: For me, getting clear picture from the cloud competence centre about the security, what
level we need to apply for which application or which type of data very clear upfront before we start
exactly our development. Then definitely it is a dream because we won’t come into any problems later
like data leakage or not applying the correct principles later. That’s really a good thing, sometimes we
do miss for few data or for few stuff, so everything going smooth is a good dream.

Participant 6: For me the ideal situation would be where we don’t have to worry about any data related
security from the cloud provider or also within Rabobank because they also have some restrictions to
go, so then it will be great. So we can just do our thing with the data.

Participant 5: For me also, similar to the others, they mentioned. So for me like as a participant team,
the ideal situation would be to focus on all the other things, and for the security part we can have more
clear guidance. Also at the same time, it is not only okay to what you shouldn’t do but also how can we
do that, just a bit more guidance and support on that front. To understand all this security stuff around
this cloud is quite vast and at the same time also keep letting us know where we are lagging or where
we need to improvise more and getting a continuous support from them. So as a participant team, we
can focus on other stuff as well.

Participant 6: In general when you are going to the cloud, by default we have to do some security
settings, and also as an organization, within Rabobank, depending on the data you may have settings
that we need to and also with respect to data, so if we don’t have to worry about it too much, I think
that will be great.
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Researcher: Anybody else wants to share something else? Moving to the next phase, that is Design
phase. In this phase you have to think of how your dream can come true. Who and what is needed to
realize the dream of yours?

Participant 5: Yeah I think what I said for the last question that as a participant team, so the thing is that
it becomes very much important, of course the security is of top most priority to any organization to have
on the cloud but what I want to just continue from what I said for the last question is that it becomes
very important for any team who let’s say if I talk about our team we are not the security experts, we
don’t have that much of expertise in security domain because we are just a participant team. Let’s say
a team who is responsible for bring all certified BI and data warehouse stuff, just we are the team who
wants to use the applications available on the cloud. So we have our expertise there, and may be not
much on the security domain. So it becomes very important and would be helpful to get a support, to
get a guidance from time to time, sort of a continuous guidance throughout the journey for the migration
process, regarding the security, and what we have implemented and how it can be improvised, how it
can be better. So, that as a participant team we do not have too much worry, or reinvent the wheel to
figure out. Of course you can go to the internet and read the things, but when it comes to the practical
implementation things are always different. So any team that has experienced implementing those
security stuff, having expertise in the security, they know in and out of the concepts, having a support
from them for sure help us a lot.

Participant 1: The AI monitoring and recommendation application will be created with assessment team
to assists the migrating teams on following checklists and standards. Like an onsite advisor

Participant 3: Ask our Scrum Master too book a room for when we start the migration. Get enough
dedicated time within the sprint to really focus on finishing the migration successfully.

Participant 1: My dream is also Participant 2’s dream. Using AI, possibility of management, monitor­
ing and also taking the burden off our shoulders when actually going to migrate to the cloud. Cloud
monitoring tool and AI recommendation tool, may be can be created by assessment team or another
team that help us in pace up migration. As Participant 5 already mentioned, we don’t need to put up
a lot of time to find out what is the best way, what is the correct way and how to redo the things we
already do, because further may be we make a mistake or so, it would be not safe. So more of an
onsite advisor, but if it can be automated or programmed based on the AI, which could be much more
scalable. Because currently we have this challenge, that we don’t have access to well experienced
advisors in practice.

Participant 3: For my dream, I would want scrum master to book a room at Rabobank for when we start
the migration, and get time in the sprints to finish the migration. And it will be good to have a good in­
ternet connection and things like that. From the Rabobank side, we don’t have issue of the check point.

Participant 6: I think I will go next, so who and what is needed. From who perspective, it will be nice to
have some go­to person that we can ask for any question with respect to security or architecture of the
cloud. And what is needed as a team for us, more knowledge and information. There is always nice to
have a someone to go­to.

Participant 7: I can go next, needless to say we no need to worry about security and complexity of the
cloud. So I guess to reach that point, in my idea if we look into any product, your first found is compli­
cated, not user friendly, so when you go on and in the back the product itself gets more complicated
but the end­user, cannot feel it. So I guess, these things happen for the cloud, that the complexity or
should move to the back and we as end­users of the cloud will be comfortable in working. I think the
necessity is toying because eventually, or I hope the cloud will touch that point. And as Participant 6
mentioned, having someone who fully understands the cloud, can get you through.

Participant 4: Yeah I also completely agree with the team. We need to have the right point of contact
of expertise person, and of course the planning and the coordination plays a key role during the time.
Actually as a team what exactly we require is what is the data we have, what type of things we have,
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we also as a team should be very clear. And we need to be able to explain what do we want to the
point of expertise’s person. Then yeah of course definitely, we can achieve our dream.

Researcher: This is the last phase of the session. This is deliver, here we talk about the first step which
can be taken to achieve the dream we described.

Participant 1: Exploring the possibilities or existing of AI applications that help in monitoring and man­
aging the cloud migration risk; Suggestion of this solutions to the assessment team

Participant 1: My dream was to have an automated, in a way that it suggests or recommends us steps,
metrics for the security for the migration to the cloud. First it could be explored if such possibility exists
with cloud providers to build that, or how to build that. And then suggest it to the main advisory team
in the bank to the assessment team or also the security team. Participant 5 mentioned there is Azure
Security Centre at the bank, and may be that’s the best team for this suggestion.

Participant 5: It is a feature from the cloud provider. In Azure, we have security centre, which also
to some extent integrates the AI capability, which gives you time to time recommendation as to why,
which applications are at risk, which are vulnerable, things like that. Security centre and there is one
more thing, Azure monitor or something, they have some capability.

Participant 1: Can I ask you question Participant 5? Are there features also then help in migration
things?

Participant 5: These are open and available to any team to use. It’s up to the team to how they would
make use of these things but this is like one of the applications available to make use of, to continuously
monitor your risks, health of your applications and everything.

Participant 7: I want to add to Participant 1’s suggestion. It will be great to have some recommender
systems for usage and picking of the web services in Azure, something about the cost management,
so a recommender system for cost management. If they have some functionalities or the options you
have in Azure and it can be based on your choices and give you some options or suggestions. I really
think that can help.

Participant 3: The product owner and scrum master are going to need some dedicated time for the
migration, considering the overall planning process like for the rest of the end­users. There is some
form of expectation management during this time.

Participant 4: May for me, to know the existing source system, security principles, what they already
applied because these source systems are already in the cloud, may be going forward also. So may
be by knowing their already applied security principles, also helps us while migrating to cloud. So that
our data can be in line with their security principles. So knowing that information as a first step I think
helps us.

Participant 6: May be I can go now, so what I said for us one of the things would be knowledge of
the cloud. Also if someone can be there as a go­to person, so the first step, would be getting more
knowledge in the cloud and security aspects of it. Or already finding team or some dedicated person,
we can reach out to.

Participant 5: Yeah I think for me as well the same like to get in touch with or having some sort of
advisor to help us with the initial understanding of the security and what is expected from let’s say from
a participant team, who are just one of the let’s say who are going to make use of one or the other
application in cloud. And what are the different security recommendations, if those are defined at the
application level. That would be something to start with.

Researcher: Thank you so much for your time. We will schedule another session, once we have a tool
or prototype ready.
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Interview transcripts – Interview 2

Researcher: So there are five phases in the Rabo AI dialogue method. The first one is define

Participant 1: I am not a technical person, but I work closely with EXECUTION TEAM and the security
department to learn and to ask if the things are compliant. That’s from my point of view, Participant 2
knows a lot more.

Participant 2: From my personal experience from a couple of projects, I would say, integrate the archi­
tectural and the security vision with each other.

Participant 1: And they should do it, probably the execution team and the security partners.

Participant 2: And a good example is, do not use IP whitelisting, so taking away a security layer, that is
architecture, and security states security­in­depth, every additional layer should be there, so both are
completely clashing.

Researcher: So this is like the first phase, to talk about the things that come to your mind when you
look at the central question. The next phase is discover, so you have to elaborate your experience with
the associated word or the central question. So whatever you mentioned in the first phase, provide an
example of an experience with the associated word. Take time to think about the experience.

Participant 1: I experience a lot of procedures and questions, and security­related questions. As Partic­
ipant 2 said most of them are general questions, to occur within every team, and I was wondering why
do we have to answer those questions but it is also related to the thing Participant 2 said, integrated
architecture and security. Because a lot of stuff was general cloud stuff and not individual project items.

Researcher: So the teams who were migrating to cloud, they generally asked you these questions.

Participant 1: No, from security point of view, we had to execute cloud risk assessment, and they asked
us questions, about security, that in my opinion, were not project related but Rabobank related.

Researcher: So in general the security standards followed by Rabobank?

Participant 1: Yes, they should be applied to the whole Rabobank

Participant 2: I have a very good example with that one. When you have a SaaS application, software­
as­a­service, one of the benefits for the team should be that they do not have to assess the vendor
anymore because it is pre­decided. And you see the security officers ask me questions like what type
of encryption is your vendor using. One this is not a question for a participant team anyways. The
participant team do, is responsible for the type of software the vendor is running, and according to the
assessment team process, that is being assessed, by security, legal, vendor management, these type
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of teams, so you see a complete misalignment is there in the process. And operationally seeing, we
run into a lot of headaches, because of the misalignment.

Participant 1: And I experienced, that not the execution team share their knowledge and also the secu­
rity officers share what they know. But it was as Participant 2 said in the beginning not very click­and­go.
You should expect we have a kind of easy way for old, general stuff that we can use, but that was not
ready.

Researcher: Do you have something more to add to this, or should we go the next phase?

Participant 2: Frommy experience, it is the way Rabobank used to work for this, to make every team re­
sponsible for every aspect of application in the cloud, that means making general lists, and that means
that you are never having in­depth experience on all topics, which security requires.

Participant 1: Yes, another example and it is also security related, we are a reporting team, they ask
us to use anonymised data, but we are a part of a chain, and they ask it to every team. So we ask our
source systems to provide us with anonymised data, otherwise, we have to do it in our source system.
But our source system is dependent on other source systems, so what Rabobank should do it start
with the source systems and give them a deadline and then all systems that retrieves data from their
source system will get anonymised data at the time, but not make every team responsible. It is taking
a lot of time in discussion, it is very ineffective if you do it like this.

Researcher: I will go to the next phase, so the next phase is dream. What would be the ideal situation
in your dream if there were no obstacles? So what would be your ideal situation for a secure cloud
migration would look like?

Participant 2: My ideal situation is that they think about intermediate architecture being in place. So
you see we have a perfect architectural vision but there is no way of integrating all the components at
the moment, when you follow it. So then you need to reach out to global architecture as a single team
as to find out which solution few teams are using, so a more integrated approach within the infra team.

Researcher: So the architecture design, is it done by a participant team in the migration process or is
there a separate team for that?

Participant 2: We have an infrastructure platform centre, they have a cloud architect and then they
describe the architecture going forward. And creating architecture forward in place is like putting a dot
on the horizon and it has and it has all sorts of dependencies. And not all the dependencies are in place
yet. So you need to find a temporary solution to get your system up and running, which is delaying a
lot of teams and causing security risks as well. Researcher: And are these architectures designed on
the basis of requirements from the team or based on the high level overview that the cloud architect
already have?

Participant 1: Yeah, a very high level overview and as Participant 2 said, no intermediate steps in be­
tween. So an endpoint to reach that in a couple of years, but we have to deal the current situation,
functionality is not there, architecture, components are not there and what do we have to do then. If
I can dream, I would like to have an architectural team with a Participant 1: Yeah, a very high level
overview and as Participant 2 said, no intermediate steps in between. So an endpoint to reach that
in a couple of years, but we have to deal the current situation, functionality is not there, architecture,
components are not there and what do we have to do then. If I can dream, I would like to have an
architectural team with a vision, but also a team that can create components, and handle. And not only
from execution team but also from architectural point of view. Not only you can do this, or that or this
works like this but also advice, because you have some types of applications, and it would be nice to
tell an expert, that I have this type of application that he says well, concerning our components, use
this, this or this. For example, all teams have to figure that out and in all teams you have the discussion
as to what is best but you don’t have the knowledge.
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Participant 2: So we need more guidance, and hands­on guidance. For example, what would really
help us if security officers doesn’t give us a form to fill in without any guidance. And if you are looking
into the informational section, the security assessment section that we do in a tool called Sherlock, if
you look, it is a minimum of 96 questions including cloud. And if you have question on any of these
questions, you can click on the “i”, and then you are forwarded towards a sharepoint site with 90 pdfs.
And there is no way anyone can keep up with all those pdfs because they change as well. So you
really need a better guidance there. So to get more secure applications, the team needs to know what
they need to answer for those questions. And over the years, I have seen the distance between the
security and the teams is getting bigger instead of smaller.

Participant 1: And also for example, for a few projects we need to load files, to upload files to the cloud,
so we built a solution for that. We had to add security measures of course, and kind of architecture,
but it is very normal to load files especially in this phase, when not every application is in the cloud,
to load files from on­prem to cloud, otherwise you won’t get data in the cloud. So that the basic thing,
that every project will need, and for those basic functionalities, they can create a general solution. For
example, we also have to make corrections in the cloud, then we create a correction tool, and there
seems to be a basic, generic correction tool and we have to use that. But we have to build our APIs
ourselves, I am not sure if we can do that secure, but it is a basic functionality that all teams will need in
one way or another. They are the generic components that can be provided. And I think that will help
us in building faster and also being more secure.

Researcher: So you mentioned about transferring files from on­prem to cloud, so if such tools don’t
exist, is there a possibility that the files might get lost or file might get corrupted?

Participant 1: No, they won’t get lost but we have to build our own solution, and that takes time. If we
don’t build them, it is a risk.

Participant 2: Because we are building the same wheel lots of times, the question is if they are built in
the same, secure way?

Participant 1: And if security standards change, and they will change with time, every team will have to
apply the changes to their generic functionality. And if you have generic components, only one team
will have to do it.

Researcher: So what you are saying is a generic tool or component for the whole organization?

Participant 1: Yeah it would be better, more maintainable and cheaper. Sometimes it is very handy to
have an expert that you can hire only for one week, if you have any big problem, they can help you
hands­on, your teammates can help you hands­on. Well we have that, from Microsoft a guy, he is very
busy, but it would be nice to have a specialist that can support a team, hands­on specialist, not the
procedures specialist.

Researcher: So the next phase is design, you have to tell who andwhat is needed to realize your dream.

Participant 2: Let’s first start with a what I guess, what is needed is a closer cooperation between the
departments, not living in sidelines, and feeling a bit of responsibility for their sideline. That’s when you
get an integrated solution, instead of two solutions, remaining besides just pure of responsibilities. So
who, you need to get management on­board with this one. The other thing is who is going to fund this,
when you are trying to set up a generic team, it needs to be funded. Because they cannot cross­charge
it to a single team, because a lot of teams are using it. There is no dedicated budget because it has
to be requested for a purpose, and somebody has to pay the bill. So in the end we are paying a way
higher bill, because of no alignment upfront.

Participant 1: I think I agree with Participant 2. I think budget is one thing, but a hands­on generic team
would be nice. Atleast start now, with learning from the cloud projects that are already in the cloud and
try to find the generic components. And try to make the plan, that the teams can reuse and lower their
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budgets for maintenance.

Researcher: The last step is deliver, the first step which we can take to make an impact.

Participant 2: I would start evaluating some of the projects, which already went to cloud, and really
listen to them, what they are experiencing. And then create a plan going forward or decide that we
keep on doing the same way. So yes, I would start evaluating projects and see where they lose time,
where they lose the money because of time.

Participant 1: And focus on hands­on security guys.

Participant 2: That’s one of the bad parts as well. When we start requesting security people, they are
Raboank’s security people, they will be hired and they are not aware of the organization’s that was in
place. These people have a long learning curve because our infrastructure is not that easily set up
after so many years.

Participant 1: And may be organize knowledge sessions for starting teams about the first steps, what
are the basics of the security and really help the team with the practical knowledge, not theoretical,
not telling what we can or cannot do, but really practical information related to Rabobank’s security
standards.

Participant 2: Provide solutions instead of advice.

Participant 1: Provide solutions and knowledge about the solutions.

Participant 2: We have really good people on the security side, but the knowledge is not transferrable,
or it is being tested by asking the teams to fill in the security assessment questions. Believe me I can
fill all sorts of things in the security assessment questionnaire, and nobody is actually testing it. I see
that we have a pen test now, what they do is review but somebody will look into what’s code and what’s
actually being deployed. That’s a big way.

Participant 1: That’s a step forward, just to review and evaluate the projects to discover generic func­
tionalities. I think it covers smaller, bigger mistakes.

Researcher: Thank you so much for your time. We will schedule another session, once we have a tool
or prototype ready.
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Interview Transcripts – Feedback

Interview 1
Researcher: Hello, the main aim of this session is to summarize the findings of my thesis, and get
your feedback regarding the findings. Starting with the main research question, which is “How can
Rabobank mitigate numerous challenges and security­related risks triggered in the process of cloud
migration?” To answer this question, I have defined sub­questions to understand the current migration
process at Rabobank, different stakeholders involved in the process, challenges faced by the stake­
holders and innovative ways to mitigate these challenges.

These are the list of identified problems from the data analysis, no access to experienced cloud advi­
sors, lack of information on data carriers, lack of knowledge related to security, no inter­team knowledge
sharing, lack of measures for data migration, and the inefficiency of risk assessment in the migration
process.

Participant 1: So for the first point, the teams didn’t where to go or they went to some people and they
said we don’t have time or the availability to help you?

Researcher: Yeah so they mentioned that during the process of migration, there wasn’t one person
available to them to whom they can go and ask all the questions.

Participant 1: Okay, and they didn’t find it?

Researcher: Yes, they felt that kind of cloud advisor is not available to them right now.

Participant 1: Okay because there are advisors available at Rabobank. We have a specific program
and those guys are experienced engineers and you can reach out to them and say that you need help
in the coming weeks or whatever in getting started with the whole migration. They don’t have a lot of
resources, so that could be the reason. Or the information is not enough to support the team.

Researcher: Regarding the first point, team that has migrated to cloud, they said they didn’t have a
go­to person to whom they could talk to about cloud related queries. They asked around and they
received theoretical answers, rather than the practical ones.

Participant 1: Regarding the third point, the shift of responsibility is moving away from a centralized
team. The teams need to step up their games regarding security part and the whole development pro­
cess.

Regarding the fourth point, we have something called Cloud community, where we give presentations
and it has been hosted to now 1500 people, that are all doing cloud migration. So if you have any

72



73

problem, you can put it up on Teams and someone will definitely answer your question.

Researcher: I think the teams are not aware of such initiatives being taken. And that’s why such issues
keep coming.

Participant 1: For the last point, I think a team member is assigned to a specific team from the assess­
ment team and helps you go through the assessment team. And if some difficulty is faced or not cleared,
they should reach out to that guy. May be it’s not documented properly or not made aware to the teams.

Researcher: The next slide is security risks, containing security risks identified in the process like data
loss, data breach, insecure system, unauthorized system access, service discontinuity, monetary loss,
insecure APIs. The teams felt that there are generic tools to develop, and they are not aware of security
standards completely, this lead to insecure functions.

Participant 1: So these are the security risks that the teams pointed out. Did they have a follow­up after
that for insecure APIs?

Researcher: I am not sure. If they did, it wasn’t part of this process.

Researcher: In the next slide, I have created a correlation between the identified challenges, and the
security risks. It is clear that most of the challenges would lead to insecure systems, and that would
lead to data loss, data breach, etc. and these in turn would cause monetary loss.

Participant 1: It’s always about the money. But the other damage that the bank might face would be
their reputation. If these things go to media, you get negative attention.

Researcher: In the next slide, I have prioritized the requirements using MoSCoW method. The must­
haves are the ones to take care of immediately, should haves will be next, could haves, after that and
then the last category. These requirements have been gathered from the two interviews that I con­
ducted.

Participant 1: Regarding the one team to develop the generic components, we also discussed it some­
time back. Rabobank, as a company, follows anonymity of growing their own systems, rather than
going to a centralised team to create changes in their applications, because that would take a lot of
time. And now the possibilities we have in cloud, the teams are responsible for their own security but
also they can put up their own timelines to update or change the security of their applications. And
when you look at the past, with on­prem, you have to put up an RC or a change request to change your
application, and that could take 2­3 weeks. In that time they could get start the work on their own. It’s
like Spiderman, with great power, comes great responsibility. But this is the way of working Rabobank
chose. If the team is not mature enough, then they should not go to cloud yet. They should invest time
to gain some proper knowledge before they go to migration.

But it is interesting to see what teams have encountered.

Researcher: Next slide, is categorization of requirements which has been derived from the shared re­
sponsibility model used by CSPs. There are three categories, requirements for security in the cloud,
which can be taken care by Rabobank as a customer, and then the requirements for security of the
cloud for CSPs to take care of. One team had certain requirements using AI as a tool to make rec­
ommendations for the security controls and cost management. This is already been taken care by the
CSPs in the form of new services like Azure has azure security centre. The ones which Rabobank
can take care of, knowledge about various security measures, knowledge sharing within teams, trans­
fer of knowledge from execution team and other. These are the ones that have been focused for the
development of a solution. The common ones are safe and secure data and proper authorization and
authentic measures, which can be taken care by both CSP and the customer.

Participant 1: Normally it’s two layers in the shared responsibility model. So CSP is responsible that
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nobody can access the data and store it in a secure way. But as a customer you can check if the data is
stored in a secure way, if the data is encrypted. So this is a combined responsibility, but they are on dif­
ferent layers, like technical layer. The other one is where customer is responsible to check all the boxes.

Researcher: Okay, that’s a good feedback. I will keep the two layers.

The next slide is, I have translated the requirements into features for the solution. So knowledge about
security controls and data encryption can be translated into a knowledge base. Knowledge sharing
within teams and information about migration process, it can act as an information centre. Then archi­
tecture design, proper planning and efficient assessment process as planning & stakeholder manage­
ment. And the learning part of the teams can be translated into learning. The solution is still a concept
with these features.

I am calling the solution Cloud Catalyst, first as knowledge base or knowledge management platform,
teams can get access to different knowledge about security controls and principles, knowledge about
Rabobank’s security standards, and knowledge about different CSPs.

Participant 1: I think that’s one of the key point you have put out there. The information is there, but
teams find it difficult to access it.

Researcher: The second feature is information centre, when one team migrates to cloud, it is good to
see what other teams faced in the process of migration, learn from their mistakes. It is similar to how
you mentioned that resources like cost, time is wasted. The migration can be done properly if teams
are aware of challenges they might face. So the solution will act like an information centre, and the
new teams could see the stories of the old teams and contact them if anything pops up. This would
enable knowledge sharing between the teams. It could also act as an information centre for the new
teams planning to migrate.

Planning & Stakeholder management is there to streamline the process. So participant teams can put
up their requirements, and different stakeholders like architecture team and execution team can assist
them in developing an architecture aligned with Rabobank’s security standard. It can open communi­
cation channels and enable feedback at every step of the process.

Participant 1: Before somebody goes to cloud, or they are on boarding to cloud, first they will get a
presentation from the execution team explaining what is cloud, where to look for it. But I agree, it’s all
over the place. The team will get a presentation from the execution team telling them this is what you
have to do. Then they have to go through the assessment process, without that they cannot go live
with application. The assessment team members are supposed to help them.

But this is part of the process, that they can talk to the execution team and members are assigned.

Researcher: I agree, but this issue has come up again and again, so may be with this tool the process
could be made clearer to the participating teams. At every step, the teams could ask questions and
provide feedback and communicate properly regarding planning and availability of people.

Participant 1: Yes, that can be done. Because we don’t have a lot of people in the execution team.
And when teams migrate to cloud, after that they are responsible for their services. Then they cannot
come back to us, to ask what’s wrong with it. We can help them in the initial phase, but they need to
know the a to z part of their system.

The last point learning is very important in this. They should have enough knowledge within their team
to be self­sustaining.

Researcher: That’s where the last part comes in, learning tab can handle the learning part of the teams,
provide them information on different certifications, and learning programs at Rabobank. Teams start­
ing to migrate can track their teammates’ learning levels and proceed to migration process accordingly.
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Participant 1: So from the planning team, they have a program that stimulates the teams to go to cloud.
They call it a cloud wired licence, where the teams need to have a certification before they can go to
cloud.

Researcher: My objective is to streamline the process, and ensure knowledge sharing by this tool.
There are multiple platforms, that cause chaos during knowledge management.

Participant 1: Yes I agree with this. I think the whole information set up is not ideal right now. So if
we have somewhere or someplace, where all this information is combined, that will be good. Multiple
teams are involved in the process, so one place where all this information is possible or one page to
redirect you to the right place should be there.

You get a good point on the problems of the team here.

Researcher: Thank you for your valuable feedback
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Interview 2
Researcher: Hello, the main aim of this session is to summarize the findings of my thesis, and get
your feedback regarding the findings. Starting with the main research question, which is “How can
Rabobank mitigate numerous challenges and security­related risks triggered in the process of cloud
migration?” To answer this question, I have defined sub­questions to understand the current migration
process at Rabobank, different stakeholders involved in the process, challenges faced by the stake­
holders and innovative ways to mitigate these challenges.

These are the list of identified problems from the data analysis, no access to experienced cloud advi­
sors, lack of information on data carriers, lack of knowledge related to security, no inter­team knowledge
sharing, lack of measures for data migration, and the inefficiency of risk assessment in the migration
process because the process involves filling multiple forms without any knowledge of what to fill.

Participant 2: Yes, this is similar to many processes. For a privacy related work, we had to fill many
forms and we didn’t have much knowledge about those things.

Researcher: The next slide is security risks, containing security risks identified in the process like data
loss, data breach, insecure system, unauthorized system access, service discontinuity, monetary loss,
insecure APIs. The list has been updated as monitoring and reporting is being taken care by execution
team via azure security centre.

Participant 1: Okay.

Researcher: In the next slide, I have created a correlation between the identified challenges, and the
security risks. It is clear that most of the challenges would lead to insecure systems, and that would
lead to data loss, data breach, etc. and these in turn would cause monetary loss and reputation loss.

In the next slide, I have prioritized the requirements using MoSCoW method. The must­haves are the
ones to take care of immediately, should haves will be next, could haves, after that and then the last
category. These requirements have been gathered from the two interviews that I conducted.

Next slide, is categorization of requirements which has been derived from the shared responsibility
model used by CSPs. There are two categories, requirements for security in the cloud, which can be
taken care by Rabobank as a customer, and then the requirements for security of the cloud for CSPs
to take care of. Previous team had certain requirements using AI as a tool to make recommendations
for the security controls and cost management. This is already been taken care by the CSPs in the
form of new services like Azure has azure security centre. The ones which Rabobank can take care of,
knowledge about various security measures, knowledge sharing within teams, transfer of knowledge
from execution team and other. These are the ones that have been focused for the development of a
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solution.

Participant 2: So a cloud service provider, who would be an example of that?

Participant 1: Microsoft

Researcher: Yes, Azure would be an example for that. So Azure with its various services takes care
of monitoring and recommendation. But the first part is something which Rabobank can take care of.

Participant 1: I have one question regarding your problem statement. When you talk about security of
migrating to cloud, I think every CSP have a general standard for security. It is not something which is
choosable for its users. But I don’t think we have any control over those services.

Researcher: Yes, so right now the kind of services they provide, we don’t have a very much control
over that. So security of the cloud is something which is their responsibility. Now security in the cloud
is something which we can take care of by making use of security policies as per our needs. You can
take care of your own services, and that’s where you have the flexibility of maintaining and designing
things on your own.

Participant 1: So the part that we can control is the customer part. And the CSP part, is something we
need to accept what is provided by them.

Researcher: Yes, so for the design of solution, I have focused on the customer part.

Participant 1: Okay, that makes it clear.

Researcher: The next slide is, I have translated the requirements into features for the solution. So
knowledge about security controls and data encryption can be translated into a knowledge base. Knowl­
edge sharing within teams and information about migration process, it can act as an information centre.
Then architecture design, proper planning and efficient assessment process as planning & stakeholder
management. And the learning part of the teams can be translated into learning. The solution is still a
concept with these features.

Participant 2: So the knowledge base, is something you can compare it as a book. The information
centre can be seen as a channel or a telephone line where you can communicate with one another.
The book is say is there for acquiring knowledge like a knowledge base.

Researcher: Yes, that’s a good comparison. Moving on to the more description of the features, I
am calling the solution Cloud Catalyst, first as knowledge base or knowledge management platform,
teams can get access to different knowledge about security controls and principles, knowledge about
Rabobank’s security standards, and knowledge about different CSPs.

When one team migrates to cloud, it is good to see what other teams faced in the process of migration,
learn from their mistakes. It is similar to how you mentioned that resources like cost, time is wasted.
The migration can be done properly if teams are aware of challenges they might face. So the solution
will act like an information centre, and the new teams could see the stories of the old teams and contact
them if anything pops up. This would enable knowledge sharing between the teams. It could also act
as an information centre for the new teams planning to migrate.

Planning & Stakeholder management is there to streamline the process. So participant teams can put
up their requirements, and different stakeholders like architecture team and execution team can assist
them in developing an architecture aligned with Rabobank’s security standard. It can open communi­
cation channels and enable feedback at every step of the process.

Participant 2: I have an idea for the information centre. You said it could enable knowledge sharing.
But I would say you could also say that it promotes knowledge sharing. So that t is interesting for
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people that they find it interesting to share their knowledge somehow. Then otherwise it means it is
enabled but it wouldn’t mean a lot. But if people are motivated and remember that how easy or difficult
it was when they started out but how easy it became when you received help. Well that’s one line of
motivation. Or there could be a point system like Stack overflow, where people get points, so they will
motivated and encouraged to share their knowledge.

Researcher: That’s a good idea of putting gamification in the process.

Learning tab can handle the learning part of the teams, provide them information on different certifi­
cations, and learning programs at Rabobank. Teams starting to migrate can track their teammates’
learning levels and proceed to migration process accordingly.

Participant 1: For this solution, is there any order for the implementation? Or these are all at the same
time or at the same level of implementation?

Researcher: This can be done as the first step of the implementation, to decide an order of implemen­
tation.

Participant 1: Yes, because at the migration phase, usually teams have mixed skill levels and at the
same time they want to move forward with the planning, so there is no consecutive steps for this. At
least in our team, we plan to learn things on the go, and also move forward. Because if you take time
to prepare, you will left behind. This is something which could be challenging to define a very best
practice for that. But the different components, they look fine.

Participant 2: So these four items, do they correspond to the features in the last slide?

Researcher: Yes

Participant 2: Okay, then the components look good.

Participant 1: May be one thing that can be added in this is that teams which that migrated to cloud
successfully, people from those teams could join other teams and boost and help with that team. This
could be added to the planning & stakeholder management.

Researcher: Yes, sure. Thank you for your valuable feedback.
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Interview 3
Researcher: Hello, the main aim of this session is to summarize the findings of my thesis, and get
your feedback regarding the findings. Starting with the main research question, which is “How can
Rabobank mitigate numerous challenges and security­related risks triggered in the process of cloud
migration?” To answer this question, I have defined sub­questions to understand the current migration
process at Rabobank, different stakeholders involved in the process, challenges faced by the stake­
holders and innovative ways to mitigate these challenges.

These are the list of identified problems from the data analysis, no access to experienced cloud advi­
sors, lack of information on data carriers, lack of knowledge related to security, no inter­team knowledge
sharing, lack of measures for data migration, and the inefficiency of risk assessment in the migration
process.

Participant 1: The second point is actually related to business side as well. One of the questions that
business gets is to indicate the impact of data loss. This is not really an IT thing, it is for business. How
can an IT team understand the risk, if business doesn’t understand the actual process. It is very hard
to put a figure or rating to show if this data is lost, this is the exact behaviour.

Researcher: The next slide is security risks, containing security risks identified in the process like data
loss, data breach, insecure system, unauthorized system access, service discontinuity, monetary loss,
insecure APIs.

Participant 1: I was looking for business continuity, but that is related to service continuity. Also if you
want to pull out more security risks, you can always do that.

Researcher: In the next slide, I have created a correlation between the identified challenges, and the
security risks. It is clear that most of the challenges would lead to insecure systems, and that would
lead to data loss, data breach, etc. and these in turn would cause monetary loss and reputation loss.

Participant 1: These are the ones that matter the most.

Researcher: In the next slide, I have prioritized the requirements using MoSCoW method. The must­
haves are the ones to take care of immediately, should haves will be next, could haves, after that and
then the last category. These requirements have been gathered from the two interviews that I con­
ducted.

Next slide, is categorization of requirements which has been derived from the shared responsibility
model used by CSPs. There are two categories, requirements for security in the cloud, which can be
taken care by Rabobank as a customer, and then the requirements for security of the cloud for CSPs
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to take care of. Previous team had certain requirements using AI as a tool to make recommendations
for the security controls and cost management. This is already been taken care by the CSPs in the
form of new services like Azure has azure security centre. The ones which Rabobank can take care of,
knowledge about various security measures, knowledge sharing within teams, transfer of knowledge
from execution team and other. These are the ones that have been focused for the development of a
solution.

Participant 1: We see that now a days Microsoft is popping up with so many vulnerabilities that are not
aligned with Rabobank’s security standards. They say well it’s just Azure popping up vulnerabilities.
For example, a nice one would be that your data is not classified, there is no requirement that your
data is classified on a sensitivity level within the databases. Rabobank’s requirement is that it is clas­
sified, and the information is stored and your system is built accordingly. Now Microsoft popping up
new stuff, just displays negative on the dashboard. People are like why aren’t you picking this up. My
first question is would we have to pick it up as per our standards or according to Microsoft standards,
or are they trying to push new feature.

Researcher: The next slide is, I have translated the requirements into features for the solution. So
knowledge about security controls and data encryption can be translated into a knowledge base. Knowl­
edge sharing within teams and information about migration process, it can act as an information centre.
Then architecture design, proper planning and efficient assessment process as planning & stakeholder
management. And the learning part of the teams can be translated into learning. The solution is still a
concept with these features.

I am calling the solution Cloud Catalyst, first as knowledge base or knowledge management platform,
teams can get access to different knowledge about security controls and principles, knowledge about
Rabobank’s security standards, and knowledge about different CSPs.

When one team migrates to cloud, it is good to see what other teams faced in the process of migration,
learn from their mistakes. It is similar to how you mentioned that resources like cost, time is wasted.
The migration can be done properly if teams are aware of challenges they might face. So the solution
will act like an information centre, and the new teams could see the stories of the old teams and contact
them if anything pops up. This would enable knowledge sharing between the teams. It could also act
as an information centre for the new teams planning to migrate.

Planning & Stakeholder management is there to streamline the process. So participant teams can put
up their requirements, and different stakeholders like architecture team and execution team can assist
them in developing an architecture aligned with Rabobank’s security standard. It can open communi­
cation channels and enable feedback at every step of the process.

Learning tab can handle the learning part of the teams, provide them information on different certifi­
cations, and learning programs at Rabobank. Teams starting to migrate can track their teammates’
learning levels and proceed to migration process accordingly.

Participant 1: The learning part I don’t fully agree upon. Of course it is good that people have certifica­
tions. But one thing is something you don’t get from these certifications. That’s why I have never taken
such certifications myself because the knowledge I am lacking is not given by these courses, which is
really annoying. The courses Microsoft provides focuses on working with Microsoft Azure Data factory,
working with Azure SQL, working with components. But the knowledge people are looking for is how
to integrate the components. And that’s a difficult course to create, but that is exactly the knowledge
teams are looking for. That’s where security comes up, that’s where networking is popping up. While
networking is new for the most of the development teams at Rabobank when dealing with infrastruc­
ture. So you see it is good to have such certifications, but the knowledge people need is you cannot
gain from these certifications, but they do not give information on integrating the components. This is
something I have experienced.

Researcher: It is a good feedback. Do you have specific feedback to te solution I proposed?
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Participant 1: I like the solution you proposed. I see that it highlights the problems I face and I know the
other teams are struggling with. If you look at the features, open communication channels for stake­
holders. At times, for some issues, we need to raise ticket here and there, and then you wait for people
to respond. And in that moment they are shifting their focus to something else, because a ticket is
asynchonised and one time you will get contacted by the team, and the other time you see a response
on the Azure Devops ticket, other times you see a response in other channel. All sorts of different in­
formation comes when asking a question. And we need to use all sorts of different systems for asking
a question, which makes it difficult for people to find the correct answer.

Researcher: It is a relatable feedback and issue. So this platform can be used as a single place to
raise questions regarding the cloud migration. If you have a particular question for assessment team,
or execution team then the assigned person can answer the question.

Participant 1: The assessment process is a bit funny. So we have a cloud exit strategy here at
Rabobank, and I asked them what would Rabobank do in total if we exit from Azure. So which steps
will be taken care of and which ones will be generic, and which gaps does a team needs to fill in. These
questions are asked by multiple teams, how am I supposed to be knowing what will be in place in whole
of the Rabobank, which gaps I still need to fill in so regarding the cloud exit strategy, I see the most
creative answers popping up there.

Looks like you had an interesting thesis topic there.

Researcher: Yes, thank you for your valuable feedback.
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