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A Federated Digital Twin Framework for
UAVs-Based Mobile Scenarios

Longyu Zhou , Student Member, IEEE, Supeng Leng , Member, IEEE, and Qing Wang , Senior Member, IEEE

Abstract—With the development of communication networks
and Artificial Intelligence (AI) technologies, Digital Twin (DT)
now emerges to support various applications such as engineer-
ing, monitoring, controlling, healthcare and the optimization of
cyber-physical systems. There is an increasing demand to create
DTs that can represent physical entities for improving operational
efficiency. A conventional DT consists of monitoring, imitation,
and feedback control. However, conventional DTs cannot ensure
efficient real-time imitation due to the high dynamics of physical
systems such as UAV-based target tracking scenario. To address this
issue, we propose a federated DT framework to support the imi-
tation of mobile systems. It can guarantee real-time and accurate
imitations under the prerequisite of comprehensive information
acquired by a cooperative collection algorithm with the aid of
UAVs. The framework can rapidly aggregate local DT models
using an attention-based mechanism to improve mobile imitation
accuracy. Additionally, we propose a multimodal-based DT in-
spection algorithm that can correct the postures of UAVs affected
by winds for reliable imitations. We implement the framework in
Gazebo. Our system simulations demonstrate the efficiency of the
proposed federated DT framework. Our solution can reduce the
imitation latency by an average of 68.4%, meanwhile, can improve
the imitation accuracy by 16.4% on average when compared to
traditional centralized and distributed imitation schemes.

Index Terms—Digital twins, federated mobile imitation, target
tracking, UAVs.

I. INTRODUCTION

W ITH the ongoing development of the wireless commu-
nication and manufacturing industry, Internet of Things

technology is rapidly serving emerging applications such as
healthcare, intelligent logistics, and intelligent transportation
for smart cities [1], [2], [3]. As one kind of potential mobile
platform for IoT, Unmanned Aerial Vehicles (UAVs) play a
significant role in replacing humans for the high efficiency of city
management. With the advantages of flexibility and large-scale
area sensing, UAVs can implement various missions such as
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package delivery, security monitoring for infrastructures, area
surveillance, and target tracking [4], [5]. Taking the application
in the Intelligent Transportation System (ITS) as an instance,
UAVs can autonomously plan feasible mobile paths to monitor
city traffic and transportation convoy. Once illegal targets such
as hit-and-run vehicles are detected, UAVs can cooperatively
collect the target data and transmit it to the cloud for mobility
analysis. The cloud server may conduct reasonable tracking
scheduling of UAVs for traffic safety.

Despite the superiority of flexibility for UAVs, some chal-
lenges still hinder tracking efficiency. First of all, UAVs cannot
always sense mobile targets accurately since many inevitable
physical obstacles like tunnels and buildings may block out
the views of UAVs. These obstacles also reduce the efficiency
of the information exchange for the cooperation among UAVs.
Moreover, the challenges from surrounding environments such
as wind shear directly affect the flight postures of UAVs [6].
Consequently, UAVs may not accurately observe the moving
status of neighbors which further results in physical collisions.
On the other hand, a long transmission distance from UAVs to
the cloud server leads to a significantly high latency on data
transmission. In this case, the cloud cannot provide accurate
trajectory prediction based on traditional inertial prediction al-
gorithms [7].

Fortunately, as a potential digital transformation technology,
Digital Twin (DT) can assist UAVs with the design of a closed-
loop interaction pattern between the physical space and the
virtual space. The DT is a set of virtual information that fully
describes a potential or actual physical production from the
micro level. It is also an integrated system that can simulate,
monitor, calculate, regulate, and control the system status and
process from the macro level [8]. In the tracking scenario, the DT
can imitate the behaviors of mobile targets to acquire continuous
moving trajectories based in mobility imitation in the virtual
space. It can also adjust the number of imitation iterations to
output different imitation results where the best result is selected
for the accurate model derivation [9]. The derivation can opti-
mize the flight paths of UAVs to avoid physical collisions in the
physical space. In addition, the DT is promising to imitate and
derive the changes of the wind speeds [10]. With the imitation
and derivation, the DT can predict subsequent changes of winds
to rapidly adjust the flight postures of UAVs for accurate target
sensing and tracking.

However, the traditional cloud-based DTs are not feasible for
highly-dynamic mobile scenarios. Such DTs could be unreliable
since server breakdown can lead to direct imitation failures. A
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local and distributed DT system can ensure a reliable imitation
while with a high management complexity [11]. The Mobile
Edge Computing (MEC) approaches are capable of supporting
mobile DT systems. However, the MEC cannot ensure reliable
communications among all the UAVs in the large-scale mobile
scenario. Thus, the edge server cannot obtain real-time target
information to achieve a reliable DT, although Artificial Intel-
ligence (AI) algorithms can run on the edge server to digest
large amounts of physical data [12]. Nevertheless, both AI and
DT conducted in the MEC servers will consume significant
resources. A new DT system is expected to achieve highly
reliable, accurate, and real-time mobile imitation performance.

In this paper, we design a flexible federated DT framework
for the use case of mobile tracking of multiple highly-dynamic
targets. We deploy a UAV hosting a lightweight mobile base
station as an edge server flying in feasible airspace. It can con-
duct other UAVs to cooperatively collect target data in order to
train accurate DT models. The model accuracy can be improved
through a model aggregation operation on the edge server. When
the edge UAV cannot provide reliable communications among
the local UAVs, the UAVs can autonomously decompose into
multiple groups where group leaders are elected to aggregate
the DT models for the accurate imitation. We then propose a
federated DT imitation algorithm in the framework to improve
the efficiency of the DT system. The main contributions are
summarized as follows.
� We propose a flexible federated DT framework to perform

accurate and real-time imitations for UAV-based multi-
target tracking. The framework provides a possibility of
DT derivation and aggregation for mobile scenario imita-
tions. Explicitly, the DT can assist UAVs in mapping the
trajectories and velocities of moving targets and neighbors
of UAVs to digital spaces based on local observations. With
DT models acquired from the digital spaces, the frame-
work can perform a lightweight DT aggregation using an
attention mechanism in the edge server. It can accurately
imitate subsequent motions of targets and neighbors to
optimize the tracking paths for collision avoidance and
energy-saving in the physical scenario. In addition, it can
select feasible DT models from historical experiences to
derive the future motions of targets and neighbors with
low-latency overheads.

� A new federated imitation algorithm is proposed to ensure
the smooth operation of the DT system either with or
without the support of an edge server. In the case of an
available edge server, the server can dynamically adjust
the positions and postures of UAVs to perform coopera-
tive target sensing and imitation using our algorithm. The
bidirectional cooperation can reduce the system imitation
latency with non-redundant target data. When the edge
server cannot meet reliable communications, UAVs can au-
tonomously decompose into multiple groups to implement
cooperative imitation by exchanging lightweight model
parameters with low energy consumption in communica-
tions. Furthermore, when additional targets are involved,
our algorithm can enable a model re-aggregation operation
in real time to evaluate the trajectories and velocities of the

Fig. 1. Illustration of general digital twin procedure.

targets involved by transferring similar DT models. The
model transfer achieves a highly flexible imitation with
respect to various numbers of targets.

� We also propose a multimodal-based DT inspection algo-
rithm to ensure the reliable imitation. The algorithm can
adaptively update the model parameters to cope with the
interference of wind based on joint consideration of histori-
cal imitation experiences, velocities and postures of UAVs,
and wind speeds measured by sensors. Unlike the existing
linear quadratic optimization method with a high explo-
ration latency, ours uses a state prediction method that can
correct the postures of UAVs in real time at different levels
of wind speeds. We use Gazebo, a system simulation soft-
ware, to set up a mobile imitation simulation system. The
evaluation results demonstrate that our solution reduces
the imitation latency by 68.4% on average when compared
to the traditional centralized and distributed schemes. Our
solution can also achieve a successful tracking ratio up to
95.0%.

The rest of this paper is organized as follows. The related work
is given in Section II. Section III introduces the federated DT
framework. The mobile DT optimization model is formulated in
Section IV. The corresponding algorithms supporting the mobile
DT framework are presented in Section V. Section VI provides
the system evaluation results. Finally, Section VII concludes this
paper.

II. RELATED WORK

Many works have focused on DTs with particular merits, such
as accurate estimation and real-time decision-making. With the
system implementation procedure shown in Fig. 1, we present
and summarize state-of-the-art studies from three parts: Data
collection and transmission, Data processing, and Imitation
implementation. In addition, we give latest work of DT-assisted
UAV scenarios with the mentioned three parts in this section.

Data collection and transmission: The physical information
can be collected and transmitted based on deployed sensors.
To ensure data collection completeness, the authors in [13] pro-
posed a sustainable data collection and management approach to
construct digital twins for physical assets. It could optimize the
metrics of data fidelity while ensuring sustainable information
in a distributed pattern. An efficient data collection goal is
achieved by relying on reliable transmission modes. In this
case, the authors in [14] developed an application-driven digital
twin networking middleware. It simplified the data interaction
process based on an internet protocol. Moreover, the network
transmission resource could be dynamically scheduled using
a software-defined networking technology. These studies seem
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to be theoretically feasible for some specific applications with
static physical entities.

To ensure the security of data during the data interaction in
intrusion detection-based UAV networks, the authors in [15]
proposed a federated continuous learning framework with a
stacked broad learning system based on DT Networks. It can
allow UAVs as edge servers to learn and train system models
on new data quickly and continuously. Besides, the authors
in [16] represented a dynamic DT-assisted resource scheduling
and allocation approach to improve the utilization of sensing
resources for effective data collection. The existing work of the
DT-based UAV scenario mainly focuses on the learning accuracy
and frequency of data updates while ignoring the consideration
of UAV mobility. In this case, the authors in [17] proposed a
Mobile Edge Computing (MEC) network with multiple UAVs
and a DT-empowered ground Base Station (BS) to improve the
MEC service. It can enable the BS to process data effectively
based on optimal computing resource scheduling. Nonetheless,
these state-of-the-art studies pay attention to the heterogeneity
of data while neglecting the impact of the high dynamic of UAVs
on data processing.

Data processing: To process data efficiently, the processor
selection is the basis to cope with massive collected data. The
authors in [18] proposed a DT-assisted task offloading scheme.
It could deliver data of different physical entities to feasible
edge servers using a channel state information detection method.
After that, the processors need to estimate the data quality
for accurate decision-making. To achieve the goal, the authors
in [19] developed a data pre-processing and XGBoost-based
learning method to perform data quality prediction in real time. It
provided a new highly-precise quality prediction approach under
a single-shot refinement neural network. With the high-quality
data, the authors in [20] designed a hybrid deep neural network
model to realize an efficient multi-type object detection for
intelligent manufacturing applications based on feature fusion.

Imitation implementation: Imitation accuracy is important
for feasible decision-making. The authors in [21] introduced
a new concept to develop a robot DT for future robotized
cyber-physical applications. It could capture robot information
to facilitate insight and deliver capabilities based on a value-
driven method. The method achieved a low average imitation
error with 1.52 Newton meters under 70 s imitation time. To
make decisions in real time, the authors in [22] proposed a
robot-centered smart DT framework to facilitate the deployment
of robots in complicated environments. The framework could
update robot actions and send them back to the robot with a
feedback loop.

In the DT-assisted UAV network, the authors in [23] repre-
sented a novel DT-based intelligent cooperation framework. It
can enable such large-scale UAV swarm imitation to perform
deep swarm cooperation with the guidance of DT. The authors
verified the prominent superiority of DT imitation with a trajec-
tory planning case. To optimize to reduce the imitation latency
in UAV networks, the authors in [24] represented a DT-enabled
deep reinforcement learning training framework that can allow
UAVs to acquire training models quickly with the help of DT.

Fig. 2. Flexible federated DT framework.

The aforementioned DT researches are feasible to improve
service effectiveness in some specific UAV scenarios. UAVs
have the advantages of flexible sensing and miniaturization.
However, the natural characteristics also lead to several disad-
vantages for existing studies. Firstly, few articles consider the
impact of UAV mobility on the accuracy and reliability of DT
imitation. Moreover, many researchers ignore the optimization
of DT while paying close attention to the use of DT for particular
applications. Furthermore, the impact of the physical environ-
ment on the DT capability must be considered for a reliable DT
framework that supports UAV scenarios. In this case, enabling
a flexible cooperative DT manner may be a feasible solution to
ensure accurate and real-time imitation.

III. SYSTEM MODEL

In this section, we propose a flexible federated DT frame-
work. We leverage the multi-target tracking as the use case to
explain the federated DT framework. It can perform real-time
and accurate imitations in tracking multiple targets.

The proposed federated DT framework is shown in Fig. 2.
UAVs can cooperatively observe mobile targets such as hit-and-
run vehicles and collect their mobile information by exchanging
lightweight position and velocity information. The set of UAVs
is defined asM = {1, 2, . . . ,M} and the set of mobile targets is
denoted asK = {1, 2, . . . ,K}. UAVs can train local observation
information to acquire customized DT models. An edge UAV
can fly in feasible airspace for cooperative mobile imitation. The
edge UAV can decompose UAVs into multiple groups managed
by elected group leaders. It can implement a model aggregation
operation to construct a global virtual mobile scenario to accu-
rately analyze and derive target mobility. The aggregated DT
models are distributed to the corresponding UAVs to improve
model accuracy of the local DT. However, the moving paths of
UAVs are various that depend on the dynamic trajectories of
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targets. Edge servers cannot always acquire the position infor-
mation of UAVs to implement the swarm decomposition oper-
ation under unreliable communication conditions. In this case,
UAVs can autonomously decompose into multiple groups using
the proposed swarm decomposition algorithm. In the group,
UAVs can communicate with corresponding group leaders to
implement cooperative DT imitation. In addition, group leaders
can obtain DT models received from the local UAV members.
These local DT models are aggregated and exchanged among
neighboring group leaders. Based on this, UAVs can obtain DT
models of neighboring groups to improve imitation accuracy
instead of UAVs acquiring all DT models from all the group
leaders. The cross-layered iteration manner also accelerates the
consistency of imitation convergence for real-time DT imitation.

The edge UAV can run a DT inspection algorithm to cor-
rect and optimize the UAV tracking performance influenced by
physical interference such as winds. However, the edge UAV
cannot always support the mobile DT system due to dynamic of
local UAVs. When the edge UAV is unavailable, UAVs can au-
tonomously decompose into multiple groups based on collected
target information. In each group, UAVs implement cooperative
imitation to obtain local DT models and elect a feasible UAV for
model aggregation and DT inspection. The aggregated models
and inspection results are shared among different UAV groups to
acquire a global mobile DT model for high imitation accuracy.
In this context, we specifically describe the framework that is
decoupled into three parts from the perspective of functions:

1) UAV local imitation and data exchange.
2) DT model aggregation.
3) DT inspection.
UAV local imitation and data exchange: We need to ensure a

comprehensive and accurate target collection operation for the
authenticity of data. The targets may be incorrectly sensed due
to the change of posture of UAVs. We can analyze the sensing
performance by formulating a probability model by defining the
probability of incorrect sensing for UAV i sensing target k as
p̄i,k. We assume that ck UAVs are allocated to sense target k
simultaneously. The assumption is reasonable because dynamic
of UAVs allows multiple UAVs to sense target k at the same time
slot t with ck ≥ 1 [25]. The successful sensing probability pk is

pk =

ck∏
i=1

(1− p̄i,k) > pk,min, (1)

where pk,min is the minimal acceptable successful sensing prob-
ability. It mainly depends on sensing directions and angles
of onboard sensors and physical distances among UAVs and
targets directly [26]. On the one hand, UAVs can cooperatively
adjust sensing directions and angles of onboard sensors to ensure
effective data collection using the proposed cooperative sensing
algorithm in Section V. The algorithm can also improve the sens-
ing cooperation performance of UAVs by dynamically changing
physical distances among UAVs and targets for accurate target
sensing.

Based on the constraint, UAVs train self-sensing information
to construct virtual mobile scenarios using 3D reconstruction
method [27]. The features of the virtual scenario, such as target

positions, postures, and velocities, are extracted to represent
DT models. The DT models can assist UAVs in dynamically
adjusting sensing postures for accurate information collection
in return. The model exchange occurs between the UAVs and
the edge server or happens among UAVs. Both two cases use
Wi-Fi 6E technology [28]. The transmission rate ri,j between
UAV i and UAV j is

ri,j =
∑
l

Bi,j(l) log2

(
1 +

Pi(l)gi(l)

σ2

)
, (2)

whereL is the number of sub-carriers,Bi,j(l) is the transmission
bandwidth of sub-carrier l,Pi(l) and gi(l) are the corresponding
transmission power and power gain, gi(l) ∼ f(x|v, δ) is a stan-
dard rice distribution with v = 0 and δ = 0.5, and σ ∼ N(0, δ2)
is the zero mean Gaussian variable with a standard deviation δ.
The transmission rate model between the UAV i and the edge is
similar only with the differentBi,e allocated by the edge server.
In this case, each edge UAV can obtain all the DT models of
group members by dynamically electing the group leader with
reliable communications. However, the change in the physical
environment may make partial UAVs isolated. On the one hand,
isolated UAVs can use local DT models to autonomously plan
suitable tracking paths through the trajectory prediction of tar-
gets. Meanwhile, the UAVs implement information broadcast
operations to join the nearest group for reliable UAV connections
during the tracking imitation. On the other hand, edge UAVs
can implement DT model derivation operations based on the
model aggregation result. It can assist edge UAVs with adjusting
association decisions among UAVs and targets for accurate
mobile imitation.

DT model aggregation: UAVs can transmit their local model
parameters to the edge server. The parameters mainly include
features of UAVs, sensed targets, and corresponding neighbors.
It is represented as DTi(hi,Hi,hi,k), where hi is the features
of UAV i, including flight position, posture, velocity, height,
physical distances with neighbors and targets, as well as terrain
information. The hi is a vector that can index the neighbor
feature Hi = {hi, hi+1, · · · } and target feature hi,k to consti-
tute DTi(hi,Hi,hi,k). The detailed expressions are given in
Section V. When the edge server is available, it can analyze the
relations among different parameters through a global view. The
aggregation process is implemented by a cross-layered iteration
between the UAVs and the edge server. The edge server uses an
attention-based mechanism to accelerate the model aggregation
process. The aggregated models are distributed to the local UAVs
for further imitations.

Edge servers cannot always acquire the position information
of UAVs to implement the swarm decomposition operation
under unreliable communication conditions. In this case, UAVs
need to perform an autonomous decomposition behavior. Specif-
ically, Specifically, UAV i can acquire physical distances with
the targets moving in their sensing ranges using onboard sensors.
The distance information is represented as a vector di, where
di = [di,1, di,2, . . . , di,k] and di,k =∞ if UAV i cannot sense
targetk. UAV i can associate the nearest targetkwith the shortest
physical distance di,k based on a K-means methodology [29].
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The association result is exchanged with neighbors. Those UAVs
associating with the same target can form a group for accurate
tracking imitation. When the decomposition result cannot make
UAVs associate all the targets, UAVs can select the multiple
closest targets based on the vector di until sensing all the targets.
In addition, this network can provide desired communication
bandwidth for UAV groups to perform reliable information
exchange among UAVs for accurate mobile imitation based
on Wi-Fi 6E technology. The group leader receives the model
parameters of UAVs to implement the model aggregation opera-
tion. The aggregation models are exchanged among different
group leaders for acquiring global information. In addition,
the group leaders use the attention-based mechanism to further
aggregate DT models and distribute them to the group members.

DT inspection: The inspection operation is run on the edge
server based on historical imitation experience, environmental
information, and the aggregated models. On one hand, the
inspection can optimize imitation performance for cooperative
tracking among UAVs with feasible mobile paths. The envi-
ronmental information is considered as a reference metric to
ensure inspection accuracy. The inspection results are used to
further optimize the DT models on the edge server. On the
other hand, the inspection operation can make the imitation
process more reliable with the consideration of different speeds
of winds in physical scenarios. It is thought to have a noticeable
impact on the UAV tracking [6]. The inspection can assist UAVs
in adjusting flight postures for accurate data collection and
physical collision avoidance during the tracking process under
the influence of wind.

When the edge server is not available, the elected group lead-
ers can implement the inspection operation using a multimodal-
based learning algorithm. The lightweight inspection results
are exchanged among groups to obtain consensus decisions for
accurate mobile imitation. The decisions are also distributed to
the local UAVs for tracking targets. The operation reduces the
imitation error and optimizes the system energy consumption
which is reflected in the physical tracking performance. The
inspection results are cached in UAVs as historical imitation
experiences for further imitations.

IV. PROBLEM FORMULATION

In this section, we formulate a federated DT optimization
model to ensure real-time and accurate mobile imitations.

A. Sensing and Transmission Analysis

We discuss two different cases to analyze the performance
of sensing and transmission. When there are no sensed mobile
targets in the monitoring area, UAVs imitate themselves and
one-hop neighbors to perform a cooperative mission imple-
mentation. The other case is to add the imitation of targets.
In the first case, the sensing latency is mainly considered for
collecting the information of neighbors. It is noted that the
self-sensing latency can be neglected in a wired manner. In the
second case, the sensing latency incorporates neighbor sensing
and target sensing. It is assumed that A onboard sensors can be
simultaneously enabled to collect the relevant information. The

latency overhead ti,s is given by:

ti,s = max

{
q1i
b1
,
q2i
b2
, . . . ,

qai
ba
, . . . ,

qAi
bA

}
, (3)

where ba is the sensing frequency of sensor a; qai is the acquired
data (bits) from the sensor a. The sensing rate ba is mainly
constrained by sampling rate, the number of sensing channels,
Analog-to-Digital Converter (ADC) resolution [30]. We explore
the feasible sample rates to meet accurate and real-time data
collection requirements through power controls of onboard sen-
sors [31]. The sensing frequency can be dynamically adjusted
to meet effective information collection for accurate mobile
imitation [32].

With the sensing information, UAVs can implement a local
imitation to construct a virtual space to acquire a local DT model.
In this case, there exist two data transmission directors for UAVs.
The first one is that UAV i transmits its model parameters to the
edge server for the model aggregation (details are represented
in Section V). The size of model parameters is small which
can be defined as a constant value ui. The second one is that
UAV i exchanges its partial model parameters and high-priority
information, such as flight positions, with neighbors to avoid
physical collisions. We formulate the communication latency
ti,c for both two cases:

ti,c = max

{∑A
a=1 q

a
i

ri,1
,

∑A
a=1 q

a
i

ri,2
, . . . ,

∑A
a=1 q

a
i

ri,j

}
+

ui
ri,e

.

(4)
We expect to reduce latencies of sensing and communication
under a given threshold tsc,max for the real-time imitation. The
corresponding constraint is formulated as

ti,s + ti,c < tsc,max. (5)

B. Mobile Imitation Analysis

1) Mobile Imitation Latency: UAVs can implement DT im-
itation based on the collected information. The collected en-
vironment information is used to build digital space using 3D
modeling technology [27]. Meanwhile, information of UAVs
and targets is used to construct digital twins for acquiring
corresponding DT models using data fusion technology [33].
These technologies acquire the support of computing resources
of UAVs. From (4), we can know that UAV i can collect

∑A
a=1 q

a
i

bits of data. The number of Central Process Unit (CPU) cycles
for computing one-bit data for UAV i is denoted as ci. The

imitation latency ξi of UAV i is represented as ξi =
∑A

a=1 qai ci
bi

,
where bi denotes the number of CPU cycles in a unit of time for
UAV i. We can draw that imitation latency is dependent on the
CPU frequency, data size, and computing capability of UAVs.
The edge servers then receive local DT models to implement data
aggregation operations. Similarly, the edge imitation latency

ξe =
∑M

i=1 Dice
be

, where Di is the received data sizes from UAV
i; ce and be are the number of CPU cycles for one-bit data and the
number of CPU cycles in a unit of time for edge server e. The
imitation decisions are distributed to local UAVs for tracking
implementation. The small-sized data size from edge server e to
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UAV i is represented as Ue,i. The feedback latency ξi,d is Ue,i

re,i
,

where re,i is transmission rate based on (4). We assume that all
the imitation results reach convergence after p iterations. With
the maximal acceptable imitation latency tξ,max, the imitation
latency is constrained as∑

p

[
max{ξ1, ξ2, . . . , ξi}+ ξe

+max{ξ1,d, ξ2,d, . . . , ξi,d}
]
< tξ,max. (6)

2) Mobile Imitation Accuracy: We give a highly-accurate
imitation solution using a local model aggregation algorithm
which is specifically described in Section V. The aggregated
model for UAV i is formulated as DTi,Φ, where Φ is a set
of model parameters obtained according to features of UAV
i and neighbors Hi = {hi, hi+1, · · · }. The DTi,Φ is used to
predict the mobile trajectories. The aggregated model can be
further optimized by a proposed DT inspection algorithm. This
algorithm can inspect the current imitation performance. The
inspection results are applied to correct moving paths of UAVs in
advance through trajectory prediction of targets. A closed-loop
prediction is formulated as

ψ′k =

⎡
⎢⎢⎣
xk(1), xk(2), · · · , x(t)
xk(2), xk(3), · · · , xk(t+ 1)

...
...

. . . ,
...

⎤
⎥⎥⎦

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

χ1

χ2

...

χi

...

χm

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
, (7)

where χm is the estimation coefficient; xk(t) is the position
coordination of target k at time t [34]. In this case, we can
constrain the imitation error under an acceptable ψi,min with
real trajectories (ground truth) collected in advance:

‖ψk − ψ′k‖ < ψk,min. (8)

The constraint is optimized by our DT inspection algorithm.

C. Objective Formulation

The imitation energy consumption in the unit time for UAV i
is biξi. Based on dynamic voltage and frequency scaling technol-
ogy [35], UAV i can adjust the CPU working frequency fi,u for
each cycle u to control the energy consumption, where fi,u ∈
(0, fi,max); fi,max is the maximal CPU frequency. From [36],
we know that power consumption is proportional to the cubic
frequency:

E(ξi) =

biξi∑
u=1

κif
3
i,u, (9)

where κi is the efficient capacitance coefficient that depends on
the clip characteristic. It is noted that computing consumption is
neglected for computing-intensive edge servers. The imitation

consumption is constrained by the maximal energy budgetBmax:∑
i

(E(ξi)) < Bmax. (10)

To accelerate the imitation process with a highly-accurate per-
formance, we invoke the Lyapunov methodology to formulate
the optimization model:

P1 : min

{
lim
T→∞

1

T

T∑
t=0

[
M∑
i=1

K∑
k=1

(β1Δξi + β2Δψk)

]}
,

s.t.

{
C1 : (5), (10), ∀k ∈ K
C2 : ri ≥ rmin, ∀i ∈M

(11)

where β1 and β2 are weight coefficients used to tradeoff real-
time and accurate tracking metrics; Δξi = L1,i − L2,i, where
L1,i and L2,i denote the actual imitation time and expected
imitation time, respectively. We aim to reduce the actual imi-
tation time L1,i to make it close to the expected imitation time
L2,i with a drift plus penalty method for real-time mobile imita-
tion [37]. Similarly, Δψk ensures accurate mobile imitation. In
terms of constraints, (5) ensures low-latency target sensing and
information exchange among UAVs. Equation (10) makes UAVs
perform a low-energy DT imitation. C2 is the constraint of the
transmission rate, ensuring low-latency information exchange
operations among UAVs for effective tracking cooperation.

V. FEDERATED MOBILE DIGITAL TWINS

In this section, we present our federated DT solution. We
decouple the complex mobile imitation problem into three sub-
problems for clear analysis: cooperative sensing, DT model
aggregation, and DT inspection.

A. Cooperative Sensing

The Value Decomposition Network (VDN) algorithm can
decompose the complex UAV sensing problem into multiple
sub-problems for accurately learning cooperative sensing de-
cisions [38]. It is implemented by fully decomposing action-
value functions of all the UAVs. It can significantly improve
the computing energy consumption of the UAV system with
high computing complexity. The QMIX is an attractive learning
algorithm to ensure consistency of UAV sensing without fully
action-value decomposition operation [39]. Nonetheless, it can-
not effectively learn to dynamically adjust the sensing positions
of UAVs due to the undetermined numbers of UAVs and targets
involved. To ensure cooperative sensing in the proposed feder-
ated DT framework, we propose a Deep Deterministic Policy
Gradient (DDPG)-based cooperative sensing algorithm. It can
ensure comprehensive data collection in the continuous sensing
process by dynamically scheduling sensing resources of UAVs.
The high-efficiency sensing resource utilization can also assist
UAVs in acquiring states of targets and one-hop neighbors for
non-redundant sensing data. As shown in Fig. 3, the information
of UAV i and its neighbors are used to construct the state space
Si of UAV i under the DDPG architecture. The architecture can
assist UAV i in obtaining feasible sensing actions. The actions
can be optimized and updated through information exchange
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Fig. 3. Illustration of cooperative sensing.

with neighbors. The action spaceAi is built to provide available
actions for UAV i. The selected sensing actions from Ai can be
estimated using a critic network with an estimation function. The
estimation criterion is given by formulating a reward function
Ri which can assist UAVs in reaching a cooperative sensing
consensus. We can quantify the process as a stochastic game
problem with a tuple {Si, Ai, T , Ri}, where T is a transfer
function to give the next stateSi(t+ 1)← Si(t)×Ai. The state
space Si is composed of three parts:

1) States of UAV i: hi.
2) States of one-hop neighbors: Hi.
3) States of mobile targets: hi,k.
The action space Ai = {Ui, {Vi}}, where Ui is the current

sensing action; {Vi} is the set of selected neighbors for infor-
mation exchange. Based on this, we formulate a loss function
L(θQ) with which UAVs can obtain sensing consensus results
based on the Bellman equation:

L(θQ) = ES,A,R

[∑
i

(
Qθµ

(Si, Ai)− Y
)2]

, (12)

where θQ and θμ are hyper-parameters of the action network;
Y = �i + γQθµ

(Si, Ai)|A′i=μ′i(Si); γ is the discount factor. The

hyper-parameter θμ can be updated as θμ
′

during the training
process. The action Ai will be updated as A′i. To obtain a
consensual sensing decision, we formulate a policy gradient
function J(θμ)which can explore the optimal gradient direction
of the θμ:

�θµJ(θμ)=ERm

[∑
i

�θµμ(Ai|Si)�Ai
Qμ(Si, Ai)|Ai=μ(Si)

]
.

(13)
The output action is then estimated under the reward func-

tion Ri which considers completeness and redundancy of data
simultaneously. The Ri is given by

Ri(Si, Ai) = fi(hi,k)− ti,s − ‖Di,k −Dj,k‖2, (14)

where fi(hi,k) is a function representing the efficient data col-
lected by UAV i; ‖Di,k −Dj,k‖ denotes overlapped sensing
areas between UAV i and j. The intersections of sensing areas
among UAVs are expected to reduce for non-redundancy and
comprehension of data.

However, the current reward function may make a UAV
immoderately consume sensing resources. Thus, we invoke a

resource equilibrium mechanism to optimize Ri as �i:

�i(Si, Ai) = Ri(Si, Ai)

+
αi

card(Vi)
max (Rj(Sj , Aj)−Ri(Si, Ai), 0)

+
βi

card(Vi)
max (Ri(Si, Ai)−Rj(Sj , Aj), 0) ,

(15)

where card(Vi) is the number of one-hop neighbors of UAV
i; αi and βi are usually set as 5 and 0.05, respectively [40].
The current state-action pair is cached to the Rm. The action is
estimated in the critic network using the chain rule [41]:

�θCJ(θC) = ES,A�Rm

[∑
i

wi(θ
C)�Ci

μ(Ai|Ci)

× �Ai
Qμ(Si, Ai)|Ai=μ(Si)

]
, (16)

where wi(θ
C) is a function to adjust connections between two

neural network layers; θC is the hyper-parameter of the critic
network to optimize the current action based on the reward
function. The optimization process is given using a loss function
L(θC) in the critic network:

L(θC) = −ΔQ̂i log
(
p(θC |θμ)

)
− (1− Q̂i) log

(
1− p(θC |θμ)

)
. (17)

The cooperative sensing is implemented by Algorithm 1.
Based on Algorithm 1, UAVs can acquire comprehensive data

for accurate mobile imitation. However, there may exist some
redundant data due to multiple sensors collecting data simultane-
ously. we invoke a data prune method to obtain lightweight local
DT models with effective and non-redundant data [42]. UAV i
collectsDi bits of data based on the proposed cooperative sens-
ing algorithm, whereDi = {Di,1, . . . , Di,a, . . . , Di,A}. We ex-
pect to reduce the data redundancy with ε-redundant mechanism:

‖ΔDi,a‖2 ≤ ε, (18)

where ΔDi,a is the difference between any two kinds of data
from different sensors; ε is a constant value. The specific imple-
mentation steps are given as follows.

S1. Set Di = {Di,1, Di,2, . . . , Di,a, . . . , Di,A}.
S2. Build neural network using ϑ and loss function L.
S3. Give the expected ε.
S4. Let ϑ̂ = argminϑ

1
A

∑
Di,a

L(Di,a, ϑ).

S5. Compute ϑ̂.
S6. Initialize S = ∅.
S7. Construct Hessian and positive definite matrix: Hϑ̂ =

1
n

∑
Di,a

�2
ϑL(Di,a, ϑ̂).

S8. Set a discrete variable W ∈ {0, 1}n.
S9. Maximize

∑A
a=1Wa under ‖WTS‖2 ≤ ε and Step 7.

S10. Compute Dε,max = {Di,a|∀Di,a,Wa = 1}.
S11. Remove redundant data: D ←− D\Dε,max.
The method can assist UAVs in acquiring lightweight DT

models through reducing data redundancy. With such a model,
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Algorithm 1: Cooperative Sensing.

UAVs can exchange lightweight model parameters for an accu-
rate and real-time mobile imitation.

B. DT Model Aggregation

With the cooperative sensing results, UAV i can collect effi-
cient information to train a local DT model DTi(hi,Hi,hi,k).
The model can replicate mobile targets to the virtual space
through real-time information collection and updates. The im-
itation results are transmitted to the edge server for model
optimization. We provide a macro-viewed DT imitation on the
edge side with a model aggregation operation. It can assist UAVs
in improving imitation accuracy. In addition, UAVs can au-
tonomously decompose themselves into multiple groups based
on an effective decomposition method [43]. A feasible UAV is
elected as group leader in each group using the betweenness
centrality method:

max
v

⎧⎨
⎩g(v) =

∑
i=v =j

ζij(v)

ζij

⎫⎬
⎭ , (19)

where g(v) is the betweenness centrality of UAV v; ζij is the
total number of shortest paths from UAV i to j; ζi,j(v) is the
number of paths passing through v.

We propose an attention-based model aggregation algorithm
shown in Fig. 4. Considering the high processing time for the
amounts of data, we use a key-value association rule where we
can process a lightweight ωi with necessary features instead of
the large-sized data Hi [44]. Explicitly, we formulate a compar-
ison function Θ(DTi,Φ;DTi(hi,Hi,hi,k), ωi) to estimate the
performance of local model DTi(hi,Hi,hi,k), where DTi,Φ

is an ideal optimization result. The function shows that if the
Θ value is smaller, the model performance is better. With the

Fig. 4. Illustration of model aggregation.

comparison function, we expect to acquire the optimal ω∗i :

ω∗i = arg min
ωi

1

card(Vi)

card(Vi)∑
i=1

× E [Θ (DTi,Φ;DTi(hi,Hi,hi,k), ωi)] . (20)

It is feasible to optimize the function Θ by continuous itera-
tions between the edge server and UAVs. However, the iteration
latency may be unacceptable for high-speed moving targets. We
invoke an attention mechanism to accelerate the aggregation
process in each round of iteration. In detail, the parameter ωj

is optimized by a multiple layers perception network shown in
Fig. 4. An encoder-decoder architecture is designed according to
the deep learning ideology [45]. For the encoder operation, the
feature parameters of UAV i are input into the neural network.
The original state space is mapped to a new feature space
with a lightweight conversion operation ωi,j = f(hi,j ,W

k
i,j),

where W k
i,j is a weight value that can be adjusted based on the

similarity between UAV i and j with the same sensed target k.
The decoder operation is implemented by the activation function
ði = ωt

iW
q
i,j , whereW q

i,j is a hyper-parameter. We can use tanh
function to obtain the aggregation probability between UAV i
and j:

ei,j = tanh (ðiωi,j), (21)

where ei,j is a probability vector; wi is updated as wj when
ei,j > 0.5; wi replaces wj when ei,j < −0.5.

The algorithm can dynamically updating the lightweightW k
i,j

instead of re-training for different tracking scenarios with dif-
ferent numbers and speeds of targets. The value represents the
mobile feature of targets which can reflect the change frequency
in the mobile velocity and the posture. When the change of
velocity of a target is high-frequent, the corresponding weight
is adjusted to highlight the mobile feature. In this case, when
other targets are involved, we only add their lightweight feature
information to the input queue. The historical learning parame-
ters similar to the feature information are transferred to the new
round of model aggregation for real-time imitation. The model
aggregation is implemented by Algorithm 2.
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Algorithm 2: Model Aggregation.

C. DT Inspection

Many state-of-the-art investigations have tried to design syn-
chronous algorithms between the physical space and the virtual
space for the high imitation accuracy [46]. However, it is difficult
to give a real-time synchronization method due to various influ-
ences including the different capabilities of sensors, dynamic
communication environments, and inevitable imitation latency.
In this case, we give an inspection method instead of eliminating
the system latency for imitation synchronization in the federated
DT to ensure the imitation accuracy by adding a feedback loop.

Explicitly, UAVs transmit historical imitation data and self-
feature information to edge servers for the DT inspection op-
eration. It avoids potential physical collisions among UAVs,
and reduces system energy consumption by analyzing mobile
trajectories. Based on this, we propose a DT inspection al-
gorithm that can jointly consider the historical imitation data
and the current states of UAVs. Fig. 5 shows our algorithm
from two perspectives: states of UAVs and historical data. The
inspection process may be time-consuming due to the amounts
of state information. With the aid of the model aggregation
algorithm, we can select representative features based on ωi to
input to multimodal learning architecture where we invoke the
actor-network of the DDPG architecture to support the learning

Fig. 5. Illustration of DT inspection.

stage. We can construct an input matrix in which rows are filled
by UAV features. It is noted that the matrix is sparse due to
only filling the representative features. In this case, we expect to
narrow the gap between the prediction value ψ′k in (7) and the
ground truth ψk collected in the practical scenario:

min

M∑
i

K∑
k

‖ψk − ψ′k‖. (22)

With the learning result, we formulate an action-value func-
tion V (Si) which is derived by the Hamilton Jacobi-Bellman
equation [47]:

1

τ
V (Si) = max

Ai

[
1

‖ψi,k − ψ′i,k‖
+
∂V (Si)

Si
f(Si, Ai)

]
, (23)

where τ is a given discount factor. Based on the equation, we
can explore feasible training direction to acquire the optimized
mobile action A∗i using a greedy policy:

A∗i = D

(
∂f(Si, Ai)

∂Ai

∂V (Si)

∂Si

)
, (24)

where D(x) is a Sigmoid function; f(x) is a mapping func-
tion [48]. It is a fact that we cannot always obtain the optimal
results. Therefore, the historical imitation data is used to im-
plement the prediction of the optimal states of UAVs. We can
adjust the weights of features based on theA∗i . With the updated
features, the current state of UAVs are updated as

Ṡi = f(Si, Ai) + vi, (25)

where vi is a random noise. An estimation λi is given by

λi =
P (Ṡi|i)∑M
j P (Ṡj |j)

, (26)

where P (Ṡi|i) is a likelihood probability under the Ṡi.
We can aggregate A∗i and λi for the optimal DT inspection

result. It can control UAVs to avoid potential physical collisions
and can optimize the behaviors of UAVs to perform accurate
target sensing and imitation. The inspection results are transmit-
ted to the local UAVs for high imitation accuracy. The iteration
numbers between the UAVs and the edge server are also reduced
for the real-time imitation. The DT inspection is implemented
by Algorithm 3.
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Algorithm 3: DT Inspection

D. Algorithm Complexity Analysis

The computational complexity is analyzed in three parts.
Firstly, the complexity of the actor-network is focused on the
matrix inversion operation with O(k(θ)), where k(θ) is a func-
tion whose input θ is the number of hidden layers. Therefore, the
time complexity for cooperative sensing is O(K · |E| · k(θ)).
Then, the time complexity of model aggregation is n · d2, where
n is the dimension of the parameter vector; d is the number of
parameters for different UAVs. Finally, the complexity of in-
spection operation ismax{O(K · |E| · k(θ)), n(ψmin)k(ψmin)},
where n(ψmin)k(ψmin) is the complexity of prediction net-
work with n(ψmin) neurons and k(ψmin) iterations. There-
fore, the system time complexity is max{O(K · |E| · k(θ) · n ·
d2),max{O(K · |E| · k(θ)), n(ψmin)k(ψmin)}}. The complex-
ity is lower than traditional deep reinforcement learning by
decoupling the functions of the DT framework with the federated
imitation.

VI. PERFORMANCE EVALUATION

In this section, we present the implementation of our federated
DT framework and evaluate its performance.

A. System Evaluation Metrics

UAVs can collect the target information cooperatively. The
local models are aggregated in a computing-intensive UAV as

Fig. 6. Snapshot of tracking imitation in Gazebo.

Fig. 7. Implementation Procedure in Gazebo with ROS.

TABLE I
SIMULATION PARAMETERS

an edge server that performs a macro DT imitation. As shown
in Fig. 6, we use the Gazebo, a stand-alone simulation applica-
tion [49], to imitate the tracking scenario. The states of UAVs, in-
cluding velocity, position, and posture, are limited in reasonable
ranges. The UAV paths are planned based on a Robot Operation
System (ROS) [50] shown in Fig. 7. In addition, the sensing
performance of the data collection comprehension is obtained
during the tracking process based on Network Simulation (NS-3)
software. The main simulation parameters are summarized in
Table I. We use four metrics to evaluate the performance of our
proposed federated DT:

1) System latency overhead: This metric reflects the DT
system latency.

2) Successful tracking ratio: It reflects the imitation accuracy
by recording the number of sensed mobile targets. It can be
also used to estimate the target sensing performance of the
cooperative sensing algorithm. The ratio η is formulated
with Pk under (1):

η = lim
T→∞

1

T

T∑
t=1

∑M
i=1

∑K
k=1 Pk

MK
. (27)
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Fig. 8. Obtained reward with different numbers of targets.

3) Collision frequency among UAVs: We use the metric to
evaluate the imitation robustness by analyzing the colli-
sion frequency.

4) System energy consumption: The metric can reflect the
performance of our DT inspection algorithm which assists
UAVs in planning optimal tracking paths.

We use four typical benchmarks for comparison:
1) Centralized DT imitation method [51]: It leverages a deep

reinforcement learning method running on the edge server
to implement a centralized imitation based on environ-
mental information.

2) Distributed DT imitation method: UAVs exchange their
local DT models with neighbors for imitation consensus
under a multi-agent learning architecture [52].

3) Matched Deep Q-network (DQN) [53]: It leverages a
deep learning framework where agents interact with the
physical scenario without the support of DT.

4) Evolution theory-based target tracking [54]: It provides
an adaptive differential evolution by continued iterations
to acquire positions of targets for accurate tracking.

B. Evaluation for Cooperative Sensing

Fig. 8 provides the training performance for cooperative sens-
ing algorithm based on DDPG architecture. We find that all the
rewards can obtain convergences with the different numbers of
targets under 20 UAVs. In other word, our cooperative sensing
algorithm has the ability to acquire comprehensive target data.
Based on this, Fig. 9 gives the transient state of cooperative
sensing performance under 20 deployed UAVs to evaluate the
cooperative sensing performance. The green circle represents
UAVs marked as “U”, and the red triangle denotes mobile targets
marked as “T” implemented in NS-3. Meanwhile, the targets
that are not sensed are encircled using black circles. Based on
the sensing parameter requirement in Table I, we find that our
federated DT can realize full-scale sensing during the tracking
process shown in Fig. 9(a). We can ensure a highly accurate
sensing performance with 20 UAVs tracking 30 targets.

Fig. 9(b) depicts the cooperative sensing performance under
50 targets with an average speed of 56 km/h. UAVs track the
targets with an average speed of 32 km/h. We draw that our

solution sense more than 90% of targets successfully. It implies
that our method is efficient for accurate DT imitation. UAVs
seem to overlap with targets in the 2-dimension simulation figure
with the same horizontal and vertical coordinates but different
height values. When the number of targets increases to 70, our
method can still realize a robust sensing performance. As shown
in Fig. 9(c), except for a few targets such as T47 and T2 cannot
be sensed, our federated DT can realize up to 87.5% of targets
to ensure a comprehensive data collection operation.

C. Evaluation for Real-Time Performance of DT

We estimate the real-time of our federated DT under multi-
dimensional imitations based on different numbers of targets and
UAVs with different velocity values. Fig. 10(a) gives the com-
parison by imitating different numbers of targets under 20 UAVs
with an average velocity value of 32 km/h. We find that all the
latency overheads increase with the increase in the number of
targets. However, our federated DT algorithm always meets the
imitation requirement with the given maximal latency of 1.5 s.
The distributed imitation algorithm performs worse than the
centralized algorithm. It is because UAVs exchange information
in the virtual space frequently which causes a high latency over-
head. The performance of the matched-DQN algorithm is satis-
fied when the number of targets is less than 40. When the number
of targets increases, the latency overhead increases significantly
due to frequent interactions with the physical environment. Our
federated DT system can enable UAVs to exchange lightweight
DT model parameters for low-latency sensing cooperation and
tracking imitation. It can reduce the imitation pressures of edge
servers from the centralized imitation method. On the other hand,
it can also reduce the frequency of information exchange for
real-time mobile imitation. Quantitatively, our algorithm can
reduce 25.0% imitation latency compared to the best benchmark.

Fig. 10(b) depicts the comparison of the real-time metric
in imitating 50 targets with different moving velocity values
and the same number of UAVs as Fig. 10(a). We draw the
conclusion that the imitation latency overhead still keeps under
the given 2 s using our federated DT scheme. The centralized
imitation manner performs well when the average velocity of
targets is less than 48 km/h. It is because the high-moving
targets incur huge pressure on the centralized manner. Simi-
larly, the frequent information exchange that occurs in the dis-
tributed manner performs a high-latency system performance.
The performance of the matched DQN algorithm is worse than
that of the distributed imitation manner. It is because the high
dynamic of the targets causes huge computing pressure on the
matched DQN algorithm implemented in resource-restrained
edge servers. Furthermore, the algorithm may cause physical
collisions among UAVs with unreasonable tracking decisions.
The case can further increase computing latency for feasible
tracking decisions. The evolution-based algorithm also causes
a high-latency system response with frequent iterations. Our
federated DT solution enables edge servers to perform rapid
model aggregation for high-speed moving targets. Besides, our
solution can further reduce imitation latency with the aid of the
trajectory prediction method. In this case, our algorithm reduces
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Fig. 9. Transient state of cooperative sensing performance under 20 UAVs.

Fig. 10. Real time of imitation reflected by latency overhead under different metrics.

Fig. 11. Real time of imitation reflected by latency overhead under different velocities of UAVs. Imitation accuracy reflected by successful tracking ratio under
different velocities and numbers of targets.

the imitation latency overhead of 28.6% compared to the best
benchmark approximately.

In addition, Fig. 10(c) gives the comparison based on dif-
ferent numbers of UAVs with different velocity values. With
30 targets, we discover that the increased slope of our latency
overhead is the lowest than other benchmarks. In our federated
DT, the latency is mainly consumed in the stage of the model
aggregation with additional UAVs. The mild increase in slope
demonstrates that the model aggregation algorithm can meet
the real-time imitation requirement. It reduces 68.0% imitation
latency compared to the centralized manner. Quantitatively, the

imitation latency will tend to be stable when the number of UAVs
is more than 31 with a constant number of mobile targets. The
tendency also demonstrates that our algorithm is robust in the
highly-dynamic mobile tracking scenario.

Fig. 11(a) tells us that the imitation latency overhead is
significantly reduced when we change the velocity values of
UAVs. Given the same numbers of targets as that in Fig. 10(c)
with an average speed of 56 km/h and 20 UAVs, we find
that our federated DT alleviates the imitation latency overhead
compared to other benchmarks. It is because ours can imple-
ment an efficient imitation to explore optimal flight paths, with
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Fig. 12. Imitation inspection for collision-avoidance, system energy consumption optimization and energy consumption in communications.

which UAVs can perform low-latency tracking. It saves more
time to imitate what the targets will do next. In this case, our
algorithm decreases the imitation latency overhead of 68.4%
compared to the centralized manner. Quantitatively, when we
set the sensing frequency of sensor b, bi ∈ [4 MB/s, 5 MB/s],
and the number of sensors A = 8, UAVs perform the low-
est latency overhead of 600 ms with an average speed of
72 km/h.

D. Evaluation for DT Accuracy

We evaluate the DT accuracy based on the successful tracking
ratio metric given by (27) under different numbers of targets
with different velocity values. Fig. 11(b) provides a comparison
under different numbers of targets with an average speed of
56 km/h. In the case of 25 UAVs with an average of 32 km/h
moving speed, our federated DT achieves a successful tracking
ratio of up to 90% even the number of targets increases to 50.
For the centralized scheme, our solution reduces the pressure
of imitation on the center side by aggregating received model
parameters. Our framework also achieves a higher imitation
accuracy with a high successful tracking ratio compared to
the distributed scheme. It is because the frequent information
exchange in distributed imitation is eliminated in our framework.
Our solution improves 10.4% and 22.4% successful tracking
ratios contrasting to the centralized and distributed schemes,
respectively.

Furthermore, Fig. 11(c) gives the comparison in the imita-
tion accuracy with different velocity values of the targets. The
number of UAVs is 20, with an average speed of 32 km/h; the
number of targets is 40. We draw that the successful tracking
ratios of all the algorithms reduce with the increase of veloci-
ties of targets. However, ours maintains the highest successful
tracking ratio with up to 95.0%. It implies that our framework
realizes a highly robust imitation in dynamic scenarios. Our
framework’s advantages are obvious considering two aspects: 1)
The imitation accuracy can be improved by selecting feasible DT
model parameters on the edge server. 2) We provide an efficient
DT inspection solution to dynamically correct imitation results.
It also provides the imitation experience for local UAVs. The
results can conduct UAVs to perform accurate tracking with
a highly successful tracking ratio. Our federate DT improves

13.0% and 14.3% successful tracking ratios compared to the
centralized manner and the distributed scheme, respectively.

E. Evaluation for DT Inspection

The DT inspection is mainly divided into three parts: 1)
Collision avoidance. 2) Tracking path optimization. 3) Energy
consumption in communication.

Our federated DT can conduct cooperative tracking imitation
based on aggregated DT models. The edge UAV inspects the
mobile positions of UAVs to predict the potential collisions
among UAVs during the tracking process. Fig. 12(a) gives the
inspection performance for collision avoidance. We draw that
our federated DT can imitate to predict the potential collisions
among UAVs. Based on the cross-layered cooperation manner,
UAVs can efficiently avoid physical collisions when reaching 80
iterations. The centralized manner can not eliminate the collision
risk due to the obvious time-consuming imitation manner. The
Matched DQN algorithm can implement the collision inspection
operation that UAVs sense the state of neighbors frequently.
In this case, the time of collision avoidance is significantly
unacceptable.

The federated DT can also inspect the moving paths of UAVs
to explore the optimal cooperative tracking solution with ac-
ceptable energy consumption. Fig. 12(b) depicts the comparison
of system energy consumption under the different benchmarks.
With the same parameters as that of Fig. 11(b), we see that
energy consumption increases with the increase in the number of
targets. However, our federated DT realizes the lowest increase
slope compared to other benchmarks. It is because the model
aggregation method assists UAVs in dynamically associating
feasible targets with the energy budget constraint. Compared
to the distributed imitation scheme, the centralized DT gives
a better UAV allocation solution thanks to a global view. Our
federated DT reduces 28.3% and 50.0% energy consumption
compared to the centralized and distributed scheme, respec-
tively.

Fig. 12(c) shows the comparison of energy consumption in
communication. The energy consumption in communications
using our solution is the lowest compared to the benchmarks. It
implies that our federated DT framework can efficiently reduce
data transmission frequency with lightweight DT parameters.
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Fig. 13. Imitation of UAV postures at the different wind speeds and posture correction.

The centralized framework incurs more energy consumption
in communication by transmitting a mass of data among edge
servers and UAVs. On the other hand, the distributed framework
gets into the worst condition with the highest energy consump-
tion in communication. It is because UAVs need frequently
exchange data with neighbors for accurate imitation decisions.
Our solution can reduce 33.3% and 77.8% energy consumption
in communications compared to the centralized and distributed
frameworks, respectively.

We also evaluate the interference of wind speeds which has
the main impact on UAV tracking performance [6]. We use
the Gazebo to record the UAV postures in the condition of no
wind. As shown in Fig. 13(a), UAVs can adjust roll angles to
cooperative sense target information for comprehensive data
collection and accurate imitation with a flight speed of 5 m/s.
When targets move toward a fixed direction, the yaw and pitch
angles of UAVs are approximately constant. The UAV postures
are shown in Fig. 13(b) under 15 m/s and 25 m/s wind speeds
respectively. We find that the wind can cause UAVs to deflect
significantly to influence the data collection performance. In
this case, our federated DT can efficiently inspect the status
of UAVs and correct their postures for comprehensive sensing
and accurate imitation. Fig. 13(c) shows that our algorithm can
rapidly correct the postures of UAVs in a unit of time.

To test our solution in a real scenario, we provide a test case
to evaluate the proposed federated DT solution where two DJI
UAVs managed by an edge UAV track a target. As shown in
Fig. 14, UAVs can implement a cooperative DT imitation opera-
tion with the Manifold 2 computer, a powerful onboard computer
with NVIDIA Jetson TX2 GPU model [55]. We implement our
federated DT through code portability from the Gazebo system
to the Manifold computer [56]. Before that, we use DJI APP to
plan target trajectories randomly shown in Fig. 15. The target
moves with an average speed of 3.4 m/s. UAVs use onboard
sensors to collect environment information shown in Fig. 16.
The UWB and ultrasonic sensors are used to acquire physical
distances between UAVs and targets and the velocities of targets.
The camera captures images of targets. The gyroscope sensor
enables to acquire postures of UAVs.

We use socket communication technology to implement the
information transmission with IP address and port number where
all the UAVs can communicate in a Local Area Network (LAN).

Fig. 14. Implementation of tracking imitation.

Fig. 15. Target trajectory planning.

Fig. 16. UAV with sensors.

It is bound to a port number so that the Transmission Control
Protocol (TCP) layer can identify the application to which data is
destined to be sent. With an average 10 MByte/s of sensing rate
and 5 m/s moving speed, UAVs can adjust sensing directions to
collect target information cooperatively for tracking imitation.
The system energy consumption is compared based on the same
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physical scenario with 2 m/s of natural wind speed and the
same target trajectory. We can calculate the energy consumption
metric through changes in voltage charges of UAVs with TB60
batteries [57]:

0.4 V× 5935 mHA× 3.6 = 8.5464 kJ. (28)

Compared to the centralized and distributed imitation manner,
our federated DT solution can save 0.03 V voltages (472.21 J)
and 0.05 V voltage (640.98 J), respectively. Sensing and commu-
nication ranges are circular areas with 30 m radii, respectively.
With the same system parameters, the system latency is defined
as the time from the time the target escapes from the sensing
ranges of UAVs to the time UAVs sense the target again. In this
context, our system latency overhead is about 1.2 s using the
time stamping method while the centralized and distributed DT
are approximately 2 s and 2.5 s, respectively. Our federated DT
solution can effectively reduce the DT imitation latency with the
lightweight data exchange manner.

F. Performance Discussion

We consider a specific application area of hit-and-run pur-
suit where the UAV swarm performs our proposed federated
Digital Twin (DT) imitation for cooperative target tracking on
the plain terrain. The system performance is affected by the
changes of environment changes, including weather influence
(temperature and humidity, illumination intensity, and wind
speed), as well as the number, density and velocity of UAVs and
targets, etc. We implement offline training to acquire several
typical network models based on different environments. To
improve the diversity of network models, we invoke a Gener-
ative Adversarial Network (GAN) algorithm to generate new
data through a generator network based on the information
of different environments [58]. The GAN algorithm can then
evaluate the generative data through a discriminative network to
output high-quality training samples. The samples are imported
into the training database to enrich the diversity of network
models based on offline learning. The diverse models can assist
UAVs in optimizing their tracking paths, velocities, and postures
for different environments. When edge servers are available,
we can enable the computing-intensive edge servers to assist
UAVs in implementing online training with DT derivations.
It can provide highly accurate optimization decisions to cope
with unprecedented environmental patterns. In this work, we
specifically analyze three important system metrics to evaluate
the impacts of the number and the density for mobile targets,
including imitation response time, system imitation capability,
and imitation error ratio.

As a significant system metric, the imitation response time,
including sensing time, imitation latency, data transmission
latency, and DT inspection time, can reflect the imitation ef-
ficiency. In Fig. 10(a) and (b), we find that the response time
of our solution is always less than 1.5 s for all the cases with
different numbers and densities of targets. The response time is
still acceptable when the number of targets is more than that
of UAVs. In other words, our framework can rapidly output
imitation decisions even in overloaded conditions.

The system imitation capability can closely reflect the coop-
erative imitation performance. It can analyze the cooperative
effectiveness when the number of targets is overloaded. In this
context, we mainly focus on the software process capability
based on the cross-layered cooperation between the UAVs and
the edge server. Based on the simulation results, our federated
DT can imitate 20 UAVs cooperatively tracking 75 targets at
most with a deployment density of 8.3 targets per km2 under
response latency of 2 s. This implies that our federated DT can
perform an overloaded imitation.

The imitation error ratio can be estimated by the timeout
ratio. The timeout ratio reflects the imitation effectiveness that
is equivalent to the successful tracking ratio metric. In Fig. 11(b),
the highly successful tracking performance with over 90% can
be still obtained when the number of targets is more than twice
as many as that of UAVs. When the number of targets is twice
as many as that of UAVs from Fig. 11(c), we observe that UAVs
with an average speed of 32 km/h can still track targets with an
average speed of 72 km/h with up to 95% successful tracking
ratio. It implies that the imitation error is low.

VII. CONCLUSION

We have designed a flexible federated DT framework to ensure
real-time and accurate imitation with high reliability in mobile
tracking scenarios. To acquire comprehensive information on
mobile targets, we present a cooperative sensing algorithm to
reduce data redundancy while accelerating the data collection
process. Then, we propose a model aggregation algorithm in the
federated DT framework to ensure an accurate mobile imitation.
Based on this, we give multiple representative metrics to esti-
mate our solution. The results demonstrate that our federated DT
can realize a real-time tracking imitation. The mobile imitation
decisions also ensure a highly successful tracking ratio. This
work provides a foundation for the application of DT imitation
in general mobile scenarios. There still exist several technical
challenges. In the future, we will explore a more universal DT
solution to serve different types of mobile scenarios.
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