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Bilevel Model for Protection-Branch
Measurements-Based Topology Attack
Against DC and AC State Estimations

Shibin Gao , Zonglun He, Xiaoguang Wei , Yigu Liu , Tao Huang , and Jieyu Lei , Student Member, IEEE

Abstract—A topology attack, as a special class of false data
injection attacks, tampers with topology information of a system
to mislead the decision of the control center. This article conducts
an in-depth study on topology attacks that aim to interfere with
the judgment in topology information and pose potential damage
by tampering with measurement data and protection information
on branches, namely, protection-branch measurements-based
topology attacks (PBT attacks). To achieve PBT attacks in actual
networks, we study the protection settings and mechanisms in term
of branches including transformers and transmission lines. Then,
for the first time, we develop a bilevel model based on the protection
configuration from the perspective of security-constrained
economic dispatch. Meanwhile, since a bilevel model is constructed
against dc state estimation, a conversion method in constructing
attack vectors under PBT attacks against ac power system is
proposed, which makes PBT attacks more suitable for actual
power systems and more concealed. In a set of case studies on an
IEEE 14-bus system, the simulation results verify the effectiveness
of the model we proposed, analyze the vulnerability of network
under PBT attacks, and then identify some critical branches that
are defended to cope with PBT attacks. In addition, the comparison
between PBT attacks and traditional cyber-overloaded attacks
also shows a stronger threat of the studied attacks.

Index Terms—Bilevel model, conversion method, protection
information, topology attack.

I. INTRODUCTION

W ITH the continuous development and innovation on
information and communication technologies and op-

eration technologies, cyber privacy and security issues arouse
increasing attention in today’s smart grids [1], [2]. As to a
normal-operating complex power system, massive operational
data (e.g., measurements of power system) and control informa-
tion are being exchanged in real time to monitor the actual status
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and perform optimal generation dispatch arrangements. The in-
formation network ensures reliable and efficient electricity deliv-
ery in the system. However, it also introduces new cyber-related
vulnerabilities to power systems. In 2010, hacker groups injected
the Stuxnet worm virus to invade a supervisory control and data
acquisition (SCADA) system and attacked uranium-enrichment
equipment, causing Iran’s nuclear power plants to postpone
power generation [3]. Meanwhile, blackout caused by attackers’
remote control of the substation circuit breakers led to wide-area
power outages in the Ukraine power grid in 2015 [4]. The above
events have caused serious economic losses and social impacts,
so it is crucial to thoroughly investigate the mechanism and
influence of cyber attacks to better enhance the system security.

As a special cyber attack, the false data injection (FDI attack)
has received widespread attention from scholars, which was
first proposed in [5]. The attacks are capable of intruding into
SCADA systems, which transmit protection information, circuit
breaker statuses, and measurement data between control center
and remote terminal units (RTUs), and because the injected false
data are precisely designed, they can bypass bad data detection
of state estimation successfully [6]. Therefore, the attackers can
cooperatively contaminate state estimation results to manipulate
security-constrained economic dispatch (SCED) solutions in a
predicted way which may mislead operators’ control decisions
and lead smart grids to uneconomic operating conditions accom-
panied with load shedding, and even cause emergencies such as
line outages and cascading failures [7], [8].

The risk of FDI attacks on smart grids is increasing in
recent years. According to attack mechanism and implemen-
tation methods, the existing research on FDI attacks can be
divided into the following categories: cyber-overloaded attacks,
coordinated cyber–physical attacks, and topology attacks. As a
basic and pervasive form of FDI attacks, the cyber-overloaded
attacks [i.e., load redistribution (LR) attack] were proposed by
Yuan et al. [9], [10] in which the immediate attacks and delayed
attacks were formulated as a bilevel attacker–defender model
and a trilevel attacker–defender–defender model, respectively.
In cyber-overloaded attacks, the attackers attempt to maximize
the system disruption penalties in load shedding, while the de-
fenders (i.e., system operators) tend to minimize the attack effec-
tiveness collectively. On this basis, some studies explored how
to maximize the effect and improve efficiency of the immediate
attacks. A bilevel linear programming model was constructed
to cause line overloading and maximize the total loadings in
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all overloaded lines [11]. A fast solution in determining the
attack vectors by just solving one linear programing problem was
presented in [12]. In addition, recent research discussed the cas-
cading failures caused by delayed cyber attacks. Che at al. [13]
analyzed an optimal mechanism which can identify critical lines
and by tripping them, it can cause high risk subsequent failures.
Che et al. [14] studied the increasing occurrence probabilities of
initiating contingencies caused by cyber attacks against key lines
overloads which increased the grid vulnerability to cascading
failures. Furthermore, some research adopt machine learning
techniques to process system history information, and then ex-
tract attack characteristics to detect FDI attacks [15]–[18]. Some
scholars also focused on the defense approaches to reduce the
damage of cyber-overloaded attacks through formulating trilevel
models [19]–[22].

Meanwhile, to broaden the impact of FDI attacks, some
articles collectively consider both cyber attacks and physical
attacks. The coordinated cyber–physical attacks could tamper
with system data through cyber attacks to fabricate unobservable
physical attacks. Zhang and Sankar [22] formulated a two-
stage optimization model to analyze the physical consequences
of the undetectable state-and-topology cyber–physical attacks.
Similarly, a bilevel model of the coordinated cyber–physical
attacks was constructed in [23] to identify the most damaging
and undetectable physical attacks masked by cyber attacks. A
stochastic game-theoretic approach was also proposed in [24],
which could be adopted to protect the cyber–physical grids
against coordinated attacks.

However, the feasibilities of the above two attacks are ques-
tionable when they are implemented in realistic attack scenarios.
First, both attacks require to inject false data into bus-load mea-
surements. Unfortunately, due to the existence of load forecast,
the attacks could be easily detected after bus-load measurements
are maliciously changed. Furthermore, the coordinated attack is
not practical because of the difficulty in real-time coordinating
and implementation.

Therefore, some scholars extend the idea of FDI attack
to topology attacks that could perturb the operators’ percep-
tions of network topologies through altering data from branch
measurements and network switches. Rahman et al. [25] pro-
posed a verification-based framework to analyze the impact
of stealthy topology attacks on optimal power flow routines.
Liang et al. [26] developed optimal attack models for three
kinds of cyber-topology attack scenarios and used the natural
aggregation algorithm to solve the models.

Considering that with the continuous expansion of large-
scale cyber–physical systems, topology attacks exacerbate the
vulnerabilities of smart grids. The existing research did not
consider the difference in protection settings between the line
and the transformer. Similarly, the processes between the at-
tackers and the operators are also not given. In addition, most
of the existing studies are based on dc state estimation; how-
ever, ISO/RTO is generally adopted in ac state estimation
that is generally described by complex nonlinear mathematical
models.

Based on the above background, we consider the special
class of topology attacks that causes false tripping on branches.

This article explores the vulnerabilities under such attack and
the mechanism and interaction process are also analyzed. We
also consider the conversion method of attack vectors against
ac state estimation. The main contributions of this article are
summarized as follows:

1) This article studies protection-branch measurements-
based topology attacks (PBT attacks) by cooperatively
tampering with protection scheme and branch power flow
measurements. Meanwhile, the proposed PBT attacks can
be also implemented based on incomplete information
analyzed in case studies.

2) This article employs a bilevel model to construct PBT at-
tack from the perspective of SCED. To the best knowledge
of the authors, this article is the first of its kind. This article
also conducts the comparison with the traditional bilevel
model-based cyber-overloaded attack, and the comparison
results show that the PBT attacks are more threatening to
the system.

3) This article proposes a conversion method that can convert
the attack vectors obtained by solving mixed integer linear
programming (MILP) problem under dc state estimation
into the attack vectors for ac state estimation, which is
more applicable to the complex reality. Such method
improves the universality of analytical procedures against
FDI attacks in ac-based analysis.

The rest of the article is organized as follows: we describe
the mechanisms of the existing FDI attacks and the protection
schemes on branches in Section II. In Section III, we develop
the bilevel model for PBT attacks which can be reformulated
in MILP form by Karush–Kuhn–Tucker (KKT) method. Sec-
tion IV discusses PBT attacks against ac state estimation. Case
studies are performed in Section V to quantitatively analyze
the harmfulness of PBT attacks and discuss the corresponding
defense strategies. Finally, conclusions are drawn in Section VI.

II. MOTIVATION

In this section, the principle and the modeling methodology of
the PBT attacks are discussed. Considering that the PBT attacks
we discuss is a special class of FDI attacks, we investigate the
differences between the PBT attacks and the other FDI attacks
from the perspective of branch overload/outage in Section II-A.
On this basis, the principle of the PBT attacks is discussed
in Section II-B. Last, the protection schemes on branches in
modern power grids are discussed.

A. Overview of Security Issues Under FDI Attack

In existing literature, the available entries for FDI attackers
include measurement, protection units, and the communication
networks in SCADA system [5], [27]. For measurement and
protection units, the attackers can exploit the inherent vulnera-
bilities in encryption and authentication mechanisms to invade
the hardware of the field devices physically and tamper with their
data through hardware Trojan, etc. On the other hand, weak-
nesses in communication protocols and schemes and network
vulnerabilities can also be exploited by attackers to intrude into
SCADA system to tamper with the data transformed between
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Fig. 1. Attack mechanism schematic diagram of FDI attacks.

the units and the control center, and attackers can also employ
man-in-the-middle attacks to deflect the data from their original
values [19], [28]. Based on the above analysis and research
[29], an attack mechanism schematic diagram of FDI attacks
can be drawn as Fig.1. The potential attack paths and detailed
data tampering process depend on the specific components and
characteristics of the infrastructure and network which are out
of the scope of this article.

Furthermore, FDI attacks are generally developed against dc
state estimation. To bypass the bad data detection in dc state
estimation, the injected attack vector a need to satisfy a = Hc,
where H represents Jacobian matrix of dc state estimation and c
represents false state vector. By injecting a, the load distribution
of entire network can be disrupted to make system fall into
insecure operating state. At present, there are three ways to result
in branch overload/outage under FDI attacks.

1) Cyber-Overloaded Attacks: The cyber-overloaded attacks
inject false data which are deliberately designed according to the
topology and capacity of the network to make branches appear
to be overloaded. The false data mixed with the measurement
data are uploaded to induce the control center to believe that
some of the transmission lines are actually overloaded.

2) Coordinated Cyber–Physical Attacks: The coordinated
cyber–physical attack could lead to undetected outages. An at-
tacker could cause branch outages of the network by physical at-
tack first, and then injects false data into bus-load measurements,
branch power flow measurements, and protection information
(including circuit breaker statuses) by cyber attacks, which could
preserve the network topology and mask the outage states.

3) LR-Topology Coordinated Attacks: The LR-topology co-
ordinated attack is the original form of topology FDI attack. The
mechanism of the attack which aims to fake physical outages
on branches is contrary to that of coordinated cyber–physical
attack [30]. In such cyber attack, an adversary requires to modify
bus-load measurements, branch power flow measurements, and
protection information to mislead the control center with an
incorrect topology estimate, which interferes operation security.

As shown in Table I, the above three classes of FDI attacks
all launch cyber attacks by injecting false data, but the mea-
surements and information that the attackers need to capture are
quite different. A simple three-bus system example is shown in
Fig. 2(a), in which bus 1 is a generator bus, and bus 2 and bus
3 are load buses. There are three branches in the system whose
capacity limits are 0 ≤ PL1 ≤ 20 MW, 0 ≤ PL2 ≤ 25 MW, and
0≤PL3≤ 10 MW, respectively. We assume that the original sys-
tem state is PG1 = 30 MW, PL1 = PL2 = 15 MW, PL3 = 5 MW,

TABLE I
MEASUREMENT AND INFORMATION AN ATTACKER NEED TO CAPTURE

Fig. 2. Simple cases of existing three types of FDI attacks in three-bus system.

PD2 = 20 MW, and PD3 = 10 MW. Fig. 1(b)–(d) shows the
mechanism of the above three FDI attacks, respectively. Fig. 2(b)
is the false overload state of branch L1 which is caused by data
injection against measurements in the whole system. Fig. 2(c)
represents a real outage on branch L3 caused by physical attack
which is masked by injecting false power flow and load. Fig. 2(d)
shows a fake outage on branch L3 caused by injecting false data
into measurements and protection information uploaded to the
control center. Under these attacks, SCED will readjust gener-
ator outputs or even initiate load shedding based on false state
estimation results, which lead the system to insecure operation
states.

B. Principle of the PBT Attack

From the analysis in the previous subsection, we can see that
the above three classes of FDI attacks require the allocation of
attack resources to bus-load measurements of the system. How-
ever, it is impossible to tamper with the bus-load measurements
by a big margin. Once the bus-load measurements are drasti-
cally changed, the control center will easily detect anomalies
because the false load measurements deviate significantly from
the predictable value calculated by load forecasting methods in
energy management system (EMS). On the other hand, minor
change of the load measurements may not be sufficient to make
system fall into unsecure operation. Therefore, tampering with
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bus-load measurements is not an optimal choice. Compared with
above three classes of FDI attacks, the PBT attacks just need
to cooperatively tamper with branch power flow measurements
and protection information without tampering with bus-load
measurements, which use fewer attack resources and are less
likely to be detected by the operator. The goal of PBT attacks is
to fake outages on branches. When the false outages on branches
are uploaded to the control center, SCED will be triggered to
redistribute the power flow of the whole network by adjusting
generator outputs and even removing load.

The details of the PBT attacks are discussed as follows. The
original state of the network needs to satisfy

P (0) = SF (0) ·KG(0) ·G(0) − SF (0) ·KD(0) ·D(0) (1)

where P (0), G(0), and D(0) are the branch power flow mea-
surement vector, generator measurement vector, and bus-load
measurement vector in normal operation state, respectively. Shift
factor matrix SF(0), bus-generator incidence matrix KG(0), and
bus-load incidence matrix KD(0) represent the network topology
information in normal operation state, separately. Suppose the
set of branches TL is falsely tripped by injecting false attack
vector ΔP under PBT attack. The corrupted power flow mea-
surement vector P (1) of postattack is

P (1) =

[
P

(1)
TL

P̄
(1)
TL

]

=

[
0

SF (1) ·KG(1) ·G(0) − SF (1) ·KD(1) ·D(0)

]
(2)

where P (1)
TL represents the corrupted power flow measurement

vector of branches TL. Obviously, since branches TL is tripped
falsely, P (1)

TL = 0. P̄(1)
TL represents the corrupted power flow

measurement vector of other branches and SF (1),KG(1), and
KD(1) denote network topology information of postattack.
In (2), because PBT attack does not take load measurements
as the target, to make the network reach equilibrium, P̄(1)

TLneeds
to be determined by corrupted network topology information.
According to (1) and (2), we can calculate the attack vector
ΔP as shown in (3a) and (3b) at the bottom of this page,
where SF (0)

TL, KG(0)
TL, and KD(0)

TL represent the topology

information related to branches TL; and SF
(0)
TL, KG

(0)
TL, and

KD
(0)
TL represent the topology information related to other

branches. In (3), the attack vectors consist of two parts: attack
vector ΔP TL related to falsely tripped branches TL and attack
vector ΔP̄TL related to other branches.

Fig. 3. Principle and a simple case of PBT attack.

Fig. 4. Main and local backup protections in transmission line.

A simple case of PBT attacks based on the three-bus system
mentioned above is shown in Fig. 3. In this case, the attacker
aims to falsely trip the branch L3. Therefore, to ensure the false
balance of the system, the attack vector injected into branch
measurements can be calculated:ΔP = [5 −5 −5 ]T MW. At
the same time, the statuses of the two circuit breakers on L3

are also tampered with cooperatively. After the control center
receives the tampered data and the false tripping status of circuit
breakers uploaded, it will mistakenly believe that the branch L3
has been tripped, so that SCED is urgently started to readjust
the generator outputs and redistribute the load, resulting in
uneconomic or even unsecure operating state.

C. Analysis of Attack Against Protection Schemes

In order to study the intrusion mechanism of PBT attacks
against protection, the actual multilevel protection schemes in-
cluding primary protection and backup protection are discussed.

Since the research object of this article is transmission system,
the remote backup protections are not adopted for the branches
[31]. The simple diagram of main protections and local backup
protections on transmission line is shown in Fig. 4. There are
two main protections (Pm1 and Pm2) and two local backup
protections (Pb1 and Pb2) at both ends of the branch. When
the branch fails, both the main protections and the local backup
protections will be activated. Under normal circumstances, the
main protection will trip the circuit breakers at both ends of
the branches, and the local backup protection will return. When
the main protections fail, the local backup protections will trip
the circuit breakers after a delay.

Therefore, the PBT attacker in this article forges the main
protection actions to trip the circuit breakers, and we assume

ΔP = P (1) − P (0) =

[
−P (0)

TL

P̄
(1)
TL − P̄

(0)
TL

]
(3a)

ΔP =

[ −SF (0)
TL ·KG(0)

TL SF
(0)
TL ·KD(0)

TL

SF (1) ·KG(1) − SF (0)
TL ·KG(0)

TL −SF (1) ·KD(1) + SF
(0)
TL ·KD(0)

TL

][
G(0)

D(0)

]
(3b)
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Fig. 5. Protection schemes in transformer and transmission line.

that the attacker can fabricate the start and return information of
the local backup protections at the same time.

Meanwhile, in order to make the control center believe that
the circuit breakers of the selected branches have been tripped,
the attacker needs to cooperatively tamper with the action in-
formation ψ of protection devices and status information ξ
of the corresponding circuit breakers while the branches are
falsely tripped. However, in actual power system, the protection
schemes set for branches are different. Therefore, it is necessary
to discuss the intrusive method of transformer and transmission
line under PBT attacks, respectively.

Transformer Protection Schemes: As shown in Fig. 5(a),
a transformer has one main protection PRT and two circuit
breakers CB1 and CB2 at both ends. When the transformer fails,
the protection PRT will act to trip the circuit breakers CBT,1 and
CBT,2. Therefore, when an attacker attempts to falsely trip the
transformer, it is necessary to simultaneously tamper with one
main protection information and two circuit breaker statuses
according to

ψ
(0)
T = 0 ⇒ ψ

(1)
T = 1 →

{
ξ
(0)
T,1 = 0 ⇒ ξ

(1)
T,1 = 1

ξ
(0)
T,2 = 0 ⇒ ξ

(1)
T,2 = 1

, T ∈ TL
(4)

where ψT represents main protection action status of false
tripped transformerT ∈ TL. ξT,1 and ξT,2 represent two circuit
breaker statuses of false tripped transformer T ∈ TL. 0 means
the uploaded status of circuit breaker is closed (protection does
not act, ψ(0)

T = 0) and 1 means open (protection act, ψ(1)
T = 1).

Branch Protection Schemes: Different from transformer, there
are two sets of main protection devices for a transmission line,
and each main protection controls one corresponding circuit
breaker. As shown in Fig. 5(b), when the transmission line fails,
the two main protections PRl,1 and PRl,2 will act to trip the
circuit breakers CBl,1 and CBl,2, respectively. Therefore, the at-
tacker requires to invade two protection devices and manipulate
the states of two circuit breakers to successfully implement a
topology information tampering on a transmission line accord-
ing to

{
ψ
(0)
l,1 = 0 ⇒ ψ

(1)
l,1 = 1 → ξ

(0)
l,1 = 0 ⇒ ξ

(1)
l,1 = 1

ψ
(0)
l,2 = 0 ⇒ ψ

(1)
l,2 = 1 → ξ

(0)
l,2 = 0 ⇒ ξ

(1)
l,2 = 1

, l ∈ TL

(5)
where ψl,1, and ψl,2 represent two main protection action sta-
tuses, and ξl,1, and ξl,2 represent the corresponding circuit
breaker states, respectively. Obviously, compared with trans-
former, an attacker needs to tamper with more protection infor-
mation after transmission line is falsely tripped.

III. BILEVEL MODEL OF PBT ATTACK

The essence of PBT attacks is to make a system fall into
nonoptimal and even unsecure operation. Therefore, PBT at-
tacks are formulated as a bilevel optimization model from the
perspective of SCED. The upper level constructs the attack
model whose purpose is to maximize the generation dispatch
and load shedding cost through injecting attack vector ΔP and
tampering with protection ψ and circuit breaker ξ information
to original system operation state. Based on ΔP , ψ, and ξ
delivered from upper level, the operator represented by the lower
level implements SCED emergently to redispatch generators
outputs G and even shed load S based on the corrupted data.
The mathematical model of PBT attacks is shown as follows:

Max :

Nb∑
k=1

ck·G(1)
k +

Nb∑
k=1

dk·S(1)
k (6)

subject to

ΔPh = −SF (0)
h ·KG(0)

h ·G(0)

+SF
(0)
h ·KD(0)

h ·D(0),
∀h ∈ TL (7a)

ΔPh =
(
SF

(1)
h ·KG(1)

h − SF (0)
h ·KG(0)

h

)
G(0)

−
(
SF

(1)
h ·KD(1)

h − SF (0)
h ·KD(0)

h

)
D(0),

∀h ∈ L− TL (7b)

ΔPh = −P (0)
h ⇔ δh = 0, δh ∈ {0, 1} , ∀h ∈ L (8a)

NL∑
h=1

(1− δh) ≤ R, ∀h ∈ L (8b)

|ΔPh| ≤ ε⇔ σh = 0, σh ∈ {0, 1} , ∀h ∈ L (9a)

NL∑
h=1

(1− δh) +

NL∑
h=1

σh ≤ Z (9b)

h ∈ LT ⇔ ψh = 1, ξ = 2 (10a)

h ∈ Ll ⇔ ψh = 2, ξ = 2 (10b)

ψh ∈ {1, 2} , ∀h ∈ L (10c)

NL∑
h=1

(1− δh) (ψ + ξ) ≤W (10d)

δh = 0 ⇔ yij = 0, ∀h ∈ L, i, j ∈ B (11a)

Nb∑
j �=i∗,j=1

yi∗j =−Nb + 1 (11b)

Nb∑
j=1

yij = 1, ∀i ∈ Bi �= i∗ (11c)

−Nb + 1 ≤ yij ≤ Nb − 1∀i, j ∈ B (11d){
P

(1)
k , S

(1)
k

}
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= arg

{
Min
Pk,Sk

Nb∑
k=1

ck ·Gk +

Nb∑
k=1

dk · Sk

}
(12)

subject to

θ1 = 0 (13a)

Pkq = δh · 1

xh
(θk − θq), ∀h = kq ∈ L, k, q ∈ B (13b)

Gk −
Nb∑
q=1

Pkq = Dk − Sk, ∀kq ∈ L, k, q ∈ B (13c)

Nk∑
k=1

Gk =

Nb∑
k=1

(D
(0)
k − Sk) (13d)

0 ≤ Gk ≤ Gkmax, ∀k ∈ B (14a)

− Pkqmax ≤ Pkq ≤ Pkqmax, ∀kq ∈ L (14b)

0 ≤ Sk ≤ D
(0)
k , ∀k ∈ B. (14c)

Upper-Level Model: The upper-level model is constructed in
(6)–(11). Equation (6) is the objective function of the upper-level
model. The attacker’s goal is to maximize the total operation cost
of the system adjusted by SCED, including generation costs of
all generators and load shedding costs of all buses, where ck and
dk are the generation cost and load shedding cost of bus k. Gk

and Sk represent the generator outputs and load shedding on bus
k. In addition, it is noted that if bus k does not directly connect
to any generator or load, Gk = 0 or Sk = 0.

A set of attacker constraints are shown in (7)–(11). Con-
straint (7) represents the attack vector which is injected into
branch measurements, where ΔPh represents the false data in-
jected into the hth branch power flow measurement. SF (0)/(1)

h ,

KG
(0)/(1)
h , andKD(0)/(1)

h represent topology information re-
lated to branch h. For the falsely tripped branches (TL), the false
data values injected into the measurement are the opposite of the
original power data which can be calculated through by (7a). For
other branches (L-TL), it is also necessary to design false data
calculated by (7b) to maintain the balance of false power in the
system, so that the attack cannot be detected.

Constraints (8)–(10) are the limitations of attack resources.
Since it is difficult to realize falsely breaking branches in prac-
tice, constraint (8) guarantees that the number of falsely tripped
branches cannot exceed R, where δh is the binary variable
which is equal to 0 if branch h is tripped falsely. Constraint
(9) ensures the number of tampered branch measurements does
not exceed Z, where σh is the binary variable which is equal
to 0 if the false power quantity injected into the hth branch
measurement does not exceed a small constant ε. In addition,
when the false data quantity injected into a branch measurement
is very small, the false quantity can be neglected, which can
be viewed as the measurement error, due to the allowable error
of measurement data in the state estimation process. Constraints
(10a)–(10c) indicate the number of protection devices and circuit
breakers that require to be tampered with for the falsely tripped
branches that include the transformer and the transmission lines.

Fig. 6. Block diagram of the proposed bilevel model.

Equation (10d) limits the number of tampered protection devices
and circuit breakers to no more than W, which achieves a further
constraint on the choice of the tripped branches, where ψh is the
integer variable of main protection which is equal to 1 if branch h
is a transformer and is equal to 2 if branch h is a line according to
(4) and (5). ξ represents the integer variable of circuit breakers.

Constraint (11) adopts the method of single commodity flow
to ensure the tampered network topology is connected instead of
islanding after being attacked so as not to be suspected by control
center. If the network is split into several islands, each island may
face power imbalance in which case the attacker must maintain
the dynamic balance of the system, which is more difficult to
mask and easily detected by operator. In single commodity
method, constraint (11a) is set to ensure the consistency of
topology information, where i and j are the start bus and end bus
of branch h. yij is the continuous decision variable set for virtual
single commodity flow on branch i→j to guarantee the integrity
of the network. Constraint (11b) assumes that Nb − 1 units of
power are supplied by the reference bus i∗. Every other bus acts
as a receiver which must have a positive incoming from i∗ and
each of them undertakes a load valued one unit which is shown in
constraint (11c). Constraint (11d) stipulates the value of variable
yij should be less thanNb − 1 for any branch i→j. If all the above
constraints can be met, then the network should be connected.

Lower-Level Model: The target of lower level that represents
the operator by the model of SCED as shown in (12) is to mini-
mize the system operating cost which contrasts with problem (6).
Constraint (13a)–(13b) shows the calculation formula of branch
power after SCED adjustment where xh is the electrical reactance
on branch h.θk and θq are the adjusted voltage angle of bus k
and q based on fixing the voltage angle of the reference bus θ1
to 0. The power balance equations for any bus and the whole
system are shown in constraints (13c) and (13d). Constraints
(14a)–(14c) limit the adjusted results of generator outputs, power
flow on branches, and load shedding at buses, respectively, where
Gkmax and Pkqmax indicate the maximum output of generator

k and capacity of branch kq separately, and D(0)
k represents the

load in normal operating state.
Based on the aforementioned discussion, we can concurrently

summarize the block diagram of the proposed bilevel model as
shown in Fig. 6 to show the results that can be obtained by
solving the model.
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IV. PBT ATTACK AGAINST AC STATE ESTIMATION

The above bilevel model based PBT is constructed based on dc
state estimation. Since ac state estimation is generally adopted
in ISO/RTO, it is necessary to extend PBT attack against ac
state estimation. However, it is impractical to directly convert the
dc-based bilevel model to an ac-based one due to the nonlinearity
of ac method leading to high computational complexity. To
overcome above problem, we first employ the dc-based bilevel
model to screen the set of falsely tripped branches TL, and then
construct the ac-based attack vector according to these branches.
To bypass the bad data detection in the ac-based state estimation,
the attack vector

ȧ =Hac

(
ˆ̇x+ ċ

)
− hac

(
ˆ̇x
)

(15)

where Hac and hac represent Jacobian matrix of ac state esti-
mation after and before attack, and ˆ̇x and ċ represent the esti-
mated states and false states in ac state estimation.Hac(ˆ̇x+ ċ)
and hac(ˆ̇x) represent estimated measurements, which consist
of estimated load measurements, generator measurements, and
branch measurements. Therefore, (15) can be written as

ȧ =HAC

(
ˆ̇x+ ċ

)
− hAC

(
ˆ̇x
)

=

⎛
⎝ P̂G + jQ̂G

P̂D + jQ̂D

P̂L + jQ̂L

⎞
⎠−

⎛
⎝ p̂G + jq̂G
p̂D + jq̂D
p̂L + jq̂L

⎞
⎠ (16)

where P̂G/D/L and p̂G/D/L represent estimated genera-
tor/load/branch active power flow measurements after and be-
fore attack, respectively. Q̂G/D/L and q̂G/D/L represent esti-
mated generator/load/branch reactive power flow measurements
after and before attack, respectively.

Because an attacker can obtain hac and real-time measure-
ments ż from SCADA system, the attacker can employ ż and
hac to estimate hac(ˆ̇x) by

hac

(
ˆ̇x
)
=

⎛
⎝ p̂G + jq̂G
p̂D + jq̂D
p̂L + jq̂L

⎞
⎠ : ˆ̇x = argmin

∥∥∥ż − hac

(
ˆ̇x
)∥∥∥
(17)

where (17) can be solved by least squares method. Since PBT
attack does not tamper with load and generator measurements,
estimated load and generator measurements of preattack and
postattack are identical as follows:

P̂G + jQ̂G = p̂G + jq̂G (18a)

P̂D + jQ̂D = p̂D + jq̂D. (18b)

Since P̂G + jQ̂G and P̂D + jQ̂D are precise value after
estimation, P̂L + jQ̂L can be directly calculated as follows
according to ac power flow calculation:

P̂L + jQ̂L =H ′
ac

(
P̂G + jQ̂G, P̂D + jQ̂D

)
(19)

where H ′
ac represents the Jacobian matrix of ac power flow

calculation after attack. In summary, according to (16)–(19), the

Fig. 7. Goal of the conversion method against ac state estimation.

TABLE II
PARAMETERS FOR GENERATORS AND BRANCHES

attack vector ȧ can be calculated as

ȧ =

⎛
⎝ p̂G + jq̂G

p̂D + jq̂D
H ′

ac (p̂G + jq̂G, p̂D + jq̂D)

⎞
⎠−

⎛
⎝ p̂G + jq̂G
p̂D + jq̂D
p̂L + jq̂L

⎞
⎠

=

⎛
⎝ 0

0
H ′

ac (p̂G + jq̂G, p̂D + jq̂D)− (p̂L + jq̂L)

⎞
⎠ . (20)

Based on (20), the PBT attack can be extended to estimation
ac after the dc-based false data injected to branch power flow
measurements are captured by the proposed bilevel model as
showed in Fig. 7.

V. CASE STUDIES

In this section, we choose the IEEE 14-bus system to
demonstrate the feasibility of the mathematical model above
and analyze system vulnerabilities and defense strategies. The
simulation is implemented by MATLAB R2018a (version
number: 9.4.0.813654) on a 2.60 GHz personal laptop with an
Intel Core i5-4210M CPU and 8 GB RAM.

A. Test on IEEE 14-Bus System

The IEEE 14-bus system which includes 14 buses and 5
generators connected through 20 branches is a classic case whose
basic data are obtained from [32]. The additional parameters of
generators and branches we set are shown in Table II. From
the topology information of the IEEE-14 bus system, branches
5–6, 4–7, and 4–9 are transformer branches and the others are
transmission lines. In addition, load shedding cost is set as
100 $/MWh.

When the attack resources are limited under PBT attack, the
attack with R = 1 can be considered as the most resource-saving
one. The simulation results under R = 1 are presented in Fig. 8
and Tables III and IV. In the figure, we can observe that to
falsely trip the branch 1–2, the attacker needs to tamper with
the breaker status. Meanwhile, to bypass the bad data detection,
the other branch measurements also need to be tampered with
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Fig. 8. PBT attack process and effect schematic diagram (R = 1).

TABLE III
FALSE POWER FLOW RESULT ON BRANCHES (MW)

TABLE IV
GENERATION AND LOAD ADJUSTMENT RESULT ON BUSES (MW)

cooperatively. In addition, the branch 4–5 can be falsely over-
loaded to lead to SCED adjustment after the branch 1–2 is falsely
tripped. Table III shows the falsely tripped branch δh, injected
attack vector P (1)

h , the tampered data uploaded to the control

center P (1)
h , and the error results of power flow P

(2)
h after SCED

adjustment. According to the proposed bilevel model, branch
1–2 is chosen as the falsely tripped one whose original power
flow measurement value P (0)

1−2 is 147.84 MW, and the injected
power flow data ΔP1−2 is −147.84 MW accordingly. Since the
original power flow of branch 1–2 is heavier than any other
branches in the system, we infer that the disconnecting of the
branch will cause the worst impact on LR of entire network. On
the basis, in order to bypass the bad data detection successfully,
attack vectors on measurements of the other branches are well
designed as shown in the fourth column of Table III which is
conditioned by the system topology and configuration. The ver-
ification shows that the false power of the system after injection
of the attack vector is still balanced and no island appears.

As mentioned above, certain errors are undetectable in resid-
ual analysis of state estimation. In this case, we set the value of
allowable error constant ε as 0.05 MW. We can find the false
power flow injected into branch 7–8 does not exceed 0.05 MW.
Therefore, branch 7–8 need not to be deliberately injected to
false power flow which can be viewed as measurement error.
Through the analysis of tampered power flow measurements
P

(1)
h received by the control center, we can find that the false

tripping of branch 1–2 causes the tampered power flow over
branches 1–5 and 4–5 to exceed the capacity limit after LR
of entire network. From the perspective of the operator, to
avoid resulting in the tripping of more circuit breakers and even
cascading failures, SCED needs to urgently regulate generator
outputs and redistribute the load to make the power flow on those
branches back to secure range that leads to the error results under
PBT attack. Table IV shows original generation outputs G(0)

k ,

original load D
(0)
k , and generation outs G(1)

k , load D
(1)
k , and

load shedding Sk after SCED adjustment. The false tripping of
branch 1–2 causes five generators redispatch and load shedding
on bus 2, 3, and 14 whose values are 1.5, 7.6, and 14.9 MW,
respectively. Furthermore, we investigate the operating cost of
system as shown under PBT attack. In normal operating state,
the original SCED solution should be a total generator output
of 259 MW supplied by generator bus 1 and 2 which causes an
operation cost of 8170 $ in all. Undoubtedly, the attack leads to a
nonoptimal generation dispatch with unnecessary load shedding,
which leads to a high operation cost of 11550 $ including 9150 $
of generation output cost and 2400 $ of load shedding cost. In
summary, it can be considered that the PBT attack model is
correct and effective.

Moreover, the simulation results of PBT attack under the sit-
uation of different number of false tripped branches R are given
in Table V. When R reaches 5, the maximum load loss whose
value is 128.50 MW occurs in the system, with a maximum
operation cost of 17765 $/h which is more than twice the cost in
normal operation state. We can also find that as R increases in
the range of 1–5, the system takes more load shedding measures,
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TABLE V
SIMULATION RESULTS FOR DIFFERENT NUMBER OF TRIPPED BRANCHES

∗Resources used: resources used for protection information and breaker sta-
tuses; +resources used for branch power flow measurements.

and operating costs also increase accordingly. However, when
the number of false tripped branches is more than 5 and less than
7, the attack cannot make the system perform more additional
load shedding. When R ≥ 8, the attacker could not find the
optimal solution, i.e., the system will be falsely disconnected
and divided into several islands after attack.

In addition, we assume that the attacker needs to consume
one-unit resource for tampering protection information and
circuit breaker status on each protection device, respectively,
and injecting false data into a branch power flow measurement
also requires one. Therefore, the results of attack resources with
different R values can be calculated after attack in Table V. We
can find that the number of tampered branch measurements are
identical, all of which require 19 resource units with R increases.
But the number of tampered protection devices are different,
which increases with increasing R. Obviously, when the cost
of acquiring attack resources is exorbitant, the attacker needs
to consider how to achieve a stronger attack effect by using
fewer attack resources. To investigate the cost performances
under different attack resources, we use operating cost divided
by attack resources as an index as shown in Table V. The results
indicate that with R increasing, the cost performances of PBT
attack show a trend of decreasing. Therefore, tripping one branch
falsely is a reasonable choice in term of considering both attack
resources and operating cost.

B. Comparison With Traditional Cyber-Overloaded Attack

To investigate the advantage of PBT attacks, we compare the
studied attack with traditional bilevel-based cyber-overloaded
(BCO) attack, which are obtained from [9]. In BCO attacks,
the magnitude of injected false data for load measurement at
each bus is restricted within 50% of its normal measurement.
The initial state and parameters of the system are the same
as the IEEE 14-bus system in subsection A. As shown in Ta-
ble VI, BCO attack causes branch 1–5 to be false overloaded
by cooperatively tampering with load measurements and power
flow measurements. From the adjustment results of SCED, we
can find that although the attack leads to the false overload on
branch 1–5, the system does not adopt a load shedding under
the regulation of SCED. Compared with traditional BCO attack,

TABLE VI
SIMULATION RESULTS OF TRADITIONAL CYBER-OVERLOADED ATTACK

∗Resources used: resources used for bus-load measurements; +resources used
for power flow measurements.

TABLE VII
R = 1 AC-BASED INJECTED FALSE POWER FLOW ON BRANCHES

the PBT attack we discussed has the following serious threats:
1) Strong attack effect on system: the break of the branches,
especially the branches with heavy loads, will cause serious
overloads on other branches due to the LR of entire network.
Therefore, faking tripping under PBT attack under will cause
more generator dispatches and load shedding than pure cyber
overload under BCO attack on branches. 2) Saving in attack
resources used: the most significant feature of PBT attack is that
it does not require to tamper with the load measurement data on
buses. To sum up, it is considered that the PBT attack can cause
more serious economic and secure impact on the system.

C. Conversion Method Against AC Power System

We adopt the proposed method to reconstruct the PBT attack
vector in the case of R = 1 against ac-based state estimation,
and the conversion results (FDI of real and reactive power flow
on branches measurements) are shown in Table VII. Compared
with the dc-based results in Table III, although the active
power flow results on branch 2 are quite different, there are
few changes in the injected data of the other branches. It is
inferred that the inherent resistance leads to the load loss on
branches which finally causes the redistribution of power flow
to a limited extent, and the results can prove the effectiveness of
the method we proposed. Therefore, the dc-based attack vector
can be quickly converted through this method to effectively
target the ac power system.
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Fig. 9. Network topology and invaded branches distributions in two cases.

D. Corresponding Defense Strategy Analysis

According to the characteristics of PBT attacks, the research
on defense strategies is against key branches that are more likely
to be selected as the falsely tripped goals, such as branches
1–22–32–44–56–12 in the IEEE 14-bus test system. Methods
of key branches strengthening range from intensifying physical
security (e.g., conducting physical perimeter control) to enhanc-
ing communication security (e.g., equipping with PMUs instead
of RTUs). In addition, software measures can be adopted to
improve the network security such as upgrading the enhanced
firewalls, developing the function of real-time attack character-
istics extracting.

As long as the tampering of the measurement data on one
key branch fails, the attack can be detected by control center
immediately. Therefore, the defense measures for key branches
can effectively ensure the economic and safe operation of power
systems.

E. Attack Feasibility Under Incomplete Information

A more practical situation is that the attackers do not have
the ability to invade all branches of the entire network, that is,
PBT attacks can only tamper with the branch measurement data
that has been controlled by the attackers. Therefore, this section
will discuss the feasibility of PBT attacks under incomplete
information through two tests in IEEE 118-bus system [32].

The system topology including 186 branches is shown in
Fig. 8. We severally choose branch 6–7 (case 1) and branch
100–101(case 2) as the falsely tripped one and studied the
attack vectors in the two cases. Same as subsection A, the
false data injected into the branch measurements with a value
less than 0.05 MW can be considered as an allowable and
regardless error. After simulation and statistics, there are 49
branches whose measurement data are tampered with in case
1, while the number of that in case 2 is 38. In addition, the
distributions of the invaded branches in two cases can be
observed in Fig. 9. Therefore, it can be considered that PBT
attacks can be successfully implemented when the attackers
possess incomplete system information and only intrude into
some of the branch measurement. Obviously, the amount and
distribution of information obtained by the attackers are the
decisive factors for the attacker to select the falsely tripped

branches. And when the information available to attackers are
seriously insufficient, the PBT attack cannot be implemented.

VI. CONCLUSION

This article proposes a bilevel model to quantitatively analyze
the damage of PBT attacks through the increase in operating cost
caused by a false SCED result. Noted that the actual protection
configuration on branches is fully considered and distinguished
to accurately calculate the required attack resources. The test
results indicate the PBT attacks can cause serious load shedding,
and as the number of tripped branches increases, the damage of
the attack gradually increases until the system is disconnected
falsely. Compared with traditional cyber attacks, PBT attacks
have the characteristics of strong system adaptability and high
attack cost performance that poses a greater threat to the system
security. In addition, defense strategies and ac-based attack
vector conversion method are also analyzed. At last, cases are
performed in IEEE 118-bus system to verify the feasibility of
the attack under incomplete information.

In the future, the false cascading failure under PBT attacks
and the fault correlation will be explored by the authors.

APPENDIX

The bilevel model as described in this article is mixed integer
nonlinear program form which requires to be transformed to
MILP problems in this subsection to be solved in optimization
solution techniques.

The MILP formulation of logical constraint (8a) that indi-
cates the correlation between logical variable δh and continuous
variable ΔPh on faking tripping branches can be expressed as
follows:

P
(0)
h + δh ·M ≥ 0, ∀h ∈ L (21a)

P
(0)
h − δh ·M ≤ 0, ∀h ∈ L (21b)

P
(0)
h − (M + μ) · δ′h ≥ −M, ∀h ∈ L (21c)

P
(0)
h + (M + μ) · δ′′h ≤M, ∀h ∈ L (21d)

δ′h + δ′′h − δh=0, ∀h ∈ L (21e)

δ′h, δ′′h ∈ {0, 1} , ∀h ∈ L (21f)

where δ′h and δ′′h are additional binary variables defined.M and
μ denote a sufficiently large positive constant and a sufficiently
small positive constant separately.

Constraint (9a) can also be linearized as follows:

ΔPh − σh ·M ≤ ε, ∀h ∈ L (22a)

ΔPh + σh ·M ≥ −ε, ∀h ∈ L (22b)

ΔPh − (M + μ) · σ′
h ≥ −M + ε, ∀h ∈ L (22c)

ΔPh + (M + μ) · σ′′
h ≤M − ε, ∀h ∈ L (22d)

σ′
h + σ′′

h − σh = 0, ∀h ∈ L (22e)

σ′
h, σ

′′
h ∈ {0, 1} , ∀h ∈ L. (22f)

In addition, note that the constraint (13b) in which the logical
binary variable δh multiplies the continuous decision variable
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θk − θqthat represents the difference between two bus angles
associated with corresponding branch also requires to be con-
verted to a linear form.

We define θkq = θk − θq, and the nonlinear term of constraint
(13b) can be expressed as γh = δh · θkq. No need to consider
its nonlinearity, the bilinear terms can be transformed to the
following linear constraints:

− δh ·M ≤ γh ≤ δh ·M, ∀h ∈ L (23a)

− (1− δh) ·M ≤ θkq − γh ≤ (1− δh) ·M,

∀h = kq ∈ L, k, q ∈ B. (23b)

Consequently, we could obtain the MILP formulations of
bilevel model which can be transformed to an equivalent single
level problem solved by KKT method.
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