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I
SCIENTIFIC PAPER

This part of the report contains the scientific paper, providing an overview of the work done. The paper is
structured as follows: First the research objective and scope are discussed in the introduction. Followed by
section II provides an overview of the state-of-the-art previous and related work, followed by the methodology
(section III), containing the proposed solution, the experimental setup, and related technical content for the
proposed solution. The method used for signal integrity verification is defined in section IV. In section V the
results of the experiments are shown. The paper concludes with a discussion and conclusion in section VI
and VII respectively.
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Abstract—Automatic Dependent Surveillance – Broadcast

(ADS-B) is an operational enhancement as part of next-

generation air transportation systems in Air Traffic Control. It

enables aircraft and airport vehicles to periodically broadcast the

information from their on-board equipment, like their identifi-

cation, GPS location, velocity, and intent. Compared to classical

radar surveillance, the service implementation has increased the

renewal time, reduced costs, and increased safety and accuracy

already. Nowadays, Mode S 1090 Extended Squitter is the most

predominant adopted technology ADS-B service implementation.

However, the ATC system has not been developed with security in

mind and is vulnerable to a number of different radio frequency

attacks by malicious parties. ADS-B is planned for long-term use

but lacks the minimal and necessary inherent security integrity

mechanisms. This study suggests a possible and cost-effective

solution that improves the security and integrity of raw ADS-

B signals by designing a tool which can verify and validate

the low-level signal. In this paper, in order to mitigate the

threat of maliciously injected signals, a method is proposed

where two variables of direction of arrival are independently

determined using a multi-channel coherent receiver. First, a

calculated angle using signal decoding and trigonometry and

secondly, an estimated angle using phase relationships and spatial

correlation. Finally, an integrity verification method has been

proposed and successfully applied.

Keywords – ADS-B integrity verification, Malicious at-
tacks, Injection, Direction of arrival estimation, Coherent
KerberosSDR, ADS-B, Mode S, 1090 MHz

I. INTRODUCTION

Automatic Dependent Surveillance - Broadcast (ADS-B)
is a well-performing operational enhancement in Air Traffic
Control (ATC) applications. It enables aircraft and airport
vehicles to periodically broadcast the information from their
onboard equipment, like their identification, status, GPS loca-
tion, velocity, and intent [1]. As a result, the ATC can use it for
surveillance purposes, and additionally, spacing and separation
are enabled for airborne traffic [2]. The system is part of
a trend to modernize the ATC, where over many years, the
ATC has made a move from independent and uncooperative
to dependent and cooperative surveillance systems [3]. The
service implementation is a dependent surveillance system
containing two services: 1) ’ADS-B out’ the capability to
broadcast the equipped aircraft parameters and 2) ’ADS-B in’
the capability to receive information from nearby aircraft [4].
In May 2010, the Federal Aviation Administration (FAA) [5]
set up the ADS-B performance requirements and technical
amendment. In that final rule, the FAA set the equipment

requirements of ADS-B mandatory for certain air spaces
classes by January 1, 2020.

Nowadays, ADS-B 1090 Mode S Extended Squitter (ES)
is the most predominant adopted technology ADS-B service
implementation and has increased the renewal time, reduces
costs, and increases safety and accuracy already in compar-
ison to classical radar surveillance [4]. However, ADS-B is
developed for long-term use but lacks the necessary inherent
integrity check mechanisms. The ATC system has not been
made with a security ground and is vulnerable to multiple
radio frequency attacks by malicious parties. The different
vulnerabilities are commonly described in the literature, and
many potential feasible countermeasures are proposed. For
instance, according to Manesh et al. [6], compared to classical
radar surveillance, the two fundamental disadvantages are:
1) dependency on onboard derived navigation data, and 2)
the open and straightforward ADS-B protocol. Nowadays,
regulations are the primary prevention method for this lack of
security since there are no feasible implemented mechanisms
for verifying the integrity of navigation parameters in the
current ADS-B protocol [7]. Multiple studies have mapped the
vulnerabilities and proposed/developed technical mitigation
techniques. However, to become part of the ADS-B protocol
and global standard, these are yet to prove their effectiveness.

This study’s main objective is to suggest a possible and cost-
effective solution, which improves the security and integrity
of raw ADS-B signals, by designing a tool that can verify and
validate the low-level signal. This general purpose is defined
to mitigate the security drawbacks of the ADS-B protocol
by exploring characteristics of low-level signals. However, to
define the area to be explored, a scope is set, where only the
malicious frequency attack, message injection, is taken into ac-
count. The related work part of this paper discusses this scope
more thoroughly. Subsequently, a method is proposed where
two variables of the direction of arrival are independently
determined using a multi-channel coherent receiver. First, a
calculated angle using signal decoding and trigonometry and
secondly, an estimated angle using phase relationships and
spatial correlation. In order to prove the concept, experiments
are done using real raw ADS-B data (1090 MHz) collected
by a multi-channel receiver located in Delft, the Netherlands.
Note, due to governmental regulations, the transmission of the
raw signal is done at a different frequency. Lastly, the methods
and analysis are limited to a one-year duration of the study.
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The paper is structured as follows: section II provides an
overview of the state-of-the-art previous and related work,
followed by the methodology (section VI), containing the
proposed solution, the experimental setup, and related tech-
nical content for the proposed solution. The method used
for signal integrity verification is defined in section IV. In
section V the results of the experiments are shown. The paper
concludes with a discussion and conclusion in section VI and
VII respectively.

II. RELATED WORK

The state-of-the-art of previous and related work is summa-
rized in this section to suggest a mitigation method for mali-
cious injection in ADS-B networks. First, relevant knowledge
about the ADS-B protocol is outlined. Secondly, an overview
of the vulnerabilities and potential threats identified from the
literature are presented, followed by the current state-of-the-art
taxonomy of ADS-B security. Finally, although this study is
scoping on malicious injection, multiple security drawbacks
and mitigation methods are considered in this section. The
information is valuable to find a feasible candidate method to
mitigate malicious ADS-B signal injection.

A. Background of the ADS-B protocol
Automatic Dependent Surveillance - Broadcast is a satellite-

based surveillance system used for ATC purposes, which
operates dependently and cooperatively. Using the Global
Navigation Satellite System (GNSS), accurate navigation data,
including GPS position and velocity, are processed and trans-
mitted by the ADS-B transmitter via the 1090ES/UAT data
link. ATC, ground stations, and neighbor aircraft can receive
and process the data via the ’ADS-B in’ and ’ADS-B out’
data-link [8]. This service implementation enhances pilot,
and air traffic control services situational awareness, in-flight
collision, runway incursion avoidance, and precise air traffic
control surveillance in areas without radar coverage [6].

Fig. 1. ADS-B message structure

A standard message format has been established for the
ADS-B 1090ES protocol. This message consists of a five-part
112-bit long structure. In figure 1, the schematic overview of
this structure is shown, divided into five blocks. The first 5
bits are used for the down-link format (DF). Typically, the
1090 Mode S ES uses DF = 17 or 18, which means the 56-bit
data block is permitted [9]. The following block (6-8 bits) is
used for capabilities (CA) of the mode S transponder, such as
the additional identifier. The following 24-bit block contains
the aircraft address field. From this part of the message, the
ICAO address can be decoded, used for aircraft identification.
The information from the on-board systems is located, from
33 bit till 88 bit, in a 56-bit data block. The last 24-bit long
data block is used for parity and interrogator ID (PI) [6].

ADS-B 1090 ES signal messages have DF 17 or 18. The
type code (TC) can identify the information contained in the
ADS-B signal. For instance, an aircraft identification message
has TC 1 to 4. For airborne position and airborne velocity
determination, TC 9 to 18 and TC 19 are used, respectively
[9].

B. The security issue of ADS-B
As stated in the introduction, this study scopes on coun-

termeasures to malicious injection in ADS-B networks. While
regulation is the primary method to prevent this incidence,
some of the security drawbacks can be mitigated by exploring
the characteristics of the low-level signal. To understand the
relevance of this problem, Manesh et al. [6] have presented
an overview of the ADS-B risk analysis by considering the
likelihood of an attack and its potential impact. This overview
is reprinted below in table I and shortly explained below.

TABLE I
ADS-B RISK ANALYSIS - BASED ON [6]

Attack Impact
Low Medium High

A
tta

ck
Fe

as
ib

ili
ty High

Eaves-
dropping

(Low Risk)

Medium
Jamming
(Medium-
High Risk)

Message
Injection

(High Risk)

Low
Message
Deletion

(Medium Risk)

Message
Modification

(Medium-
High Risk)

Eavesdropping is a passive attack where the malicious at-
tacker can listen to the unencrypted and unsecured broadcasted
messages causing privacy concerns [4]. Jamming is an active
attack method, where a ground station or aircraft is disabled
from its operation (sending and receiving messages) by adding
a signal with sufficiently high power, and the same frequency
into the network [7]. According to McCallie et al. [10],
message deletion is an attack method to ’delete’ legitimate
messages from the carrier frequency. Message modification
can be described as changing the message’s content [6]. Lastly,
Leonardi et al. [4] defined message injection as the intentional
transmission of non-legitimate ADS-B signals on the same
frequency and encoded following the ADS-B protocol using
erroneous information. This results in displaying false aircraft
in ATC applications. Due to its relatively high attack feasibility
and impact, countermeasures for injection are a valuable part
of the state-of-the-art knowledge body. This is endorsed by
McCallie et al. [10], who also stated that the combination of
multiple attacks could create more complex attacks. However,
combined attacks have a lower attack feasibility since those
are much more challenging to perform.

C. Related work on countermeasures of ADS-B injection
The described vulnerabilities are commonly described in the

literature, and many potential countermeasures are proposed.
According to Stomeiher et al. [7], [11], the state-of-the-art
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of ADS-B security research is currently divided into two ap-
proaches: secure broadcast authentication and secure location
verification. Multiple researchers use this distinction as the
baseline of their research problems or literature reviews [12].

In figure 2, the blue blocks overview the main research fields
in the current state-of-the-art of countermeasures for ADS-B
security threats. This taxonomy is partly reprinted from [7].

Fig. 2. ADS-B security research taxonomy [7]

Since both the pictured research fields and proposed solutions
can be relevant topics, a short overview of some related work
is given below in chronological order:

In 2006, Baud et al. [13] proposed a method called data fu-
sion. This is a common technique using multiple independent
data sources to obtain higher accuracy than using one single
data source. The author applied position verification by using
data from classical radar systems.

In 2006, Leinmüller et al. [14] used traffic modeling for
signal verification, using the derivation of the next states of
the flight path based on earlier known states. The estimation
of the flight path can be validated between multiple ground
stations to validate the position claims. The author concludes
that traffic modeling can detect deviations from standard ADS-
B profiles containing flight behavior.

In 2010, Sampigethaya et al. [15] proposed a method using
group verification to verify the broadcasted ADS-B position.
The concept is to verify the location of a single aircraft by
a group of aircraft flying in coalition. For instance, in the
proposed method, multilateration is used to verify the position
information. When an aircraft’s position message is received
by four or more aircraft, the position can be estimated based
on the time difference of arrival.

In 2012, Kovel et al. [16] did a comparative analysis of
using Kalman filtering techniques to assess its performance
on location verification. A distinction has been made between
Kalman filtering the ADS-B position messages, Kalman fil-
tering the signal strength and direction on the antenna, and
Kalman filtering the on-board aircraft signal for real-time
position verification. Scoping on the last one, the verification

method using Kalman filtering involves sorting out missing or
noisy ADS-B messages to estimate the aircraft’s state. Kovel
et al. conclude that the method can distinguish the particular
features of the flight path. This enables the mitigation of data
with physically impossible flight paths.

In 2012 Johnson et al. [17] use wide-area multilateration
in challenging areas, where robust power and communication
are not available. Performance results show that wide-area
multilateration is a robust and adaptable surveillance solution
when the network is set correctly.

In 2015, Monteiro et al. [12] implemented wide-area multi-
lateration as a mitigation tool for malicious attacks. The author
proposed a method based on known GPS errors and clock
precision inaccuracies. First, a receiver placement optimization
using multilateration was established to increase the accuracy
of the coverage area. Then, a reliability evaluation of the
ADS-B position message is done for two specific cases. 1)
A legitimate and present aircraft and 2) the same legitimate
and present aircraft forging false position messages.

In 2017, Zeng et al. [18] categorizes different fingerprinting
techniques into three parts: 1) software-based fingerprinting,
2) hardware-based fingerprinting, and 3) channel-based finger-
printing. Software-based fingerprinting is specifically based on
the unique characteristics of the protocol software. Hardware-
based fingerprinting is based on the unique properties of wave-
forms caused by the chosen hardware. Moreover, channel-
based fingerprinting has its groundwork in channel state infor-
mation and signal strength. It is proven that wireless signals
decorrelate rapidly in space, so a physical layer algorithm
could determine whether multiple signals are from the same
source.

These different approaches could potentially be helpful
for the mitigation of malicious signal injection. However,
to become part of the ADS-B protocol and global standard,
most of these methods are yet to prove their effectiveness. In
the literature, most proposed solutions require changes in the
ADS-B protocol or changes in the existing hardware, entailing
high costs. Part of the objective is to find a cost-effective
solution.

D. A software defined radio approach
In several ADS-B signal processing researches, Software

Defined Radio (SDR) approaches are used. Jondral et al. [19]
provide a brief overview of the concept and development of
the SDR and describes the system as a radio communication
system in which the components, traditionally implemented
in hardware, are implemented as software radio. According to
Piracci et al. [20], an SDR permits flexibility and modularity
for the easy development of prototypal devices for evaluation
and testing cost-effective novel enhancements for ADS-B
receivers. The author tests a multi-channel SDR approach by
testing an algorithm to generate 1090 MHz ADS-B signals
and interference, such as noise and jamming.
Following [21] and [22], Software-Defined-Radios are proven
successful in ADS-B signal processing. Having multiple chan-
nels available enables additional signal properties to process
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ADS-B signals, which can be used, for instance, for Di-
rection of Arrival (DOA) estimation. Since the DOA can
also be calculated via signal decoding, the described DOA
estimation techniques enable another independent correlating
variable, making DOA estimation potentially useful for ADS-
B signal validation and verification. Using DOA estimation
could be a feasible candidate to mitigate malicious ADS-B
signal injection. In 2012, Reck et al. [23] already published
about verification of ADS-B positioning by direction of arrival
estimation. They objected to filter out error-prone caused by
wrong information coming from on-board systems. In 2020, Li
et al. [24] used a coherent SDR (KerberosSDR) to estimate the
heading angle of a drone transmitting at a particular frequency.

The validation and verification of decoded ADS-B messages
for integrity and security reasons using a low-cost coherent
SDR is potentially useful. Using the direction of arrival might
be a feasible candidate to mitigate the threats of malicious
ADS-B signal injection. To the best of knowledge, nobody has
done this before, using a low-cost coherent SDR. In figure 2,
the yellow block is added as a potential mitigation method
under secure location verification.

III. METHODOLOGY

This section contains the proposed solution based on the
main research objective and related work part. Furthermore,
the experimental setup and supporting technical content for the
proposed solution are described more thoroughly. The corre-
sponding theoretical content has been divided into four main
subjects. To start with signal (pre-)processing and analysis,
followed by ADS-B signal decoding and position interpo-
lation. Thirdly, the DOA calculations based on the claimed
GPS positions are explained, and finally, the DOA estimation
methods for multi-channel antenna arrays. Note the made
distinction between the calculated DOA and the estimated
DOA. These two independent procedures to obtain an angle
are used to verify and validate the signal.

A. Proposed method

The concept proposed in this study is to use the claimed po-
sitions of aircraft and the receiver’s known position to calculate
the incoming direction of arrival of the signal. For integrity

verification reasons, a second calculation of the direction of
arrival is provided using the characteristics of the coherent
signal. In figure 3, an overview of the research methodology
has been pictured schematically. Using a coherent SDR, in-
coming ADS-B signals can be registered and decoded. The
signals containing a position message can be used to estimate
the broadcast position of the signals not containing a position
message. Thus, for each incoming signal, two uncorrelated
values of the DOA in degrees can be determined. In addition, a
method for reliability classification is implemented to calculate
a confidence rate for each signal to validate the claimed
position based on the DOA. All corresponding methods for
both data handling and verification reliability are explained
more thoroughly in second part of this section.

B. Experimental setup
To validate the performance of the chosen method and the

developed validation and verification model, there is chosen to
conduct an experiment using real ADS-B data. Using actual
ADS-B data and different attack scenarios enables a realistic
and comparable environment to potential injection threats in
the operation of ADS-B. Below, a schematic overview of the
experimental setup is shown in figure 4. The experiment’s goal
is to prove the practical implication of the concept described in
the previous section. Therefore, two malicious injection attack
scenarios are established. These scenarios can be simulated
realistically by rebroadcasting earlier received signals.

• Static message injection: A signal is transmitted from
a set location. The reference between the transmitter
and the receiver is constant. There can be assumed
that the attacker can create correctly formatted ADS-B
messages, covering the correct message types, message
order, legitimate, and reasonable flight parameters.

• Dynamic message injection: A signal is transmitted from
a moving object. The reference between the transmitter
and receiver is not constant. For this threat, the same
assumption as for static message injection can be made.

For this experiment, there is chosen to make use of the
Othernet’s KerberosSDR Board - 4 Channel Coherent RTL-
SDR. This multi-channel receiver enables multiple new op-
tions for data handling and allows receiving of ADS-B signals

Fig. 3. Schematic research overview
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Fig. 4. Schematic overview of experimental setup.

at 1090MHz. Furthermore, an 868 MHz transmitter is needed
to conduct the experiment, since broadcasting at 1090MHz
is obligated by law. Chosen is to use a LimeSDR 868 MHz
single-channel transceiver.
The software tools are mainly Python-based or can make or
read the same data formats. The signal processing software -
KerberosSDR Lite - is used to save raw signal data from a
multi-channel software-defined radio and has been established
for the chosen hardware.

C. Antenna array setup
Both the KerberosSDR hardware developer [25] and Zuokun

Li et al. [26] describe two possible antenna setups and their
advantages and disadvantages. The two antenna setups are
uniform linear array (ULA) and uniform circular array (UCA).
The ULA setup contains four omnidirectional antennas placed
in a straight line in an equidistant manner. In figure 5, a
schematic overview of the setup is shown, where the inter-
element spacing (d) can be determined by � ⇤ s. Here � is the
frequency wavelength, and s is the interelement spacing factor.
To avoid ambiguities, the possible calculation of multiple
directions, s = 0.33 is used [25]. The ULA setup enables the
one-dimensional direction of arrival estimation. This means
the heading or pitch angle of the signal source with regards
to the antenna’s position can be estimated [25].

The UCA setup contains four omnidirectional antennas
placed in a circular or squared setup. In figure 6, a schematic
overview of the setup is shown. Like the ULA setup, the
interelement spacing (d) can be determined by � ⇤ s, with the
same restrictions as ULA for the interelement spacing factor s
to avoid ambiguities. In addition, the UCA setup enables the
three-dimensional direction of arrival estimation [25].

Fig. 5. Uniform linear array setup Fig. 6. Uniform circular array setup

Two disadvantages of the ULA setup are the resolution
of 180 degrees and its ability for the one-dimensional DOA
estimation. In other words: the setup cannot determine whether
the signal transmitter is coming from the front or behind of

Fig. 7. Uniform linear array setup Fig. 8. Uniform circular array setup

the setup, and the setup allows (heading) DOA estimation
under the assumption that the signal has a pitch angle of 90
degrees. This assumption is made due to the distance between
the receiver and transmitter. Therefore, there can be expected
that this setup will not work appropriately for closeby aircraft.

On the other hand, the UCA setup is more vulnerable
to multipath effects, which obviously could produce more
wrong information. Zuokun Li et al. prefer the ULA setup
to be used instead of the UCA setup. Moreover, the ULA
setup gives the bearings less affected by multipath effects
[25], [26]. Multipath effects occur when signals reflect on
surrounding objects, causing the appearance of signals coming
from another direction. Figure 7 and 8 show the receiver and
antenna setups used in this research. Note that the pictures are
made inside a building, but during the experiments the antenna
setup was located outside to limit the multipath effects.

D. Signal (pre-)processing and analysis
Using the four-channel coherent SDR, a (4 x number of

samples) complex data set is generated, which allows signal
(pre-)processing and analysis. This includes decoding and
raw signal properties analysis. Below a received sample of
incoming I/Q signal (100000 samples) has been pictured in
figure 9:

Using the PyModeS library [27] in Python, the intermittent
signals can be selected (using the amplitude and phase jumps)
and decoded. Equations 1 and 2 are used to calculate the
amplitude [dB] and phase [rad] respectively [28], [29]. Here,
I and Q are the in-phase components of the incoming I/Q
signal (real and imaginary parts). This results in the following
amplitude and phase plot for one channel.
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Fig. 9. 100000 samples of incoming I/Q signal at 1090MHz.

amplitude =
p

I2 +Q2 (1)

phase = tan�1(
Q

I
) (2)

E. Signal decoding and position interpolation

For decoding ADS-B and Mode S data, the open available
Python library pyModeS [27] is used. The identification-,
velocity- and position-message can be decoded from the signal
using this library. By calculating the amplitude and phase, a
significant jump or shift can separate the single signals. Not
only error-free messages can be used, which generally can
cause a significant loss of signal.
The decoded position messages provide coordinates in the
EPSG:4326 WGS 84 decimal notation coordinate system.
There is chosen to convert these values to a (Cartesian)
EPSG:3034 coordinate system. Coordinate conversion is done
for two reasons: 1) to get more accurate results of the direction
of arrival calculations, and 2) the position interpolation in
meters is more practical due to the unit of the velocity
parameter.

Since only position messages provide position information
to calculate the DOA, a method called ’kinematic path interpo-
lation for movement data’ is used to calculate the position of
the other received messages. Just like the position messages,
all messages have a known time of arrival. The assumptions
made are that the travel time of the signals is identical for
each signal, and that the velocity information can be saved
for the next position message. This can be assumed due
to the short time intervals. To define the actual flight path
the two dimensional kinetic motions in one time step are
used in forms: position: z(t) = (zx(t), zy(t)) and velocity:
v(t) = (vx(t), vy(t)) and an array with the actual time stamps
of the other incoming signals. The following equations (3, 4
and 5) are used to solve the actual flight path.

position : z(t) = z(t) +

Z
t2

t1
v(t) dt (3)

velocity : v(t) = v(t) +

Z
t2

t1
a(t) dt (4)

acceleration : a(t) =
�v

�t
=

v � v0

�t
(5)

An example of performing kinematic path interpolation for
one flight is shown in figure 10. Here the green dots are
the received position messages, and the blue dots are the
calculated positions of the other incoming signals from the
same aircraft. Using these positions, the DOA per signal can
be calculated.

Fig. 10. Example flight path, where kinematic interpolation has applied

(Note the distinction made between the calculated DOA and the

estimated DOA, both in degrees, in subsections III-F and III-G)

F. Direction of arrival calculation
In order to calculate the angle of arrival from the claimed

position in the ADS-B position message, equation 6 can
be used. Here is ✓ the direction of arrival, �x the distance
in x-direction and �y the distance in y-direction between
the transmitter and receiver, which can be calculated using
(xaircraft�xreceiver) and (yaircraft�yreceiver), respectively.
The arctan2-function returns the angle in the plane between
the positive x-axis and the ray between the transmitter and
receiver. Its functionality is described more thoroughly below
equation 6 [30].

✓ = atan2(�y, �x) (6)

, where:

atan2(y, x) =

8
>>>>>><

>>>>>>:

arctan( y
x
) if x > 0

arctan( y
x
) + ⇡ if x < 0 and y � 0

arctan( y
x
)� ⇡ if x < 0 and y < 0

+⇡

2 if x = 0 and y > 0

�⇡

2 if x = 0 and y < 0
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To obtain the right angle value, in the same reference as the
reference of the direction of arrival estimation, the results must
be corrected. For both the ULA and UCA setup, the reference
axis is the positive y-axis instead of the positive x-axis, so
the correction is a 90 degrees subtraction from the calculated
angle. For the ULA setup, a correction has to be done for the
resolution of 180�. This results in the following mathematical
equations (7, 8):

✓ULA = 180� � ✓, for ✓  180� (7)

✓ULA = ✓ � 180�, for ✓ > 180�

✓UCA = ✓ � 90�, for 0 > ✓ > 360� (8)

G. Direction of arrival estimation

Based on different signal properties, multiple methods are
available to estimate the direction of an incoming propagating
wave source relative to a set of antennas. The DOA estima-
tion is also known as spectral-, angle of arrival- or bearing
estimation. These techniques are widely applied in research
areas of time series analysis [31]. Using a received sample
of the output of an antenna array with N antennas, the DOA
can be estimated for the investigated direction angles. Bhuiya
et al. [32] describe the working principle of some applicable
methods: the elements of the antenna array collect signals
from a propagating wave source at a different time due to
the spacing of the antenna array. Here, the first antenna is
used as the reference point. Assuming the incoming signal is
narrowband, the delay of arrival can be defined as phase shift.
The total signal and noise received by the antenna array can
be expressed as in equation 9, where x(t) is a N x number of

samples array.

x(t) = a(✓)S(t) + n(t) (9)

Here, a(✓) denotes the steering matrix with angles ✓, S(t)
denotes the signal column vector and n(t) the uncorrelated
additive white Gaussian distributed noise vector. Note that in
this study noise vector is assumed to be constant. The total
signal an noise received per antenna (N th element) at time t
can be found in equation 10 below.

xN (t) = S(t)
KX

k=1

ej(N�1)µi + nN (t) (10)

With the spatial correlation matrix R̄x and the scanning
vector of the array ā, the earlier mentioned DOA estimation
algorithms could be implemented. The software has an im-
plementation based on the earlier mentioned PyArgus library
[33]. However, there is no conclusion yet on the accuracy of
the DOA implementation using this library.

Five methods for DOA estimation are described in the
next section, and the calculations require knowledge about
the spatial direction, signal gain, and expected phase relations:

1) Spatial correlation matrix: The first input element to
be calculated is the spatial correlation matrix R̄. This matrix
contains the correlation of the spatial direction of the signal
and the average receiver signal gain. For each number of sam-
ples (one complete ADS-B signal) found using the PyModeS
library, the raw N -channel I/Q signal (x(t)) can be transformed
into the spatial correlation matrix by using equation 11:

R̄ =
1

N

N�1X

0

x(t) · x(t)H (11)

In the case of a four-channel coherent SDR, for each
sample of the multi-channel raw signal, this results in a
spatial correlation matrix with size 4 x 4.

2) Steering matrix: The second input element to be calcu-
lated is the steering matrix. Bhuiya et al. [32] describes the
steering matrix as m steering arrays, where each array contains
the expected phase relationships for all channels. The steering
arrays are defined to store the expected phase relations for
the specific incident angles m. The specific incident angles
are the angles within the resolution of measurements. These
steering vectors are based on the interelement spacing d and
the expected incident angles (✓). The ULA setup results in an
array of shape N x 180, and for the UCA setup, this results in
an array of shape N x 360. Using equation 12, the mth array
element of the steering vector can be calculated. The sinus
part of the exponent equals zero for the ULA setup.

ā(✓n)m = ej2⇡dx⇤cos(✓n)+dy⇤sin(✓n) (12)

8m = 0. . . (M � 1)

H. Direction of arrival estimation algorithms
A pseudo spectrum, P (✓), of the incoming signal can be

determined with the required knowledge about the average
signal gain, spatial direction, resolution, and expected phase
relationships. This contains the relationship between the signal
strength and the incident angle. Locating the corresponding
incident angle of the maximum amplitude, an estimated value
for the DOA can be found. Five commonly used algorithms
[34], both linear DOA estimation algorithms and algorithms
based on the decomposition of sub-spaces, are explained and
described in the following sections. In figure 11 an example of
the pseudo spectrum plot of one complete ADS-B signal for
the five used algorithms is pictured. The investigated resolution
is 180 degrees in this figure, and locating the maximum
amplitude gives an estimated DOA value of 102 degrees.

1) Bartlett method: The Bartlett (Fourier) method consists
of power spectra estimation and is known as the first devel-
oped DOA estimation technique [26]. The method provides a
reduction of the variance of the periodogram in the cost of
reduced resolution [35]. This is done by maximization of the
output power R̄x for a certain direction. Equation 13 shows the
calculation of the pseudo spectrum of Bartlett’s method, where
R̄x is the spatial correlation matrix and ā(✓) is the scanning
vector of the array.
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Fig. 11. Combined pseudo spectrum plot - multiple methods (normalized)

P (✓) = āH(✓)R̄xā(✓) (13)

A main limitation of Bartlett’s methods is the ability to solve
the angles is limited by the array half-power beam width [36].

2) Capon’s method: Capon’s method is also known as
the maximum variance distortionless response. The method
is a maximum likelihood estimate of the power arriving from
one direction (✓) [37]. This is done while considering that
all other sources are considered as interference. The signal
to interference ratio had to be maximized while passing
the source signal undistorted in amplitude and phase [34].
Equation 14 is the pseudo spectrum of Capon - or maximum
variance distortionless response - method, where R̄x is the
spatial correlation matrix and ā(✓) is the scanning vector of
the array.

P (✓) =
1

āH(✓)R�1
x ā(✓)

(14)

Godara et al. state that the method has better resolution
properties than the earlier described Bartlett method [35].

3) Burg’s Maximum Entropy Method: To implement Burg’s
Maximum Entropy Method (MEM), a power spectrum has to
be found such that its Fourier transform equals the measured
correlation. This correlation is subjected to the maximized
entropy constraint [38]. Equation 15 is the pseudo spectrum of
Burg’s maximum entropy method, where ˆ̄w is the weight of
the optimal beamformer and q̄(✓) is a vector denoting outputs
of auxiliary beams of a beam-space processor. The number of
outputs equals the number of dimensions of the vector q̄(✓)
[35].

P (✓) =
1

ˆ̄wT q̄(✓)
(15)

Godara et al. state that the method has better resolution
properties than the earlier described Bartlett and Capon
method. Additionally, this method can estimate the direction
of arrival with a lower signal-to-noise ratio [35].

4) Linear prediction method: Linear prediction method
(LPM) is a method, which estimates the output from one
antenna using linear combinations of the other antenna outputs.
The mean square error between the estimation and the true
output is minimized [36]. Equation 16 is the pseudo spectrum
of LPM, where R̄x is the spatial correlation matrix, ā(✓) is
the scanning vector of the array and ūT

m
is the Cartesian basis

vector, which is chosen for prediction.

P (✓) =
ūT

m
R̄�1

x
ūm��ūT

m
R̄�1

x ā(✓)
��2

(16)

Islam et al. described the LPM has again a higher resolution
than all the other methods described above (Bartlett, Capon,
and MEM) [34].

5) Multiple Signal Classification: Multiple Signal Classi-
fication (MUSIC) is described as an efficient eigenstructure
variant. The estimation of the direction of arrival, number of
signals and signal strength [35]. Equation 17 is the pseudo
spectrum of MUSIC method, where ĒN is the noise subspace
eigenvector and ā(✓) is the scanning vector of the array.

P (✓) =
1

ā(✓)ĒN ĒH

N
ā(✓)

(17)

In the above-written part, the equation needs a calculation
of the noise subspace eigenvectors, which can be determined
from the spatial correlation matrix. Equation 18 is the equation
to apply, where D is the number of signals, and M is the
number of array elements.

EN = [e1e2...eM�D] (18)

IV. RELIABILITY MODEL

Monteiro et al. [12] have proposed a method for reliability
classification for two estimated values in order to validate
claimed ADS-B information. In their study, the validation of
the claimed ADS-B position is done by a comparative analysis
using position information estimated by using multilateration.
However, the method used for the verification reliability clas-
sification can also be applied in this study. Using the estimated
angle of arrival to verify the calculated angle of arrival based
on the claimed ADS-B position information.

A. Error in the calculated DOA
The error found in the calculated angle of arrival is caused

by a GPS error
�!
G = (gx, gy) of the transmitter and the

receiver. In this case, the GPS error is a standard deviation
in meters, typically provided by the equipment manufacturer.
It is assumed to have a Gaussian distribution with zero mean
and variances �2 [39].

In order to find the standard deviation of the calculated
direction of arrival, there is chosen to sample equation . Since
the direction of arrival calculations are dependent on the GPS
position of the receiver and transmitter, these two values can
be sampled using a Gaussian distribution. As described by
Schäfer et al. [39] there can be assumed that GPS observations
are Gaussian distributed with zero mean and variances �2

gps
.
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Typically, the GPS error is provided by the manufacturer of
the equipment. However, the standard deviation of the GPS
parameter is set as � = 30 m [12]. By using a Monte
Carlo simulation, the histogram and corresponding standard
deviation (�) of the angle calculation can be found and is
pictured in figure 12.

Fig. 12. Calculated DOA error Fig. 13. Estimated DOA error
(Bartlett algorithm)

B. Error for direction estimation

In figure 13, the histogram of the error from the estimated
direction of arrival (Bartlett algorithm in this case) is pictured.
There is no clear conclusion possible on the behavior of the
error distribution yet. However, based on [23] there can be
assumed that the errors of the estimated DOA, using the DOA
algorithms, have the characteristics of a Gaussian distribution.
Therefore, using a normal fit function in Python, the standard
deviation can be determined, and the corresponding results
are for all five algorithms presented in table II in section V
(Experiments and Results).

C. Verification reliability classification

As mentioned in the previous section, the reliability clas-
sification method used in this study was earlier proposed by
Monteiro et al. [12] with a slightly different application. In
this research, the estimated direction of arrival (✓estimation)
parameter is used to validate the calculated direction of arrival
(✓calculation). The absolute error between the two independent
parameters for each incoming signal (n) can be calculated
using equation 19.

zn = |✓estimation � ✓calculation| (19)

As found in the previous section both ✓est. and ✓cal. are
Gaussian distributed with zero mean and variances �2

✓est.
and

�2
✓cal.

, respectively. Therefore, the standard deviation of both
distributions can be expressed as � = �✓est. + �✓cal. . Conse-
quently, the probability density function of random variable
Zn = zn can be described as a half-normal distribution due
to the absolute values taken from two Gaussian distributed
parameters. This distribution can be expressed as in equation
20. The corresponding cumulative distribution function can be
found underneath in equation 21.

fZn(zn;�) =

p
2

�
p
⇡

exp
✓
� z2

n

2�2

◆
, zn > 0 (20)

FZn(zn;�) = erf
✓

zn
�
p
2

◆
(21)

Similar to Monteiro et al. [12] the confidence rate can � of
a measurement zn can be retrieved from equation 22.

�(zn) = 1� 0.5


arctan

✓
zn � zmax

n

�

◆
+ 1

�
(22)

Where � is the spacing factor which can be explained
as the derivative of reliability, and zmax

n
is a point of the

curve at which a change in the direction of curvature occurs
(equation 23), with ✏ defined as the occurring error rate of
wrong classification. The typical value of ✏ is 10�3.

zmax

n
= erfc�1(✏)�

p
2 (23)

V. EXPERIMENTS AND RESULTS

Based on the data collected, signal processing, and the
conducted experiments, this section gives an overview of the
model’s performance and some examples of applying the
model of the proposed message injection mitigation method.

Note that during the experiments, the real ADS-B signals
are received at 1090MHz. However, due to governmental
regulations, the malicious transmitting experiments are done
at 868MHz. Recommended by the manufacturer of the Ker-
berosSDR, the interelement spacing factor (s) is set to 0.33.
Calculating the interelement spacing (d) in meters (using:
d = � ⇤ s) gives d = 0.0908m for frequency 1090 MHz
and d = 0.114m for 868 MHz.

The overall performance of the model can be expressed
using the standard deviation (�) of the DOA error. The
standard deviation is obtained using real ADS-B signal in
order to determine these values. As earlier described, the
values (in degrees) are determined for all five DOA algorithms
and both antenna setups. The results are pictured in table II.

TABLE II
PERFORMANCE TABLE: STANDARD DEVIATION FOR DOA ALGORITHMS

AND ANTENNA SETUPS

ULA UCA

�ula �uca

Bartlett 64.52° 17.41°
Capon 67.96° 18.41°
LPM 65.80° 24.76°
MEM 65.80° 24.72°

MUSIC 64.43° 17.67°

Conducting the experiments should prove the practical im-
plication of the concept described in the methodology. Next to
the application using real ADS-B data, two earlier described
scenarios were tested, static and dynamic injection. Here,
a 1090 MHz sample of real ADS-B data was rebroadcast
at 868MHz. Using the reliability classification method the
following parameters were chosen: spacing factor � = 50 and
misclassification rate ✏ = 0.01. Figure 14 shows an example
of the results using real ADS-B data. For all five algorithms,
a similar flight path is shown.
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Fig. 14. Example confidence rate for different DOA algorithms for real ADS-B injection (UCA setup)

Fig. 15. Example confidence rate for different DOA algorithms for malicious signal injection (UCA setup)

In the top row, the DOA based on the claimed position
(blue) and the estimated DOA (orange) are plotted against
time in seconds. Each dot refers to one complete incoming
ADS-B or Mode S signal. In the bottom row, the confidence
rate for each signal is plotted. The current confidence rate is
pictured above the figures, and the confidence rate values are
nearing one.

Figure 15 shows an example of the application of the
different DOA algorithms while being maliciously injected.
This example contains the results of the dynamic injection
scenario during the experiments. The estimated DOA values
(orange) move over time, while the angle based on the claimed
position remains constant. There can be seen that the given
confidence rate nears zero. For the static injection scenario,
the results are comparable. However, if the DOA based on the
claimed position remains constant and is close to the estimated
DOA, there is a probability of obtaining a high confidence
rate. In actual operations, the DOA will probably not remain
constant over time due to the aircraft’s movement. Therefore,
an additional analysis is done in order to determine an integrity
likelihood over time. In other words: whether or not to confirm
the integrity of a series of incoming signals from one aircraft.
In figure 14, there can be found that this integrity likelihood

becomes one for the real flight and in figure 15 zero for the
maliciously injected flight.

Fig. 16. Integrity verification
real flight

Fig. 17. Integrity verification
injected flight

Using the obtained values of the confidence rate provides
a conclusion on whether or not to confirm the integrity of
an incoming ADS-B signal. However, misclassifications can
cause wrongly verified results. Therefore, in order to get
a verification conclusion for an individual flight (series of
signals), as pictured in figure 14 and 15, the obtained values
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of the confidence rate can be actively monitored. This is done
using the confidence rate (in range 0 to 1) by first translating
the values by adding 0.5, followed by a multiplication of this
value by the previous one. The initial start value is set to one.
If the value exceeds the upper (1.5) or lower (0.5) bound, the
value will be limited to this bound. Finally, by subtracting
0.5, the calculations give a convergence over time to one for
real flights (figure 16) and convergence to zero for maliciously
injected flights (figure 17).

VI. DISCUSSION

In this paper, different direction of arrival algorithms have
been tested using two different antenna setups. All methods
used and experiments done would benefit from further re-
search. Due to governmental regulations, it turned out to be not
realistic to set up an experiment where both real and injected
ADS-B signals were received simultaneously at the operating
frequency of ADS-B. This makes the standard deviation of
the estimated DOA error the best indicator of the model’s
performance. Further research would benefit the support for
possible implementation in real operations. Overall, there can
be seen that the UCA setup performs much better than the
ULA setup. As earlier described in section the ULA setup can
only estimate the DOA in one dimension. This probably causes
the high standard deviation of the DOA error. Furthermore, the
results show that the Bartlett and MUSIC algorithm performs
comparable and best for the UCA setup, followed by Capon’s
method. Looking at the results in figure 14, there can be
noticed that there are signals labeled with a confidence rate
nearing zero. These values are misclassifications caused by,
for instance, multi-path effects and other inaccuracies of the
model. Contrarily, in figure 15, the confidence rate nears
one for maliciously injected signals. Also caused by several
limitations of the proposed model:

First, the proposed method has been applied post-
processing, which means that the model has not been im-
plemented in real-time. Since the data collection requires
large amounts of storage, the typical duration of one sample
collection takes a maximum of three minutes. The primary
limitation raising is that there is a relatively high data loss. To
calculate the angle of the claimed position, at least one position
message is required. Currently, the model can only verify the
signal if position information is available. Furthermore, the
application of the PyModeS toolbox, and all DOA algorithms,
except for the MUSIC algorithm, limits the processing to
correctly decoding only one signal at a time. This is causing
more data loss, for instance, if two or more signals arrive
simultaneously at the antenna array. However, using real-
time processing instead of post-processing makes the proposed
mitigation method more trustworthy since the measuring time
is not limited to storage.

Secondly, conducting the experiments, a variance of the
angle estimation was found per individual measurement. This
was probably caused due to inaccuracies in the antenna setup.
First, the assumption has been made that the antenna array
was perfectly pointed to the magnetic north, and second,

the inter-element spacing was considered accurate. However,
in reality, there is probably an error in the exact position-
ing of the antennas. Weather and possible vibrations also
contribute to this. Furthermore, during the experiments, the
setup showed to be vulnerable to multi-path effects, which
causes many uncertainties and must be solved for operational
applications. Moreover, the sample and phase calibration of the
KerberosSDR is a time-consuming process. This is because
the antennas need to be manually disconnected. Adding a
relay switch could improve the process. However, in April
2021, the successor of the KerberosSDR is announced [40].
Currently, in crowdfunding phase, the KrankenSDR is a 5-
channel coherent capable RTL-SDR. Since this SDR has
five channels, instead of four, a better accuracy is expected
for the direction estimation. Also, multi-path reflections are
expected to be increased. The literature describes an increase
in accuracy of DOA estimation when more channels are
available and the opportunity to experiment with other antenna
setups, such as the trapezium or cross setup [41].

Another reason for some misclassifications, visible in the
results, could be caused due to the modulation of the sig-
nals. The ADS-B protocol describes rules for the amplitude
modulation of the signal but not for the phase properties
and relationships. Further research is needed to determine
whether certain types of transmitting equipment have phase
irregularities or inconsistencies that make these kinds of DOA
estimations not consistently accurate.

Finally, one of the goals of this study was to find a cost-
effective method. Using a $200 coherent SDR and cheap
antennas enables low cost, but the accuracy does not meet
professional equipment standards. Recommended is that there
can be chosen to use active antennas with more +DBI,
increasing the received signal gain.

VII. CONCLUSION

In this paper, a possible and cost-effective solution for
malicious frequency injection is proposed, which improves
the security and integrity of raw Mode-S/ADS-B signals.
Throughout the paper, a tool is designed, which can verify
and validate the low-level signal. Using a low-cost software-
defined coherent receiver, two independently determined vari-
ables of the direction of arrival of incoming ADS-B signals
can be calculated. Five different direction of arrival algo-
rithms have been tested for two different antenna setups.
Furthermore, this paper shows how to apply the proposed
method successfully in different experiments using real and
maliciously injected ADS-B signals. Lastly, an earlier in the
literature proposed reliability classifier has been applied using
the standard deviations of the errors found in the experiments.
In order to do this, real ADS-B data was used, and two
malicious injection attack scenarios were tested for validation
and verification reasons.

From the results, there can be concluded that the best
performance of the model is obtained using the uniform
circular antenna setup and Bartlett’s direction of arrival es-
timation method. The corresponding standard deviation was
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found 17.41 degrees. There is found that both static and
dynamic injected signals can be classified as a malicious
injection attack, and the integrity of real ADS-B data can
be verified using the reliability model. This conclusion can
be seen as a proof of concept. The used cost-effective method
can be readily implemented into actual operations based on the
reliability results of the real and maliciously injected signals.

Nevertheless, the limitations and recommendations show
that further research is possible and could improve the model’s
accuracy. Future research is possible and could improve the
accuracy of the model. Having found a standard deviation
of 17.41 degrees, the model can be operated at a certain
accuracy level in actual operations. Undoubtedly, more smart
or combined methods of injection raise questions about the
current accuracy. The mitigation of this threat would benefit
significantly from more accurate data handling and equipment.
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II
MASTER THESIS (MID-TERM) REPORT

This part of the report contains the mid-term report, providing an overview of the work done, including the
literature study (previously graded under AE4020), a more thoroughly description of the research motivation
and proposal.
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1
INTRODUCTION

Automatic Dependent Surveillance - Broadcast (ADS-B) is a well-performing operational enhancement in
Air Traffic Control (ATC) applications. It enables aircraft and airport vehicles to periodically broadcast the
information from their on-board equipment, like their identification, status, GPS location, velocity, and intent
[9]. The ATC can use it for surveillance purposes, but additionally, spacing and separation is enabled for
airborne traffic [10]. The system is part of a trend to modernize the ATC, where over many years, the ATC
has made a move from independent and uncooperative (primary surveillance radar, PSR) to dependent and
cooperative (secondary surveillance radar, SSR, and Automatic Dependent Surveillance - Broadcast, ADS-B)
surveillance systems [11]. The service implementation is a dependent surveillance system containing two
services: 1) ’ADS-B out’, the capability to broadcast the equipped aircraft parameters, and 2) ’ADS-B in’ the
capability to receive information from nearby aircraft [2]. In May 2010, the Federal Aviation Administration
(FAA) [12] set up the ADS-B performance requirements and technical amendment. In that final rule, the FAA
set the equipment requirements of ADS-B mandatory for certain air spaces classes by January 1, 2020.

1.1. RESEARCH MOTIVATION
Nowadays, ADS-B 1090 Mode S Extended Squitter (ES) is the most predominant adopted technology ADS-
B service implementation. The service implementation increased the renewal time, reduces costs, and in-
creases safety and accuracy already in comparison to classical radar surveillance [2]. However, ADS-B is
planned for long-term use but lacks the minimal and necessary inherent security mechanisms. The ATC sys-
tem has not been developed with security in mind and is vulnerable to a number of different radio frequency
attacks by malicious parties. The different vulnerabilities are commonly described in the literature and num-
bers of potential countermeasures are proposed. According to Manesh et al. [6], compared to classical radar
surveillance, the two fundamental disadvantages are: 1) dependency on on-board derived navigation data,
and 2) the open and straightforward ADS-B protocol. Nowadays, regulations are the primary prevention
method for this lack of security. The current ADS-B standard does not provide mechanisms for verifying the
integrity of navigation standards [3]. Multiple studies have mapped the vulnerabilities and proposed/devel-
oped technical mitigation techniques. However, to become part of the ADS-B protocol and global standard,
these are yet to prove their effectiveness.

1.2. RESEARCH AIM
The aim of this preliminary research is to get a better understanding of the problem and to define a research
proposal. Therefore, an initial research objective for this has been formulated to define this research’s starting
scope:

"To suggest a possible and cost-effective solution, which improves the security and integrity of
raw Mode-S/ADS-B signals, by designing a tool which can verify and validate the low-level sig-
nal".
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To specify and structure the literature review and preliminary study initial question has been further spec-
ified in sub-questions. These aim to gather all relevant knowledge and to see the research objective from a
broader perspective. Assumed, the attacker is able to create correctly formatted ADS-B messages, covering
the correct message types, message order, legitimate and reasonable flight parameters; this study focuses on
signal injection since it is medium-difficult to implement, but it has a high disruption level and it is hard to
detect [6]. The sub-questions are functional to better understand how (cost-efficient) methods can verify and
validate ADS-B signal integrity and what is promising in the literature for both ADS-B verification research
and standard signal processing. Note: this is just a starting point; the final research proposal will be discussed
later on.

1. What does the Mode-S/ADS-B signal looks like?

(a) What are the raw ADS-B signal properties, and what variables are available?

(b) What does the ADS-B protocol looks like?

2. How is the protocol vulnerable for malicious signal injection?

3. What is the definition validation and verification of a signal?

4. What methods are currently being used in malicious signal injection mitigation?

(a) What methods have been applied in ADS-B research?

(b) What methods have been applied in signal processing research?

5. What method is the most feasible candidate to mitigate malicious ADS-B signal injection?

1.3. RESEARCH SCOPE
Validation and verification of ADS-B mode S 1090 ES signals is fundamental for the secure long-term use of
this protocol. The lack of minimal and necessary inherent security mechanisms, different vulnerabilities and
possible solutions and countermeasures are widely described in the literature. Understanding the protocol
and potential security threats is essential knowledge, where this study scopes on a cost-effective countermea-
sure against malicious injection while airborne.

Therefore, an background of relevant knowledge about ADS-B Mode S 1090 Extended Squitter is given in
chapter 2. Chapter 3 gives a detailed overview of the related work within the scope of this research, as de-
scribed above. Both the background and related work are written as part of the literature review course of the
master Aerospace Engineering. This literature study aims to cover a relevant overview of the research field
of verifying and validating Mode-S/ADS-B signals and mitigating malicious injected ADS-B signals. Both the
historical perspective up till the current state-of-the-art are included.
Furthermore, an assessment of the literature is present to find out significant trends and potential for further
research. This comes together in the final part, where a research question and a final thesis research plan are
described. A research proposal is written in chapter 4. Note: the final research objective and sub-goals are
written in this proposal. Chapter 5 explains the related technical content, and in chapter 6, the preliminary
results are given in the hope of starting a discussion on ideas and suggestions not stated in this report so far.



2
BACKGROUND OF ADS-B MODE S 1090

EXTENDED SQUITTER

The aim of this chapter is to introduce the reader to the earlier mentioned service implementation: Automatic
Dependent Surveillance-Broadcast mode S 1090 Extended Squitter. This background of ADS-B can be seen
as relevant and necessary information for this research. In section 2.1 the ADS-B standard, protocol and its
characteristics will be generally explained. Then, in section 2.2 the airborne ADS-B messages are explained
more thoroughly.

2.1. AUTOMATIC DEPENDANT SURVEILLANCE-BROADCAST
ADS-B is a satellite-based surveillance system, which operates dependent and cooperative. The implemen-
tation is part of a trend in air traffic control (ATC) of moving from independent and uncooperative service
implementations - for instance: primary surveillance radar (PSR) - to dependent and cooperative service im-
plementations - for instance: secondary surveillance radar (SSR) and ADS-B [3].

ADS-B Protocols
1090ES

UAT
Mode 3/A Mode C Mode S

Transponder Protocols

Table 2.1: Relationship between ADS-B protocols and transponders - Reprinted from [6].

There are two competing ADS-B standards: 978 MHz Universal Access Transceiver (UAT) and 1090 MHz Mode
S Extended Squitter (1090ES). UAT has specifically been developed for ADS-B applications, but requires a re-
newal of the aviation hardware. Instead, 1090ES can make use of general aviation hardware. This enabled the
integration of ADS-B in standard Mode S transponders. Table 2.1 demonstrates the hierarchy and between
transponders and ADS-B protocols 1090ES and UAT [6].

Nowadays, the most adopted ADS-B standard is the 1090 MHz Mode S Extended Squitter. The aircraft po-
sition, identification, and velocity - determined by the on-board systems and receivers - are transmitted
through the ES. The messages can also integrate further fields and are continuously transmitted at a fre-
quency of 1090 MHz by the majority of the aircraft [13].

The service implementation enhances pilot and air traffic control services situational awareness, in-flight
collision, runway incursion avoidance, and precise air traffic control surveillance in areas without radar cov-
erage [6]. In figure 2.1, the ADS-B transmission flow has been schematically shown. There can be seen of
what different parts the service implementation consists.
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From the Global Navigation Satellite System (GNSS), accurate navigation data, including GPS position and
velocity, are processed and transmitted by the ADS-B transmitter via the 1090ES/UAT data link. The ATC cen-
ter, ground stations, and neighbor aircraft can receive and process the data via the ’ADS-B in’ and ’ADS-B out’
data-link [1].

Figure 2.1: ADS-B transmission flow - Reprinted from [1].

2.2. ADS-B MESSAGE
This section describes the ADS-B message more thoroughly. This information is valuable to determine the
possible message content, which can be retrieved from the signal. Since the protocol is open available, any-
one can decode and generate these signals.

Figure 2.2: ADS-B message structure.

A standard message format has been established for the ADS-B 1090ES. This message consists of a five part
112-bit long structure. In figure 2.2, the schematic overview of this structure is shown, divided into five blocks.
The first 5 bits are used for the downlink-format (DF). Normally, the 1090 Mode S ES uses DF = 17, which
means the 56-bit data block is permitted. Furthermore, in case of TIS-B messages: DF = 18 [7].
The following block (6-8 bits) is used for capabilities (CA) of the mode S transponder, for instance the addi-
tional identifier. The next 24-bit block contains the aircraft address field. From this part of the message, the
ICAO address can be decoded, which is used for aircraft identification. The information from the onboard
systems is located from 33 bits till 88 bits a 56-bit data block. This will be discussed more thoroughly below.
The last 24-bit long data block is used for parity and interrogator ID (PI) [6].
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ADS-B 1090 ES signal messages have DF 17 or 18. The type code can identify the information contained in
the ADS-B signal. For instance, an aircraft identification message has type code 1 to 4. For airborne position
determination type code 9 to 18 and for airborne velocity determination type code 19 is used. An overview of
the type code and its content can be found in table 2.2.

Type code Content
1 - 4 Aircraft identification
5 - 8 Surface position
9 - 18 Airborne position (w/ Baro Altitude)
19 Airborne velocities
20 - 22 Airborne position (w/ GNSS Height)
23 - 27 Reserved
28 Aircraft status
29 Target state and status information
31 Aircraft operation status

Table 2.2: Type code and content - Reprinted from [7].

As shown, there are multiple data formats designed to meet the required navigation performance [1]. Since
this research initially scopes on the airborne protocols, the more thorough explanation of the 56-bit data
frames is limited to aircraft identification (TC 1-4), airborne position determination (TC 9 - 18), and airborne
velocity determination (TC 19) [7].

2.2.1. AIRCRAFT IDENTIFICATION
In this section, the ADS-B aircraft identification protocol is further explained. The ICAO states in ’Technical
Provisions for Mode S Services and Extended Squitter’ the primary purpose is: "to provide aircraft identifica-
tion and category" [8]. After confirming the type code the aircraft type and aircraft call sign can be decoded.
The composed messages are shown in table 2.3.

Data bits MSG bits Content
33 - 37 1 - 5 Format type code
38 - 40 6 - 8 Aircraft category
41 - 46 9 - 14 Character 1
47 - 52 15 - 20 Character 2
53 - 58 21 - 26 Character 3
59 - 64 27 - 32 Character 4
65 - 70 33 - 38 Character 5
71 - 76 39 - 44 Character 6
77 - 82 45 - 50 Character 7
83 - 88 51 - 56 Character 8

Table 2.3: 1090 ES aircraft identification message bits and content - (Partially) reprinted from [8].

2.2.2. AIRBORNE POSITION
In this section, the ADS-B airborne position protocol is further explained. The ICAO states in ’Technical
Provisions for Mode S Services and Extended Squitter’ the primary purpose is: "to provide accurate airborne
position information" [8]. Just like for the aircraft identification - after confirming the type code the airborne
position information can be decoded. The composed messages are shown in table 2.4.
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Data bits MSG bits Content
33 - 37 1 - 5 Format type code
38 - 39 6 - 7 Surveillance status
40 8 Single antenna flag
41 - 52 9 - 20 Altitude
53 21 Time
54 22 CPR format
55 - 71 23 - 39 Latitude
72 - 88 40 - 56 Longitude

Table 2.4: 1090 ES airborne position message bits and content - (Partially) reprinted from [8].

In principle, decoding different types of messages can be done similarly. From the signal, a hexadecimal
message is retrieved and converted into a binary number. From this number, the message content can be
decoded. The information contained in the airborne position message is used in several studies for location
verification. Therefore, a more thorough clarification and explanation of an actual (example) ADS-B raw air-
borne position message in hexadecimal and the converted one to a binary message are shown below:

Raw message in hexadecimal:

8D48C22658C902BBC2EAEB6B22B5

Raw message converted to binary numbers:

10001101010010001100001000100110010110001100100100000010
10111011110000101110101011101011011010110010001010110101

Using the ADS-B message structure, as pictured in figure 2.2, the 112-bit message in binary numbers can be
divided into parts. This is shown in figure 2.3. The example signal is divided into the earlier described five
parts in the top half of the figure. In the bottom half, the 56-bit data block is divided into the parts described
in table 2.4.

Figure 2.3: Example of a raw message and its information parts
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2.2.3. AIRBORNE VELOCITY
In this section, the ADS-B airborne velocity protocol is further explained. The ICAO states in ’Technical Pro-
visions for Mode S Services and Extended Squitter’ the primary purpose is: "To provide additional state infor-
mation for both normal and supersonic flight based on airspeed and heading" [8]. After confirming the type
code, the airborne velocity information can be decoded just like for the aircraft identification and position.
The composed messages are shown in table 2.4.

Data bits MSG bits Content
33 - 37 1 - 5 Format type code
38 - 40 6 - 8 Subtype
41 9 Intent flag change
42 10 Capability flag
43 - 45 11 - 13 Uncertainty navigation velocity
46 14 Heading status
47 - 56 15 - 24 Magnetic heading
57 25 Airspeed type
58 - 67 26 - 35 Airspeed
68 36 Vertical rate source
69 37 Vertical rate sign
70 - 78 38 - 46 Vertical rate
79 - 80 47 - 48 Turn indicator
81 49 Baro altitude sign
82 - 88 50 - 66 Baro altitude

Table 2.5: 1090 ES airborne velocity message bits and content - (Partially) reprinted from [8].



3
LITERATURE REVIEW

This chapter was written as part of the literature review course of the master Aerospace Engineering. This lit-
erature review aims to cover a relevant overview of the research field of verifying and validating Mode-S/ADS-
B signals and mitigating malicious injected ADS-B signals. The review is limited to the scope described in the
introduction. Both the historical perspective up till the current state-of-the-art are included. Furthermore,
an assessment of the literature is present to find out significant trends and potential for further research. The
above written comes together in the next chapter, where a research question and a final thesis research plan
are described.

This chapter is divided into three main sections to explain the relevant knowledge from related work briefly.
To underline the problem statement, in section 3.1, an overview is given of potential malicious attack threats.
Furthermore, in section 3.2, the current state-of-the-art taxonomy of ADS-B security, scoping on malicious
injection, is provided. Moreover, the final section (section 3.5) goes into more detail about a relatively new
approach used for signal processing and jamming mitigation in the literature.

3.1. THE SECURITY ISSUE OF ADS-B
As stated in the introduction, this study scopes on countermeasures to malicious injection in ADS-B net-
works. However, to understand the relevance of the problem, this section gives an overview of multiple ma-
licious attacks suggested in the literature. Multiple authors summed up potential vulnerabilities and attacks.
These different vulnerabilities are commonly described in the literature and numbers of potential counter-
measures are proposed. Manesh et al. [6] present an overview of the ADS-B risk analysis by considering the
likelihood of an attack and its potential impact. This overview is reprinted below in table 3.1:

Attack Impact
Low Medium High

Attack

Likelihood

High
Eavesdropping

(Low Risk)

Medium
Jamming

(Medium-High Risk)
Message Injection

(High Risk)

Low
Message Deletion

(Medium Risk)
Message Modification
(Medium-High Risk)

Table 3.1: ADS-B risk analysis - Reprinted from [6]

The presented overview functions also as an overview of different scopes within this research field since dif-
ferent attacks are commonly based on different properties or weaknesses of the service implementation. Be-
low the different types of attacks are shortly summed up and explained. For further information and a more
thorough explanation, the reader is recommended to read the referred studies.

Eavesdropping
Eavesdropping is a passive attack where the malicious attacker can listen to the unencrypted and unsecured

21
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broadcasted messages [2]. In the literature, eavesdropping is also known as message interception of aircraft
reconnaissance and is a known issue since the early stages of ADS-B development. There is no technical
countermeasure against unintended recipients. Instead, different countries chose to regulate this by law en-
forcement [6]. According to Strohmeier et al. [3], next to privacy considerations, eavesdropping forms the
basis for more advanced active attacks. According to the risk analysis of Manesh et al. [6] the attack has a
high attack likelihood but a low attack impact.

Jamming
Jamming is an active attack method, where a ground station or aircraft is disabled from its operation (sending
and receiving messages) by adding an additional signal with sufficiently high power and the same frequency
into the network [3]. Leonardi et al. [2] explain jamming would cause denial of services for any aircraft or
airports in a geographical area. Furthermore, specifically targeting single objects, such as aircraft, using jam-
ming is proven feasible by Wilhelm et al. [14]. According to the risk analysis of Manesh et al. [6] the attack has
a medium attack likelihood and medium attack impact.

Message deletion
Message deletion is an attack method to ’delete’ legitimate messages. McCallie et al. [15] distinguish two
types of message deletion: 1) constructive message deletion and 2) destructive message deletion. Perform-
ing constructive message deletion, the attacker causes sufficient errors in the bits of the message. Since the
receiver system marks the message as corrupted and will drop it. Performing destructive message deletion,
the attacker transmits the inverse of the legitimate message to cancel out the message. Since this method
requires a high level of precise and complex timing, it is difficult to set up a message deletion attack, accord-
ing to [2]. This is in line with the risk analysis of Manesh et al. [6], who states: the attack has a low attack
likelihood and medium attack impact.

Message modification
Message modification can be distinguished into three different approaches during transmission over the
physical layer: 1) Overshadowing, 2) bit-flipping, and 3) combined message deletion and injection (discussed
below) [6]. Overshadowing is an approach where the attacker transmits a message over the legitimate mes-
sage. Using a higher-powered signal and timing rightly, the attacker would be able to modify specific bits
or the whole legitimate message. As discussed in the section about jamming above, targeting a single node
instead of an entire network, is more or less the method described by Wilhelm et al. [14]. Bit-flipping causes
switches in the modulated signal described in the previous chapter. Bits can be switched from zero to one
and vice versa. The third approach, combined message deletion and injection, is obviously a combination
of the two described attacks. The malicious attacker would be able to replace an aircraft or it parameters.
Strohmeier et al. [16] sets message modification of an ADS-B message as the most difficult executable form
of attack. According to the risk analysis of Manesh et al. [6] the attack has a low attack likelihood but a high
attack impact.

Message injection
Leonardi et al. [2] defined message injection as the intentional transmission of non-legitimate ADS-B signals
on the same frequency and encoded following the ADS-B protocol using erroneous information. This results
in displaying false aircraft. Since there is no data link authentication layer and no encryption, it relatively sim-
ple to generate and transmit these signals. Assumed the attacker is able to create correctly formatted ADS-B
messages, covering the correct message types, message order, legitimate and reasonable flight parameters,
the false aircraft in the network are hard to detect and can cause high disruption. Schäfer et al. [17] shows it is
relatively simple to perform a message injection attack with limited knowledge and cheap hardware. Accord-
ing to the risk analysis of Manesh et al. [6], the attack has a medium attack likelihood and high attack impact.

Concluding, McCallie et al. [15] stated that the combination of multiple attacks creates more complex attacks.
However, combined attacks have a lower attack likelihood since those are much more challenging to perform.
As part of the relevant knowledge and within this study’s scope, the vulnerable parts or the ADS-B taxonomy,
as described in chapter 2 are pictured and highlighted by Leonardi at al. [2]. This schematic overview is
reprinted in figure 3.1 below:
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Figure 3.1: Most vulnerable areas (highlighted) within the ADS-B transmission flow - Reprinted from [2]

The classified and described malicious attacks above find its ground in the processing elements of the trans-
mission flow. If the aircraft sensors or signal transmissions (GPS and ADS-B) are targeted by a malicious
attacker, the system is corrupted for malicious scopes [18].

3.2. RELATED WORK ON COUNTERMEASURES OF ADS-B INJECTION
According to Stomeiher et al. [3], [16], the state-of-the-art of ADS-B security research is currently divided into
two approaches: secure broadcast authentication and secure location verification. Multiple researchers use
this distinction as the baseline of their research or reviews [4], [6]. This part of the literature review focuses
on the related work done, focusing specifically on the malicious attack: injection.

As baseline for this literature review, the taxonomy set by Stomeiher et al. is used and can be found in fig-
ure 3.2 below. Note: not all security approaches in this taxonomy are relevant or capable against malicious
injection attacks. Only the capable ones are discussed and colored blue in figure 3.2. Additionally, some
subjects are discussed, clarified and explained more thoroughly than others, since this research scopes on a
cost-effective solution, where an actual redesign of the ADS-B protocol is not feasible. To define a gap in the
literature, there is assumed the taxonomy is not complete. The current state-of-the-art research mainly used
this taxonomy as a baseline, but other opportunities are added and discussed below.

Figure 3.2: ADS-B security research taxonomy - Partly reprinted from [3]
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3.3. SECURE BROADCAST AUTHENTICATION
Physical layer authentication can be distinguished in cryptographic and non-cryptographic physical layer
authentication. An example of non-cryptographic physical layer authentication is fingerprinting.

3.3.1. NON-CRYPTOGRAPHIC PHYSICAL LAYER AUTHENTICATION
An example of non-cryptographic physical layer authentication is fingerprinting. This method includes pos-
sibilities in order to verify ADS-B messages while the network has been maliciously injected. Fingerprinting
is a commonly used subject in research for wireless networks. The goal is to identify imperfections and char-
acteristics of a network [6]. Zeng et al. [19] categorizes these techniques into three parts: 1) software-based
fingerprinting 2) hardware-based fingerprinting, and 3) channel based fingerprinting. Software-based finger-
printing is specifically based on the unique characteristics of the protocol software. Hardware-based finger-
printing is based on the unique properties of waveforms caused by the chosen hardware. Moreover, channel-
based fingerprinting has its groundwork in channel state information and signal strength. It is proven that
wireless signals decorrelate rapidly in space, so a physical layer algorithm could determine whether multiple
signals are from the same source [19].

Strohmeier et al. [16] discuss differences in the implementation of aircraft transponders to fingerprint their
wireless drivers. The work on fingerprinting can be used as an anomaly detection system to identify incon-
sistencies in the ADS-B protocol. There have been created a number of different features to classify multiple
transponder classes. All those features are time interval based, for instance: slot width, first slot and last slot.
This is done by hand-crafting clusters by observation and an unsupervised clustering approach, using the
k-mean clustering algorithm. By mapping those classes in different aircraft types or fleet class databases, it
creates an overview of the installed hardware. Strohmeier suggests the implementation of this technique on
network intrusion, including injection. The received signals can be validated by comparing its features to the
expected features

Leonardi et al. [2] proposes to use the transmitter carrier phase as feature to classify different aircraft. This
provides a way to distinguish legimate messages from fake messages. By neglecting the preamble, so only
using the 112-bit data block (see figure 2.2), the transmitted signal can be represented mathematically:

st (t ) = A ·
"

112X

m=1
r ect (

t °2mT + cmT +T /2
T

)

#
si n[2º fc t ] (3.1)

Here st (t ) is the phase pattern of the 112-bit data block. A is the message amplitude, cm is the bits sequence,
fc is the carrier frequency and T is the pulse width. For 1090ES these two are 1090MHz and 0.5µs, respectively.

Due to tolerances in different transmitting devices, the phase pattern can differ per transponder. Therefore,
the author compensates in the equation below by adding the tolerance of the carrier phase , carrier frequency
and additive white Gaussian noise.

sr (k) = sr (kTs ) = A(kTs ) ·
"

112X

m=1
g (kTs °2mT + cmT +T /2)

#
si n[2º( fc +± f )kTs +¡(kTs )]+n(kTs ) (3.2)

Here, k represents samples, Ts the sample time, n(kTs ) is the additive white Gaussian noise, ±f the allowed
tolerance of the carrier frequency and ¡(t ) the carrier frequency. Knowing this, the Maximum Likelihood
estimation can be used for the estimation of the ADS-B message’s phase pattern (¡̂m). The author uses the
following equation, where K represent the relative samples of the pulses and m the pulse itself:

¡̂m = ar ct an
∑P

K sr (kTs )si n(2º( fc +± f )kTs )P
K sr (kTs )cos(2º( fc +± f )kTs )

∏
(3.3)
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Leonardi et al. choose to use a neural network (NN) to classify the aircraft into seven different classes. To over-
come the not homogeneously distribution of ¡̂m in time, interpolation has been used to remove the empty
spaces. By training the NN with data from the first day and testing with data from the second day, a 91.4%
correct classification probability is achieved. There can be concluded that more than 50% of the aircraft have
a representative ¡̂m .
Combining the information from the classification, ¡̂m and the decoded ICAO code, an intruder detection
algorithm is proposed. There can be concluded that two types of attacks can be detected 1) legitimate aircraft
not present but receiver under attack and 2) legitimate aircraft present and under attack. A 3) class is available
for legitimate and present aircraft. The proposed method is able to assign 62-64% of the aircraft to one of the
classes.

More recent research from Leonardi et al. [20] proposes an intrusion detection mechanism based on radio
frequency fingerprinting. Combining the carrier phase features (as described above), carrier frequency fea-
tures and time features, the aircraft fingerprint is composed. By applying Kolmogorov-Smirnov, Anderson
and Darling, and Lillifors-Gaussian-test, the features can be extracted and tested. A new intrusion algorithm
is proposed, which is able to detect aircraft without a (stable) signature. The method is reaching a low proba-
bility of false alarm and a high detection probability.

Manesh et al. [6] discuss the implementation of fingerprinting. Compared to other methods, the implemen-
tation might have a medium difficulty of implementation. No changes of the ADS-B protocol are needed, but
due to required additional hardware the expected costs are high. Instead, Strohmeier et al. [3] concludes that
both cost and implementation difficulties are variable.
Leonardi et al. [2] [20] discuss the weaknesses of the applied fingerprinting methods. The use of historical
data to create the signature reduces the detection to only very slow changes in the aircraft signature. How-
ever, these weaknesses can be resolved by sharing aircraft databases between different ground stations. Also,
a mechanism to reduce fake information in aircraft databases is proposed to reduce the limitations of these
fingerprinting methods.

3.3.2. CRYPTOGRAPHIC SCHEMES
Since cryptographic physical layer authentication requires more than slight changes in the protocol, it is out
of the scope of this study. Commonly used examples are lightweight PKI & µTesla [3].

3.4. SECURE LOCATION VERIFICATION

3.4.1. WIDE-AREA MULTILATERATION
(Wide-area) multilateration is a position estimation technique based on measuring the differences in time
of arrival of radio signals with a known propagation speed. Multilateration requires multiple antenna re-
ceivers on different known locations. According to Liu et al. [21], a commonly used method to determine
the unknown position of the transmitter, with reference to ground stations, is the time-difference-of-arrival
(TDOA). Monteiro et al. [4] explain there are multiple signal properties to be explored, such as signal strength,
frequency and angle of arrival. However, the TDOA is chosen and explained since the aviation use case makes
this convenient. The author has explained and summarized clearly the Wikipedia page about multilateration
[22]. A network of K antennas is considered. The coordinates (known positions) of the antennas are expressed
by K £3 matrix S, which is visible in equation 3.4.

S =

2
66664

s1,1 s1,2 s1,3
s2,1 s2,2 s2,3

...
...

...
sK ,1 sK ,2 sK ,3

3
77775

(3.4)

To computation of the transmitter’s position can be written into a linear equations (3.5), where x̂ is (x, y, z)
and the components A and b are expressed in equation 3.6.

x̂ = A°1b (3.5)
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A =

2
4

a3 b3 c3
a4 c4 d4
a5 c5 d5

3
5 ,B =

2
4
°d3
°d4
°d5

3
5 (3.6)

The example given by Monteiro et al. [4] requires K = 5 antennas. Equations 3.7 solve the components of the
equations above, where the time of arrival is t1, ..., t5, the reveiver position is s1, ..., s5 and v is the propagation
speed of the signal.

am =
2sm,1

v(tm ° t1)
°

2s2,1

v(t2 ° t1)

bm =
2sm,2

v(tm ° t1)
°

2s2,2

v(t2 ° t1)

cm =
2sm,3

v(tm ° t1)
°

2s2,3

v(t2 ° t1)

dm =v(tm ° t1)° v(t2 ° t1)°
s2

m,1 + s2
m,2 + s2

m,3

v(tm ° t1)
+

s2
2,1 + s2

2,2 + s2
2,3

v(t2 ° t1)

(3.7)

The explained method is a widely used subject in ADS-B data collecting and processing [23]. Schäfer et al. [24]
did an implementation and analysis of wide-area multilateration of ADS-B data to demonstrate the ability of
confirming the ADS-B position messages. There is chosen multilateration as a benchmark for Opensky [24].
Since dedicated multilateration systems are expensive and difficult to implement the author proposes with
Opensky a low-cost solution available for researchers. Johnson et al. [25] uses wide area multilateration at
challeging areas, where robust power and communication are not available. Performance result show when
the network is properly set wide area multilateration is an robust and adaptable surveillance solution.

Nevertheless, Monteiro et al. [4] states security is not the main focus of earlier research and proposes to use
multilateration to detect malicious ADS-B attacks based on known GPS errors and clock precision inaccura-
cies. First, a receiver placement optimization, using multilateration, is established to increase the accuracy
of the coverage area. Following, a reliability evaluation of the ADS-B position message is done for two specific
cases. 1) A legimate and present aircraft and 2) the same legimate and present aircraft forging false position
messages. The results are plotted by the author in two plots. Above the actual flightpath is compared to the
flightpath determined by decoding the ADS-B signal and the determined flight path using multilateration.
The bottom plot shows the confidence rate. In figure 3.3 the legimate and present aircraft is visible. The con-
fidence rate is near to 1 (100%) over the samples. In figure 3.4 the confidence rate of the malicious transmitter
is shown. Here, the confidence rate is near to zero and the signal can be identified as malicious. There is con-
cluded by the author validating the position message shields against malicious message injections

Manesh et al. [6] and Strohmeier et al. [3] discusses the implementation of wide area multilateration and
there can be concluded that compared to other methods the implementation might have a low difficulty
of implementation. No changes of the ADS-B protocol are needed and the costs to implement are at a
medium level. Two additional disadvantages of multilateration mentioned in ICAO research are summerized
by Manesh et al. [6]: 1) Multilateration is vulnarable for multi-path effect and 2) the signal has to be received
correctly and by multiple receivers. Furthermore, Monteiro et al. [4] discusses the required measurement of
time of arrival at different locations. The accuracy of the estimation is highly dependent on the location of
the antennas. The cost-effective solution of reuse of existing infrastructure is correlated to the accuracy of the
system. Nevertheless, the proposed optimisation placement of ADS-B receivers tool improves the accuracy
and reduces the error.
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Figure 3.3: Confidence rate for a legimate present aircraft,
Reprinted from [4]

Figure 3.4: Confidence rate for malicious transmitter,
Reprinted from [4]

3.4.2. KALMAN FILTERING
Kalman filtering is a widely used method in ATC applications. For instance, GPS position data can be smoothe-
ned by applying a Kalman filter [3]. The filtering method was introduced in the early ’60s by Kalman et al. [26]
and is also known as linear quadratic estimation. It is used to observe time series of measurements containing
noise and generates statistically optimized variables for the unknown parts, based on a series of observations
instead of single measurements. Moreover, Fox et al. [27] describes how the Kalman filter is based on Bayesian
inference, a process based on historical data to estimate guesses about future steps.

According to Welch et al. [28] the method consists of three steps: 1) prediction, 2) observation, and 3) update.
In the prediction step, the state variables and uncertainties are predicted depending on the system inputs, the
current state and the transition information from the previous state to the current state. In the observation
step, the estimation is computed with the observed variable of the observed state. In the update step, the
estimations are weighted based on the error found in step 2.

Kovel et al. [29] did a comparative analysis of this technique to assess its performance on location verification.
A distinction has been made between Kalman filtering the ADS-B position messages, Kalman filtering the
signal strength and direction on the antenna and Kalman filtering the onboard aircraft signal for real-time
position verification. The author scopes on the last one. The verification method using Kalman filtering
involves sorting out missing or noisy ADS-B messages to estimate the aircraft’s state. The estimated state is
validated by comparing this to the actual trajectory. Kovel et al. conclude that the method can distinguish
the particular features of the flight path. This makes it possible to discriminate signal data with physically
impossible flight paths.

3.4.3. GROUP VERIFICATION
According to Sampigethaya et al. [30], group verification is a useful method to verify the broadcasted ADS-B
position. The proposed method uses multilateration to verify its own position. When an aircraft’s position
message is received by four or more aircraft the position can be estimated based on the time difference of
arrival. This independently estimated location can be verified with the location determined by the onboard
systems. To make this possible, the author proposes to use an internet protocol airborne network. Kovel et al.
[29] uses this method in a comparative analysis and proposes multiple air-to-air communication techniques,
which meet the requirements ([31], [32], [33]). However, the authors note the central vulnerability of this
method comes with the new malicious attack threats in the air-to-air communication system. Also, one can
inject multiple targets due to the relatively big line-of-sight of air-to-air communication. This can result in
stressing the processing capabilities of the equipment.
Strohmeier et al. [3] note that the method is medium-difficult to implement. However, there is concluded
the cost-effectiveness of this solution scores bad. High costs are involved due to a required new protocol and
communication network.
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3.4.4. DATA FUSION
Data fusion is a common technique using multiple independent data sources to obtain higher accuracy than
using one single data source. Comparative analysis of correlating data, also called data fusion, are generally
based on probabilistic modeling and analysis [6]. For verification and validation of ADS-B signals, multiple
solutions have been proposed in the literature. For instance, position verification can be done using data
from PSR and SSR [34] or by comparing the flight path to the initial flight plan [35]. Also, map-based verifi-
cation (no-fly zones) or maximum capacity limits are used as independent data sources in the literature [36].
Strohmeier et al. [3] note that the method is simple to implement. However, since separated systems are
required, due to the need for independent sources, the method is hard to scale up.

3.4.5. TRAFFIC MODELING
Traffic modeling is a proposed technique, using the derivation of the next states of the flight path, using
earlier known states. The estimation of the flight path can be validated between multiple ground stations to
validate position claims the aircraft does. According to Leinmüller et al. [36], traffic modeling is able to detect
deviations from standard ADS-B profiles, containing flight behavior. For instance, historical ATC data can
be used as a verification tool. On the ground side of this solution, a lot of processing hardware is required,
entailing high costs.

3.4.6. CONCLUSION ON STATE-OF-THE-ART TAXONOMY
There can be concluded that past research in validation and verification of ADS-B signals, while the network
is maliciously injected, is mainly focused on secure broadcast authentication and secure location verification.
The discussed methods and corresponding working principle and estimated implementation difficulty, cost,
and effectiveness have been summarized in table 3.2. The different approaches could potentially be useful
for the mitigation of malicious signal injection. However, to become part of the ADS-B protocol and global
standard, most of these are yet to prove their effectiveness. In the literature, most proposed solutions require
changes in the ADS-B protocol or changes in the existing hardware, both entailing high costs. Looking at table
3.2, there can be concluded Kalman filtering and data fusion might be the most feasible approaches to miti-
gate malicious injection since these are the most cost-effective and best-performing approaches. Since both
haven’t proved their efficiency yet, there cannot be made a recommendation on including these methods in
the research proposal. However, a combination of these two can be added to a multi-layer solution.
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Table 3.2: Comparison of ADS-B countermeasures with respect to coverage of malicious injection
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3.5. A SOFTWARE DEFINED RADIO APPROACH
In numbers of ADS-B processing research Software Defined Radio (SDR) approaches are used. Jondral et al.
[37] provide a brief overview of the concept and development of SDR and describes the system as a radio
communication system in which the components, traditionally implemented in hardware, implemented as
software radio. The SDR is a practical version of the Software Radio (SR), enabling digital signal generation
and processing. According to Piracci et al. [38], a SDR permits flexibility and modularity for the easy develop-
ment of prototypal devices for evaluation and testing novel enhancements for ADS-B receivers. The author
states that the device is useful to analyze the traffic in a network or channel and test developed algorithms
for signal processing. The author tests a multi-channel SDR approach by testing an algorithm to generate
1090MHz ADS-B signals and interference, such as noise and jamming.
Another example is presented by Leonardi et al. [39]. The authors describe a garbling reduction technique
using low-cost ADS-B receivers. Garbling is the reception of superimposed signals broadcasted by multiple
different aircraft. A multi-channel receiver (KerberosSDR) is applied by the author for the implementation
of garbling mitigation. He is able to almost double the number of correctly decoded signals. This proves
low-cost multi-channel receivers can play an essential role in ADS-B research.

3.5.1. MULTI-CHANNEL COHERENT SDR
Multiple studies in the literature make use of a coherent multi-channel SDR. For instance, Costin et al. [40] de-
ploys a SDR for transmitting and receiving ADS-B messages to mitigate message injection and replay threats.
Furthermore, Leonardi et al. [41] propose a solution against receiver jamming using a multi-channel coher-
ent receiver. The author proposes Algebraic manipulation based on singular value decomposition (SVD).
SVD is used to separate different transponder sources. Algebraic manipulation is also used in other SSR and
ADS-B signal processing studies while using a coherent multi-channel receiver. For instance, another blind
source separation algorithm is proposed by Zhou et al. [42], to avoid loss of replies due to overlapping replies.
Petrochilos et al. [43] presents three algebraic algorithms to separate overlapping reply signals. This method
enables the detection of individual parameter set of separated signals, time of arrival (TOA), and the estima-
tion of the direction of arrival (DOA).
Based on different signal properties, there are multiple methods available to estimate the direction of arrival.
The direction of arrival estimation is also known as spectral-, angle of arrival- or bearing estimation. These
techniques are widely applied in research areas of time series analysis [44]. The methods consist of differ-
ent methods. For instance: spectrum analysis, periodograms, eigenstructure methods, parametric methods,
beamforming, array processing, and adaptive array methods [45]. Five commonly used algorithms, both
linear DOA estimation algorithms and algorithms based on the decomposition of subspaces, are described
below [46]:

• Bartlett (Fourier) method

• Capon’s method

• Burg’s Maximum Entropy Method

• Linear Prediction Method

• Multiple Signal Classification (MUSIC)

These methods have been tested and applied with different objectives in ADS-B signal processing research.
For instance, Vesa et al. [47] used different DOA algorithms (Bartlett, Capon and MUSIC). The author con-
cludes that for a uniform linear array, all three methods are promising. The Bartlett method has the disad-
vantage of not being able to estimate the DOA for signals sent from close directions. Overall, the MUSIC
algorithm performs best with regards to the other two methods.
Furthermore, Reck et al. [48] investigate the use of position messages to calibrate the DOA. Within some lim-
itations, the author concludes that the position message provides acceptable results for DOA estimation and
the DOA estimation error is dependent on the distance between receiver and transponder.
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3.5.2. CONCLUSION ON THE SOFTWARE DEFINED RADIO APPROACH
Software-Defined-Radios are proven successful in ADS-B signal processing. Having multiple channels avail-
able enables additional signal properties to process ADS-B signals, which can be used for instance for DOA
estimation. Since the DOA can also be calculated via signal decoding, the described DOA estimation tech-
niques enable another independent correlating variable, which makes DOA estimation potentially useful for
ADS-B signal validation and verification. Using DOA estimation could be a feasible candidate to mitigate
malicious ADS-B signal injection. To the best of knowledge, nobody has done this before



4
RESEARCH PROPOSAL

In this chapter, the research proposal is presented based on the background given in chapter 2 and the lit-
erature review in chapter 3. This chapter summarizes the literature gap written in chapter 3, the research
objective, and supporting tangible sub-goals. After that, the chosen methodology, signal pre-processing, and
experimental setup are described. Finally, the initial outcomes are presented. Note - as written in the intro-
duction - this proposal and the preliminary results are given in the hope to start a discussion on ideas and
suggestions not stated in this report so far.

4.1. LITERATURE GAP
Past research in validation and verification of ADS-B signals, while the network is malicious injected, is mainly
focused on secure broadcast authentication and secure location verification. In the literature, most of the
proposed solutions require changes in the ADS-B protocol or changes in the existing hardware, both entailing
high costs. The application of low-cost software defined radios in ADS-B signal processing has been proven in
multiple studies. Having multiple channels available enables additional signal properties to process ADS-B
signals, which can be used in numbers of applications, such as direction of arrival estimation. This has been
successfully tested in multiple studies with different objectives. For validation and verification of decoded
ADS-B messages, this can be a potentially useful tool. Using direction of arrival might be the most feasible
candidate to mitigate malicious ADS-B signal injection. To the best of knowledge, nobody has done this
before.

4.2. RESEARCH OBJECTIVE AND QUESTIONS
The main research objective of this thesis is:

"To suggest a possible and cost-effective solution, which improves the security and integrity of
raw Mode-S/ADS-B signals, by designing a tool which can verify and validate the low-level sig-
nal".

This main research objective is supported by tangible sub-goals. To start with writing a literature study into
Mode-S/ADS-B signal properties and current state-of-the-art methods to verify and validate Mode-S/ADS-B
signals or applicable methods that can be used potentially. The main research objective can be translated
into the main research question, which is defined as:

"How to mitigate security drawbacks of the ADS-B protocol by exploring characteristics of low-
level signals, using the direction of arrival, while scoping on malicious injection?"

The research question has been further specified in sub-questions to specify and structure the literature re-
view and preliminary study. Note: these sub-question functions as a guideline through the research process
and will result in the proposed methodology. The sub-questions are defined as:

1. What does the Mode-S/ADS-B signal looks like?

32



4.3. METHODOLOGY 33

(a) What are the raw ADS-B signal properties, and what variables are available?

(b) What does the ADS-B protocol looks like?

(c) What is the definition of signal validation and verification?

2. What is the potential of direction of arrival (DOA) estimation as a countermeasure to malicious signal
injection?

(a) What parts of the incoming signal are useful for signal processing?

(b) How can decoded information result in a DOA variable?

(c) What role can a multi-channel coherent receiver perform in DOA estimation?

(d) What scenarios of malicious signal injection exists?

(e) How can the model mitigate all these scenarios?

3. How to classify incoming signals based on the DOA?

(a) What DOA methods have been applied in ADS-B research?

(b) What DOA methods have been applied in signal processing research?

(c) What DOA method is the most feasible candidate to mitigate malicious ADS-B signal injection?

(d) What are the minimal requirements and indicators of the model’s performance?

4. How can the method be verified?

(a) What procedures can be used to perform a validation?

(b) How to measure the performance indicators

(c) Does the performance meet the actual performance indication?

(d) How to visualize the results and performance?

4.3. METHODOLOGY
This section aims to explain the methodological approach and theoretical content to solve the proposed so-
lution of this study’s thesis phase. To follow up the main research question and sub-questions - this research
can be divided into four parts: research background, signal (pre-)processing and analysis, develop a signal
verification and validation model and an experimental phase to apply and validate the model. These research
parts are more thoroughly explained in subsections 4.3.3, 4.3.4, 4.3.5 and 4.3.6 respectively and a schematic
overview can be found in section 4.4. First, the preliminary chosen software and hardware can be found
below:

4.3.1. SOFTWARE
As written in the objective questions, the proposed method should be as cost-effective as possible. Therefore
there is chosen for freely available software. Additionally, the software tools are mainly Python-based or can
make or read the same data formats. Further use of Python libraries is more thoroughly explained in chapter
5. Therefore, as preliminary software for the experimental setup, the following tools are chosen:

• Programming language: Python

• Integrated Development Environment: Jupyter Notebook

• Signal (pre-)processing software: KerberosSDR Lite

The signal processing software - KerberosSDR Lite - is used to dump and save raw signal data from a multi-
channel software-defined radio and has been established for the chosen hardware. The software is a Python-
based software tool, which makes Python the obvious programming language. Jupyter Notebook is a func-
tional integrated development environment (IDE) that operates online and independently - enabling easy
file sharing.
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4.3.2. HARDWARE
Following the conclusions written in section 4.1, a multi-channel receiver enables multiple new options to
verify and validate ADS-B signals. As preliminary hardware for the experimental setup, the following equip-
ment is chosen:

• Othernet’s KerberosSDR Board - 4 channel coherent RTL-SDR

• 1090 MHz single channel transmitter

To conduct the experiment, both a signal receiver and transmitter are needed. For the transmitter, a ran-
dom 1090 MHz transmitter can be chosen. For the receiver, the Othernet’s KerberosSDR Board - 4 Channel
Coherent RTL-SDR has been chosen. This coherent board contains four RTL-SDR R820T2 Receivers.

4.3.3. RESEARCH BACKGROUND
As part of the research background, the research problem and research objective are formulated. Relevant
knowledge about ADS-B 1090MHz ES and related work done in this research field have been studied and
summarized. Also, there is time and space left for ’open discovery’. This means that - within the scope of
this research - there can raise additional applications, solutions, or opportunities. Some of these will be
recommended for future research. However, if there are relevant findings - these can be included in this
research. Both the literature review and ’open discovery’ continue in the following research parts.

4.3.4. SIGNAL (PRE-)PROCESSING AND ANALYSIS
For data collection the described hardware, Othernet’s KerberosSDR Board - 4 Channel Coherent RTL-SDR,
is used combined with a fork of the corresponding software from the KerberoSDR [49]. The software allows
the user to calibrate and synchronize the four channels with a built-in noise source. Various variables can
be set, such as frequency, sampling rate, and gain settings. The fork [50], named KerberosSDR-lite, has some
significant changes to enables data dumping. The ADS-B data is received with a sampling rate of 2 samples
per µsecond and saved in an I/Q file, which can be easily transformed to an array of N array elements, where
N is the number of antenna elements. For the KerberosSDR the number of antenna elements is four. An
example of the incoming I/Q signal (100000 samples) is plotted for the four channels in figure 4.1. There can
be observed that the four channels contain more or less the same data, but due to different reasons, such as
noise and multi-path vulnerabilities, the I/Q information differs per channel.

Figure 4.1: 100000 samples of incoming I/Q signal at 1090MHz.
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4.3.5. ADS-B VERIFICATION AND VALIDATION MODEL
The use of a coherent receiver enables the option to estimate the direction of arrival (DOA) via different ap-
proaches. Decoding the signal’s position message and using a known own location enables the calculation
of the DOA. Comparing those two angles can validate and verify the incoming ADS-B signals. Since more
information is available in the different ADS-B signals, such as heading and airspeed, interpolation can be
done to calculate the DOA for more message types, besides only the position message. Simultaneously, the
DOA estimation can be done for all incoming messages. Additionally, to access the DOA’s accuracy, the an-
tenna elements of the coherent receiver can be used in two different setups. Chapter 5 provides a theoretical
overview of the used decoding method, DOA estimation approaches and antenna element setups.

4.3.6. EXPERIMENTAL PHASE AND SETUP
To validate the performance of the chosen method and the developed validation and verification model,
there is chosen to conduct an experiment using real data. Using actual ADS-B data and different attack sce-
narios enable a realistic and comparable environment to potential injection threats in the operation of ADS-
B. Below, the chosen software, hardware and injection threat scenarios more explained more briefly, and a
schematic overview of the experimental setup is shown in figure 4.2:

Figure 4.2: Schematic overview of experimental setup.

MALICIOUS ATTACKER INJECTION SCENARIOS

One of the essential elements of developing a signal validation and verification model, and to validate the
performance of this model, is to list the different scenarios of threats. Within the ADS-B service implementa-
tion, an injection attacker can be classified using different properties. This research scopes on the injection
of aircraft while airborne with as target a ground station. Costin et al. [40] made a distinction between three
different properties: 1) place in the system, 2) physical position, and 3) the attacker’s goals. McCallie et al.
[15] distinguish three types of injection attacks. The first, with the ground station as a target, and the second
with the aircraft as a target. The third type is the injection of multiple targets. Based on the studies mentioned
above, and within the scope of this research, the following scenarios are set as potential threats:

• Static message injection: An signal is transmitted from a set location. The reference between the trans-
mitter and the receiver is constant. There can be assumed, the attacker is able to create correctly for-
matted ADS-B messages, covering the correct message types, message order, legitimate, and reasonable
flight parameters.

• Dynamic message injection: An signal is transmitted from a moving object. The reference between the
transmitter and receiver is not constant. For this threat, the same assumption as for static message
injection can be made.

• On-board equipment parameter injection: The on-board equipment can also be injected. For instance,
the values of the position and velocity can be changed. If a malicious attacker changes the flight param-
eters in the on-board systems, the ADS-B system can still create a correctly formatted ADS-B messages,
covering the correct message types and message order. Only the flight parameters are different from
the actual parameters.
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4.4. THESIS PROPOSAL OVERVIEW
In figure 4.3, pictured below, a flowchart is presented containing all steps to be taken from the initial problem
statement and raw ADS-B data to a validated validation and verification method.

Figure 4.3: Flowchart of research proposal: raw ADS-B data to validation and verification application



5
THEORETICAL CONTENT

This chapter contains the theoretical content supporting the methodological approach proposed in the pre-
vious chapter. The theoretical content has been split up into three main subjects. To start with ADS-B signal
decoding, followed by DOA estimation methods for multi-channel signal data sets, and last, the possible
antenna element setups are presented. Note the made distinction between DOA calculation and DOA esti-
mation.

5.1. SIGNAL DECODING AND POSITION INTERPOLATION
For decoding ADS-B and Mode S data, the open available Python library pyModeS [51] is used. The identification-
, velocity- and position-message can be decoded from the signal using this library. By calculating the ampli-
tude and phase, a significant jump or shift can separate the single signals. Not only error-free messages can
be used, which generally can cause a significant loss of signal.

The decoded position messages provide coordinates in the EPSG:4326 WGS 84 decimal notation coordinate
system. There is chosen to convert these values to a (Cartesian) EPSG:3034 coordinate system. Coordinate
conversion is done for two reasons: 1) to get more accurate results of the direction of arrival calculations, and
2) the position interpolation in meters is more practical due to the unit of the velocity parameter.
Since only position messages provide position information to calculate the DOA, a method called ’kinematic
path interpolation for movement data’ is used to calculate the position of the other received messages. Just
like the position messages, all messages have a known time of arrival. The assumptions made are that the
travel time of the signals is identical for each signal, and the velocity information can be saved for the next
position message. This can be assumed due to the short time intervals. To define the actual flight path the
two dimensional kinetic motions in one time step are used in forms: position: z(t ) = (zx (t ), zy (t )) and veloc-
ity: v(t ) = (vx (t ), vy (t )) and an array with the actual time stamps of the other incoming signals. The following
equations (5.1, 5.2 and 5.3) are used to solve the actual flight path.

posi t i on : z(t ) = z(t )+
Zt2

t1
v(t )d t (5.1)

veloci t y : v(t ) = v(t )+
Zt2

t1
a(t )d t (5.2)

acceler ati on : a(t ) = ¢v
¢t

= v°v0

¢t
(5.3)

An example of performing kinematic path interpolation for one flight is shown in figure 5.1. Here the green
dots are the received position messages, and the blue dots are the calculated positions of the other incoming
signals from the same aircraft. Using these positions, the DOA per signal can be calculated.
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Figure 5.1: Example flight path, where kinematic interpolation has applied

(Note the distinction made in DOA calculation and DOA estimation in the following sections 5.2 and 5.3)

5.2. DIRECTION OF ARRIVAL CALCULATION
In order to calculate the angle of arrival from the claimed position in the ADS-B position message, equa-
tion 5.4 can be used. Here is µ the direction of arrival, ±x the distance in x-direction and ±y the distance in
y-direction between the transmitter and receiver, which can be calculated using (xai r cr a f t ° xr ecei ver ) and
(yai r cr a f t ° yr ecei ver ), respectively. The arctan2-function returns the angle in the plane between the positive
x-axis and the ray between the transmitter and receiver. Its functionality is described more thoroughly below
equation 5.4 [? ].

µ = atan2(±y,±x) (5.4)

, where:

atan2(y, x) =

8
>>>>>>><
>>>>>>>:

arctan( y
x ) if x > 0

arctan( y
x )+º if x < 0 and y ∏ 0

arctan( y
x )°º if x < 0 and y < 0

+º
2 if x = 0 and y > 0

°º
2 if x = 0 and y < 0

To obtain the right angle value, in the same reference as the reference of the direction of arrival estimation, the
results must be corrected. For both the ULA and UCA setup, the reference axis is the positive y-axis instead of
the positive x-axis, so the correction is a 90 degrees subtraction from the calculated angle. For the ULA setup,
a correction has to be done for the resolution of 180±. This results in the following mathematical equations
(5.5, 5.6):

µU L A = 180± °µ, for µ ∑ 180± (5.5)

µU L A = µ°180±, for µ > 180±

µUC A = µ°90±, for 0 > µ > 360± (5.6)

5.3. DIRECTION OF ARRIVAL ESTIMATION
Based on different signal properties, multiple methods are available to estimate the direction of an incoming
propagating wave source relative to a set of antennas. The DOA estimation is also known as spectral-, angle
of arrival- or bearing estimation. These techniques are widely applied in research areas of time series analysis
[44]. Using a received sample of the output of an antenna array with N antennas, the DOA can be estimated
for the investigated direction angles. Bhuiya et al. [? ] describe the working principle of some applicable
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methods: the elements of the antenna array collect signals from a propagating wave source at a different time
due to the spacing of the antenna array. Here, the first antenna is used as the reference point. Assuming the
incoming signal is narrowband, the delay of arrival can be defined as phase shift. The total signal and noise
received by the antenna array can be expressed as in equation 5.7, where x(t) is a N x number of samples array.

x(t ) = a(µ)S(t )+n(t ) (5.7)

Here, a(µ) denotes the steering matrix with angles µ, S(t ) denotes the signal column vector and n(t ) the un-
correlated additive white Gaussian distributed noise vector. Note that in this study noise vector is assumed to
be constant. The total signal an noise received per antenna (N th element) at time t can be found in equation
5.8 below.

xN (t ) = S(t )
KX

k=1
e j (N°1)µi +nN (t ) (5.8)

With the spatial correlation matrix R̄x and the scanning vector of the array ā, the earlier mentioned DOA es-
timation algorithms could be implemented. The software has an implementation based on the earlier men-
tioned PyArgus library [52]. However, there is no conclusion yet on the accuracy of the DOA implementation
using this library.
Five methods for DOA estimation are described in the next section, and the calculations require knowledge
about the spatial direction, signal gain, and expected phase relations:

Spatial correlation matrix
The first input element to be calculated is the spatial correlation matrix R̄. This matrix contains the correla-
tion of the spatial direction of the signal and the average receiver signal gain. For each number of samples
(one complete ADS-B signal) found using the PyModeS library, the raw N -channel I/Q signal (x(t )) can be
transformed into the spatial correlation matrix by using equation 5.11:

R̄ = 1
N

N°1X

0
x(t ) ·x(t )H (5.9)

In the case of a four-channel coherent SDR, for each sample of the multi-channel raw signal, this results in a
spatial correlation matrix with size 4 x 4.

Steering matrix
The second input element to be calculated is the steering matrix. Bhuiya et al. [? ] describes the steering
matrix as m steering arrays, where each array contains the expected phase relationships for all channels.
The steering arrays are defined to store the expected phase relations for the specific incident angles m. The
specific incident angles are the angles within the resolution of measurements. These steering vectors are
based on the interelement spacing d and the expected incident angles (µ). The ULA setup results in an array
of shape N x 180, and for the UCA setup, this results in an array of shape N x 360. Using equation 5.12, the
mth array element of the steering vector can be calculated. The sinus part of the exponent equals zero for the
ULA setup.

ā(µn)m = e j 2ºdx§cos(µn )+dy§si n(µn ) (5.10)

8m = 0. . . (M °1)

5.4. DIRECTION OF ARRIVAL ESTIMATION ALGORITHMS
Five commonly used algorithms, both linear DOA estimation algorithms and algorithms based on the de-
composition of sub-spaces, are explained and described below [46]:

• Bartlett (Fourier) method

• Capon’s method
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• Burg’s Maximum Entropy Method

• Linear Prediction Method

• Multiple Signal Classification

The elements of the incoming signals from the four channels are saved in an array of N array elements, which
can be seen in chapter 4. After weighting each array element and having the received signal vector, the out-
put of the array signal can be defined as xr ec [n]. Using the output of the array signal xr ec [n] for each array
element the average power for the entire array of N elements can be calculated. In PyArgus [52] this is called
the spatial correlation matrix. This can be interpreted as the correlation between the spatial direction of the
signal and the signal gain. The calculation can be done using equation 5.11.

R̄x = 1
N

N°1X

N=0
|xr ec [N ]|2 (5.11)

To apply the DOA estimation algorithms PyArgus used, so called ’scanning vector’ (ā) to store the expected
phase relations for the specific incident angles. These scanning vectors are based on the interelement spacing
d and the expected incident angles (µ). For instance, the uniform linear array setup results in an array with N
x 180. Using equation 5.12, the mth array element of the scanning vector can be calculated.

ā(µ)m = e j mØdcos(µ),8m = 0. . . (M °1) (5.12)

With the spatial correlation matrix R̄x and the scanning vector of the array ā, the earlier mentioned DOA esti-
mation algorithms can be implemented. The software has a implementation based on the earlier mentioned
PyArgus library [52]. There is no conclusion yet on the accuracy of the DOA implementation using this library.

5.4.1. BARTLETT METHOD
The Bartlett (Fourier) method consists of power spectra estimation and is known as the first developed DOA
estimation technique [5]. The method provides a reduction of the variance of the periodogram in the cost
of reduced resolution [45]. This is done by a maximization of the output power R̄x for a certain direction.
Equation 5.13 shows the calculation of the pseudo spectrum of Bartlett’s method, where R̄x is the spatial cor-
relation matrix and ā(µ) is the scanning vector of the array.

P (µ) = āH (µ)R̄x ā(µ) (5.13)

A main limitation of Bartlett’s methods is the ability to solve the angles is limited by the array half-power beam
width [53].

5.4.2. CAPON’S METHOD
Capon’s method is also known as the maximum variance distortionless response. The method is a maximum
likelihood estimate of the power arriving from one direction (µ) [54]. This is done while considering all other
sources are considered as interference. The signal to interference ratio had to be maximized, while passing
the source signal undistorted in amplitude and phase [46]. Equation 5.14 is the pseudo spectrum of Capon -
or maximum variance distortionless response - method, where R̄x is the spatial correlation matrix and ā(µ)
is the scanning vector of the array.

P (µ) = 1

āH (µ)R°1
x ā(µ)

(5.14)
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Godara et al. state that the method has better resolution properties than the earlier described Bartlett method
[45].

5.4.3. BURG’S MAXIMUM ENTROPY METHOD
To implement Burg’s Maximum Entropy Method (MEM), a power spectrum has to be found such that its
Fourier transform equals the measured correlation. This correlation is subjected to the maximized entropy
constraint [55]. Equation 5.15 is the pseudo spectrum of Burg’s maximum entropy method, where ˆ̄w is the
weight of the optimal beamformer and q̄(µ) is a vector denoting outputs of auxiliary beams of a beam-space
processor. The number of outputs equals the number of dimensions of the vector q̄(µ) [45].

P (µ) = 1
ˆ̄wT q̄(µ)

(5.15)

Godara et al. state that the method has better resolution properties than the earlier described Bartlett and
Capon method. Additionally, this method can estimate the direction of arrival with a lower signal-to-noise
ratio [45].

5.4.4. LINEAR PREDICTION METHOD
Linear prediction method (LPM) is a method, which estimates the output from one antenna using linear com-
binations of the other antenna outputs. The mean square error between the estimation and the true output
is minimized [53]. Equation 5.16 is the pseudo spectrum of LPM, where R̄x is the spatial correlation matrix,
ā(µ) is the scanning vector of the array and ūT

m is the Cartesian basis vector, which is chosen for prediction.

P (µ) =
ūT

mR̄°1
x ūmØØūT

mR̄°1
x ā(µ)

ØØ2 (5.16)

Islam et al. described the LPM has again a higher resolution than all the other methods described above
(Bartlett, Capon, and MEM) [46].

5.4.5. MULTIPLE SIGNAL CLASSIFICATION
Multiple Signal Classification (MUSIC) is described as an efficient eigenstructure variant. The estimation of
the direction of arrival, number of signals and signal strength [45]. Equation 5.17 is the pseudo spectrum of
MUSIC method, where ĒN is the noise subspace eigenvector and ā(µ) is the scanning vector of the array.

P (µ) = 1

ā(µ)ĒN Ē H
N ā(µ)

(5.17)

In the above-written part, the equation needs a calculation of the noise subspace eigenvectors, which can be
determined from the spatial correlation matrix. Equation 5.18 is the equation to apply, where D is the number
of signals, and M is the number of array elements.

EN = [e1e2...eM°D ] (5.18)
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5.5. UNIFORM LINEAR AND CIRCULAR ARRAY ANTENNA SETUP
Both the KerberosSDR hardware developer [56] and Zuokun Li et al. [5] describe two possible antenna setups
and their advantages and disadvantages. Both have used the KerberosSDR hardware in combination with
four omnidirectional antennas. The two antenna setups are uniform linear array (ULA) and uniform circular
array (UCA).

Uniform linear array
This setup contains four omnidirectional antennas placed in a straight line in an equidistant manner. In fig-
ure 5.3, a schematic overview of the setup is shown [5]. The inter-element spacing (d) can be determined by
∏§ s, where ∏ is the frequency wavelength, and s is the interelement spacing factor. To avoid ambiguities,
the possible calculation of multiple directions, it is recommended to use an inter-element spacing factor be-
tween 0.1 and 0.5. Commonly, 0.33 or 1/3 is used [56].
The ULA setup enables the one-dimensional direction of arrival estimation. This means the heading or pitch
angle if the signal source with regards to the antenna’s position can be estimated [56].

Uniform circular array
This setup contains four omnidirectional antennas placed in a circular or squared setup. In figure 5.2, a
schematic overview of the setup is shown [5]. Like the ULA setup, the interelement spacing (d) can be deter-
mined by ∏§ s, with the same restrictions for the interelement spacing factor s to avoid ambiguities. In the
UCA setup also the antenna array radius (R) has to be determined. This can be done by ∏§sp

2
, where ∏ is the

frequency wavelength and s is the interelement spacing factor ( 0.33 recommended). The UCA setup enables
the three-dimensional direction of arrival estimation [56].

Figure 5.2: Uniform circular array setup - Reprinted
from [5]

Figure 5.3: Uniform linear array setup - Reprinted from
[5]

A disadvantage of the ULA setup is the resolution of 180 degrees. In other words: the setup cannot deter-
mine whether the signal transmitter is coming from the front or behind of the setup. On the other hand,
the UCA setup is more vulnerable to multipath effects, which obviously could produce more wrong informa-
tion. Zuokun Li et al. prefer the ULA setup to be used instead of the UCA setup. Moreover, the ULA setup
gives the bearings less affected by multipath effects [56], [5]. Multipath effects occur when signals reflect on
surrounding objects, causing the appearance of signals coming from another direction.



6
RESULTS, OUTCOME AND RELEVANCE

6.1. PRELIMINARY RESULTS AND OUTCOME
Some of the proposed applications have already been performed to indicate the working principles, as set in
the research proposal and related technical content. This aims to demonstrate and prove that the solution
is achievable. In this chapter, the preliminary results are pictured, including the operational signal receiving
and processing setup, the decoding of incoming messages, DOA estimation for the ULA setup and, finally, an
example of the outputs is given. As stated in the introduction, these are preliminary results, given in the hope
of starting a discussion on ideas and suggestions not stated in this report so far.

6.2. TESTING THE EXPERIMENTAL SETUP
The setup of the multi-channel coherent receiver, KerberosSDR, and the corresponding software is a time-
consuming process. Since both the quantity and the quality of the incoming signals increase significantly,
there is chosen to place the setup outside on a building’s roof. This maximizes the received signal strength
and the number of readable messages. Furthermore, it reduces multi-path effects. Besides, it is visible in the
received data - this choice is endorsed by multiple researchers like Eichelberger et al. [57]. In figure 6.1 and
6.1 the setup is pictured being in operation.

Figure 6.1: Experimental setup 1 Figure 6.2: Experimental setup 2

In picture 6.2 there can be seen that the four antennas are aligned on a tripod. In this figure, the UCA array
setup is used, as explained in chapter 5. The tripod enables both the UCA and ULA setup with an inter-
element spacing of one-third or half the wavelength. The antennas can easily be attached using magnets. In
figure 6.3 and 6.4, the top view of the respectively UCA and ULA tripod is shown. Note, the antenna order is
numbered.

43
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Figure 6.3: UCA setup - schematic overview Figure 6.4: ULA setup - schematic overview

Figure 6.5: Uniform circular array setup - KerberosSDR Figure 6.6: Uniform linear array setup - KerberosSDR

6.3. SIGNAL (PRE-)PROCESSING AND ANALYSIS
Having a properly working receiver, the next step is the signal (pre-)processing and analysis, including decod-
ing and raw signal properties analysis. In chapter 4, research proposal, an example of the incoming I/Q signal
(100000 samples) has been pictured in figure 4.1. Using equations 6.1 and 6.2, the amplitude and phase can
be calculated respectively [58], [59].

Ampl i tude =
q

I 2 +Q2 (6.1)

Phase = t an°1(
Q
I

) (6.2)

Here, I and Q are the in-phase components of the incoming I/Q signal. This results in the following amplitude
and phase plot for one channel. In figure 6.7, the first 1000 samples (500 µseconds) have been pictured. In the
amplitude plot, a clear constant noise is visible over the whole period, and three signals can be clearly seen
in this sample. In the phase plot, a clear phase shift is visible at the same place of the signals in the sample.
Using the PyModeS library [51] in Python, the single signals can be selected and decoded. In section 6.6, the
decoded information has been pictured for an example flight.
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Figure 6.7: Amplitude and phase plot for 1000 samples (= 500 µseconds)

Using the multi-channel coherent receiver, KerberosSDR, the signal is received by four synchronized chan-
nels. In figure 6.8, the relative amplitude of a single ADS-B signal is plotted for the four channels. The signal is
selected by the PyModeS library and can be decoded using this library either. In figure 6.9, the corresponding
relative phase plot for the four channels is visible. Here, a small phase shift is visible per channel, caused by
the different positions of the antennas, which is used for the DOA estimation later on.

Figure 6.8: Amplitude plot for a single ADS-B signal
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Figure 6.9: Phase plot for a single ADS-B signal

6.4. DIRECTION OF ARRIVAL ESTIMATION
The different direction of arrival methods, described in chapter 5, have been applied to a real data set for the
ULA setup. The discussed algorithms for the ULA setup are available in the PyArgus library in Python [52].
After locating the signals in the data set, the different methods can be applied for the time period of the given
signal. This results in an amplitude-incident-angle plot. By selecting the incident angle at the maximum
amplitude, a single value for the DOA is found. In the thesis phase of this research, it is recommended to check
whether this is valid. In this setup, the inter-element spacing was set to approximately one-third wavelength,
which is equal to 0.09167965 cm. The results and corresponding observations of the different methods can
be found below:

Figure 6.10: Direction of arrival plot - Bartlett method

In figure 6.10 the DOA plot - using the Bartlett method - is shown. Using an inter-element spacing of one third
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the wavelength, four antenna elements, two samples per microsecond at a frequency of 1090MHz. The value
found for the angle of arrival - using the maximum value - is 106 degrees.

Figure 6.11: Direction of arrival plot - Capon method

In figure 6.11 the DOA plot - using the Capon method - is shown. Using an inter-element spacing of one third
the wavelength, four antenna elements, two samples per microsecond at a frequency of 1090MHz. The value
found for the angle of arrival - using the maximum value - is 106 degrees.

Figure 6.12: Direction of arrival plot - MEM method

In figure 6.12 the DOA plot - using the MEM method - is shown. Using an inter-element spacing of one third
the wavelength, four antenna elements, two samples per microsecond at a frequency of 1090MHz. The value
found for the angle of arrival - using the maximum value - is 103 degrees.
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Figure 6.13: Direction of arrival plot - LPM method

In figure 6.13 the DOA plot - using the LPM method - is shown. Using an inter-element spacing of one third
the wavelength, four antenna elements, two samples per microsecond at a frequency of 1090MHz. The value
found for the angle of arrival - using the maximum value - is 104 degrees.

Figure 6.14: Direction of arrival plot - MUSIC method

In figure 6.14 the DOA plot - using the MUSIC method - is shown. Using an inter-element spacing of one third
the wavelength, four antenna elements, two samples per microsecond at a frequency of 1090MHz. The value
found for the angle of arrival - using the maximum value - is 106 degrees.
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Figure 6.15: Direction of arrival combined plot - multiple methods

In figure 6.15, the different graphs of the used methods have been plotted in one figure. The main obser-
vation which can be done is that the estimated incident angles are close to each other. The incident angles
at maximum amplitude are all within the range from 103 - 106 degrees. Furthermore, the different methods
result in a different amplitude scale. This is due to the different calculation methods of the pseudo-spectra,
as described in chapter 5. To compare the distribution of the incident angles fairly, it is useful to remove the
varying scale. This can be done by normalization of the results. In figure 6.16, the different graphs of the used
methods have been plotted normalized. In this case, the normalization is done by dividing the output array
by its maximum value.

Figure 6.16: Direction of arrival combined plot - multiple methods (normalized)

6.5. OPEN DISCOVERY
As part of the ’open discovery’ of this research, nothing has been worked out yet. However, the capabilities
of the multi-channel coherent receiver and an article, found in the literature, about indoor localization us-
ing ADS-B signals [57], brought up another idea. The author used multi-lateration to determine the time of
broadcasting. Based on this, he can determine the location of a single-channel receiver, with an accuracy up
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to 25 meters. The research motivation is to use ADS-B signals instead of GPS signals since these have higher
signal strength, enabling indoor localization. Within the discovery part of this research, there will be a pos-
sibility of determining the (multi-channel) receiver’s position, based on the estimated DOA and the decoded
GPS position from multiple incoming signals. Until now, this offers two opportunities: 1) The receiver could
be able to verify and validate incoming signals without knowing its position. 2) During malfunction in the on-
board - satellite-based - systems of an aircraft, this system would enable navigation, based on ADS-B signals
coming from surrounding aircraft.

6.6. EXAMPLE APPLICATION MODEL - AIRCRAFT ICAO: ’484CBA’
To provide an idea of the model to be performed, an example of the output of the current work done is given
below in figure 6.17. In this screenshot from Flightradar24 [60], the actual flight path of flight ICAO ’484CBA’
is pictured. The two red dots are decoded position messages from the received signal, and the ULA antenna
setup has been pictured. The red lines visualize the direction of arrival (Æ in figure) estimated by the DOA
algorithms.

Figure 6.17: Visualization of flight path and experimental setup

From a received and saved four multi-channel data set, the information is decoded, and based on the known
own position and the decoded GPS position, the direction of arrival is calculated. Furthermore, the direction
of arrival estimation has been done using the four-channel data set. The information can be found in table
6.1 and 6.2, where the data set is filtered for one aircraft (ICAO: ’484CBA’), and the columns contain the DF,
the message in hexadecimal, the start and end sample from the data set, decoded latitude and longitude and
the described DOA calculation and estimation. The DOA calculation has been done for the decoded position
messages and the DOA estimation (MUSIC algorithm) for all incoming signals. For instance, using Kalman
filtering, the position information and calculated DOA can be determined. Next to position, also velocity and
heading can be decoded from these messages. This will be done in the next (thesis) phase of this research.
One of the main observations is the gradual increase over time of both the calculated and estimated direction
of arrival.
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DF Message in hexadecimal Start End Lati- Longi- DOA DOA
sample sample tude tude calcu- esti-

lation mation
17 8D484CBAEA0DC85C797C08603EF7 332400 332660 96
21 A80001908DB00030A40000AB7E1F 869580 869840 98
17 8D484CBA582D02A68CD845A598D6 1688820 1689080 51.9759 4.2240 100.61 106
17 8D484CBA582BF2A6C2D85DBAB660 2327540 2327800 51.9771 4.2259 100.99 99
11 5D484CBAB22496 2491560 2491700 101
11 5D484CBAB22485 2698080 2698240 102
21 A80001908D69F71B7EDFDB337A38 3565040 3565300 99
21 A8000190FFF1DF2700048C54BD43 3565840 3566100 99
5 2800019061DFEC 3586440 3586580 98
4 2000053CFF7857 4136620 4136760 102
21 A80001908DB00030A40000AB7E1F 4424380 4424640 99
20 A000053C8D69F71B7EDFDBD6857E 4451840 4452100 100
21 A80001908DB00030A40000AB7E1F 4770160 4770420 99
17 8D484CBAEA0DC85C797C08603EF7 5167080 5167360 103
17 8D484CBA9910D11D185089C5C2DA 5297480 5297740 100
21 A8000190202CC371C348209E5F3C 5400240 5400520 99
20 A000053A8DB00030A40000B7A99C 5805840 5806120 108
17 8D484CBAF8230006004BB8473C78 6649920 6650180 108
11 5D484CBAB2249F 7358400 7358540 107
11 59484CBAB2249F 7376260 7376420 107
17 8D484CBA582B8614A0D31806126B 7386240 7386520 51.9873 4.2407 104.31 106
20 A00005388011DD26C0048C24900B 7594660 7594940 105
4 20000536FF1420 8578800 8578940 103
11 5D484CBAB22485 9958320 9958460 107
17 8D484CBA9910CF1CB84489BB6D39 12384660 12384940 110
20 A00005308D89F71B3EFFE0138DAD 12405260 12405540 110
4 2000051F0151F5 13110240 13110400 98
16 80A1851F5829F616E0D410D6CEF2 13311560 13311820 99
17 8D484CBA252CC371C3482041D0D2 15216420 15216680 111
4 2000051AFE9DCA 15942940 15943100 110
11 5D484CBAB2248E 15967320 15967460 111
4 2000051AFE9DCA 15974300 15974440 111
20 A000051A8D89F71B3F07E11AAC94 16364680 16364960 112
20 A000051AFFF1DF2640048ACDAFE4 16397420 16397700 114
17 8D484CBAF8230006004BB8473C78 16726160 16726440 114
17 8D484CBA5829961864D4B9A85379 16889480 16889740 52.0097 4.2735 112.97 114
11 5D484CBAB2248E 19272880 19273020 117
11 5D484CBAB2248E 19298600 19298760 117
11 5D484CBAB2248E 19324480 19324640 117
17 8D484CBA582942AD98DB5A97016C 19603940 19604220 52.0172 4.2842 116.27 115
21 A80001908D99F71B3F07E38F426C 19873960 19874240 115
21 A80001908031DF2600048A07485B 19875100 19875360 115
17 8D484CBA58293619D2D557CDBC20 19952860 19953140 52.0182 4.2859 116.79 113
11 5D484CBAB224A9 20360080 20360240 113
5 2800019061DFEC 20399980 20400140 113
20 A00005138D99F71AFF37E8AA971C 20419140 20419400 113
20 A00005138DB00030A40000E4AEB4 20446020 20446280 113
20 A00005138DA9F71AFF3FE92CB8A4 20572280 20572540 114

Table 6.1: Example of the model’s output so far - part 1
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DF Message in hexadecimal Start End Lati- Longi- DOA DOA
sample sample tude tude calcu- esti-

lation mation
17 8D484CBA5829261A46D5898537B5 20949620 20949880 52.0209 4.2898 118.06 115
11 5D484CBAB224A9 21835340 21835500 117
17 8D484CBA5829161AE0D5CCAB0CC8 22100520 22100780 52.0246 4.2950 119.80 118
4 200005110105B4 22299920 22300060 118
17 8D484CBA252CC371C3482041D0D2 22595100 22595380 115
17 8D484CBAEA0DC85C6D7C088A2BE3 23036120 23036400 116
20 A00005118051DF25C004894550CE 23105460 23105740 116
20 A00005118DB9F31AFFD7F844425E 23107940 23108220 116
20 A00005118DB00030A40000191AF0 23132840 23133120 116
17 8D484CBA582912AF8ADC34DC3E29 23366500 23366780 52.0286 4.3008 121.80 116
17 8D484CBA5829061BE4D63C90BE37 24056820 24057100 52.0306 4.3038 122.85 120
20 A00005108DB9F51AFFD7FBCF4ECA 24181900 24182180 117
17 8D484CBAE10190000000005BFD98 24182400 24182680 117
11 5D484CBAB2248E 25006480 25006660 115
20 A00005108DB00030A4000067C0D2 26122860 26123120 122
21 A80001908D99F91B3FFC005EF805 26645000 26645300 120
21 A8000190FF91DB25C0048A7CDB6D 26646100 26646380 120
20 A00005108D89F91B3FEC00DF5FA0 27446320 27446620 120
11 5D484CBAB22485 27457920 27458100 120
17 8D484CBA582902B1DCDD367E1EC6 27763740 27764020 52.0421 4.3205 129.03 120
17 8D484CBA9910C91C58048A17B34B 27793840 27794120 120
4 20000510FEF1BD 28199460 28199620 115
11 5D484CBAB2248E 28223400 28223580 116
17 8D484CBA5829061E56D7498E4189 28598240 28598540 52.0452 4.3249 130.73 120
17 8D484CBA9910C81C50048A7A1B8D 28774040 28774320 120
20 A00005108DB00030A4000067C0D2 28843120 28843400 120
20 A00005108DB00030A4000067C0D2 29150460 29150740 120
21 A80001908D79F51AE0140125A315 29171880 29172160 121

Table 6.2: Example of the model’s output so far - part 2



7
CONCLUSION

This preliminary report presented relevant knowledge, written as an ADS-B background, related work in the
literature, a research proposal, relevant theoretical content and preliminary results regarding decoding raw
signals and direction of arrival estimation. As stated in the introduction, the information given in the report
is in the hope to start a discussion on ideas and suggestions not stated so far.

In the literature part of this report (chapter 2 and 3) was found that to verify and validate ADS-B signals,
commonly a change in protocol or hardware is required. To find a cost-effective countermeasure against ma-
licious signal injection, the applications and opportunities of using a multi-channel coherent receiver have
been studied. Combining decoded information and processing the raw-signal properties from the incoming
signal enables a cost-effective validation and verification technique. Using the direction of arrival might be
the most feasible candidate to mitigate malicious ADS-B signal injection. To the best of knowledge, nobody
has done this before.

This conclusion led to a research proposal. This proposal contains a study about the validation and verifica-
tion of ADS-B signals, while the network is attacked by different malicious injection scenarios. The objective
is to suggest a possible and cost-effective solution, which improves the security and integrity of raw Mode-
S/ADS-B signals, by designing a tool which can verify and validate the low-level signal. Chosen is to indicate
how the functionalities of a coherent multi-channel receiver can solve the stated problem.

The related theoretical content, containing: signal decoding, direction of arrival algorithms, and two antenna
setups, are explained, followed by the preliminary results and outcome. These results demonstrated that the
proposed solution is potentially achievable. Both signal decoding, resulting in the calculation of the direction
of arrival and the direction of arrival estimation for an uniform linear antenna array has been demonstrated
to work. However, to build an accurate validation and verification model, the accuracy of these methods has
to be tested and possibly increased. Using real data and active malicious injection, the model must be vali-
dated in the thesis phase of this research.
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