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Abstract. Solid eID (electronic identification) infrastructures form the back-
bone of today’s digital transformation. In June 2014, the European Commission
adopted the eIDAS regulation (electronic identification and trust services for
electronic transactions in the internal market) as a major initiative towards EU-
wide elID interoperability; which receives massive attention in all EU member
states in recent years. As a joint effort of Estonia and the Netherlands, this study
provides a comparative case study on eIDAS implementation practices of the
two countries. The aim was to analyze eIDAS implementation challenges of the
two countries and to propose a variety of possible solutions to overcome them.
During an action learning workshop in November 2019, key experts from
Estonia and the Netherlands identified eIDAS implementation challenges and
proposed possible solutions to the problems from the policy maker, the service
provider and the user perspective. As a result, we identified five themes of
common challenges: compliance issues, interpretation problems, different
practices in member states, cooperation and collaboration barriers, and repre-
sentation of legal persons. Proposed solutions do not only involve changes in the
eIDAS regulation, but different actions to develop an eIDAS framework and to
improve cross-border service provision - which has recently become an
important topic among member states. Eventually, the study provides practical
input to the ongoing eIDAS review process and can help member states to
overcome eIDAS implementation challenges.

Keywords: eIDAS - Electronic authentication - Electronic identity -
Implementation challenges - Identity management

1 Introduction

Digital transformation of countries offers many opportunities, but at the same time
reduces control over their operating environment [1]. More and more, public and
private sector organisations offer their services online and across borders. To access
these e-services, implementation of an accurate and reliable digital authentication
procedure together with a digital signature option is essential [2, 3].
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In July 2014, the European Commission (EC) adopted regulation No 910/2014 [4]
on electronic identification and trust services for electronic transactions in the internal
market (eIDAS) to enable a secure and seamless electronic data exchange and inter-
action of public and private entities and users, not only inside the member states, but also
across the European Union (EU). This initiative is part of the EU Digital Single Market
strategy [5] and mandatory for all EU member states since September 2018 [4].

The implementation of the eIDAS regulation and its first years of implementation
have raised many practical questions and revealed various research gaps. According to
the eIDAS regulation Article 49, the EC shall review the regulation by 01.07.2020 latest
to evaluate whether the regulation needs to be modified [4]. The EC has already initiated
a feedback collection process among its member states. In parallel with the ongoing
eIDAS implementation actions, EC progressed further and adopted in October 2018
SDGR regulation, which established a single digital gateway to provide access to
information, procedures and for assistance and problem-solving services, also known as
the SDGR regulation [6]. The aim of this regulation is to simplify access to cross-border
administrative services for citizens and companies [7]. One pre-condition for the SDGR
implementation is successful and smooth eIDAS implementation in the member states.
Therefore, it is now the perfect time to analyze the implementation practices of different
EU countries and to provide relevant feedback to the ongoing evaluation process.

We decided to research the practices of Estonia and the Netherlands. Both of the
countries have stable and functional e-government, but at the same time, they have
different e-governance models and approaches to the eIDAS implementation [8].

The aim of this research paper is to analyze eIDAS implementation challenges of
Estonia and the Netherlands and to propose a variety of possible solutions to overcome
them. The research objectives are therefore to:

1) Identify the challenges Estonia and the Netherlands faced during the implementa-
tion of eIDAS from the user’s, the service provider’s and the policy maker’s per-
spective; and

2) Recommend possible solutions to overcoming identified challenges.

We use a comparative case study research approach [9] together with action learning
methodology [10] to analyse above-mentioned research questions.

The paper is organized as follows. Section 2 provides background information
about the current eIDAS implementation situation in Estonia and the Netherlands and
an overview of important related literature. Section 3 presents the research design and
gives insight into the used theoretical framework. Section 4 sums up research findings
from the policy maker, service provider and user perspective. In Sect. 5, we discuss the
research results and make recommendations to the eIDAS review process. Section 6
provides an insight to the future research perspective followed by Sect. 7 that con-
cludes the study.
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2 Background

In this section, we provide a brief overview of existing literature on eIDAS imple-
mentation. In addition, to understand the results of this paper, it is important to
introduce shortly the eIDAS implementation state and situation in Estonia and the
Netherlands.

2.1 eIDAS Implementation in the EU from the Literature Perspective

The eIDAS regulation has been in force for more than five years, of which it has been
actively implemented and used over the past two years. According to the regulation
itself, voluntary recognition of electronic identities were possible since September
2015, rules for trust service providers had to be adopted by July 2016 and cross-border
recognition of electronic identities was enabled by September 2018 [5]. First countries
notified their eID schemes' under eIDAS already in 2017 (Germany) and 2018
(Estonia, Spain, Croatia, Belgium etc.). The implementation process itself is complex
and time-consuming. Figure 1 illustrates the steps that member states have to pass to
notify their eID schemes.

Member Member . .
state starts Start of a End of the siziee 0o e Woiiariion
. : European is published
elD pre- peer review peer review

; - c i
notification Ofl'(llril’l(ljS;Slon by EC

Fig. 1. eID scheme notification process.

From a research perspective, the topic is quite new; and, so far, it has been handled
rather from the angle of a specific country or sector. For example, several studies focus
on the academic sector, e.g., on how to build eIDAS-based cross-border services in the
education and to enable secure and seamless interaction between different parties [11-
15]. The focus is mainly on solving the practical problems: how to transport new data
attributes through eIDAS infrastructure solutions [11, 13], how to implement eIDAS-
based academic services and create secure connections between academic services and
the national eIDAS node [12, 13]. Some studies are even more specific and concentrate
on a part of an eIDAS node that member states have to modify independently [14].

Several studies focus on eIDAS implementation challenges in a particular country
[16-18]. In case of United Kingdom (UK), it is questionable if the country should
notify their eID scheme and does the existing system complies with the eIDAS privacy
and data protection requirements [17]. Pelikdnova, Cvik and MacGregor analyze and

! According to eIDAS, an eID scheme is a system for electronic identification under which electronic
identification means are issued to natural or legal persons (or to natural persons representing legal
persons).
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evaluate the eIDAS adoption in the Czech public sector bodies and compare the results
with some other EU member states practice. Their research results show a lot of
hesitation and passivity in the Czech public sector while adopting eIDAS requirements
[18].

Other research projects focus more on different aspects of the regulation, such as
security, privacy [19, 20] and data protection issues [21]. From the data protection
perspective, Tsakalakis, Stalla-Bourdillon and O’Hara argue that technical architecture
of an eID scheme affects the level of data protection. They propose that the use of
pseudonyms and selective disclosure help to fulfill the data minimization and purpose
limitation principles [21]. Only few studies analyze different identification and trust
services compatible with the eIDAS regulation in wider context and do not focus on a
particular member state [22].

While conducting the literature overview it became clear that many of the studies
focus on specific sectors or solve very concrete data exchange or integration issues in
the eIDAS context. We did not find pan-European studies addressing eIDAS imple-
mentation practices in various member states with proposals to improve the current
environment. Therefore, our research aims to fill this significant research gap and to
provide recommendations for the further eIDAS review process.

2.2 Estonia

Estonia has implemented eIDAS according to the EC timetable and notified its eID
scheme on assurance level “high” in November 2018. The notification consisted of six
different eID tokens: ID-card, residence permit card, digital identity card, e-residency
digital identity card, mobile-ID and diplomatic identity card.’

The Estonian eID management is based on tight public-private cooperation. Public
sector authorities are responsible for personal identification, identity management, eID
infrastructure management and supervisory activities. Private sector organization offers
elD tokens as well as personalization and trust services [23]. In December 2018,
Estonia changed the eID token manufacturer and since then, has issued the fourth
generation electronic of identity cards [24].

All previously mentioned electronic identities are in active use and the public
acceptance of the elID is high [25, 26]. According to the latest statistics from March
2020, there are more than 1,35 million eID cards and around 234 000 mobile-ID’s
issued by the public sector. In February 2020, the total amount of transactions related to
elD’s exceeded 37 million.’

2 Estonian eID scheme notified under eIDAS, https://ec.europa.eu/cefdigital/wiki/display/EIDCOM-
MUNITY/Estonia.

3 Estonian elID statistics, https:/www.id.ee/?lang=en&id=.


https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Estonia
https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Estonia
https://www.id.ee/?lang=en&id=
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In addition to the public sector eID tokens, the local trust service provider SK ID
Solutions AS issues QSCD (Qualified Signature Creation Device) certified Smart-ID
for authentication and signing purposes.* More than 500 000 users also actively use
this solution.’

2.3 The Netherlands

In 2019, the Netherlands notified its electronic identification trust framework for
businesses, also known as eHerkenning, on the assurance levels “substantial” and
“high”.° There are several authentication service providers in the country (i.e., Con-
nectis, Digidentity, KPN, QuoVadis, Reconi, and Unified Post).7

In December 2019, the Netherlands pre-notified another authentication service
named “DigiD. This solution enables authentication of natural persons in relation with
the governmental authorities and organizations that perform public tasks. Logius, an
organization operating in the governing area of the Dutch Ministry of the Interior and
Kingdom Relations, manages and maintains the DigiD in the Netherlands [27].

Around 80% (14 million people) of the Dutch population use the service. More
than 650 service providers are connected to the DigiD service. According to the
statistics, DigiD service processes over 300 million authentication requests per year.®

The Netherlands is currently working towards the next generation DigiD solution
called “DigiD hoog”. The solution will be more secure and will base on the Dutch
identity card and driving license information [27]. The Netherlands also tries to inte-
grate biometrical features into their national authentication scheme.

3 Research Design

In this research, we conduct a comparative case study on eIDAS implementation in the
Netherlands and Estonia. For this purpose, we gathered an expert team and used action
learning [10, 28] to compare the eIDAS implementation challenges of Estonia and the
Netherlands and to find possible solutions to identified problems. Action learning [10,
28] is particularly well suited to research complex phenomena such as eIDAS [29].

One of the alternative research designs was a world café approach [30], but as the
focus of this particular method is more on generating broader range of perspectives
than to find answers, we found action learning more appropriate for, this study.

4 Smart-ID’s recognition as Qualified Signature Creation Device (QSCD), https://www.smart-id.com/
e-service-providers/smart-id-as-a-qscd/.

5 Estonian elD statistics, https:/www.id.ee/?lang=en&id=.

S The Netherlands (DTF/eHerkenning) eID scheme notified under eIDAS, https://ec.europa.cu/
cefdigital/wiki/pages/viewpage.action?pageld=74091935.

7 Dutch Trust framework for Electronic Identification, https://ec.europa.eu/cefdigital/wiki/pages/
viewpage.action?pageld=74091935.

8 The Netherlands (DigiD) scheme pre-notified under eIDAS, https://ec.europa.cu/cefdigital/wiki/
pages/viewpage.action?pageld=176620999.
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https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=74091935
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The research relies on an international collaboration between researchers, public
and private sector experts from the Netherlands and Estonia. The Netherland authority
Digicampus’ coordinated and facilitated the cooperation. The Digicampus is an
innovation hub that connects science, government, market players and citizens/users to
shape future public services. Figure 2 illustrates action-learning-based collaboration
between the Netherlands and Estonia [28].

[ Estonia — ] [ The Netherlands g ]

2 Iy

eIDAS 1mplementat10n eIDAS 1mplementat10n
challenges challenges

| Experts Experts I

D1g1campus Project &
workshops

i

[ Workshop moderator ]

Fig. 2. Project structure and participants.

As a result of the cooperation, two expert workshop sessions on (i) eIDAS
implementation challenges and (ii) in service of finding possible solutions have been
held at Tallinn University of Technology, Estonia, from November 18 to 21, 2019.
Nine experts from Estonia and 14 experts from the Netherlands have been involved.
Table 1 provides a detailed overview of the participants and their roles.

During the workshop sessions, we divided all participants into three groups pre-
senting policy makers, the private sector and users. All groups consisted of participants
from both countries. The first workshop took place on 19.11.2020, where experts
shared their practical experience and challenges with the eIDAS implementation.

On the next day, the same groups continued working together and tried to find
solutions to these challenges. After group work on both days, each group presented its
result and the other groups had an opportunity to supplement it.

° Digicampus homepage, https://www.dedigicampus.nl/.


https://www.dedigicampus.nl/

Table 1. Project structure and participants.
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Estonia

The Netherlands

Organization

Role

Organization

Role

Information System
Authority

Police and Border
Guard Board

Ministry of
Economic Affairs
and
Communications
SK ID Solutions AS

TalTech

Head of eID department

Product owner (eIDAS
cross-border usage)

Adpviser-expert (eIDAS
implementation, auditing)
Chief-expert (eIDAS SPOC)
Adviser (SDG national
coordination)

Lawyer (trust services,
eIDAS, ETSI EN standards,
national law)

Full Professor of
Information Systems (e-
governance and
technologies)

Researcher (eIDAS
framework)

Researcher (public
acceptance of elD)

Ministry of the
Interior and
Kingdom
Relations

Municipality of

Policy officer
(digital government)
Senior advisor
(member of the
Dutch eIDAS team)
eHerkenning project
manager

Strategic advisor
Advisor (digital

Den Haag transformation)
Product owner
(digitalization and
authentication)

TU Delft Senior researcher
Master students (2)

Agentschap Supervision of elDs

Telecom

ICTU Sr advisor Program
manager

Netherlands Product owner

Enterprise Agency

Private sector
representatives

(International
Access)

Four persons

4 Findings

In this section, we present our research findings from three different perspectives:
policy maker, service provider and user perspective. We focus mainly on the e[DAS
implementation problematics and do not reflect the discussions regarding other relevant
topics more or less related to eIDAS, like applicability of the once-only principle
(OOP) [31] or the implementation of the SDGR regulation.

4.1

Challenges and Solutions from the Policy Maker Perspective

From the policy maker perspective, we identified challenges related to the following
issues: implementation, (national) legislation, interpretation, compliance and com-

munication.
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A crucial eIDAS implementation barrier is the lack of the EU common identifier. It
is still not possible to use national elDs and digital signatures for EU services. Par-
ticularly problematic is when users would like to act on behalf of others despite of
sufficient legal grounds. The experts found that it is important to find a workaround or
initiate further discussions on the EU common identifier to overcome this barrier. These
challenges concern both natural and legal persons; and the topic should be added to the
further research agenda.

The experts found that slight differences in the national laws complicate the uni-
form eIDAS implementation process in the EU. For example, according to the national
laws, the actions that minors are allowed to perform varies from country to country.
This affects, in particular, the establishment of cross-border services.

From the legal person’s perspective, eIDAS allows for company elDs without
persons attached to it. This raises several practical questions. For instance, how to make
it possible that a person is allowed to act on behalf of a company? How to use a legal
person eID across borders? It is important to define all the issues related to legal
persons separately and provide feedback to the eIDAS review process.

Representatives of the policy maker group considered interpretation of the eIDAS
regulation as a crucial challenge. For example, Article 6 (that regulates mutual
recognition of eIDs) is ambiguous. In addition, it is not clear how to map existing
technologies to eIDAS assurance levels and how to assess their risks.

The experts identified the following shortcomings at the level of compliancy:

— not all member states offer elD;

— lack of supervision;

— the EC executes its supervisory role only weakly;

— the member states do not always accept each other’s eIDs (e.g. Germany/Estonia);
— it lacks a framework for conformity assessment on the EU-level,

— There are no common rules for supervisory bodies.

The creation of assessment guidelines for auditors would help significantly to
overcome the previously identified issues. Another solution that experts considered was
the integration of ethical hacking into the eIDAS framework in order to improve
existing requirements.

Finally, the experts agreed that the current SDG (Single Digital Gateway) program
should have a stronger link to the eIDAS regulation and implementation activities.
They also noted, that communication activities (i.e., why it is important to implement
eIDAS) from the EU side should be improved.

4.2 Challenges and Solutions from the Service Provider Perspective

From the service provider perspective, we identified challenges related to the following
issues: collaboration, compliancy, reputation, change management, notification and
record matching.

The experts found a crucial challenge that lies on a co-operational level. It is not
clear how to combine different competences in case of incidents (problem ownership
issue). Applying EU wide user testing and meta-research on the cross-border collab-
oration level would help to solve this issue.
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There exist no common rules for service providers on how to comply with the
eIDAS regulation. Service providers are unsure, how to test their systems, i.e. how to
understand whether their systems are compliant or not. Therefore, a standardized test
framework with test data would be very helpful (e.g., a standard backward-compatible
API).

Different change management issues complicate the eIDAS implementation pro-
cess. It is not easy to keep up with changing standards and regulations. Often, changes
are unpredictable and require remarkable additional investments. Misinterpretation of
requirements can cause unnecessary additional work and costs. The experts found that
eIDAS could be provided as a service for all public and private authorities (e.g. “spin a
node and go”). Exploiting the World Wide Web Consortium (W3C), decentralized
identifier (DiD) as a unique identifier (UiD) seems promising, but needs further in-
depth research.

The eIDAS regulation provides no guidelines and standards for unique identifiers
of persons (i.e., mandatory vs. free attributes, registration of foreign identities, tracking
etc.). There is also lack of a common architecture API platform. The experts found that
use of decentralized identifiers and identity linking would help to overcome the pre-
viously identified issues.

Notification of private sector solutions is a complex topic. Private sector service
providers has no access to the data in the scope of the eIDAS regulation. However,
fully automated and cross-border services need person related data. In this case, a
common understanding of trust and privacy models plays an important role.

The experts found, that reputation is also an important topic, dependent on the
reputation of all participants acting inside the eIDAS framework. The eIDAS frame-
work is based on trust, but the meaning of trust differs in different cultures.

4.3 Challenges and Solutions from User Perspective

The user perspective covers a variety of challenges starting from usability to security
and privacy concerns.

Accessibility and user experience (UX) of cross-border services needs improve-
ment through additional guidelines, templates, examples, UX tests, experience and
sharing of best practices. The same service may have a completely different user
experience in different countries. This makes it difficult to find the right services
abroad. In this case, standardized service portals that direct people to the right place,
would be helpful. The experts also discussed language support and semantics problems
that can be overcome by organizing learning courses and by describing step-by-step
use cases.

From the security perspective, users have to understand whether they are using
qualified services to avoid possible “man in the middle” attacks. Security awareness
can be increased by developing guidelines, templates, sharing best practices and
educating users continuously.

There is also a need for a governance framework and clear role division, as users
often do not know whom to contact in case of technical error, usability problems or
other relevant questions.



84 S. Lips et al.

The experts discussed how to avoid errors and how to deal with service continuity
when certificates become invalid. A would help solving this issue.

Finally, the experts found the current cross-border roles and mandates are insuffi-
cient. For example, users are unable to act on behalf of a legal person that they
represent. From that perspective, the experts suggested that the scope of eIDAS reg-
ulation should contain the procedures related to the legal persons. They also proposed
introduction of an EU common identifier.

5 Discussion and Recommendations

Based on our research results, it is clear that eIDAS implementation process is chal-
lenging from various perspectives. Policy makers, service providers and users have
different expectations and needs. Based on the workshop results, where experts offered
solutions to the eIDAS implementation challenges, we identified five main themes that
all groups mentioned during the workshops in one or another way. These five common
challenges are:

— compliance issues;

— interpretation problems;

— different practices in member states;

— co-operation and collaboration barriers;
— legal persons and their representation.

Compliance issues include insufficient guidelines (and supervision) for public
service providers, private sector service providers and conformity assessment bodies. In
this situation, parties start to interpret the requirements according to their practice; and
this leads to the problem of different interpretations, starting from the usage of ter-
minology to system usability issues. All identified challenges create additional com-
munication and collaboration barriers between service providers and users as well as
between EU member states.

Another interesting finding from the workshops is that most of the challenges are
related with cross-border service provision rather than eIDAS implementation inside
countries. Existing rules and requirements support the implementation of e[DAS inside
member states, but are not sufficient to support the EU-wide implementation.

Table 2 provides detailed summary of eIDAS implementation related challenges
and solutions from all three perspectives.

During the workshop, the experts discussed various options to overcome existing
challenges and improve the eIDAS implementation process. Therefore, European
Commission could consider the following proposals in the upcoming eIDAS review
process:

— options to implement a common EU identifier;

— regulate the identification of users so that they can act on behalf of others when
legally required;

— specify the regulation with respect to legal persons;

— clarify the terminology of the eIDAS regulation;
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Table 2. Summary of eIDAS related challenges and solutions.
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Category Challenges Solutions
Policy Implementation | No EU wide identifier Workaround
maker Acting on behalf of Workaround
others
National eIDs/digital Initiating further discussions on
signatures are not the EU common identifier
usable for EU services
Legislation Different legal practices | Creation of assessment
in Member States guidelines for auditors
Interpretation Differences in the Creation of assessment
interpretation of the guidelines for auditors
eIDAS articles
Compliance Different shortcomings Creation of assessment
guidelines for auditors
Communication | eIDAS implementation Communication plan
importance
Service Collaboration Problem ownership EU wide user testing
provider issue Meta-research on the cross-
border collaboration
Compliancy Compliancy of service Standardized test framework
providers with test data
Change Changing regulations, eIDAS provided as a service
management standards
Notification Notification of private Common understanding of trust
sector solutions and privacy models
Record No standards for unique | Common architecture API
matching identifiers/lack of platform
common architecture Use of decentralized identifiers
Identity linking
User Usability UI consistence usage Additional guidelines, templates,
Accessibility to e- examples, UX testing, experience
services and sharing of best practices
Different countries have | Standardized service portals
different practices
Helpdesk/ User support in case of Clear role division
Support errors
Language support and Courses, step-by-step use cases
semantics
Security Possible “Man in the Guidelines, templates, sharing

middle” issue
“Dirty error” issue
when certificates are
invalid

best practices, user education
Central monitoring service
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— clarify often misinterpreted articles in the eIDAS regulation;

— develop common assessment guidelines for auditors;

— develop a standardized testing framework;

— provide eIDAS as a service;

— create a common monitoring system for cross-border transactions;
— develop a framework of standards for cross-border services.

Not all of these proposals and activities presume changes in the eIDAS regulation.
Many of these initiatives require further discussion between the member states and
more detailed analysis by the responsible organizations.

6 Future Directions

Current research is a part of a larger research project regarding the eIDAS, which aims
to improve its compliancy assessment model. To develop this model we analyze and
compare the eID schemes of different member states and their eIDAS implementation
practice.

During this particular research, we identified various topics and questions that need
further in-depth research and analysis. For example: requirements and preconditions for
the application of a common EU identifier; creation of assessment guidelines for
auditors, implementation of EU wide user-testing environment; cross-border service
provision; collaboration between public service providers and private sector service
providers. These topics will address in the scope of further research actions.

We hope that the outcome of the whole study is a valuable tool for the public and
private sector eID service providers and auditors enabling more transparent and
comparable assessment of different eID schemes. Moreover, our research results will be
the basis for the further universal applicability analysis of the eIDAS principles while
implementing SDGR regulation and establishing secure e-service provision between
EU and third countries.

7 Conclusion and Research Limitations

This study showed that different EU member states have faced similar problems in the
eIDAS implementation process and that it is important to exchange practical experi-
ences at the expert level.

From the limitations point of view, it is not possible to compile a complete list of
challenges based on the experience of just two countries. Additionally, offered solu-
tions and recommendations reflect the knowledge and experience of the experts who
participated in the workshops. It means that there can be other alternative ways to
overcome the identified challenges. However, we are convinced that the results indicate
to major shortcomings and practical problems that member states face during an eIDAS
implementation.
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Based on our research results, it is possible to say that the focus of the member
states (with respect to the implementation of eIDAS and in light of the SDGR regu-
lation) has clearly shifted from a national level to a cross-border perspective. However,
before taking this next step in terms of cross-border service integration it is important to
ensure stable and interoperable network of elDs.

We identified five challenging areas (compliance issues, interpretation problems,
different practices in member states, co-operation and collaboration barriers, legal
persons and their representation) in the eIDAS implementation process, which will
inevitably affect the implementation of other related regulations.

This new situation requires a review of the existing EU eIDAS framework and
procedures by the European Commission. Our study provides practical input to the
eIDAS review process by identifying common challenges of the member states and
making proposals to overcome them.
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