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Management summary

Major disruptive events can have an enormous impact on the critical infrastructure. This has come to light
through multiple incidents over the course of the past few years, such as the COVID-19 pandemic and the
Russian invasion of Ukraine. These two events are physical threats affecting the critical infrastructure and
society. There are, however, less explicit threats increasing in relevance: cyber attacks. Incidents like the Petya
virus in 2016 or the Wannacry attack have had disastrous consequences. The rapid development of technology
has given rise to many opportunities but also vulnerabilities for the critical infrastructure. The financial sector
is especially prone to cyber attacks within the critical infrastructure. The financial sector must be available at
all times. Even a minor disruption could cause wrongful or unexecuted transactions leading to cascading effects
on careers, organizations, or entire industries. The way to cope with attacks and disruptive events is through
operational resilience; for cyber attacks, this is digital operational resilience. But digital operational resilience is
becoming harder to manage due to the complexity of operational processes, the reliance on third-party suppliers,
the interconnectedness of the professional landscape, and the sophistication of malicious actors. This has made
(1) digital operational resilience harder to manage, (2) the likelihood of disruption more significant, and (3) the

impact of disruptions more severe.

In order to ensure digital operational resilience for the financial sector, many guidelines, frameworks, and
regulations have been implemented. These were, however, often on a national level or for a specific sector
within the financial sector, such as banking, insurance, or pension funds. In line with the rapid development
of technology and associated threats, the European Commission has proposed the digital finance package in
2020. A part of this is the proposal for the Digital Operational Resilience Act. An act expected to enter into
force at the end of 2022 aimed at harmonizing existing regulations and thereby ensuring a digital operational
resilient financial sector in the EU. In order to estimate the regulatory performance of the DORA, insight is to

be created into the perceptions of the stakeholders. Therefore, the research question of this thesis is:
What is the perception of the financial sector towards the expectation of the Digital Operational Resilience Act?

In order to answer this research question, interviews were conducted with high-level security managers of finan-
cial service organizations (FSOs) in the Netherlands. In preparation for these interviews, the DORA proposal
was translated into 18 statements covering the requirements for the FSOs. In the first half of the interview, the
participants had to give their organization a preparedness score for these 18 statements. The second half of the
interview consisted of a semi-structured interview setup where the perceptions of the participant towards the
DORA were studied. To create a more extensive insight into the stakeholders’ perceptions towards the DORA,
additional interviews were conducted with a security manager from a Dutch ICT service provider, a member
of the European Banking Federation, and someone from the Dutch financial authority De Nederlandsche Bank

(DNB).



From the insights gathered through the interviews, it can be concluded that most participants agreed on the
fact that the DORA does not introduce any shockingly new concepts to the regulatory framework. Some
participants regarded two aspects of the DORA as new: ICT major incident reporting and ICT third-party
risk management. However, the larger part of the participants saw these two concepts’ requirements merely as
'more detailed than previous regulation’. These two concepts were mentioned the most when asked for benefits
that the DORA will bring to the financial sector, as well as the general awareness of the necessity for digital
operational resilience in the changing professional landscape and rapid digitization of processes and services.
The challenges identified were related to the fact that the DORA will be another paper to comply with due to
the level of detail required by the DORA. Nevertheless, the participants were generally confident in their ability
to comply within 24 months. They do not expect the financial sector to be resilient once everyone is compliant,
but they perceive the DORA as a step in the right direction. In general, the perception of the financial sector

towards the DORA is positive.

These conclusions lead to recommendations to both supervisory authorities and the financial sector. First, the
perceptions towards the DORA are predominantly positive, which means that the regulation has a significant
chance of success. Therefore, the supervisory authorities should aim for the DORA to be the single point of truth
in ICT regulation in the EU for the financial sector. The second recommendation for the supervisory authorities
is to take care in designing the technical standards of the DORA but publish them as soon as possible. An
extended period between the implementation of the DORA and the publication of these standards can cause
more discomfort with the regulation, leading to lower performance. Thirdly, the FSOs need to prepare for the
DORA. They must get a good overview of their entire ICT supply chain and reach out to these ICT service
providers to inform them about the coming of the DORA, as the regulation also entails significant changes for
them. Fourth, the FSOs should focus on mapping the DORA criteria to their existing controls and identifying
gaps and problems. Independent third parties might assist FSOs in avoiding overestimating present maturity
or underestimating DORA requirements. It is encouraging to note that the majority of FSOs are confident in
their capacity to comply with the legislation within the time frame specified, but they should be cautious about

the actual work required to adapt to the new criteria.
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1 Introduction

This section of the report contains the introduction. First, in Section 1.1, the topic’s background will be
discussed. Secondly, Section 1.2 defines the research problem. In Section 1.3, the scope of the study is explained.
After defining the research problem and the scope Section 1.4 presents the research questions that this study aims
to answer. Section 1.5 discusses the societal relevance followed by the fit with the MSc. program Engineering

and Policy Analysis in Section 1.6. Finally, the outline of this thesis is presented in Section 1.7.

1.1 Background

Throughout the past few years, major global events have disrupted critical infrastructure. First, the pandemic
in 2020 exposed the resilience of many companies, and now in 2022, the war in Ukraine has disrupted energy
services, supply chains, and other critical infrastructures (Gumbau, 2022; Simchi-Levi and Haren, 2022). Critical
services can be defined as ’“services and products that are vital to the functioning of our societies and economies’
(National Research Council, 2002). The COVID-19 pandemic and the war in Ukraine are two major events,
but there have been many disruptive events in the last 20 years. Some of these have a natural cause, such as
the volcanic eruption of the Eyjafjallajokull in Iceland in 2010, shutting down air travel for seven days (Perkins,

2011), others with a man-made nature, such as the global economic crisis of 2008 (Williams, 2010).

There are, however, less tangible events that can disrupt the critical infrastructure on a large scale: cyber
incidents. Cyber crises are a severe risk to societies because of their potential to cascade and seriously disrupt
essential services (Boeke, 2018). For example, in 2015, a presumed Russian cyber attack successfully hacked
the Prykarpattyaoblenergo power station in Ukraine, leaving over 230,000 people without power for 6 hours.
The control systems of the power station were more secure than most systems in the world, emphasizing just
how vulnerable these systems are globally. The sophistication needed for the cyber attack to be successful
showed that the hackers could have permanently disabled the power station. The fact that this did not happen
shows that the attack was meant as a message (Zetter, 2016). Ukraine was also the initial point of the Petya
virus in 2016, after which it spread across the globe within hours. The virus had a major impact, causing
container ports to shut down, drug production lines to come to a standstill, and even forcing a large French
manufacturing company to return to work with pen and paper (Jacqué, 2017). The costs have been estimated
to be over a billion euros (Untersinger, 2017). One of the other largest cyber attacks of the last decade was
the Wannacry cyber attack. This attack encrypted data on computers using Microsoft Windows operating
systems, demanding ransom payments in Bitcoin, affecting organizations worldwide, including 40 hospitals in
the UK (Woollaston-Webber, 2017). These three attacks demonstrate the major disruptive impacts that cyber
incidents can have. Dieye et al. (2020) studied the macroeconomic costs of cyber attacks. The main findings
were that it is difficult to assess damage at the firm and the macro level due to the interdependencies between

various economic sectors and the potential for cascading effects of cyber attacks. (Ali and Santos, 2015) showed
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through a dynamic model analyzing a denial-of-service (DoS) attack that cyber attacks’ cascading properties

can cause ripple effects across different economic sectors.

Technology has seen rapid development over the past decades, transforming the professional landscape into a
digital one. This digitization has enabled previously unimaginable opportunities across the globe but opened the
door to new risks as well. The digital landscape brings a new kind of risk to organizations. Cybercriminals have
become more sophisticated and better at attacking payment systems and digital infrastructures (Khiaonarong
et al., 2021). The financial sector is especially at risk for cyber attacks within the critical infrastructure. It has
been estimated to be three times more at risk of cyber attacks than any other sector (European Parliament,
2017), and the (European Systemic Risk Board, 2020) identified cyber risk as one of the sources of systemic

risk to the global financial sector.

The way to cope with disruptive events is through operational resilience. Resilience is a ’fuzzy term’, meaning
there is ambiguity in the word’s definition. For the sake of this research, a definition is needed. Bjorck et al.
(2015) propose the following definition for cyber resilience, which will be used in this study: The ability to
continuously deliver the intended outcome despite adverse cyber events. The digitization of the professional
landscape has caused an increase in threats and vulnerabilities and has called for greater oversight and regu-
latory actions to ensure digital operational resilience. This has caused the regulatory landscape to be heavily
fragmented. To harmonize the regulations, the European Commission has proposed the Digital Operational
Resilience Act (DORA) (European Commission, 2020b). The DORA is focused on the digital operational re-
silience of the financial sector in the EU. It is proposed by the European Commission to enable and support
the potential of digital finance while mitigating its risks. The DORA is expected to enter into force at the end

of 2022, with the compliance date two years later, in 2024.

1.2 Research problem

The financial sector is subject to many regulations and guidelines for cyber security and resilience. The DORA
aims to harmonize these regulations to draw one line for the entire financial sector in the EU and thus ensure
a digital operational resilient financial system in the EU. Resilience, however, is hard to measure, as it entails
the occurrence of an incident. It is the ability to deliver the intended outcome despite adverse cyber events.
Something’s resilience can only be measured after a disruptive event. There are theoretical models to measure
resilience, but these are not applicable to a system as large and complex as the financial sector of the EU. Hence,
the effectiveness of the DORA is hard to estimate. It is known, however, that the perceptions of a regulation’s
stakeholders impact its performance. The OECD (2012) published a report on measuring regulatory perfor-
mance. This report is focused on using perception surveys to evaluate regulatory reforms because perceptions
influence the final effectiveness of regulation. As the resilience of the financial sector is hard to measure, the

effectiveness of the DORA will depend on the perceptions of the regulation. Because the regulation has yet
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to go into force, the perceptions are towards the expectation of the DORA. This study’s research problem is

focused on measuring the DORA’s stakeholders’ perception to estimate the regulation’s performance.

1.3 Scope

The DORA is a proposal done by the European Commission and will be effective in the entire EU. Financial
Services Organizations (FSOs) located outside the EU but with operations in the EU will have to comply with
the DORA as well in these areas. As this study relies on the DORA and tries to anticipate its effectiveness
and effects, the scope will be digital operational resilience for financial services. Financial services are a crucial
part of the critical infrastructure, and it is the sector with the highest cyber risk. Therefore, the scope of this
research will be financial services organizations in the EU. This research will use the Dutch financial sector as

a leading example.

1.4 Research Questions

This section presents the main research question that this study aims to answer, followed by sub-questions that
will aid in answering the main research question. To give insight into the expected impact that DORA will
have on the digital operational resilience of the financial sector in the EU, the perceptions of the entities that
the DORA applies to are of great importance. Since the DORA has yet to enter into force, the perceptions will
be on the expectation of the DORA. Therefore, the main research question that this study aims to answer is

the following:

What is the perception of the financial sector toward the expectations of the Digital Operational

Resilience Act?

In order to answer the main research question properly, sub-questions have been formed. The general perception
of the regulation consists of many factors, such as novelty, preparedness, benefits, and challenges. These factors

together make up the general perception. For this reason, the following sub-questions have been formed:

SQ1: What is the perception of the financial sector towards the novelty of the DORA?

The first sub-question aims to give insight into whether the financial sector perceives the DORA as new.
Over the years, guidelines, frameworks, and regulations have been introduced for the financial sector regarding
cybersecurity. These have, however, always been from separate ESAs, so they applied only to one sector within
the financial sector. The DORA aims to harmonize these guidelines; therefore, it is interesting to see whether

the FSOs view this as merely a harmonization of existing guidelines or as a new regulation.

SQ2: What is the perception of the financial sector towards their preparedness for the DORA?
The DORA is expected to go into force at the end of 2022. In line with the first sub-question, it is interesting to
see how the FSOs view their preparedness for implementing the DORA. If they perceive the DORA as a mere

harmonization of existing regulations, that should mean their preparedness is very high. Their perceived level
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of preparedness will also affect the DORA’s impact on the digital operational resilience of the financial sector.

SQ3: What is the perception of the financial sector towards the benefits of the DORA?

The positive perception towards a new regulation and its benefits is crucial in its performance. If a regulation
is perceived to bring benefits, it can influence firms’ investment decisions and their compliance with regulatory
requirements (OECD, 2012). Therefore, the perception of the benefits that the DORA is expected to bring

affects the performance of the regulation. Conversely, a lack of awareness of benefits is harmful to performance.

SQ4: What is the perception of the financial sector towards the challenges of the DORA?

In contrast to the perceived expected benefits, the challenges are also significant. The challenges will give insight
into the pain points of the financial sector regarding the regulatory landscape in general and possible compliance
issues with the DORA. Challenges could lead to irritation, which can have a more considerable impact on the
overall perception of the regulation than the actual costs caused by the regulation (OECD, 2012). This irritation

is not necessarily related to the administrative burdens imposed by the regulation (European Commission, 2009).

SQ5: What is the perception of the financial sector towards the expected impact of the DORA?
The final sub-question aims to give insight into the impact that the DORA is expected to have in the eyes of
the financial sector. Particularly the impact on digital operational resilience is interesting for the performance
of the DORA, but for the scope of this study, the impact on the financial sector as a whole will be taken into

account when answering this sub-question.

1.5 Societal relevance

We live in a turbulent world. Disruptive events have challenged organizations over the past decades. Therefore,
operational resilience has become a more and more pressing matter for the critical infrastructure. In case of
disruptions, critical business processes must keep running. An essential component of the increasing risks is
cyber criminality. There has been a significant increase in cyber criminals, and the financial sector is three times
more at risk than any other sector (European Parliament, 2017). At the same time, it is becoming harder and
harder for security managers to make adequate security policies due to the rapid digitization and transformation
of the landscape. The DORA aims to ensure digital operational resilience for the financial sector in the EU,
which is part of the critical infrastructure. This research will explore the expected effects of the EU legislation

on cyber resilience and security.

1.6 Fit with EPA

In the Master Engineering and Policy Analysis (EPA) at the faculty of Technology, Policy and Management of
the Delft University of Technology, the focus is on grand challenges. EPA aims to provide decision-makers with
good information to make the right decision under the given circumstances. The considered grand challenge in

this thesis is cyber security. All grand challenges are essential, but in this case, the grand challenge of cyber
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security overlaps with keeping the critical infrastructure safe and secure. The research will aid in providing
decision-makers with information to help them make the right strategic decisions by identifying how the DORA

contributes to ensuring cyber resilience in the critical infrastructure.

1.7 Outline

This report will first explain the key concepts in Section 2. After that, the literature review gives more insight
into the background and states hypotheses in Section 3. Section 4 elaborates on the methodology used to
answer the research question. The findings from this study can be found in Section 5. Next, a discussion of
these findings and a reflection on the hypotheses can be found in Section 6. The research questions are answered,
and recommendations are made in Section 7. Finally, the limitations and future research possibilities are in

Section 8.
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2 Key Concepts

Before analyzing the resilience of the financial sector and how the DORA will affect this, the main concepts
are discussed. In this section, the concepts of critical infrastructure (Section 2.1), resilience (Section 2.2), cyber
security versus cyber resilience (Section 2.3), the financial sector (Section 2.4), and the most common cyber

threats (Section 2.5) are described.

2.1 Critical infrastructure

For the functioning of society, certain processes are so essential that failure or disturbance leads to serious social
disruption and threatens national security (Ministerie van Justitie en Veiligheid, 2019). These processes form
the critical infrastructure (CI). Electricity, access to the internet, drinking water, and payment transactions are
vital processes within the CI. The Dutch CI consists of nine sectors identified by the NCTV. The increasing use
of information and communication technologies makes the CI more complex, and it is becoming more dependent
on each other’s ’always on’ availability (De Bruijne and Van Eeten, 2007). The increased interconnections and
utilization of advanced networking technologies have caused societal and economic benefits but have made it
harder to secure the CI as well (Kaufmann et al., 2015). Furthermore, the digital landscape brings a new
risk to organizations: cybercriminals. Cybercriminals have become more sophisticated and better at attacking
payment systems and digital infrastructures (Khiaonarong et al., 2021). Within the CI, the financial sector is
especially at risk for cyber-attacks. The financial sector has been estimated to be three times more at risk of
cyber-attacks than any other sector (Committee on Economic and Monetary Affairs, 2017), and the European
Systemic Risk Board (2020) identified cyber risk as one of the sources of systemic risk to the global financial

sector. In order to ensure a solid and reliable CI, resilience is needed.

2.2 Resilience

Before the concept of resilience entered the cyber domain, it had been a common term in fields such as engi-
neering, ecology, psychology, and supply chain studies (Holling, 1996; Coutu, 2002; Sheffi and Rice Jr, 2005;
Hollnagel et al., 2006). As the concept has been used in multiple areas, it is hard to give a single definition. For
this study, it is essential to have a good understanding of the definition. A systemic review was performed by
Birkie et al. (2014), analyzing formal definitions of resilience across different contexts. The authors found that

all definitions of resilience consisted of five core functions: sense, build, reconfigure, re-enhance, and sustain.

e Sense: Resilience is focused on handling unanticipated, disruptive events that impact the organization
or system. These are called unknown unknowns. Sensing is related to improving visibility and early

detection.

e Build: Building the right capabilities—either naturally or through acquisition—is crucial for both proac-

tive and reactive actions. The build core function designates a series of proactive actions. Depending on
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the firm’s responsiveness, these are often carried out before or after confronting altering conditions.

e Reconfigure: based on choice preferences and existing capabilities, the company strives to adjust to
unexpected situations that have a significant impact. The answer might occur on two levels. At the most
basic level, the company attempts to adapt to changing conditions by making relatively tiny incremental
adjustments. At a higher level, the company may need to restructure its structure, assets, and so on to

cope with long-term consequences with strategic ramifications and competitive advantage concerns.

e Re-enhance: This function is concerned with maintaining competitive performance levels after shocks
or pressures have been felt. It is concerned with both the recovery from disruptive events and the en-
hancement of opportunistic events. It also emphasizes restoring performance levels that are equivalent to

or better than those that existed before the incident.

e Sustain: The goal of adapting or reconfiguring is to keep company objectives on track. Continuing to
perform in some capacity is a crucial quality that mitigates the unfavorable long-term implications of

stopping and recovering.

Those five core functions encompass resilience definitions through the different fields of expertise. The authors
define resilience as: ”The encompassing dynamic capabilities to sense, build, reconfigure, and re-enhance in the
face of uncertainties in being able to sustain performance” (Birkie et al., 2014). This can be understood as a

broad, all-encompassing definition of resilience.

2.3 Cyber security and cyber resilience

For the purpose of this research, it is essential to understand resilience in the context of cyber and its difference
with cyber security. Cyber security is a common term that has been used since the emergence of cyber and cyber
threats. Cyber resilience, however, can be seen as a vague term. The definition, as given by Birkie et al. (2014),
gives a better idea of how to view resilience in general. However, in the cyber area, it is essential to emphasize
the difference between cyber security and cyber resilience. Cyberspace is a highly interconnected network of
infrastructure, resident data, ICT devices, and components. Cyber security is the process of defending this
cyberspace against intrusions by criminals and other foes. Any such assault carries risks depending on three
variables: threats (who is attacking), vulnerabilities (whose weaknesses are being targeted), and impacts (how
the attack affects the victims) (Fischer, 2017). An important aspect of cyber security is information security,
which ensures confidentiality, integrity, and availability of information (Whitman and Mattord, 2021). This
is also known as the CIA triad. Where cyber security is focused on defending against malicious actors and
minimizing the impact of an incident, cyber resilience goes a step further and has a broader scope concerning
not only what happens before an attack, but also including the actions during and after an attack to minimize
the impact and continue operations as well as possible and bounce back to the original state or even a better

state.
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Bjorck et al. (2015) set out to define and analyze the difference and definitions of the two terms. The authors
distinguish five defining characteristics to differentiate cyber resilience from cyber security: objective, intention,

approach, architecture, and scope.

e Objective: The aim of cyber security is to protect networked IT and information systems. Cyber
resilience, however, is focused on the higher-level objective of ensuring business delivery. As a result, a
system is considered resilient when it can generate business value even in the face of unfavorable cyber
occurrences, such as by using alternate ways of business delivery. As a result, any initiatives to improve

cyber resilience must begin with business rather than information technology.

e Intention: The second aspect refers to the desired properties of a system. In cyber security, the intention
is to design systems that the system should withstand cyber events, so they must be fail-safe. Resilient

systems go one step further and must be able to fail in a controlled way. They must be safe-to-fail.

e Approach: A simplistic perspective of security is that it is implemented on a system. Encrypted com-
munications, for example, can be used to secure communication between a system and its users. Another
example is that corporations might establish special security teams that exclusively deal with system
security. On the other hand, a resilience strategy would have a considerably more significant effect on
the systems being” protected,” necessitating the inclusion of resilience as an integral component of the IT

systems and the organization’s overall functioning. Resilience should be built in rather than added on.

e Architecture: The architecture of a system is concerned with its internal structure and is described
as the system’s component modules and their interactions. When it comes to resilient systems, the
architecture must be designed to accommodate partial failure. As a result, rather than a hard exterior
shell, the architecture should be viewed as a series of levels of protection. Each layer should therefore be

constructed to adhere to the previously mentioned safe-to-fail approach.

e Scope: The scope of a cyber-resilient study cannot be limited to a single system or organization and its
immediate surroundings. The reason for this is twofold: first, the danger might emerge from any of the
system’s numerous interconnections. Second, linkages with other systems (such as sub-suppliers) might

be a source of strength regarding the systems’ capacity to recover from cyber incidents.
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Table 2.1 overviews the differences between cyber security and cyber resilience along the five aspects.

Table 2.1: Characteristics of cybersecurity vs. cyber resilience (Bjorck et al., 2015)

Aspect Cybersecurity Cyber resilience

Objective Protect IT systems Ensure business delivery
Intention Fail-safe Safe-to-fail

Approach Apply security from the outside Build security from within
Architecture  Single layered protection Multi layered protection

Scope Atomistic, one organization Holistic, network of organizations

Bjorck et al. (2015) also propose a definition of cyber resilience in their paper, which is more concise and focused
on cyber than the general and broad definition from Birkie et al. (2014). Therefore, the following definition for

cyber resilience will be used in this study:

”Cyber resilience is the ability to continuously deliver the intended outcome despite adverse cyber events”

(Bjorck et al., 2015)

2.4 The financial sector

This study focuses on the digital operational resilience of the financial sector in the EU. Therefore, it is im-
portant to define the financial sector en emphasize the necessity for its resilience. The financial sector consists
of all financial service organizations. As Asmundson (2017) describes it: ”at its heart, the financial sector
intermediates. It channels money from savers to borrowers and matches people who want to lower risk with
those willing to take on that risk”. The author makes a broad split between FSOs: (1) insurance and related
services and (2) banks and other financial service providers. Together, these form the financial sector. In this
study, the FSOs are all the parties in the financial sector to which the DORA applies (see table B.1 in Appendix
B). Digital operational resilience is of high importance for the financial sector. Due to risk concentration and
a lack of alternatives, a business interruption of a financial market infrastructure or a group of large financial
institutions might have a significant impact. For example, market participants would not be able to complete
transactions if a payment and settlement system went down during the day, exposing them to liquidity and
solvency risk. Similarly, equivalents of large banks that are disrupted and unable to conduct transactions would
be in danger of liquidity- and solvency issues (Kopp et al., 2017). The financial industry is evolving. Institu-
tions are implementing quicker, more responsive 24-hour internet services everywhere you look to fulfill client
demand. However, as digital interaction grows, hacker organizations are enlarging their destructive footprints

by using cutting-edge tools to enter operations, assault crucial programs, and steal data (Sydekum, 2018).

2.5 Most common cyber threats for the financial sector

The focus on cyber resilience within critical infrastructure, particularly the financial sector, is not superfluous.

The development of technologies combined with the interconnectedness of the financial sector has made FSOs
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attractive to malicious actors. Even though the actual data on cyber incidents are scarce, as organizations
have no incentive to report them (Bouveret, 2018), VMware (2020) found a 238% increase in cyber attacks
targeting financial institutions in the first half of 2020 through a survey with 25 Chief Information Security
Officers (CISOs) from leading financial institutions. IBM and the Ponemom Institute assessed the financial
sector’s average cost of a data breach at $5,72 million (IBM and Ponemon Institute, 2021). Therefore, it is
crucial to understand the most common cyber threats and vulnerabilities for FSOs. The most common cyber
threats for FSOs that are mentioned across different sources (Bouveret, 2018; Khiaonarong et al., 2021; Kost,

2022; Ozarslan, 2022) are:

1. Phishing
Phishing attacks, which have been around for decades and are still a huge issue today, pose a severe threat
in the cyber world. Attackers are using a variety of innovative and inventive tactics to execute phishing
assaults, which are on the rise (Alabdan, 2020). Phishing is a social engineering approach that seeks
to persuade the victim of the attack to give personal information such as an email address, username,
password, or financial information. The attacker subsequently exploits this information against the victim
(Stavroulakis and Stamp, 2010). Email phishing is the most common form (Kost, 2022). Tt is estimated

that 90% of successful cyber attacks start through phishing (Moramarco, 2021).

2. Ransomware
Another serious cyber danger to financial institutions is ransomware. During a ransomware attack, at-
tackers encrypt victims’ computers with software, locking them out. Only by paying a ransom can the
harm be repaired. Ransomware attackers utilize various extortion methods to get victims to pay a ransom.
The most common strategy is to post larger chunks of confiscated sensitive material on criminal forums
until a ransom is paid (Kost, 2022). The WannaCry cyber attack is an example of a successful large-scale

ransomware attack (Woollaston-Webber, 2017).

3. DDoS Attacks
A DDoS attack is an acronym for a Distributed Denial of Service attack. During a DDoS attack, the
victim’s server is overloaded with requests, forcing the system to go offline. This is a popular method for
attacking financial institutions, as they have a large and diverse attack surface (Kost, 2022). Malicious
actors could exploit the chaos created through a DDoS attack in two ways: launch a different cyber attack

while focusing on solving the DDoS chaos or offer to solve the DDoS chaos for a ransom

4. Supply Chain Attacks
In a supply chain attack, as the name suggests, the attackers enter the system through a vulnerability in
the supply chain. As discussed in the previous section, the high level of interconnectedness of the financial
sector and its heavy reliance on third-party IT suppliers makes this a significant threat to the financial

sector.

19



3 Literature Review

This section of the report presents the literature review. First, the background of the DORA is discussed
starting with the security focus (Section 3.1), the transformation of the professional landscape (Section 3.2), the
struggle for security (Section 3.3), the shift to resilience (Section 3.4), and the existing regulations (Section 3.5).
Next, the DORA and its contents are elaborated upon in Section 3.6, after which Section 3.7 goes into how the
performance of the DORA can be measured. Section 3.8 compares the DORA to the GDPR and analyzes its

perceptions to finally state some hypotheses for the perceptions on the DORA in Section 3.9.

3.1 Focus on security

The DORA is a regulation aimed at digital operational resilience. This is an advanced view and has developed
over time. In the 1990s and 2000s, the focus was not yet on resilience but on security. The awareness of the
risks of interconnected systems and networks grew, but the way to ensure a safe and secure cyberspace was to
aim at cyber security (Hopcraft and Martin, 2018). This prioritization of safety and security flows through in
the policies that are developed during the early 2000s (Coaffee et al., 2009). However, the early 2000s were
different times than the technologically developed world we live in now. Back in 2001, there were no means to
communicate quickly. Something that, through events such as 9/11, has become clear as crucial in disastrous
times. Technological developments have improved communication capabilities and enabled rapid communication
on a global scale. This brings benefits such as quick response in case of an incident but has also opened the
door to new threats and risks. The threat has shifted from a physical one, such as a plane flying into a building,

towards intangible threats, such as ransomware attacks, data leaks, and other cyber intrusions.

3.2 Transformation of the professional landscape

The examples of the Petya attack in 2016 and the global Wannacry virus illustrate how the critical infrastructure
is prone to cyber attacks and how these cyber attacks can have cascading effects, with the possibility to have
an enormous impact. Cyber attacks in the critical infrastructure can cascade on other firms and sectors they
interact with (Ali and Santos, 2015). As mentioned before, the internal organization of a cybersecurity policy
is complex (Adams and Sasse, 1999; Reinfelder et al., 2019), but other factors increase the cyber risk for
organizations. Digitization has caused a transformation of the professional landscape that gives way to more
vulnerabilities. The financial sector is especially at risk for cyber attacks within the critical infrastructure. The
Committee on Economic and Monetary Affairs (2017) has estimated the financial sector to be three times more
at risk for cyber attacks than any other sector. There are new concerns such as privacy, customer protection,
cybercrime, and the interconnectedness of financial systems (Lautenschliager, 2018). Other factors, such as rapid
digitization, the emergence of the complexity of financial instruments, and the expansion of operations, make

resilience a more pressing matter than ever for the financial sector (Leo, 2020). These factors not only make
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it harder to manage operational resilience but are also the reason that the impact of disruptions has become
more severe. The increase in technological interdependencies has transformed the financial sector into a web
of financial services, third-party suppliers, and other market players and infrastructures, making it possible
for an IT disruption to escalate into a systemic crisis (Herndndez de Cos, 2019). Along with the impact of
disruptions being more significant due to the transformation, the likelihood of disruption has also grown. This
can again be explained due to the complexity of operational processes, the reliance on third-party suppliers, the
interconnectedness, and the sophistication of malicious actors (Khiaonarong et al., 2021). The transformation
of the financial landscape has made (1) operational resilience harder to manage, (2) the likelihood of disruption
more extensive, and (3) the impact of disruptions more severe. These factors have caused more concern from

the regulators to ensure operational resilience in the financial sector.

3.3 The struggle for security

The security focus, in combination with the development of technologies and with that the emergence of cyber
threats, has led to growing importance of cyber security. Cyber security protects networked I'T and information
systems (Bjorck et al., 2015). Cyber security is essential for the critical infrastructure, particularly the financial
sector. But what makes cyber security so hard to manage? Adams and Sasse (1999) published a paper called
”Users are not the enemy”. This research studies how security is managed in organizations and finds a tension
between the ones responsible for security in organizations (”security managers”) and employees whose primary
tasks do not involve security ("users”). The authors portray how poor communication between the security
managers and the users results in a non-functioning security policy. Users do not comprehend security concerns,
and security departments do not understand users’ perceptions, tasks, and needs. As a result, security depart-
ments stereotype people as ”inherently insecure”: at best, they are a security risk that must be managed and
controlled, and at worst, they are the enemy inside. On the other hand, users see many security procedures as
time-consuming and unnecessary - an impediment to their actual job. However, it is critical to refute the notion
that users are never motivated to act securely. The paper concludes that most users are security-conscious as
long as they perceive the need for it. Where users were often seen as the weakest link in security, Adams and
Sasse (1999) illustrated how the lack of user-centered design in security mechanisms can be the problem, shifting
the responsibility towards the security managers instead of the users themselves. Twenty years after the publi-
cation of this paper, Reinfelder et al. (2019) published the paper "Security Managers are not the enemy either”
as a response to the paper of Adams and Sasse. The main recommendation from Adams and Sasse (1999)
is to keep the user in mind when designing security mechanisms. However, little study has been conducted
on security managers’ attitudes toward users, how these attitudes develop, and how they impact decisions in
security development processes (Reinfelder et al., 2019). The authors demonstrate that security managers are
not the enemy either. They think and act within the confines of their scope, which is primarily defined by the

organizational structures in existence. Because these institutions exclude users from the security development

21



process and generate a negative attitude of users, the resultant security measures, while well-intended, become
unworkable. Inadequate organizational frameworks for involving users in the security development process lead
to security managers’ unfavorable perceptions of users and hence to a control-oriented approach rather than
a user-oriented one. Implementing organizational frameworks for building user-centered security and offering
relevant methodologies and tools to security managers is an important research direction that requires further

development.

The papers from Adams and Sasse (1999) and Reinfelder et al. (2019) illustrate how complicated it is for an

organization to design security efficiently.

3.4 Shift to Resilience

While the focus on cyber security was growing, a new term arose: resilience. The financial crisis of 2008 has
caused resilience to be a prominent term in organizations and regulation but managing it has always been a
critical topic (Dowell-Jones and Buckley, 2016). Coaffee (2013) demonstrates the shift from security to resilience
as well. The author identifies three 'waves’ of resilience policy in the UK. Resilience strategies have evolved over
time and in response to various shifting socio-political and economic constraints (which have re-articulated the
meaning, scale, operational role of, and responsibility for, resilience). The first wave of resilience, in the early
2000s, was primarily materially oriented, reactive by nature, and aimed to reduce security risk. However, as
the 2000s progressed, more was done to emphasize the resilience cycle’s preparatory components. The focus of
second wave resilience policy shifted from shock absorption to the capacity of organizations, governments, and
communities to absorb shocks and take preventative measures. The capacity of organizations, governments,
and communities to foresee shocks and ultimately incorporate resilience into daily operations emerged as the
third wave of resilience in the mid-late 2000s. Urban resilience policy has developed from a discourse of shock
absorption to one of more excellent prevention, and finally to one that incorporates resilience thinking into daily
activities. This focus on resilience can also be found in the cyber field. During the 2012 World Economic Forum
meeting in Davos, cyber resilience was recognized as an area of growing importance, and commitments were

made to improve the resilience against cyber risks (World Economic Forum, 2012).

3.5 Existing regulations

In order to establish a resilient financial sector and protect against the threats mentioned in section 2.5, several
regulations and guidelines have entered into force over the last decade. In the EU, different authorities govern
the financial sector. Together they compose the European System of Financial Supervision (ESFS). It consists
of the European Supervisory Authorities (ESAs) and the European Systemic Risk Board (ESRB). The ESAs

are three sector-specific authorities:

1. European Banking Authority (EBA)
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2. European Insurance and Occupational Pensions Authority (EIOPA)

3. European Securities and Market Authority (ESMA)

European Systemic Risk Board (ESRE)

ECE counc EIOFA, and ESMA Commission
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Figure 3.1: Governance structure of the ESFS

An overview of the governance structure of the ESFS is presented in figure 3.1. Together these authorities
provide the financial sector with guidelines on how to operate and frameworks that authorities can use. Some
existing guidelines are aimed at already ensuring cyber security or even cyber resilience. Examples are the EBA
Guidelines on ICT and Security Risk Management, the EIOPA Guidelines on ICT Security and Governance,
and the ESMA Guidelines on outsourcing to cloud service providers. These guidelines are from the ESAs on an
EU level. However, they are sector-specific and thus not for the entire financial sector. In the Netherlands, there

is the DNB Good Practice on Information Security, which is followed by all FSOs, but only in the Netherlands.

3.6 The Digital Operational Resilience Act

The DORA is part of the European Commission’s priorities to make Europe fit for the digital age. This is
called the Digital finance package, a strategy aimed at enabling and supporting the potential of digital finance
in terms of innovation and competition while mitigating the risk arising from it. The digital finance package
includes a new strategy on digital finance for the EU financial sector to ensure that the EU embraces the
digital revolution and drives it with innovative European firms in the lead, making the benefits of digital
finance available to consumers and businesses. Strengthening the digital operational resilience of FSOs is
a necessary measure. The increased dependence on digital and remote technologies due to COVID-19 has
emphasized this need (European Commission, 2020a). Digitization and operational resilience are two sides of

the same coin. Digital or Information and Communication Technologies (ICT) give rise to both opportunities
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and risks. These must be well comprehended and handled, particularly during times of stress. As a result,
policymakers and regulators have become increasingly concerned about the risks associated with reliance on ICT.
They have attempted to improve company resilience by establishing standards and coordinating regulatory and
supervisory efforts. This work has been done on an international and European level and for several specialized
industries and sectors, including financial services. ICT risks, however, continue to pose a threat to the EU
financial sector. After the financial crisis of 2008, a reform strengthened financial resilience. The measures
were focused on operational risks in general and only addressed ICT risks indirectly in some areas. These
post-crisis changes to EU financial services legislation were aimed at governing financial risks but did not fully
address digital operational resilience. Due to the need for more specific and comprehensive regulations on digital
operational resilience at EU level, national regulatory initiatives (such as digital operational resilience testing)
and supervisory techniques have proliferated (e.g., addressing ICT third-party dependencies). Due to the cross-
border nature of ICT risks, there are better ways to ensure cyber security than these national regulations. These
uncoordinated initiatives have an adverse effect, resulting in overlaps, inconsistencies, duplicate requirements,
and high compliance costs (European Commission, 2020a). Therefore, the European Commission proposed the
regulation for a comprehensive framework on digital operational resilience for the financial sector in the EU.

The harmonization of the regulation that the DORA proposes is based on five pillars:
1. ICT Risk Management

2. ICT Incident Reporting

w

. Digital Operational Resilience Testing
4. ICT Third-Party Risk Management
5. Information and Intelligence Sharing

Through harmonization of these five pillars on an EU-wide scale the FSOs should be helped in achieving

operational resilience.

ICT Risk Management (DORA Art. 5 — 14)

The first pillar of the DORA is aimed at ICT Risk Management. To keep pace with the rapidly changing
cyber threat landscape, the DORA requires FSOs to set up and maintain resilient ICT systems, continuously
identify all sources of ICT risks, configure security and preventive measures, and rapidly detect anomalies.
Implementation of the specific and comprehensive business continuity policy and disaster recovery and recovery

plan, which are an integral part of the operational business continuity policy (European Commission, 2020a).

ICT Incident Reporting (DORA Art. 15 — 20)
The second pillar concerns streamlining the reporting of incidents. This is achieved through two actions:
(1) a general requirement for the management of logging and reporting ICT incidents and (2) the obligation to

classify the incidents based on criteria detailed in the regulation. These criteria are composed by the supervisory
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authorities. In case of an incident, the FSO also needs to provide the authorities with an initial, intermediate,

and final report and inform their users of possible financial consequences.

Digital Operational Resilience Testing (DORA Art. 21 — 24)

The third pillar of the DORA sets out requirements for testing digital operational resilience. These requirements
depend on the size, business, and risk profiles of the FSO. Those FSOs that are found to be significant and
cyber-mature by competent authorities must perform Threat Led Penetration Testing (TLPT). Penetration
testing exposes and identifies the exploits and vulnerabilities in a cyber system by attacking or scanning it
(Naik et al., 2009). Next to the requirements for the FSOs, this chapter lists the requirements for testers to

become authorized to perform the tests.

ICT Third Party Risk Management (DORA Art. 25 — 39)

The fourth pillar is the most renewing and important of the regulation. It addresses the interconnectedness of
the financial sector. FSOs have become heavily dependent on third-party ICT suppliers, complicating the supply
chain and making it harder to manage security. This is also why the chances of disruption are higher and the
impact more severe. Sound monitoring of ICT third-party risk is to be accomplished through this regulation.
This will be achieved through (1) principle-based rules applying to the monitoring of third-party risk and
(2) harmonizing the key aspects of the service and relationship with third-party ICT providers, thus allowing
the FSO to fully monitor the ICT risk of third parties during the closing, execution, termination, and post-
contractual phases of their relationship. There are strict requirements on the contents of the contract between
the FSO and the ICT provider. Some examples of such contractual elements are a description of services, the
indication of locations where data is to be processed, relevant provisions on accessibility, availability, integrity,
security, and protection of personal data, and guarantees for access, recover, and return in the case of failures of
the ICT third-party service providers. Next to the requirements regarding the monitoring and the contractual
elements between FSOs and ICT third-party providers, the regulation proposes to construct a list of critical
ICT third-party service providers. This list will be subjected to an EU oversight framework, putting the critical

ICT providers under direct oversight. This oversight framework consists of two parts:

1. DORA Oversight Forum
The Oversight Forum has the roles of preparing joint positions, appointing the Lead Overseer, consulting
the Lead Overseer in exercising powers and addressing recommendations, fostering ICT risk management
best practices, and ensuring cross-sectoral coordination to all matters on ICT risk in accordance with its

tasks on cyber security.

2. DORA Lead Overseers
The three ESAs are overseers and will be appointed by the Oversight Forum. They receive powers to
ensure that ICT service providers that fulfill a critical role in the functioning of the financial sector are

adequately monitored. They have the task of designating the ICT service providers as ’'Critical Third

25



Party Providers’, assessing these providers, and drafting oversight plans and guidelines for cooperation
with national competent authorities. To do this, they have the power to request information, perform
general investigations and on-site inspections, issue penalties for not providing information, and make

recommendations.
Figure A.1 in Appendix A presents a visual representation of the ICT providers’ oversight framework.

Information and Intelligence Sharing (DORA Art. 40)
The last pillar of the DORA aims to enhance digital operational resilience by raising awareness among FSOs
regarding cyber threats. The regulation enables the FSOs to set up arrangements to exchange cyber threat

information and intelligence.

3.7 Measuring resilience

The DORA aims to ensure digital operational resilience for the financial sector in the EU. The challenge with
resilience, however, is that it is difficult to measure. Efforts have been made to measure resilience. Winderl
(2014), for example, has reviewed measurements of resilience against natural disasters. It does, however, not
consider more narrow-focused forms of resilience, such as cyber resilience. Platt et al. (2016) attempted to
measure resilience and recovery in cases of an earthquake and found it very challenging. The authors propose
analyzing data of historical events to build prediction models. This emphasizes the core problem of measuring
resilience: resilience can only be measured after an incident. In the field of cyber, efforts have been made,
but they mainly focus on cybersecurity, thus on access to the system and maintaining CIA, but there is little
information on what happens after the system is breached (Jacobs et al., 2018). This challenge with measuring
resilience is aggravated by the fact that the DORA is still in the proposal phase and that the technical standards
have not yet been published. So it cannot be said what exact impact the DORA will have on the resilience of the
financial sector. There are, however, ways to measure regulatory performance. The OECD (2012) published a
report based on research and discussions on perception surveys to evaluate the effectiveness of regulatory reform
programs. They found that positive perceptions and stakeholder support are critical for regulatory success. The

report states that perception surveys can serve three primary purposes:
e evaluation of the success of a regulation from a user’s perspective;
e identify areas of concern to stakeholders; and

e obtain information on stakeholders’ awareness, confidence, interest, and recognition of regulatory obliga-

tions.

For this study into the coming DORA regulation, the stakeholders’ perceptions will significantly impact the
result of the implementation. Therefore, it is interesting to research the perceptions of the entities that DORA

will apply. However, since the DORA has yet to enter into force and the technical standards are still to be
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published, it is a challenge to measure the perceptions on a detailed level. Therefore, in the case of this DORA

study, the perceptions of the expectation of the DORA will be studied.

3.8 The case of the GDPR

The DORA is not the first EU-wide regulation. Comparable regulations have gone into force over the past years
affecting the financial sector in the EU. The best comparable example is the General Regulation Data Protection
(GDPR), which entered into force in 2018. The GDPR is a comprehensive data protection regime with a larger
scope than any similar law in the EU or elsewhere, with which the EU took an ’omnibus’ approach to privacy
law and data protection (Allen et al., 2019). For the case of this research, it is interesting to compare the
perceptions of the GDPR with the final result of the law. This way, some hypotheses on both the perceptions of
the DORA and the impact that these perceptions will have on the result of the regulation. These perceptions
will be discussed along the same structure as the research questions: novelty, preparedness, benefits, challenges,

and expected impact.

Perception towards the novelty of the GDPR

Baker (2017) wrote an article discussing the expected impact of the GDPR on the banking sector, discussing that
this sector is a heavily regulated one, which is governed by a variety of stringent, onerous regulations that can
require a lot of paperwork and appear to be continually added to by authorities all over the world. In addition,
basic rules apply to everyone outside of business standards, which are only becoming stricter. Therefore, one
might assume that an additional regulation can appear relatively harmless in an industry that is already overrun
with compliance mandates, but that is not always the case, states the author. Therefore, the GDPR will also
have an impact on the banking industry. The main reforms that the GDPR makes for all enterprises are mostly

focused on securing the rights of data subjects, and the requirements for breach notification are stricter.

Zerlang (2017) highlights another aspect of the GDPR, which emphasizes how data is now central to an organi-
zation’s success: whereas in earlier years, the challenge provided by cyberthreats would be addressed primarily
by the department against whom the attack was performed, now every organization is required to have a Data

Protection Officer.

The GDPR was generally perceived as a law that introduced new concepts. Individuals’ rights would be
strengthened, control over one’s data would be enhanced, and organizations would face hefty fines if they could
not comply with the regulation. The exponentially rising amount of data organizations work with correlates

with greater levels of risk and necessity.

Perception towards the preparedness for the GDPR
The second aspect of the perception that was studied is the perceived preparedness for the GDPR of the
financial sector. According to a study conducted by Deloitte in 2018, one-fifth of organizations only aimed for

bare minimum compliance at the outset of the GDPR(Gooch et al., 2018), 92% of the organizations, however,
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believed that they would be able to comply with the GDPR in the long term. A different study performed
by McKinsey surveyed major European companies on their readiness for the GDPR. They found that only 10
percent had mature cybersecurity risk-management practices (Larsson and Lilja, 2019). Mikkelsen et al. (2017)
howed that it could take companies years to complete all the necessary implementations, possibly with high

costs.

The perception of the preparedness for the GDPR was predominantly positive, where most players expected
that they could be compliant in the long term. However, research showed that 90% of the organizations were
severely lacking when the GDPR was introduced (Larsson and Lilja, 2019). Even though the preparedness was
low before the introduction of the GDPR, the positively perceived ability to comply turned out to be correct, as
most organizations were able to comply with the regulation. A report from 2019 concluded that FSOs generally
found it easier to comply with the GDPR than organizations in other sectors because of their experience in

meeting strict privacy and data protection regulations set by financial regulators (Gooch et al., 2019).

Perception towards the benefits of the GDPR

The perceived benefits that regulation will bring are of great importance for its performance (OECD, 2012).
Perceived benefits of a law can lead to a positive perception of it, which creates stakeholder support, and
that is critical for regulatory success. Zerlang (2017) emphasizes that the advantages of implementing GDPR
throughout an organization are apparent, but the drive toward digital transformation will necessitate extensive
planning and assessment of the people, technology, and processes required to safeguard it. This may be a costly
process, but organizations can take advantage of this process, utilizing advanced tools to analyze the big data
at hand. Larsson and Lilja (2019) describe how the GDPR can be seen not only as a punitive measure but also
as a stimulus for businesses to change how they handle data, manage risk, and comply with regulations, making

them more competitive in the digital economy.

A year after the GDPR, Gooch et al. (2019) stated that despite the high compliance costs, the consensus among

the industry is that a cost-benefit analysis would show that the benefits are higher.

Perception towards the challenges of the GDPR

The GDPR was not only perceived to bring benefits to the organizations. The main challenge that was perceived
was related to compliance because 90% of organizations were not well prepared, and they would need to make
large investments (Larsson and Lilja, 2019). It would also require significant people, systems, and process plan-
ning and review (Zerlang, 2017). In the financial sector, organizations were generally less confident about their
compliance (Gooch et al., 2019). It might seem strange that the companies that operate in a heavily regulated
area and are used to strict regulations and privacy or data laws are less confident about their compliance, but

this shows that FSOs have a more realistic understanding of the difficulties of compliance.

But the compliance issues are not the only perceived challenges of the GDPR. Many also see it as a barrier

to digitization. They worry that stronger data protection laws may restrict their ability to engage in digital
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commerce and that they will have to put new policies in place to safeguard both consumer and employee
data. Businesses are also concerned that the money required to comply with GDPR would take funding away
from other digital initiatives. Finally, they also wonder if the more burdensome European regulations will

disadvantage European businesses in the global marketplace (Mikkelsen et al., 2017).

These perceived challenges were partially correct. Some organizations had trouble initially with the new strict
requirements of the GDPR, but most organizations were compliant at the given time (Hawker, 2018). The other
challenge turned out to be a benefit. The GDPR forced organizations to invest in structuring and harmonizing
customer data, which can be costly and time-consuming. It can initially seem as though such expenditures
would only be made out of need rather than as a way to add value to the company. However, the business value
of such investments is not simply wasted because the relevant data is cleaned, verified, and organized in a new
structure that makes it easier to adhere to GDPR standards while also guaranteeing that the data is collected,

stored, and used more wisely for data analytics and perhaps even for generating knowledge.

Perception towards the impact of the GDPR

The GDPR was expected to impact data protection and privacy across all industries greatly. The financial
sector deals with a lot of personal data. Therefore, it was expected to have an enormous impact on FSOs
(Arcuri, 2020). A report after the implementation of the GDPR showed that the FSOs found compliance a
struggle because of its broad scope (Gooch et al., 2019). The GDPR was expected to have an effect outside of
the EU as well since the location of the person whose data is processed matters and not the location where the
data is processed. As it turns out, a survey from Gooch et al. (2018) shows that the impact of the GDPR goes
beyond Europe’s borders, contributing to the so-called ’Brussels effect’, where the influence of EU rules is felt
globally because of the size of the European market and the pressure on other nations to uphold the highest

standards.

3.9 Hypotheses

Based on the perceptions of the GDPR before its implementation found through literature study and by com-
paring the GDPR to the DORA, some hypotheses can be made about the perceptions of the DORA expected

to be found in this study.

Novelty and preparedness

First of all, the novelty of the DORA is expected to be perceived as lower than the GDPR. This is because
the GDPR was a more radically new regulation than the DORA, which builds on existing guidelines and
frameworks. Consequently, this is expected to result in a higher perceived preparedness since some of the
DORA requirements are based on other requirements. But even though the chapters of the DORA might
overlap with existing guidelines, the DORA does introduce some new concepts or more extensive requirements.

Especially the ICT third-party risk management section is expected to bring new concepts and requirements.
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Benefits
There are several benefits expected to be perceived. The hypothesis is that the FSOs will see the fact that
EU-wide is being implemented aimed at the digital operational resilience of the financial sector with positive

regard. More specifically, the chapter on ICT third-party risk management, since this is a tricky point for many

FSOs.

Challenges

The expected perceived challenges will have to do with compliance issues. As expected and observed in the
case of the GDPR as well: the financial sector is heavily regulated, which does not make it easier for them to
comply with new standards. It simply means that they understand how much effort it takes. These perceived
compliance challenges are expected to be caused for the same reason as with the GDPR: the broad scope of the

regulation.

Impact

Finally, the expected perception of the impact that the DORA will have is that the DORA will have a positive
impact on the resilience of the financial sector. However, in contrast to the GDPR, the DORA is not expected
to have the same groundbreaking impact. Whereas the GDPR impacted all organizations that handle personal
data and all individuals whose data is handled by organizations, the DORA is expected to increase the digital
operational resilience of the financial sector in the EU. This is a lower impact than the GDPR, but it is the

main objective of the regulation.

With these hypotheses stated, the following section goes into the methodology that is used to study the per-

ceptions of the participants.
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4 Methodology

This section presents the methods that are used to answer the research question and the sub-questions. First,
section 4.1 explains the qualitative nature of this research with its benefits and challenges. Secondly, section 4.2
elaborates on how the participants for this study are recruited. The ecosystem representation and profiles of
these participants are presented in section 4.3. Section 4.4 clarifies the ethical governance and data management
of this research. Then, in section 4.5, the design of the study is presented. Finally, section 4.6 elaborates on

how the data is analyzed.

4.1 Qualitative research

In order to answer the research question, qualitative research will be performed. As the study concerns a new
regulation and its preparations, it is of an explorative nature. Therefore, a qualitative approach will be used to
understand the attitude towards the DORA better. The data will be collected using interviews with high-level
security managers in financial institutions and ICT providers. One of the main difficulties of qualitative research
is that it rapidly generates an extensive, cumbersome database because of its reliance on prose in the form of
such media as field notes, interview transcripts, or documents. Miles (1979) has described qualitative data as
an ‘attractive nuisance’, because of its richness but the difficulty of finding logical paths through that richness.
Unlike quantitative data analysis, there are few well-established and widely accepted rules for qualitative data
analysis. Although learning the techniques of quantitative data analysis may seem painful at the time, they give
an unambiguous set of rules about handling data. Qualitative data have not reached this degree of codification of
analytic procedures, and many writers would argue that this is not necessarily desirable (Bryman and Burgess,

1994).

4.2 Participant recruitment

For the purpose of this study and the basis of participant recruitment, it is essential to define the scope of
the research. As this study aims to give insight in the preparedness for and the perception of the DORA,
the regulation has to apply to the participants. In the DORA proposal, 23 entities are defined that will come
to fall under this regulation (European Commission, 2020b). They are divided into two groups: (1) financial
entities, including parties such as banks, insurance companies, and pension funds, and (2) ICT third-party
providers. An overview of all the entities that DORA applies to as defined in the proposal can be found in
Table B.1 in appendix B. The participants of this research will be recruited from these two groups, with a
focus on the first group: financial entities. As the technical standards of the DORA regulation are still under
discussion, the proposal is high-level in nature. Therefore, the level of detail that can be extracted through
interviews is limited. The interviews are designed to get an insight on a strategic level on the perception of the

introduction of the DORA with its benefits and challenges. In order to get this information, the participant
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needs to be in a high-level strategic position concerned with compliance with regulations such as the DORA
and the organization’s general ICT risk and operational security. This reduces the size of the group of possible
participants, but for the aim of this research, these roles are needed to get the desired information. Additionally
to the participants from the financial sector and the ICT suppliers, participants are included from supervisory

authorities on both the European level (EBF) and the national level (DNB).

4.3 Ecosystem representation and interviewee profile

The participants were selected from high-level executives at the entities that DORA applies to. The DORA
is a regulation for the financial sector in the EU. Therefore, the larger part of the participants is from FSOs.
Since the DORA also entails some requirements for ICT service providers, one interview was conducted with
an ICT organization. Additionally, two interviews were conducted with supervisory authorities involved in the
discussions about the DORA proposal and in enforcing the regulation. Below is an overview of the participants

per group.

e Financial Service Organizations [P1, P2, P3, P4, P5, P7, P8§]
The largest group of participants was selected from the FSOs. In particular, from three banks, three
insurers, and one pension fund. All organizations differ in size from over 20.0000 employees to under 500

employees.

e ICT service provider [P9]
As the DORA has severe consequences for the practices of ICT third-party service providers as defined in
articles 25 to 39, it is interesting to see how the I'T providers are concerned with DORA. One large Dutch

ICT service provider was interviewed.

e Supervisory Authorities [P6, P10]
Members of two supervisory authorities are included in the study: the EBF and DNB. The EBF is a
consortium of 32 banking associations representing over 3500 banks in Europe (EBF, 2022). During the
process from the DORA proposal towards the final implementation of the regulation, the EBF represents
the voice of the banks in Europe and influences the content and technical standards of the regulation.
Because of this involvement and closeness to the policymakers, an interview with a member of the EBF
could give extra insights into DORA’s driving forces and aims. The DNB is the Dutch authority for
the financial sector. They are responsible for the national enforcement and supervision of the regulation.
Perceptions from the DNB on the DORA and the financial sector could provide helpful insights into the

execution of the regulation.
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4.4 Ethical governance and data management

This research has been approved by the Human Research and Ethics Committee of the TU Delft. Due to the
impact of COVID-19, most participants worked from home. Therefore, the interviews were conducted online
through Microsoft Teams. They were recorded and transcribed. Two of the participants could not make time
for an interview and participated through an online survey consisting of the same questions as the interview.
One interview was conducted face-to-face, but the participant did not want the conversation to be recorded.

After transcription, the recordings of the interviews were destroyed.

4.5 Study design

The report from the OECD (2012) provides a guide to using perception surveys to measure regulatory perfor-
mance. In this case, however, surveys are not the optimal way to get the desired insights. The group of possible
respondents is lower due to their needed level of experience and responsibilities in the organization. Therefore,
interviews are chosen as the method. With a smaller number of participants, this can give more information
than surveys, as through a semi-structured interview, more information, mainly implicit, such as perceptions,

can be extracted. The interview consists of two parts: preparedness scoring and semi-structured questions.

4.5.1 Preparedness scoring

The first part is aimed at understanding the perceived preparedness and newness of the DORA proposal. The
second part is focused on the general perceptions of the participant of the implementation of the DORA. In order
to get a good view of the preparedness for the first part, the DORA proposal is translated into 18 statements
that represent the requirements from the articles of the DORA. Participants were asked to score each statement
on a scale from 0 to 5. This scale is an often-used scoring method for similar assessments. For example, the
Dutch regulator DNB also uses this scale for maturity assessments on information security (DNB, 2020). The
framework is originally taken from the international standards Control Objectives for Information and related
Technology (IT Governance Institute, 2007). An overview of the framework with its meanings is presented in

Table 4.1.

The 18 statements the participants had to score are interpretations of the articles in the DORA proposal.
Each article was studied carefully and translated to a statement that aims to capture the essence of the re-
requirement. The statements are divided into the five chapters that DORA consists of. The construction of
the statements was an iterative process with external checks from academics and subject experts from the
industry to ensure that the statements were both concise and exhaustive. The aim was to cover all the elements
of the article in one sentence. An example of this is presented in Figure 4.1, where the colors represent the

corresponding elements.
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Table 4.1: Preparedness score framework

Score Label Meaning

0 Non-existent No documentation. There is no awareness or attention for this control.
Control is (partly) defined but performed in an inconsistent way.
The way of execution is depending on individuals.

Control is in place and executed in a structured and consistent,

but informal way.

Control is documented, executed in a structured and formalized way.
Execution of control can be proved.

The effectiveness of the control is periodically assessed and improved
when necessary. This assessment is documented.

An enterprise-wide risk and control program provides continuous and
effective control and risk issues resolution. Internal control and risk
management are integrated with enterprise practices, supported with
automated real-time monitoring with full accountability for control
monitoring, risk management and compliance enforcement. Control
evaluation is continuous, based on self-assessments and gap and root
cause analyses. Employees are proactively involved

in control improvements.

1 Initial
2 Repeatable but intuitive
3 Defined

4 Managed and measurable

5 Optimized

Article 16
Classification of ICT-related incidents

Financial entities shall classify ICT-related incidents and shall determine their impact
based on the following criteria:

(a) the number of users or financial counterparts affected by the disruption caused
by the ICT-related incident, and whether the ICT-related incident has caused
reputational impact;

| (b) the duration of the ICT-related incident, including service downtime; | ICT-related incidents are classified based on

(c) the geographical spread with regard to the areas affected by the ICT-related # affected number of user: geographical spread,
incident, particularly if it affects more than two Member States; |data losses | criticality of services affected and

(d) the data losses that the ICT-related incident entails, such as integrity loss, economic impact.
confidentiality loss or availability loss;

(e) the severity of the impact of the ICT-related incident on the financial entity’s
ICT systems;

(f) the criticality of the services affected, including the financial entity’s
transactions and operations;

(g) the economic impact of the ICT-related incident in both absolute and relative
terms.

Figure 4.1: Conversion example of article 16 of the DORA

A complete overview of the 18 statements can be found in Appendix C, Table C.1, and the articles from the

DORA related to the statements are presented in Table C.2.

4.5.2 Semi-structured questions

After the scoring of the preparedness statements, the second part of the interview starts. This is a semi-
structured interview with guiding questions. The aim of this part of the interview is to get an insight of the
participant’s perception of the DORA. The question setup is presented in Table 4.2. The questions are designed
so that the participant’s perception can be interpreted from the answers. The participants were allowed to
deviate from this list of questions to ensure that all possible information was extracted. The sub-questions were
kept in mind during the interview, which are in line with the semi-structured questions, to make sure that the

participant’s deviation would allow the ability to answer the research question.
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Table 4.2: Core questions of the semi-structured interview

Interview question

Scope and context

1) Are you aware of the EC proposal for the DORA?

2) Do you think DORA is introducing any new
concepts that previous regulations did not?

3) How prepared do you estimate your organization
to the DORA at this point in time?

4) What benefits do you think DORA is going

to bring for FSOs?

5) What challenges do you think DORA is going to
bring for FSOs?

6) Do you foresee any risks or implications in
relation to those challenges?

7) Does the DORA address the challenges you have?

8) Do you feel like the DORA makes it easier to
comply to (international) regulations?

9) Do you think the 24 months for compliance after
the DORA comes into force are sufficient for your
organization?

10) Do you think that the financial sector will be
resilient two years after the DORA is implemented?

Opening question to determine

the participant’s awareness of DORA
Participant is asked to elaborate on
new concepts that DORA introduces
in comparison with existing regulation
and the participant’s perception of it.
Participant is asked to determine their
readiness for the DORA. Participant is
asked to elaborate on the preparations
they have taken.

Participant’s positive perception of
DORA is questioned.

Participant is asked which aspects of
DORA could cause challenges.
Participant is asked to elaborate how
the challenges of DORA could cause
extra implications or risks.

Participant is given the chance to
address current challenges they have
which could be resolved by the DORA.
Participants can elaborate on
compliance issues with existing
regulations.

The perception of participants is
questioned regarding the possibility of
compliance with the DORA.

Final question to see if the participant
thinks the DORA will lead to resilience
and gives participant the freedom to
elaborate on things unmentioned.

4.5.3 Other participants

For the interviews with the participants from the ICT provider, the EBF, and the DNB, the first part of
the interview with the preparedness scoring was omitted because these statements only apply to the financial
institutions. These interviews consisted purely of a semi-structured question set. These questions can be found

in Table D.1, in Appendix D, Table E.1, in Appendix E, and Table F.1, in Appendix F, respectively.

4.6 Data analysis

After transcription, the data are ready to be analyzed. First, a thematic analysis is performed to identify
recurring themes in the interviews and to make sense of patterns of meaning across the data set. Braun and
Clarke (2021) wrote a paper on quality practice in thematic analysis. This paper defines a six-phase process for
data engagement, coding, and theme development. The process is as follows: 1) data familiarization and writing
familiarization notes; 2) systematic data coding; 3) generating initial themes from coded and collated data; 4)
developing and reviewing themes; 5) refining, defining, and naming themes; and 6) writing the report. This

six-phase process is followed in the thematic analysis of the transcripts. Codes were gathered in a codebook,
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where multiple codes related to the same theme were grouped, thus identifying topics of interest that were

mentioned across different interviews. Finally, these grouped codes were translated into themes.
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5 Findings

This section of the report presents the findings from the analysis of the interviews. The themes found through

thematic analysis are presented in Table 5.1.

Table 5.1: Themes identified through the analysis

Theme Description
New concepts of the DORA and Codes related to the novelty of the DORA with regard to existing
previous regulations regulations or standards

The opinions of the participants on the benefits
and challenges of the DORA
Professional landscape of the Codes related to the current landscape, third-party reliance,
financial sector ICT supply chain, and changes herein
. Codes related to compliance, including existing compliance issues,

Prepa?amon for the DORA and foreseen compliance issues with the DORA, and expectations for the
compliance . . o 1

future regarding compliance and its impact on resilience
Codes related to the actual contents and requirements of the DORA.
These can be across all chapters of the proposal
Codes regarding to the participants’ expected impact of the DORA
on the financial sector and digital operational resilience

Benefits and challenges of the DORA

Content of the DORA proposal

Impact of the DORA

The findings will be discussed along these themes. The first theme of new concepts of the DORA and previous
regulations will be discussed in Section 5.1. Next, the DORA’s benefits and challenges from the participants’
eyes are presented in Section 5.2. Statements regarding the professional landscape of the financial sector can
be found in Section 5.3. Next, the preparations for the DORA and compliance issues are elaborated upon in
Section 5.4. In Section 5.5, the perceptions of the participants on the content of the DORA are displayed.

Finally, the participants’ view on the expected impact of the DORA is explained in Section 5.6.

5.1 New concepts of the DORA and previous regulation

5.1.1 More detail

There is quite a difference in the participants’ perception of the new concepts that the DORA introduces. Some
feel that the DORA is merely a harmonization of existing regulations. For example, P2 mentions that “most of it
is already ingrained in the DNB best practice for information security [Dutch national guidelines]” and identifies
“the only new thing” as ”it really is something from EBA [European Banking Agency/, so it’s Furopean. Our
supervisor was the Netherlands, so the DNB. So that’s just a bit different”. P4 agreed with P2 that a lot of
the requirements of the DORA are already defined in existing guidelines: ”[...] owverall, our analysis for our
own organization showed that most of the regulatory concepts are already defined by other supervisors (like in
the DNB good practice information security [Dutch national guidelines|) which we have in place. However,
the DORA shows more details about what is expected per concept opposed to other legislation that is more
broadly defined”. This perception that DORA offers more details is shared among other participants as well.
For example, P1 compared the chapters of DORA with existing regulations but saw new requirements in the

details. ”Regarding the ICT risks we had the implementation of the EBA quidelines on ICT and security risk
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management. There is a large overlap between DORA and the guideline. But DORA requires you to have all
your critical business functions and underlying processes, system technologies, third-party contracts straightened
out.” and "we always had to report incidents [...] but reporting vulnerabilities and threats to clients and the
public is new from DORA”. The DNB framework referred to by P2 and P4 is also mentioned by P7 when asked
for new concepts of DORA: ”I was actually surprised what we had to do extra. There is of course the DNB
self assessment [...] and we also have the EIOPA framework, and on top of that we have SOX. So taking all
those in consideration then the real thing about it is that it is a legislation, and I think that’s a good thing, it
really becomes mandatory”. P7 is the only participant emphasizing the fact that the DORA will be a legislation
instead of the existing guidelines and frameworks. P5 agrees with P1, P2, P4 and P7 that DORA does not
introduce new concepts but “makes it more specific/SMART”. So, the larger part of the participants sees the

DORA not as something new but simply as a harmonization of existing regulations with some more detail.

5.1.2 New concepts

There are, however, some participants that did indicate some aspects of the DORA that they considered new.
P8 identified two new concepts: “a unified way for incident reporting for the entire financial sector in the EU [...]
and the third-party risk management”. These two aspects were confirmed by the participant from the EBF (P6),
who said regarding the incident reporting: ”In principle DORA comes from the European Commission because
they have seen in a number of incidents, there is actually too little reported among the financial institutions.
The incident does happen, but the reporting process ends somewhere [...] not only for the ICT providers, but
also for the banks, they are going to have to report major incidents”. P9, the ICT provider, mentioned that they
had already noticed a change in the relationship with the FSOs. This change was twofold: on the one hand,
they noticed more pressure on assurances, and on the other hand, they noticed a shift in incident reporting and
information sharing. P9 said regarding the incident reporting: ”The ICT providers are getting regulation that the
financial sector has had for years, so we’re kind of catching up. [...] It will be a step if they have to report. They
are used to reporting to third parties, but really with direct oversight will be new though”. The ICT providers
already noticed some changes in the cooperation with the FSOs regarding incident reporting: "we were asked to
participate in the FS-ISAC, for information sharing [...] So there is an exchange of information, and the CERT
of the FSOs knows who is in our CERT [...] That really wasn’t the case before, so that’s something new” (P9).
So the EBF indicates that the incident reporting will be a new concept of the DORA, P8 shares this perception,
and P9 already feels the difference. The other concept that was mentioned to be new is the ICT third-party risk
management. P8 mentioned the third-party risk management as a crucial part of the DORA: ”There are three
large parties dominating the cloud market, now that they get direct oversight that is better”. P6 emphasizes why
this is an important step in the right direction towards resilience: it is a chain. Your service takes a cloud
service consisting of the service itself, or a SaaS or an API, below that are a whole lot of sub-services from our

provider. [...] And that’s what hasn’t actually been looked at until now”. The ICT providers also notice that
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"The FSOs are putting more pressure on assurances” (P9). This focus on third parties is also addressed by P3
as a new concept of the DORA, along with the information sharing in the form of incident reporting. These
participants (P3,P6,P8 P9) agree that the really new concepts that are being introduced by the DORA are the
incident reporting and the ICT third-party risk management but agree with the others that “apart from that,

a lot was already there” (P8).

The participant from the DNB (P10) saw an explanation for this twofold in perceptions on whether the DORA
is merely a harmonization of existing regulations or actually introducing new concepts. P10 saw that ICT risks
are often in some articles of a regulation, but they are always “ad hoc and fragmented”. When asked whether
the DORA was a harmonization or introduced new concepts P10 responded ”I think it has largely been shopping
from existing guidelines [...], but there are some elements in it that are new such as a really greater focus on
a strategy, greater focus on management involvement, greater focus on a truly holistic approach to ICT risk
management. Quersight is of course a new element, outsourcing goes a bit further. So there are some extra
elements in it”. This statement explains how the DORA is seen by some FSOs (P1,P2,P4,P5,P7) as a more
detailed harmonization of existing guidelines and how some participants (P3,P6,P8,P9) saw the third-party risk

management and the incident reporting as new concepts.

5.2 Benefits and Challenges of the DORA

The next theme where multiple codes are grouped is the perception of the participants towards the benefits and
challenges of the DORA. As mentioned in the previous theme, the participants were predominantly positive
about the coming of the DORA. The benefits that got the most attention align with the new concepts identified

by multiple participants (P6,P8,P9): ICT third-party risk management and incident reporting.

5.2.1 Benefits

third-party risk management

The majority of the participants (P1,P3,P6,P7,P8 P9) mentioned the ICT third-party risk management as one
of the most significant benefits of the DORA. P7 explained why this is an essential aspect of resilience: ”Also
with your third parties. You become more of a directing organization these days than you do it all yourself. We
outsource a lot of our IT”. Therefore, the participants see the focus on ICT third-party risk management of
the entire supply chain as a benefit of the DORA. For this reason, P1 stated "I think you should have an end-
to-end overview of your ICT risk, whether that’s internal or external”. P3 also refers to the ICT supply chain
requirements as a core benefit of DORA: ”"The continuity, and in the entire chain, that is of course DORA,
how on earth do you arrange that, what’s behind it, subcontractors and stuff, those kind of issues”. These ICT
providers will get a direct oversight committee, which is a large change from the current course of business,
where the FSOs are responsible for testing the assurances of the ICT providers. There are a few major parties

who play a substantial role in this ICT supply chain, which are predominantly the American cloud providers:
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"There are only three cloud providers who are dominating the market. Microsoft Azure, AWS, and Google.
Now that they get direct oversight, that is better”(P8). This heavy reliance on ICT suppliers has given cause
to a resilient supply chain. DORA is a step in the right direction, as P7 expresses: "you will no longer buy
an application from an ICT farmer on the corner that you will be dependent upon”. So, DORA brings more
attention to getting a good overview of the ICT supply chain and ensuring that the suppliers have the proper
assurances and that critical suppliers are considered. This will be of large impact on the ICT supply chain of the
financial sector: "It will separate the good ones from the bad ones, and only the good ones will survive” stated
P6 regarding the ICT providers. The national authorities from the DNB also agree that "a part of DORA that
is necessary is the oversight on third parties” (P10). The ICT providers have noticed the focus on assurances
from the FSOs: “often that is the reason for a number of important conversations with us to improve or adjust
things” (P9). This can also be seen from the other side, as P7 mentioned that ”We are notifying the ICT
providers that this regulation is coming”. The ICT providers agree that they are ”as a supplier, we are also
very closely intertwined in the supply chain of the financial parties”(P9). That emphasizes the need for a solid
third-party risk management in order to ensure digital operational resilience. The ICT third-party (P9) had a
generally positive perception about the DORA, seeing that it will make the relation with FSOs “faster, more
efficient, and I think more effective”(P9), but also voiced concern on how this will bring a new challenge for
the ICT suppliers, especially in getting direct oversight from one of the ESAs and having to report to another

authority.

Incident reporting

The other benefit that multiple participants bring up concerns the incident reporting. DORA aims to harmonize
the reporting for major cyber incidents in the financial sector in the EU so that "If an incident happens in Italy,
Spain, Denmark, the Netherlands, if all goes well, it will be reported, and it can no longer be the case that
the hacker can go to another country after it attacked the first” (P3). More participants were positive about
the international standard for incident reporting: ”it’s great, this is what we needed and it will make a great
difference” (P8). And P6 also said regarding the obligation for the reporting of major incidents "and that’s
what’s good about it, the harmonization”. This harmonization that P6 mentioned is something that P1 agrees
with, however, P1 has a side note regarding that: ”“The idea of it is good, however, now there are a dozen
templates and reporting periods. I don’t see anything yet in DORA, but maybe that will come with the technical
standards”. This statement makes sense as the aim of the DORA is clear from the proposal, but since the

technical standards have not been published yet, it cannot be said yet if the incident reporting will improve.

Raising awareness

Next to the benefits related to the concepts that some of the participants found new, there were some other
benefits mentioned by participants. Two participants (P5 & P6) referred to the general raising of awareness
for resilience as the largest benefit of the DORA. P5 said ”creating awareness of the necessity of resilience and

preparations for resilience”. The same goes for P6: “I think the awareness will definitely go up”. P9 also noticed
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that ”Financial institutions have changed their mindset and it may very well be that DORA has been one of the

drivers behind that”.

ICT risk management

Even though the participants did not see the ICT risk management chapter as novel, simply as more detailed,
the fact that it is there is called a benefit by some participants. P4 said the biggest benefit of DORA to be ”the
level of detail that DORA describes in their expected IT risk management” and P7 says ”There is more emphasis
on the ICT risk part [...] people really need to emphasize the resilience, the dependence, the vulnerabilities that
we have on ICT, and that’s good”. The DNB described the regulatory movement since the financial crisis and
how this ICT risk management part is one of the benefits of the DORA: "after the 2008/2009 financial crisis,
the focus was mainly on mitigating financial risks, with operational risks being seen as a bit, well, of second order
at times” (P10). This caused the ICT risk regulation to be very ”ad hoc and fragmented” (P10). P1 recognizes
this fragmentation and elaborated on why the emphasis on the ICT risk management part is a benefit for their
organization: ”Until now you had all kinds of financial laws, which had a paragraph that said something about
ICT and risk management [...J. I had to wrestle through all those laws in search of the requirements of the ICT.
The intention of DORA is to throw all those requirements of those financial laws and we now have one law that
applies to the financial sector. I think that’s a good intention” (P1). This last quote from P1 entails another
benefit as well, which is that the DORA aims to provide a single point of truth for the financial sector across
the whole EU to which all FSOs have to comply. This is in line with the statement from P7 saying that it is a
good thing that it is a legislation, so it will become mandatory. P4 said in line with these perceptions: ”the fact
that the legislation has to be adopted EU broad which means all financial institutions have the same minimum
level of maturity and this reduces systematic IT risk in the financial system”. This is however easier said than
done. As expressed by P1: 7T won’t believe it until it’s finished, so when all those paragraphs have been deleted,
so all those other laws, and all those requirements expire, in such a way that DORA is the single point of truth

for ICT risk management for the financial sector. But the intention is commendable”.

Another benefit from the authorities’ viewpoint is that ”it is cross-sectoral. This means that every time you
want to change something on ICT risk management, you don’t have to change all kinds of sectoral requlations,

banks, insurers, all separately” (P10).

5.2.2 Challenges

Next to the benefits that the participants mentioned, there were some challenges expected as well. Next to the
benefits that were mentioned by the participants, there were some challenges expected as well. The perception
that DORA is "another paper to comply with” (P8) is shared. P2 was particularly strong in expressing that
they ”did not really see any benefits of DORA” and "we already have 100 different obligations [...] to which
we have to comply. So if that is one or two, it doesn’t really matter of course”. However, P2 did elaborate

on how an extra regulation can be hard to comply with: *we are a small organization, so proportionality is
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a challenge for us. We cannot do everything according to the rules.” And another challenge for them because
of the size of the organization is that "we approach it principle-based, because if you approach it rule-based we
often get stuck”. The challenge to comply with a new and extra regulation is also mentioned by P4: it might
become inefficient for organizations to comply with different and all legislators, as legislators need to enforce their
rules which in practice means different assessments of different supervisors about the same topic at financial
institutions”. The reason behind the fact that compliance can be a challenge is "the factual realization of the
change in policy and processes, paper is patient” (P5), and the “difference in theory and practice” (P4). This
can be related to the requirements regarding the ICT third-party risk management section for example. It can
be a challenge to “get an overview of the complete supply chain” (P1), or on the other side for the overseeer to
get a complete understanding of the supply chain” (P6). One participant (P3) expressed that the details of the
DORA will be a challenge because of "the word “all’, you need to have ’all” your processes [...]”. This level of
detail is also pointed out by P6 as a challenge compared to existing regulations: ”The EBA guidelines describe
a lot of things, but the emphasis was still placed on the critical important function, but not all”. Overall, the
participants see the largest challenge in complying with “another paper”, and the reason that this is a challenge
is in the details. The DNB explains this level of detail in some sectioins of the DORA because they have been
taken from existing guidelines: ”/[...] because those guidelines are of course level 3 legislation, so that is very
granular, very detailed. If you take that to level 1, i.e., legal text, and then you work it out further at level 2,
then you run the risk that you will become very detailed. We also see that at DORA”(P10). According to some
participants the fact that the technical standards have not been published yet makes it even more problematic
to comply. For example, P4 says: ”Changes in our ICT controls that we adapt now, might need further adaption
every time a local supervisor defines another technical standard”. P1 expresses the same concern regarding the
publication of the technical standards: we worry about the overlap between the coming into force of the DORA

and technical standards yet to be delivered”.

5.3 Professional landscape of the financial sector

The third theme that was identified concerns the transformation of the professional landscape of the financial
sector. This was often related to the relevance of the introduction of the DORA. Most of the benefits and
challenges as expressed by the participants are related to this transformation. The financial sector has become
heavily dependent on its ICT supply chain. The fact that ”our ICT is mostly outsourced” (P7) is a statement
that goes for almost all FSOs. Due to this interconnected web of FSOs and ICT service providers, a cyber
incident can have a cascading effect. As P6 phrases it: ”"People don’t know in advance when I do this, what will
happen on the entire chain”. The cloud is often mentioned when discussing the DORA (P1,P2,P3,P6,P7,P8).
This is a relevant concept because "people work remotely, due to the pandemic, people work from home, a lot,
via the cloud” (P6) and this in relation with the fact that “cyber hacks are increasingly sophisticated” (P6)

raises some concerns and explains the driving forces behind the DORA.
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5.3.1 Cloud providers

A concern that multiple participants voice is that "we don’t see a cloud provider within Europe” (P6). And
because of this, P3 says "with all due respect, but [Europe] is second tier. In fact, the Far East has now surpassed
us in a number of facets, you have Alibaba Cloud”. So the professional landscape is changing, and at the same
time that more and more ICT is outsourced, Europe aims to ”be stronger and less dependent on others outside
Europe” (P6). Therefore, P7 expresses: ”I think it’s a law that should have been passed 10 years ago, I think
weve been taking it too easy for a long time”. And the general feel among participants is that the DORA is
aimed at this new landscape, to get an overview of the entire supply chain and ”comprehend all those processes,

that is the core of DORA” (P3).

5.3.2 Size of the organization

Another recurring topic within the theme of the professional landscape of the financial sector was that the size
of an organization has a large impact. For example on how dependent an FSO is on its ICT suppliers: "the large
parties will certainly have other suppliers who can take over, but that is a bit more difficult for the small ones”
(P9), or the severity of an incident: ”a small incident can be major for a small bank” (P6). Some parties are too
small "to program our own stuff” (P3), or "to approach frameworks rule-based” (P2). The importance of size
is not only mentioned by the FSOs, but by ICT providers as well: ”if we have to report to another supervisor,
we have to invest time and effort. Larger internationally organized firms can simply divide that among all those

other organizations, so it can also divide the costs. So for them that’s much more manageable” (P9).

5.4 Preparation and compliance
5.4.1 Confidence about compliance

The DORA is expected to go into force at the end of 2022, with the date of compliance being 24 months
later. Even though there are participants who “have not really looked into DORA yet” (P2), most participants
(P1,P3,P4,P7,P8) have started the preparations ”for some months now, on a low priority” (P1). And they
"follow the development, so that means reading publications and such” (P3). The most common way the
organizations are preparing is to "pull the legislation as it stands apart, and link it to our own ICT control
framework” (P7). The same goes for P8 where they "mapped the current DORA proposal to existing controls
and did a gap analysis”. This preparation gives the organizations a kind of confidence where they express they
“have version 0.9 ready to go” (P7), or “only have to do a gap analysis between the latest and the final text, and
nuance our gap analysis with that” (P1). This confidence gained through preparing for the coming regulation
can be noticed in the participants’ attitude towards the time for compliance. The perception that 72/ months
is enough for compliance” (P4) is shared among the group (P1, P2, P4, P7, P8), even though they “worry

about the overlap between the coming into force of the DORA and technical standards yet to be delivered” (P1).
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Some are even stronger and state that ”if they had said siz months we would make it” (P7). These participants
that are confident about their ability to be compliant within the given time tend to be the larger organizations.
The DNB also noticed a certain confidence among the larger organizations, but also warned them ”not to

underestimate the DORA” (P10).

5.4.2 Compliance issues

Not all participants have such a positive attitude regarding the period given for compliance and see the 24
months as “opportunistic and ambitious” (P5). This is explained because "paper is patient” (P5). As P6 states
the first two years are a ”learning process” where the first months are all about ”identifying and documenting”.
Only then you have time to look at the underlying contracts and whether they are good in terms of agreement,
because the DORA also requires that you impose certain obligations on your provider. They must, for example,
report incidents that happen to the overseeer, instead of the FSOs. ”So you need time to put the contracts in
order” (P6). Another participant (P3) feels the same way and compared the introduction of the DORA to the
introduction of the Euro in the Netherlands: ”Then, [the Euros] came straight out of the flapper. With this
it’s not as black and white. It will be transition, with stretch-goals”. In line with this perception of the DORA
being stretch-goals, P3 even states "we will never be 100% compliant, compliant enough, but there will always
be accepted risks. And this does not only go for us, but for everyone”. The smaller organizations perceive more

expected compliance issues.

5.5 Content of the DORA

This theme contains codes from the participants with specific mentions of the requirements inside the different
chapters of the DORA. This part is structured along the five chapters of the DORA and includes the preparedness
score that the participants have given for the statements. This preparedness scoring part was only included in
the interviews with the FSOs (P1,P2,P3,P4,P5P7). An overview of the frequency of each score is presented
in Figure 5.1. In this Figure, the frequency of scores is illustrated by the size of the blue dot. A larger dot
means that the score is given more often, a smaller dot means that the score is given less frequent. The graph

is divided in the five chapters of the DORA.
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Figure 5.1: Frequency of preparedness scores

As can be seen from the Figure the scoring seems distributed around the score of 3 and no one gave a score of 5.
This can be explained by the meaning of the scores. A score of 5 means that the score is ”optimized”, with ”An
enterprise-wide risk and control program provides continuous and effective control and risk issues resolution”
(CobiT 4.1, 2007). For the aim of compliance, a score of 3 (meaning that the control is ”defined”, i.e., that the
“control is documented, executed in a structured and formalized way” (CobiT 4.1, 2007)) is good enough for the
authorities. Therefore, most organizations aim to score a 3 for the requirements, as it will show compliance to
the requirements. A score below 3 is not compliant, but scoring a 5 on all requirements is not realistic and is
also not the end goal of a regulation. If all organizations perceived themselves to comply with the requirements,

all scores were at a minimum of 3.

Overall, the participants perceive their current preparedness as relatively high since there are few scores below
a 3 given. A deeper dive into the distribution of scores dependent on the type of FSO gives more insight in
the perceived scores. Figure 5.2 shows the individual scores of the participants. The color of the dot shows the
type of FSO: orange for banks, blue for insurers, and green for pension funds. This graph is also divided in the

five chapters of the DORA.
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Figure 5.2: Preparedness score per type of FSO

The scoring per type of FSO does not give a clear answer on the difference between type of FSOs and their
perceived preparedness. It was expected that the banks, on average, would score higher since they have been
a more heavily regulated sector over the past years. The regulations for the banking sector are more advanced
in the area of ICT risk management and cybersecurity compared to the insurance or pension funds sector. The
perceived preparedness of the banks is, however, not higher. This could also be explained by the fact that
because the banks are used to operating in a heavily regulated sector, they have a better understanding of what

it means if a new regulation is introduced.

The following sections will go into the perceived preparedness scoring and other findings per chapter of the

DORA.

5.5.1 Statement 1-9: ICT Risk Management

The general feeling about the first chapter of the DORA, the ICT risk management part is that ”there is a large
overlap with the EBA guidelines” (P1), but that "DORA offers more detailed opposed to other legislation that
is broader defined” (P4). An example of this are the requirements DORA defines concerning communication
plans (statement 9 in Table C.1, section B: Communication plans are in place for a responsible disclosure of
cyber incidents or vulnerabilities to clients, counterparts, and the public.). Multiple participants call this "a
weak point for us” (PT7), or state that “because of the word ’vulnerabilities’ we score a 0 here” (P1). Overall,

the participants scored themselves the lowest for this statement.

Of all the chapters of DORA the first chapter concerns a topic that has had a lot of attention since the emergence

of ICT. Therefore, it makes sense that a lot of the content of the DORA has already been covered in previous
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regulations. However, these previous regulations and guidelines are mostly from sector specific authorities such
as the EBA, EIOPA, or ESMA. This has caused the "banks to be further along. Since the EBA guidelines were
already stricter” (P7). The DORA will harmonize the ICT risk management requirements for the financial
sector in the EU, in the eyes of the participants from the banks this means they have to adjust some details in
their processes, for other FSOs this has a larger impact. The participants scored, apart from statement 9, high

on this chapter.

5.5.2 Statement 10-12: ICT Incident Reporting

As discussed in Section 5.1 and Section 5.2 the incident reporting chapter is seen as a new concept by some of
the participants. DORA requires you to know your ”processes, people, and technology” (P1) when you perform
the classification of an incident. Almost all participants confirm to have a "neat incident reporting system” (P3),
with for example ”For the severity of an incident, we look at which countries, how many users were involved,
those kinds of things are all in our incident policy”. This can also be seen in the preparedness scoring. The
participants scored very high on this chapter, with only two scores below 3. This means that even though the
unified incident reporting on a EU-wide scale is conceived as new, the participants find themselves prepared for

the requirements related to these articles.

5.5.3 Statement 13-14: Digital Operational Resilience Testing

The third chapter of requirements concerns the testing programs. There are some new aspects in these require-
ments, related to the supply chain as well. For example that you “not only test your main supplier, with whom
you have your contract, but also ask your supplier, have you tested your supplier, subhosting, and what are the
results.” (P6). There are participants, especially the banks, who are more familiar with testing: “what we did
so far was a lot, but partly because of TIBER EU, we did that” (P1). TIBER-EU is a European framework
for testing cyber resilience, and thanks to this framework the FSOs are familiar with testing, they only have to
“adjust the scope” (P1). This can be seen in the preparedness score, where there are no scores above a 3 and

more scores of 2 than in the other chapters.

5.5.4 Statement 15-17: ICT Third-Party Risk Management

The fourth chapter is the ICT Third-Party Risk Management. This chapter is seen as “the most interesting” (P7)
and “really good that it is integrated” (P8). Some FSOs were ”already focusing on third-party risk management”
(P1), and others were aware that "concentration risk of third parties is a weak point for us” (P7). The ICT
providers were not preparing so much for the DORA but they have noticed ”some changes in relation with
the FSOs, behind which DORA could be the driver” (P9). Even though this chapter entails the most new
requirements, the participants find themselves well prepared, which can be deducted from the self-assessed

preparedness scores.
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5.5.5 Statement 18: Information Sharing

The information sharing is the last chapter of the DORA. There are already some ways to share threat-related
information in the financial sector. The "FS-ISAC” (P9) is an example of an EU-wide information sharing
community for banks, and in the ”health insurance sector, in this context we work together. But at the same
time we are encouraged to compete with each other, which is a rather tricky paradox” (P3). And this paradox
is also voiced by P7: ”it is of course pretty confidential information”. The information sharing arrangements
as required by the DORA will change the way FSOs are sharing information, and the FSOs will have to adapt
to this. The preparedness scores show that the banks perceive to be well prepared for the information sharing

requirements, in contrast to the other FSOs, who score lower on this statement.

5.6 Impact of the DORA

The final theme contains codes where the participants articulate their view on the impact that the implemen-
tation of the DORA will have on the resilience of the financial sector. The problem with resilience is that it is
inherently impossible to measure. This is mentioned by P6 who says that “whether you are actually operational
resilient, we will only see that in real life when [a cyber incident] happens”. All participants agree that the
DORA "will not make the financial sector resilient” (P1,P2,P3,P4,P5 P6,P7,P8,P9), but that it is a "step in
the right direction” (P8) that will "will bring more [resilience]” (P7). A comparison was made between resilience
through the DORA and privacy through the GDPR. Where "privacy really took its flight once [GDPR] becamne
a regulation” (P7). So now that the focus on resilience is confirmed through a regulation and both FSOs and
ICT providers have to implement the requirements of the DORA the “awareness will go up” (P5) and the
Yoperational resilience level will get better and better” (P4). But this is not the final step: ”I don’t think we’re

there yet [...] I think there will come a DORA 27 (P6).

All participants agree that resilience is a nearly impossible goal to achieve, but that the DORA is a step in the
right direction that will have a positive impact on the digital operational resilience of the financial sector in the
EU. The impact of this regulation depends on whether ”all those other laws, and all those requirements expire,

in such a way that DORA is the single point of truth for ICT risk management for the financial sector” (P1).

48



6 Discussion

The purpose of this research is to get insights into the perceptions of the financial sector on the expectation
of the DORA. A thematic analysis of semi-structured interviews with high-level security managers has been
performed. All organizations included in this research are entities that DORA applies to and operate in the
Netherlands. In Section 3.9, some hypotheses of the participants’ perceptions of the DORA are made. This

section provides a discussion of the study’s main findings and reflects on the hypotheses.

The participants generally had a positive perception of the DORA. They acknowledged that the professional
landscape is changing due to the increasing outsourcing of ICT services, which has caused a heavy dependence
on third parties. Therefore, the DORA proposal did not come entirely unexpectedly. Overall, most participants
feel that the DORA does not introduce shockingly new concepts that were never required before. However, it
does add more detail to the existing guidelines and regulations. These details are mainly found in the incident
reporting and the ICT third-party risk management parts of the DORA. For some participants, these aspects
were seen as really new concepts. In general, the participants’ attitude towards these concepts was positive
regardless of their perception of their novelty. They thought it would be a step in the right direction toward
a resilient financial sector. This perception of the novelty of the DORA is in line with the hypotheses that
the DORA would be perceived as less new than the GDPR. The GDPR introduced really new concepts and
changed the privacy and data protection landscape of not only the financial sector but of all organizations that
handle personal data. This perception of a lower novelty than the GDPR also results in a higher perceived
preparedness for the DORA than for the GDPR when it was introduced. Where the preparedness for GDPR

was relatively low, the perceived preparedness for the DORA is generally high.

This positive perception can also be found in the perceived benefits of the DORA. The participants mainly saw
benefits in the proposal, especially regarding the ICT third-party risk management and the incident reporting,
which corresponds with the chapters that were perceived as new. The perceived benefits of the ICT third-
party risk management are in line with the hypothesis stated in Section 3.9. There were, however, some extra
perceived benefits, such as the fact that the DORA will raise awareness for the necessity of resilience and the
dedicated section for ICT risk management. The challenges expressed mostly concerned that DORA will be an
additional regulation to comply with, which is caused by the level of detail that DORA defines. This confirms
the hypothesis that the DORA’s broad scope and level of detail could cause some compliance concerns. In
contrast to the GDPR, the participants did not voice many concerns regarding the investment costs needed for
the DORA. This portrays how the timing of the DORA is good and that the FSOs are ready to work on their

digital operational resilience. They do not see it as a hindrance to other possible technological developments.

Most participants have made the first preparations for implementing the DORA requirements. These prepa-
rations consist of mapping the DORA proposal to existing regulations and their security controls. These

preparations have caused a certain confidence towards the 24 months that are given for compliance after the
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DORA enters into force. The larger part of the participants felt this would be more than enough time to
comply. There are, however, a few participants who saw some issues with this period. This was mainly based
on the fact that paper is patient and that the DORA will not be a black-and-white transition but more of a
stretch-goal kind of regulation. The general perception was, however, that the DORA will positively impact the
digital operational resilience of the financial sector. Comparisons were made with the impact of the GDPR on
privacy and data protection, where the introduction of the GDPR has made significant differences over time.
The impact of the DORA is expected to be lower than the enormous influence that the GDPR has had on

privacy and data protection.

The DORA is the largest regulatory movement the financial sector has faced since the GDPR. The impact will
be significant, and most participants are aware of this fact. It was interesting to see how the larger organizations
were more aware of the expected impact the DORA will have on their operations. They were, nevertheless,
optimistic about their possibility of compliance with the requirements. The findings of this study confirm that
larger organizations find it easier to comply with new regulations. This was explained by the fact that they

have more workforce or can outsource specific changes and processes.

An important aspect of discussion in this context is the fact that in this research, compliance is often used as
a measure of resilience. However, compliance with regulation does not inherently mean that the goal of that
regulation is achieved. The ability to meet requirements in regulation does not portray the ability to absorb
shocks. Therefore, full compliance with the DORA does not entail full resilience. For the aim of this research,

compliance has been used to measure the regulation’s expected performance.
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7 Conclusion and Recommendations

This section will answer the research question, and recommendations will be made. The conclusion with answers
to the research questions can be found in Section 7.1, followed by recommendations for the financial sector and

the EC in Section 7.2.

7.1 Conclusion

Using a thematic analysis of semi-structured interviews with high-level security managers, this study aimed
to understand the financial sector’s perceptions of the expectation of the DORA. The research question to be

answered is:
What is the perception of the financial sector toward the expectations of the Digital Operational Resilience Act?

To answer the main research question, sub-questions have been formed. Through answering these, the main

research question can be answered.

SQ1: What is the perception of the financial sector towards the novelty of the DORA?

The first sub-question aims to give insight into how new the financial sector perceives the DORA. The DORA
can be seen as a harmonization of existing guidelines and regulations. A large part of the participants confirmed
this perception. The general feeling was that the DORA was not a really new regulation but merely a more
detailed harmonization of existing regulations. Where existing regulations might have had a chapter with ICT
requirements, the DORA will provide the financial sector with a single point of truth regarding these concepts.
Two chapters of the DORA were perceived as new by a few participants, namely the incident reporting and
the ICT third-party risk management parts. The participants who perceived the DORA as a harmonization
agreed that those chapters had the most new details in them, but in itself that they already existed. It can be
concluded that the DORA does not introduce any groundbreaking new concepts in digital operational resilience,
but that it is a single regulation for ICT requirements aiming at digital operational resilience, which applies to

the entire financial sector in the EU, is new.

SQ2: What is the perception of the financial sector towards their preparedness for the DORA?
The participants’ perceived perception was measured through a preparedness scoring where they had to score
their organization on a 0 to 5 scale, comparable to a maturity assessment which they are familiar with. A 3
means that the control is defined and implemented on this scale. Therefore, a 3 means that the organization
largely meets the requirements. The participants were confident about their preparedness for the regulation
since the number of scores below a 3 for any of the statements is very small. Most organizations have been
preparing for the DORA, mapping the proposal to existing regulations and their controls. Some concerns were

voiced regarding compliance, which focused on the level of detail that the DORA expresses and the moment of
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publication of the technical standards. Only a few participants thought that more than 24 months for compli-
ance with the DORA requirements would be needed. The larger part of the FSOs is confident that they will

have enough time to comply.

SQ3: What is the perception of the financial sector towards the benefits of the DORA?

Overall, the perception of the financial sector is that the DORA will bring many benefits. The benefits the
participants touched upon were in line with the concepts perceived as the most new: incident reporting and
ICT third-party risk management. The EU-wide policy for major ICT incident reporting is perceived to benefit
the financial sector and its security and resilience. The ICT third-party risk management section was seen as
beneficial primarily because of its relevance in the changing professional landscape. All participants empha-
sized their reliance on ICT service providers and the growing complexity of this supply chain. Therefore, it
is perceived as a benefit that the regulation on this is tightened. Lastly, the general raising of awareness for

the necessity of digital operational resilience in the current financial sector is perceived as a benefit of the DORA.

SQ4: What is the perception of the financial sector towards the challenges of the DORA?

Even though it is seen as a benefit that the ICT third-party risk management gets more attention than before
through the DORA, it also brings a challenge for the FSOs. Getting a good overview of the entire ICT supply
chain and revising the contracts with the ICT service providers is perceived as a challenge. Besides this section,
the participants did not voice any concerns about specific requirements that the DORA proposes. The only
challenge that multiple participants expressed was the level of detail that the DORA entails. Where in previous
regulations ’critical business processes’ had to be monitored and tested, the DORA requires this for “all business
processes’, for example. This level of detail can become a concern or challenge for FSOs as they can perceive it
as another paper to comply with. The fact that the technical standards have yet to be published adds to this

concern and increases the challenge.

SQ5: What is the perception of the financial sector towards the expected impact of the DORA?
The final sub-question aims to understand the perceived impact of the DORA’s implementation on the financial
sector and its digital operational resilience. The perception was unanimous among the participant that the
DORA would not make the financial sector digital operational resilient simply because this is almost impossible.
The perception was, however, that the DORA is a step in the right direction. All participants were optimistic
about the impact that the DORA is expected to have. Resilience is not black-and-white; it is a stretch goal,
and the DORA will help with this. Just like the GDPR has had a significant impact on privacy awareness and

policies since its implementation.

To conclude, the answer to the main research question can be given through the answers to the sub-questions.
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This study aims to understand the financial sector’s perception of the expectation of the DORA. Through
a thematic analysis of semi-structured interviews, results have been created, which have been discussed and
answered the sub-questions. This allows the main research question regarding the perception of the financial
sector towards the expectation of the DORA to be answered. First of all, it was found that FSOs share a
predominantly positive perception of the coming regulation. This perception is driven by the transformation of
the professional landscape, which has given rise to the necessity for a good overview of the entire ICT supply
chain, which should be resilient in itself as well. Secondly, much emphasis was found on the fact that the DORA
will be an EU-wide regulation for the entire financial sector. The perception of this was found to be positive as
well, as it is seen as step in the right direction towards a digital operational resilient financial sector through the
entire EU. This positive perception is extended to the fact that the regulation will raise awareness about the
necessity for digital operational resilience for FSOs and their ICT suppliers. The participants’ awareness of the
DORA was high, which resulted in the fact that most FSOs in this study have made the first preparations for
its implementation. This influences their perception of the possibility of compliance within the given 24 months
after the moment that DORA enters into force. The primary perception within the financial sector is that this
will be more than enough time to comply, and only a few participants perceived this period as concerning or
ambitious. These compliance issues are perceived to be caused by the level of detail that the DORA contains in
its requirements and the fact that contracts with ICT third parties have to be revised, which takes a lot of time.
Another perceived challenge regarding the DORA and compliance is that this will be an additional regulation
to adhere to. Concluding, the overall perception of the financial sector towards the expectation of the DORA

is positive in the first place

7.2 Recommendations

From the results and conclusions of this study, recommendations to both supervisory authorities and the financial
sector can be made regarding the implementation of the DORA. First, the recommendations for the supervisory

authorities are given, followed by the recommendations for the financial sector.

7.2.1 Supervisory authorities

This research has provided insights into the perceptions of a coming regulation from the entities it will apply
to. These insights are valuable for policymakers and authorities to measure how the regulation is perceived.
The perceptions towards the DORA are predominantly positive, which means that the EC has made a good
decision in proposing this regulation. They should not have waited longer to introduce such a regulation, as
the general perception is that the FSOs have been waiting for such an act and are welcoming the DORA.
The recommendation that can be derived from the conclusions is that the DORA should be the single point
of truth. The aim of the DORA to harmonize existing guidelines, frameworks, and regulations can only be

achieved if the existing ICT sections are dropped. Then, the DORA will be the single point of truth for the
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entire financial sector across the EU. The second recommendation is to take care in designing the technical
standards but publish them as soon as possible after the application of the DORA. An extended period before
the publication of the technical standards can be worrisome for the FSOs, resulting in more compliance issues
and discomfort with the regulation. Furthermore, the EC needs to take good care of the oversight of the ICT
service providers. It is a new area for financial supervisors to oversee that kind of organization, and it will take
time to understand the entire supply chain and system for them as well. Finally, it is vital for both the FSOs
and the ICT service providers that the ICT service providers can give assurance of their compliance with the
DORA. The EC should start a certification process to ensure a compliant supply chain. Again, it should be
concerned that full compliance does not ensure complete resilience to adverse cyber events. The authorities
should assess the impact of the DORA following the financial sector’s compliance. If full compliance is achieved,
only then can the performance of the regulation be measured, and only then will it be possible to see if the
digital operational resilience of the financial sector is up to par. If this is not the case, the EC could introduce
additional regulations or a revised second version. Overall, a fully digital operational resilient financial sector

is a challenging goal, but the appropriate steps are being taken to come closer.

7.2.2 Financial sector

The DORA is expected to come into force at the end of 2022. This will have a significant impact on the
ways FSOs operate concerning their ICT risks and cyber security. Whether the aim for a digital operational
resilient financial sector in the EU will be achieved through the implementation of the DORA is the question,
but based on the findings and conclusions of this study, some recommendations can be made to the financial
sector for the implementation of the DORA. The first thing FSOs have to do is get an overview of their entire
ICT supply chain. Then, all the ICT third parties have to be mapped to get an insight into their criticality
and the FSO’s dependence on this service provider. Subsequently, the FSOs have to open the conversation with
these ICT service providers concerning their compliance with the DORA. It is recommended that the FSOs
inform the ICT service providers about the coming of the DORA since their awareness is lower. Finally, it is
recommended, based on the findings of this study, that all FSOs prepare for the coming of the DORA as much
as possible before the publication of the technical standards so that when they are published, they can quickly
adapt to the new requirements. The FSOs should intensify their mapping of the DORA requirements to their
existing controls and take a critical look at where the gaps and challenges can be identified. Independent third
parties could be of help to the FSOs to prevent overestimation of their current maturity or underestimation of
the DORA requirements. It is good to see that most FSOs are confident about their ability to comply with
the regulation within the given time, but they should be wary about the actual efforts needed to adapt to
the new requirements. The predominantly positive perceptions of the regulation predict good compliance, but
this optimistic attitude could also be a pitfall. Therefore, it is recommended to take the proactive measures

proposed here to comply with the regulation.
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8 Limitations and Future Work

In this final section of the thesis the limitations of the study will be discussed in Section 8.1 and possible

directions for future work are proposed in Section 8.2

8.1 Limitations

The first limitation of this research is its exploratory nature because the DORA has yet to come into force.
This leads to a limited possibility for generalization of the findings, and more research is needed to validate the
found perceptions. The relatively small sample size adds to this limitation, as a larger number of participants

in the study would contribute to the validity of the findings.

Secondly, the chosen research method of semi-structured interviews entails multiple biases resulting in limita-
tions. The first is response bias, which occurs when participants are asked to self-report behaviors and can cause
respondents to answer untruthfully or inaccurately. People tend to overestimate their own abilities, which can
result, in this case, in higher preparedness scores than in reality. Another bias related to this type of research
is the social desirability bias. Respondents could give untruthful or partially truthful answers because they
provide answers according to society’s, or in this case, the industry’s, expectations. The effect of these two

biases is in the same direction on the preparedness score.

Another limitation is that due to the impact of COVID-19, all interviews were conducted online. Interviews are
preferably held in a face-to-face situation to prevent data loss. Furthermore, in all interviews, the interviewer
plays a critical role in preserving the information-gathering process by soliciting comments and keeping an eye
out for leading questions in all interviews. Being new to the field of social sciences and using interviews to
gather data, it is inevitable that the objectivity of the information gathered has been impacted by the quality

of the interviews.

8.2 Future work

The limitations of this study give way to possibilities for future research that can add to this area of study. This
study was performed under a small population of stakeholders of the DORA in the Netherlands. This study
should be performed among a larger group of participants to increase the generalizability. If this study were
performed in other countries in the EU, then comparisons could be made between the perceptions of the FSOs

in different countries towards the DORA and which national regulations play in these.

This study was performed in the last half year before the DORA will come into force. Therefore, it would be
interesting to see how stakeholders’ perceptions shift when the DORA has come into force. Once the technical
standards are published, a gap analysis could be performed between the DORA and existing guidelines. These

outcomes can be compared with the preparedness score that the FSOs have self-assessed in this study. Once
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the technical standards are published, the perceptions can also be assessed in more detail, as opposed to the

high-level strategic perceptions that this study found.

Finally, future research could be performed when the compliance date of the DORA has passed. Then the
actual compliance of the financial sector could be assessed. As presented in the discussion, compliance does not
equal resilience. Once the compliance date of DORA has passed, the compliance of the financial sector could be
assessed in combination with its digital operational resilience. Even though the resilience of the financial sector
is hard to measure, with the use of theoretical frameworks, an assessment could be made whether the digital
operational resilience of the financial sector has improved as a result of the DORA and how the requirements

of the DORA have influenced this digital operational resilience.
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B Appendix B

Table B.1: Entities that DORA applies to (Committee on Economic and Monetary Affairs, 2017)
# Entity
a)  credit institutions,
b)  payment institutions,
¢) electronic money institutions,
d)  investment firms,
crypto-asset service providers, issuers of crypto-assets,
(d) issuers of asset-referenced tokens and issuers of significant
asset-referenced tokens,
f)  central securities depositories,
g central counterparties,
h)  trading venues,
i) trade repositories,
j) managers of alternative investment funds,
)
1
m

management companies,
data reporting service providers,

) insurance and reinsurance undertakings,
insurance intermediaries, reinsurance intermediaries and
ancillary insurance intermediaries,
institutions for occupational retirement pensions,
credit rating agencies,
statutory auditors and audit firms,
administrators of critical benchmarks,
crowdfunding service providers,
securitisation repositories,

ICT third-party service providers.
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C Appendix C

Table C.1: 18 statements for the preparedness score

Domain

Statement

ICT Risk management

(< B U N e S

A comprehensive ICT risk management framework is in place for which

the management body bears the responsibility.

ICT systems, protocols and tools are being maintained and updated.

ICT security strategies, policies and procedures aimed at ensuring resilience
of ICT systems are designed and implemented.

All ICT-related business functions are identified, classified, and documented.
Mechanisms are in place and regularly tested to detect ICT-related
anomalous activities.

An ICT Business Continuity Policy and ICT Discovery Recovery Plan

are in place and reviewed ensuring the continuity of critical ICT functions.
A backup policy is in place ensuring minimum downtime and limited
disruption of ICT systems.

Vulnerabilities, cyber threats, and ICT-related incidents are analyzed

with their likely impact on digital operational resilience.

Communication plans are in place for a responsible disclosure of cyber
incidents or vulnerabilities to clients, counterparts, and the public.

ICT Incident Reporting

11

12

Management processes are implemented to detect, manage, and notify
ICT-related incidents and to ensure integrated monitoring, handling,
and follow-up of the incidents.

ICT-related incidents are classified based on affected number of users,
duration, geographical spread, data losses, severity, criticality of services
affected and economic impact.

Major ICT-related incidents are reported to relevant authorities,

with an elaborate incident report for the authority to determine

the significance and impacts.

Digital Operational
Resilience Testing

13

14

A digital operational resilience testing program is in place and part of
the ICT risk management framework, where all critical ICT systems
and applications are tested annually by independent parties.

A testing program is implemented to execute of a full range of
appropriate tests (e.g., vulnerability assessments and scans,
open-source analyses, network security assessments, gap analyses,
physical security reviews, questionnaires and scanning software
solutions, source code reviews where feasible, scenario-based tests,
compatibility testing, performance testing, end-to-end testing,

or penetration testing).

Third-party Risk
Management

15

16

17

ICT third-party risk is an integral component of the ICT risk
management framework, and a Register of Information is
maintained for all contractual arrangements with ICT

service providers.

Contractual arrangements with ICT third-party service
providers that lead to multiple arrangements with the

same party or to a third party that is not easily substitutable
are considered.

Rights and obligations of third parties are clearly allocated

and documented (including, description and location of all
functions and services, provisions on accessibility availability,
integrity, security and protection of data, full-service level description,
notice periods, requirements for 3d party to implement and test
business contingency plans, the right to monitor the 3d party
performance, and termination rights and exit strategies).

Information Sharing

18

Cyber threat information and intelligence is shared with other
financial entities, including tactics, techniques, and procedures,
aimed at enhancing digital operational resilience.
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Table C.2: Statements with the related DORA articles

Statement #

DORA article

1 Article 5: ICT risk management framework

2 Article 6: ICT systems, protocols and tools

3 Article 7: Identification

4 Article 8: Protection and Prevention

5 Article 9: Detection

6 Article 10: Response and Recovery

7 Article 11: Backup policies and recovery methods

8 Article 12: Learning and evolving

9 Article 13: Communication

10 Article 15: ICT-related incident management process

11 Article 16: Classification of ICT-related incidents

12 Article 17: Reporting of major ICT-related incidents
Article 21: General requirements for the performance of

13 . . . .
digital operational resilience testing

14 Article 22: Testing of ICT tools and systems

15 Article 25: General principles

16 Article 26: Preliminary assessment of ICT concentration risk and
further sub-outsourcing arrangements

17 Article 27: Key contractual provisions

18 Article 40: Information-sharing arrangements on

cyber threat information and intelligence
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D Appendix D

Table D.1: Core questions of the semi-structured interview with the ICT providers

Interview question

Scope and context

1) What services do you provide to financial institutions?

2) Are you aware of the EC proposal for the DORA?

3) Which assurances do you currently have
to demonstrate your security?

4) Do you experience any pressure from the
financial sector that DORA is coming?

5) There will be an overseer per critical provider.
What do you think about being under direct supervision?

6) You have to report certain incidents to the supervisor
and also to the customer (the financial institution).
What is your opinion on this?

7) Are you currently performing tests to test resilience?
8) How will you demonstrate that you are DORA compliant?

9) What do you see as benefits of DORA?

10) What do you see as the biggest disadvantages or
challenges of DORA?

Opening question to determine the
relation and services between the
ICT provider and the FSOs.
Question to determine the
participant’s awareness of the DORA.
Participant is asked which

assurances they currently have to see
how DORA relates to this.

Question aimed at getting insight on
the behavior of the FSOs with regard
to the ICT third parties and DORA.
Participant is asked for its perception
towards a changing requirement

that the DORA brings.

Participant is asked for its perception
towards a changing requirement that
the DORA brings.

Question to get insight on their current
policy on testing.

Participant’s perception on future
assurance of DORA compliance.
Participant’s positive perception of
DORA is questioned.

Participant is asked which aspects of
DORA could cause challenges.
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E Appendix E

Table E.1: Core questions of the semi-structured interview with the EBF

Interview question

Scope and context

1) How does the development of the DORA work
and what is the role of the EBF in this process?
2) What, in your view, were the motives

behind the proposal for the DORA?

3) Do you think the DORA introduces new concepts
that current laws and regulations do not yet cover?

4) How do you see the current state of digital
operational resilience of the financial sector in the EU?

5) In your view, is an organization that fully
complies with DORA fully resilient?

6) What do you see as benefits of DORA?

7) What do you see as the biggest disadvantages or
challenges of DORA?

8) Do you expect DORA to make it easier for FSOs
to comply with international laws and regulations?

Opening question to get an understanding of the
development process and the EBF’s role herein.
Participant’s perception of the

motivation for DORA is asked

Participant is asked to elaborate on new concepts
that DORA introduces in comparison with existing
regulation and the participant’s perception of it.
Question aimed at getting insight on

the participant’s perception on the resilience of the
financial sector

Participant is asked for its perception

on whether DORA will ensure resilience
Participant’s positive perception of

DORA is questioned.

Participant is asked which aspects of

DORA could cause challenges.

Participant’s perception on future compliance
issues and DORA’s role herein.
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F Appendix F

Table F.1: Core questions of the semi-structured interview with the DNB

Interview question

Scope and context

1) What is the role of the DNB in the development

of the DORA?

2) How does the translation from EU to national
legislation work?

3) How do you see the current state of digital
operational resilience of the financial sector in the EU?
And the Netherlands?

4) Do you think the DORA introduces new concepts
that current laws and regulations do not yet cover?

5) What do you see as benefits of DORA?
6) What do you see as challenges of DORA?

7) Do you think that the FSOs have the ability to
comply within the given timespan?

8) What role do the ICT service providers play in the
digital operational resilience of the financial sector?

9) Do you think the DORA can be compared with the
GDPR?

10) What do you think about the fact the FSOs
interviewed in this study ... 7

Opening question to get an understanding of the
developmen process and the DNB’s role herein.
Create insight in the difference between EU and
national regulation

Participant’s perception of the current level
of digital operational resilience is questioned.

Participant is asked to elaborate on new concepts
that DORA introduces in comparison with existing
regulation and the participant’s perception of it.
Participant’s positive perception of DORA is questioned.
Participant is asked which aspects of DORA

could cause challenges.

Participant’s perception of the compliance issues is
questioned.

Participant’s perception of the role of ICT service
providers is questioned.

Question aimed at seeing where the DORA can be
compared with the GDPR

Open questions to be filled in with insights from
the previous interviews. These questions aim to
get the DNB’s reaction to the found perceptions.
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