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Virtual Impedance Control for Load Sharing
and Bus Voltage Quality Improvement

in Low-Voltage AC Microgrid
Junjie Xiao , Graduate Student Member, IEEE, Lu Wang , Graduate Student Member, IEEE,

Pavol Bauer , Senior Member, IEEE, and Zian Qin , Senior Member, IEEE

Abstract—Due to the mismatched feeder impedances in a
resistive feeder AC microgrid, it’s challenging to accurately
share harmonic and active power while promising a low
bus voltage distortion rate. To address this issue, this paper
proposes a distributed philosophy-based virtual impedance mod-
ulation strategy. The proposed method regulates the fundamental
and harmonic impedance at the desired value by exchanging
information with its adjacent inverters. Notably, the proposed
method benefits from resilience against communication delay,
failure, and cyber-attacks. Moreover, it significantly reduces the
communication burden. The proposed method’s effectiveness
is validated through experiments conducted in various cases,
including different communication scenarios and plug-and-play
operations.

Index Terms—AC microgrid, adaptive virtual impedance,
power sharing, distributed control.

I. INTRODUCTION

M ICROGRID is a small-scale power system composed
of multiple distributed generation (DG) units. It is an

attractive field [1] as it provides a promising solution for
substantial economic and environmental benefits.

In a low-voltage microgrid, the droop law (Q-ω, P-V)
is widely used to regulate power flow [2], as the feeders
feature in resistor property [3]. Although the frequency is
a global variable and reactive power can be proportionally
shared [4], achieving active power sharing remains challenging
due to mismatched line impedance. Moreover, in microgrid
systems, the proliferation of sensitive loads is primarily non-
linear [5], [6], necessitating proper sharing of the harmonic
power generated by these loads among the units, which tradi-
tional droop law disregards. Various power-sharing strategies
have been proposed to address these challenges, and they can
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be broadly classified into two categories: local state-based
methods and communication-based methods [7].

The virtual impedance technique is effective in achieving
accurate power-sharing. This technique modifies the voltage
controller reference by incorporating an output current feed-
forward loop, as studies such as [3] demonstrate. While it may
seem intuitive to compensate for the impedance difference by
measuring the real line impedance of each feeder, identifying
the physical feeder impedance in practice is generally costly.
Besides, some scholars propose adding a sizeable virtual
impedance to the controller [8]. However, this approach can
lead to significant distortion in the Point of Common Coupling
(PCC) voltage.

The implementation of the control methods outlined
in [9], [10] necessitates the utilization of a Microgrid Central
Controller (MGCC), which regulates the virtual impedance
based on real-time measurements and references of power.
However, it is noteworthy that the dependence on the central
controller renders the system susceptible to a single point of
failure.

To address issues of communication failure, the microgrid
system employs a distributed philosophy to improve scalability
and reliability. In recent research presented in [11], [12],
consensus-based distributed control was implemented in par-
allel inverter systems, with units propagating information to
adjacent agents. However, limited communication resources
can pose a significant challenge to the distributed philosophy
employed in microgrid systems, resulting in suboptimal system
performance [13]. Previous studies have proposed periodic
data exchange with adjacent agents as a method of reducing
communication burden [14], [15]. An alternative approach
involves using a discrete-time communication mechanism
to update neighbour states, which is promising in conserv-
ing communication resources [16]. The communication-based
event-triggered control (ETC) approach has gained significant
attention in the multi-agent system (MAS) field due to its abil-
ity to schedule communication networks intelligently. Thus, it
is possible to reduce the communication burden compared to
the typical approach [17].

Nevertheless, the enormous traffic pressure on the communi-
cation network in practical applications will not be alleviated as
many loads on the AC bus continually switch [17]. Therefore,
the communication burden of distributed control-based virtual
impedance modulation remains challenging.
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Moreover, The communication-based method, while intro-
ducing communication technology, can benefit the accurate
sharing of active and harmonic power, it is vulnerable to cyber
attacks [11], which may adversely affect overall control accu-
racy and cause instability [18]. A common strategy to combat
cyber attacks involves detecting the attack and implementing
suppression measures. Cyber attack detection methods typi-
cally fall into two categories based on their reliance on models.
The first category is model-based approaches, exemplified
using Kalman filter-based detectors in [19]. While these
methods can effectively identify FDIAs in power systems,
they have a significant drawback: obtaining accurate physical
models is challenging in real-world scenarios. This approach
becomes less effective when challenged by smart attacks [20].
Conversely, model-free approaches, such as AI-based algo-
rithms mentioned in [21], hold the promise of network
attack detection but come with an increased computational
burden [22].

The existing body of research on enhancing resilience
against cyber-attacks primarily toward full resilience in
microgrids [23], albeit at the cost of increased computational
and communication burden. Another approach involves intro-
ducing adaptive feedback terms to counteract FDI signals [24],
but this method results in a slower response speed for cyber
attack mitigation. Additionally, reducing the weight of the
attacker channel in communication is considered an effective
approach [18], [25]; however, even with significant reductions,
the effectiveness of the cyber attack still persists within the
system.

Based on the above literature review, several significant
research gaps can be identified as follows: (a) The exist-
ing research predominantly concentrates on medium-voltage
AC microgrids. However, there is insufficient research on
the application of virtual impedance in low-voltage AC
microgrids. We highlight the distinct characteristics of these
two systems, particularly the impact of droop control on the
implementation of virtual impedance [8], [9], [10], [12], [26].
(b) Harmonic power-sharing may introduce a sizeable virtual
impedance, leading to a degradation of the Point of Common
Coupling (PCC) voltage quality, which is ignored in [9],
[10], [12], [13]. (c) The communication burden remains a
challenge in the distributed virtual impedance for power
sharing. [13], [14], [15], [16], [17]. (d) The effectiveness of
cyber attack detectors is diminished by inaccurate models and
the associated computational burden [19], [20], [21], [22].
(e) Conventional resilience approaches for cyber attacks result
in computational complexity and fail to completely eliminate
the attack [18], [23], [24], [25]. (f) While there have been
studies on multi-unit systems, we can hardly find any research
investigating cyber attacks in the communication-based virtual
impedance.

Motivated by the identified research gaps, this paper
presents a distributed communication-based virtual impedance
control method that addresses the challenges of achieving
resilience and low communication burden while enabling
active power, harmonic power sharing, and PCC voltage com-
pensation in low-voltage AC microgrids. The comparison of

Fig. 1. The comparison of the proposed and other representative studies.

the proposed approach with the counterparts can be illustrated
in Fig. 1, and the contributions of this paper are outlined as
follows:

(1) This study introduces a novel consideration of voltage
quality, encompassing fundamental and harmonic power in
low-voltage AC microgrids. By avoiding the sizeable harmonic
virtual impedance, the proposed method enhances PCC voltage
quality.

(2) The proposed method significantly alleviates the com-
munication burden by eliminating the need for communication
networks once the virtual impedance has been adjusted.

(3) This paper is pioneering research on the implications of
cyber attacks on distributed virtual impedance. Moreover, The
proposed approach doesn’t rely on cyber attack detection and
thus responds swiftly to attack signals.

(4) The proposed cyber attack mitigation algorithm offers
computational savings compared to full resilience towards
methods by leveraging a reasonable assumption that the hacker
cannot compromise the entire communication network due
to the diverse characteristics of the communication measures
within the microgrid system.

(5) This study pioneers research on cyber attack mitigation
in the context of communication-based virtual impedance. A
practical method is proposed that disregards compromised
communication channels, thereby improving the response
speed to attack mechanisms and effectively eliminating attack
signals.

(6) The proposed virtual impedance strategy adopts a
distributed approach, eliminating the risk of single points of
failure, and its stability is validated using Lyapunov criteria.
The adaptability of the control strategy is also assessed under
conditions such as communication failures and cyber-attacks.

The paper is organized as follows: Section II explains the
investigated inverter system’s operation principle. Section III
presents the proposed communication-based virtual impedance
for power sharing and harmonic voltage compensation meth-
ods. The FDIA model and resilient controller are presented in
Section IV, along with the communication relief controller and
Lyapunov theory-based stability analysis. Section V provides
extensive experimental results demonstrating the proposed
control strategy’s effectiveness. Finally, the article is concluded
in Section VI.
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Fig. 2. The scheme of a microgrid with N inverters.

II. ISLAND MICROGRID CONTROL

Fig. 2 depicts a schematic of island microgrids that
incorporates a variety of loads, including linear and nonlinear
loads. The participating agents are connected to the AC bus
through an LC filter and feeder. The parameters of the adopted
filter, namely the inductor and capacitor, are denoted by Lf and
Cf , respectively. The feeder takes on resistor characteristics.
The current of the filter inductor is represented by iL,i,
while the voltage of the capacitor is represented by VC,i.
Additionally, the output current of DGi is denoted by io,i.

A. Primary Control

The P-V and Q-ω droop laws are extensively utilized
in resistive feeder systems for power flow regulation, as
demonstrated in equations (1) and (2):

ωi = ω∗ + nqiQi (1)

Vi = V∗ − mpiPi (2)

where ωi and Vi represent the frequency and voltage ampli-
tude; ω∗ and V∗ are the nominal set points of frequency and
voltage amplitude; Pi and Qi are the calculated active power
and reactive power of ith DG; The droop coefficient mpi and
nqi should be set as inverse as the maximum power rating
of DGs. As ωi in (1) is the global variable, which means
the output frequency among the participating converters is
the same, the active power could be proportionally shared,
nQ1Q1 = nQ2Q2 = · · · = nqiQi. However, it is challenging to
reach active power sharing because of the mismatched feeder
impedance, which will be detailed in Section II-B.

The reference for the inner controller that manages the
actual output voltage of the filter capacitor is derived from the
outcome of the droop control. It can be written as (3):

Vd,i = Vi sin

(∫
ωi dt

)
(3)

The inner control is usually composed of a voltage con-
troller and a current controller, in which the reference is the
output of the droop controller, denoted as Vref ,i = Vd,i. The
control block diagram of the inner loop controller can be
equivalent to (4).

VC = Vref ·GV(s) − Zo(s)·io (4)

Fig. 3. (a) The effect of feeder mismatch on active power sharing. (b) Virtual
impedance on active power control.

where GV(s) denotes the voltage gain of the inner controller,
which should be 1 for a well-designed converter, and Zo(s)
indicates the equivalent impedance of the inverter is deter-
mined jointly by the controller’s parameters [27] and the droop
coefficient.

B. Active Power Analysis

This section investigates how the mismatch impedances of
individual DGs could contribute to improper active power
sharing, as shown in Fig. 3. The voltage drop across the feeder
in [17] can be roughly calculated as follows using (5):

�Vi ≈ XiQi + RiPi

VC
(5)

where Xi and Ri represent the inductive and resistive compo-
nents of the feeder and inverter output impedance, �Vi denotes
the voltage drop.

In Fig. 3, Zf
o,1 and Zf

o,2 indicate the output impedance. Zf
L,1

and Zf
L,2 denote the line impedance of feeder 1 and feeder

2, respectively, in Fig. 1. Zf
v,1 and Zf

v,2 suggest the virtual
impedance for active power sharing.

In a resistive feeder systems, Ri �Xi [28]. As a result, the
power flow through the line resistance leads to the voltage
drop, which is expressed as

�Vi ≈ RiPi

VC
(6)

Therefore, the voltage drop between the participating units is
regulated, and the proportionate sharing of active power is
reached by properly modulating individual virtual impedance
to be proportional.
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Fig. 4. (a) The effect of feeder mismatch on harmonic current sharing.
(b) Virtual impedance on harmonic current control. (c) Virtual impedance on
harmonic voltage control.

C. Harmonic Analysis

The following prerequisites must be satisfied for the pro-
portional sharing of harmonic power with its maximum output
harmonic power rate.

b1H1 = b2H2 = · · · = biHi (7)

where bi is the inverse of the maximum output harmonic
power. Hi denotes the h-th harmonic power. Fig. 4(a) indicates
the equivalent circuit of the inverter system at hth-order
harmonic frequency with a nonlinear load. Note that the
nonlinear load can be regarded as a current source ihload [12].
Where Zh

o,1 and Zh
o,2 indicate the harmonic output impedance

in (4). Zh
L,1 and Zh

L,2 denote the harmonic line impedance of
feeder 1 and feeder 2, respectively, in Fig. 4.

The mismatch of harmonic impedance between DG1 and
DG2 leads to incorrect harmonic power sharing, as illustrated
in Fig. 4(a) and Fig. 4(b) as the hth-order load harmonic
impedance Zh

load is significantly bigger than the equivalent
impedance Zh

eq of DGs. Nonetheless, by constructing the
appropriate virtual harmonic impedance Zh

v,1 and Zh
v,2, as

illustrated in (8), harmonic power sharing could be achieved
for selected frequencies.

iho,1

(
Zh

o,1 + Zh
v,1 + Zh

L,1

)
= iho,2

(
Zh

o,2 + Zh
v,2 + Zh

L,2

)
(8)

D. Bus Voltage Compensation Analysis

The bus voltage is determined by a combination of the
harmonic currents produced by the nonlinear load and the

equivalent impedance of each inverter. The h-th bus harmonic
voltage is expressed as (9).

Vh
PCC = iho,1Zh

eq,1 = iho,2Zh
eq,2 (9)

where Zh
eq,1 and Zh

eq,2 represent the equivalent impedance of
DG1 and DG2, including output impedance, line impedance
and virtual impedance under h-th harmonic current, denoted as
Zh

eq,i = Zh
o,i+Zh

v,i+Zh
L,i. Eq. (9) demonstrates that it is possible

to attenuate the bus voltage harmonic Vh
PCC by adjusting the

DGs virtual impedance for harmonic voltage compensation
Zu

v,i as shown in Fig. 4(c).

III. PROPOSED IMPEDANCE MODULATION METHOD

In order to improve bus voltage quality while guaranteeing
proportional harmonic power and active power sharing, an
adaptive virtual impedance is presented in this paper. Fig. 6
depicts the overall control block diagram, which primarily
consists of the communication layer and the virtual impedance
of the harmonic power sharing, active power sharing and har-
monic voltage compensation loops. By separately adaptively
modulating the virtual impedance, the suggested solution
reduces the requirement to identify the line impedance. It
assumes that each unit needs to share information with the
inverters closest to it.

A. Sparse Communication Network

An undirected cyber graph of the communication network
is considered to show how the involved converters share data
with their neighbours. For every local ith converter of the
microgrid, the communication graph with all its neighbours-
jth can be written as a digraph via edges and links via
communication adjacency matrix A = (aij)N×N . The com-
munication weight, denoted as aij, has a value of 1 when
there is regular communication between the ith unit and
the jth unit. Conversely, when there is no communication
or a communication failure between unit i and unit j, the
communication weight is set to 0. The degree of vertex
ζi is given as di = ∑N

j=1 aij.D = diag(d1, · · ·, dN) is the
corresponding degree matrix. Further, the Laplacian matrix L
of the communication network L is defined as L = D−A. With
the sparse communication network outlined above, distributed
generation units can communicate with each other to propagate
reference information.

B. Harmonic Extract and Power Calculation

In this paper, we use the multi-second-order generalized
integrator (SOGI) in [29] to extract fundamental current ifo(t),
harmonic current iho(t) and harmonic voltage Vh

bus(t) as shown
in Fig. 5.

The hth harmonic power of the ith inverter is calculated
based on the root mean square (RMS) value Vf

i,rms of the
fundamental voltage, the RMS value of harmonic current
iho,irms and its conjugated signal iho,d as [30] which can be
denoted as (10).

Hi = Vf
i,rmsi

h
o,irms = 1

2
Vf

i

√
iho,i + iho,id (10)
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Fig. 5. Comparison of this paper with other studies.

where Vi,rms=Vi/
√

2.

C. Consensus-Based Control Method

In Fig. 6, the participating inverters use the communi-
cation network to transmit information about active power
(mp1P1, · · ·, mpNPN), harmonic power (b1H1, · · ·, bNHN) and
bus voltage distortion rate (D1, · · ·, DN). Additionally, as was
previously noted, reasonable harmonic power sharing cannot
match the properly active power sharing and the desired bus
voltage quality. Therefore, it is required to independently
design the active power sharing controller, harmonic sharing
controller and bus voltage compensation controller. The active
power controller is established as (11).

Zf
v,i = kf

v,i

∫ ⎡
⎣∑

j∈Ni

aij
(
mpiPi − mpjPj

)⎤⎦dt (11)

The virtual impedance introduced in (12) can be used to
share the harmonic power properly.

Zh
v,i = kh

v,i

∫ ⎡
⎣∑

j∈Ni

aij
(
biHi − bjHj

)⎤⎦dt (12)

Unlikely in [22], decreasing the overall impedance for
PCC voltage quality improvement, which potentially causes
instability, we have implemented a voltage compensation loop.
The bus harmonic voltage compensation controller is written
as (13).

Zu
v,i = ku

v,i

∫ ⎡
⎣∑

j∈Ni

aij
(
Dj − Di

) + gi(D0 − Di)

⎤
⎦dt (13)

where the integral controllers are employed to eliminate active
and harmonic power-sharing errors. The loop gain gi=1 is a
pinning gain for the harmonic voltage compensation controller.
kf

v,i, kh
v,i and ku

v,i are the impedance reshaping factors for active
power sharing, harmonic power sharing and harmonic voltage
compensation, respectively. The details of parameter selection
are given in Section IV-C. The D0 is the maximum allowable
harmonic voltage distortion rate. Di denotes the hth order
harmonic distortion of ith unit as (14).

Di = Vh
i

Vf
i

(14)

In Fig. 5, Vf
i and Vh

i represent the fundamental voltage and
h-th harmonic voltage, respectively. It is worth noting that the
capacitor voltage is used in place of the PCC voltage due to
the small line impedance in low-voltage grids. If the harmonic

voltage exceeds the permissible distortion limits or the active
and harmonic power may not be shared correctly, the virtual
impedance is automatically adjusted to be the desired value in
such a scenario.

With the virtual impedance reshaping loops, the voltage
reference of the double-loop voltage controller is obtained
as (15):

Vref = Vd − Zf
vifo − Zh

v iho − Zu
v iho (15)

It should be noted that excessively low virtual impedance
can lead to unstable operation due to the potential occur-
rence of circulating current among the inverters involved.
Meanwhile, an excessively high virtual impedance can result
in poor PCC voltage quality. This study’s overall impedance
encompasses the line impedance, output impedance (modelled
by the inner controller), and virtual impedance. The initial
impedance (line impedance and output impedance) is prede-
termined once the system is established, and they typically
exhibit relatively large initial values. Consequently, the virtual
impedance is adjusted to compensate for the initial impedance.
It is worth noting that even if the virtual impedance (resistance)
has a negative value, the overall impedance (resistance) will
still be positive and sufficiently large to ensure the system’s
stability. Furthermore, the feeder investigated in this paper is
primarily resistive, employing a resistive virtual impedance.
Unlike inductive scenarios, this characteristic contributes to
the system’s enhanced stability as it avoids differential terms.
Furthermore, when the sum of the output impedance and line
impedance becomes negligibly small, it becomes necessary to
introduce an additional fixed virtual impedance to maintain
a sufficiently substantial initial impedance, thus preserving
system stability [31].

IV. CYBER ATTACK AND STABILITY ANALYSIS

Communication-based methods help guarantee that the fun-
damental and harmonic impedances are set appropriately but
are susceptible to cyber-attacks. This section initially describes
and models the false data injection attack (FDIA). Next, we
develop a strategy for the FDIA to challenge convergence
performance. On top of that, the auxiliary controllers, designed
to enhance resilience, can resist cyber-attacks carried through
the communication network, and it is immunized to communi-
cation failure and delay. Furthermore, remain aware that only
at the first stage of system construction does the controller
exchange data with its neighbours. After which, the introduced
auxiliary controller sends the communication network disabled
signal to participated units, while the microgrid can maintain
the desired power-sharing performance and PCC harmonic
voltage quality without further communication. As a result,
the communication burden is significantly reduced.

A. Cyber Attack Problem Statement

The attack that draws the greatest attention is FDIA. It can
be thought of as fake data modelled as in (16) and then injected
into the actual data.

xa,j = xj + ηjε(t) (16)
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Fig. 6. The proposed virtual impedance framework.

where xa,j denotes the information from the attacked
neighbouring unit, and xj gives the actual information. The
binary variable termed ηj indicates the presence of FDIA with
the malicious element ε(t) when ηj = 1 stands for the presence
of an attack and ηj = 0 indicates the absence of FDIA.

For active power sharing controller: We can intuitively
develop the expression Pi = Hf

L/(Zf
v,i + Zf

o,i + Zf
L,i), as shown

in Fig. 3, where Hf
L a represents the positive term between

impedance and active power derived from (8). Considering
the presence of FDIA on the communication network, the
proposed method in (11) can be expressed as in (17).

Hf
L

Pi
= kf

v,i

∑
j∈Ni

aij
(
npiPi − npjPa,j

)
dt + Zf

o,i + Zf
L,i (17)

The state error ef
i , which is expected to be 0, is defined as

the differences between the ith inverter’s active power and its
optimal value, denoted as ef

i = npiPi−P0. Where P0 represents
the optimal output active power of ith inverter. In the steady
state, np1P1 = · · · = npiPi = P0. The dynamics of state errors
with attacks on communication links are stated as follows:

ef
i (t) = Hf

L∫ [
−kf

v,iLef
i + Bε(t)

]
dt + Zf

o,i + Zf
L,i

− P0 (18)

where L is the Laplacian matrix of the communication
network. B is the incidence matrix of cyber attack and output.

The derivative of the state errors can be written as (19):

ėf
i (t) = −Hf

Lkf
v,iLef

i + Bε(t)

{∫ [
−kf

v,iLef
i + Bε(t)

]
dt + Zf

o,i + Zf
L,i}2

(19)

For the harmonic power sharing controller: As shown in
Fig. 4, we can develop the expression Hi = Hh

L/(Zh
v,i +

Zh
o,i + Zh

L,i), where Hh
L is a positive term, denotes the inverse

of impedance and harmonic power. Considering the presence
of FDIA on the communication network and corresponding
to (20), we can obtain the following:

Hh
L

Hi
=

∫
kh

v,i[
∑
j∈Ni

aij(biHi − bjHa,j]dt + Zh
o,i + Zh

L,i (20)

The state error for harmonic power sharing is eh
i = biHi −

H0, where H0 represents the optimal harmonic power of ith
inverter. In the steady state, b1H1 = · · · = biHi = H0. The
dynamics of state errors with attacks on communication links
are stated as follows:

eh
i (t) = Hh

L∫ [−kh
v,iLeh

i + Bε(t)
]
dt + Zh

o,i + Zh
L,i

− H0 (21)

The derivative of the state errors can be written as (22):

ėh
i (t) = −Hh

Lkh
v,iLeh

i + Bε(t)

{∫ [−kh
v,iLeh

i + Bε(t)
]
dt + Zh

o,i + Zh
L,i}2

(22)
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For the voltage compensation controller: As shown in
Fig. 4, we can intuitively develop the expression Di =
Hu

L(Zh
o,i + Zh

L,i + Zh
vH,i + Zh

vV,i) where Hu
L = iho,i/Vf

bus.
Considering the presence of FDIA on the communication
network and corresponding to (13), we can obtain the
following:

Di

Hu
L

= ku
v,i

∫ ⎡
⎣∑

j∈Ni

aij(Da,j − Di) + gi(D0 − Di)

⎤
⎦dt + Zh

eq,i

(23)

As the state error is defined as ev
i (t) = Di − Dh

0. It can be
represented as follows:

eu
i (t) =

∫ [−Hu
Lku

v,i(L + G)eu
i + Bε(t)

]
dt + Zh

eq,i (24)

where G = diag(g1, . . . , gN). The derivative of the state error
can be written as (25)

ėu
i (t) = −Hu

Lku
v,i(L + G)eu

i + Bε(t) (25)

B. Stability Analysis

To analyse the stability, the Lyapunov function is defined
as:

ν(e) = 1

2
eTe (26)

where e represents the state error ef
i , eh

i and eu
i of the

proposed controllers. The time derivative of ν(e) along the
trajectories (26) of different controller is calculated as follows:

ν̇(e) = eT ė

=

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

(ef
i )

T −Hf
Lkf

v,iLef
i +Bε(t)

{∫ [
−kf

v,iLef
i +Bε(t)

]
dt+Zf

o,i+Zf
L,i}2

(eh
i )

T −Hh
Lkh

v,iLeh
i +Bε(t)

{∫ [
−kh

v,iLeh
i +Bε(t)

]
dt+Zh

o,i+Zh
L,i}2

(eu
i )

T
[−Hu

Lku
v,i(L + G)eu

i + Bε(t)
]

(27)

In Eq. (27), in the absence of cyber attacks, which means
Bε(t) = 0 and ν̇(e) < 0 for all e �= 0 in the steady state. As
a result, eq. (11), (12), and (13) are globally asymptotically
stable. Consequently, ν(e) will eventually converge to zero,
leading to the convergence of state error to zero and ensuring
that the active and harmonic power can be proportionally
shared. Additionally, the harmonic voltage will be reduced to
the desired value.

When the system is attacked by FDIA with malicious signal
ε(t), we develop a new state variable yi, where y = e − ε(t).
With the same Lyapunov function with (26), The derivative of
ν(y) can be written as (28).

ν̇(y) = yT ẏ

=

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

(yf
i )

T −Hf
Lkf

v,iLyf
i

{∫ [
−kf

v,iLyf
i

]
dt+Zf

o,i+Zf
L,i}2

(yh
i )

T −Hh
Lkh

v,iLyh
i

{∫ [
−kh

v,iLyh
i

]
dt+Zh

o,i+Zh
L,i}2

(yu
i )

T
[−Hu

Lku
v,i(L + G)yu

i

]
(28)

In (28), it can be observed that ν̇(y) < 0 for all y �= 0 in
the steady state. Consequently, ν(y) will eventually converge

to zero, leading to the convergence of state error to zero. This
implies that y = 0 and e = ε(t) impede power-sharing and
harmonic voltage compensation.

C. Resilient Framework and Communication Relief
Controller

In this paper, we propose a resilient enhanced auxiliary
controller to suppress cyber-attacks.

The proposed resilience scheme for mitigating cyber attacks
that impede virtual impedance convergence can be rewritten
as (29).

Zv,i = ±kv,i

∫ ⎡
⎣∑

j∈Ni

aij(xi − xj) + gi(xi − x0)

⎤
⎦dt (29)

where Zv,i, kv,i and xi represent the virtual impedance, reshape
factor and state variable in (11), (12) and (13). “±” denotes
the different Laplacian matrix of the communication network.

If we take �δi,j = xj − xi. �δ′
i,j can be taken as follows to

replace the original data:

�δ′
i,j = (1 − 	i,j)�δi,j (30)

where 	i,j is a binary variable, representing the existence of a
cyber attack or not.

	i,j =
{

1, if |
i,j| ≥ ϒi

0, else
(31)

We adopt 
i,j to identify the cyber attack, which can be
written as (32). ϒi denotes the cyber attack measure threshold.
It is defined as ϒi = 0.01xi in this paper. If |
i,j| ≥ ϒi, 	i,j =
1, it is suggested there is a cyber attack or else indicating no
cyber attack in the system.


i,j = aij(xi − xj) (32)

If a cyber attack occurs between the jth DG unit and ith
DG unit, the binary signal 	i,j is sent to isolate the corrupted
data; thus, the infected data is disregarded. Consequently, the
proposed communication-based strategy is immune to cyber-
attacks with the procedure in the resilient framework.

The auxiliary controller used for disabling the proposed
method to decrease the communication burden that can be
expressed as follows:

kv,i =
{

kv,i, if 	i,1 ∪ 	i,2 · · · ∪ 	i,N = 0
0, else

(33)

The reshape factors kv,i determine the convergence speed
of the outer loop. Increasing the value of these fac-
tors enhances communication efficiency among the inverters
involved. However, in the case of the virtual impedance loop,
the reshape factors should be set at a slower rate than the inner
loop. Additionally, since the virtual impedance is calculated
based on power, it should have an even slower convergence
rate than the power loop. To ensure this, as the cutoff angular
frequency of the power loop’s filter is set at 100 rad/s, the
reshape factors are selected as 0.02.

When the inverter system has been built with the proposed
method, it is assumed the harmonic and active power can
be proportionally shared alone with harmonic voltage within
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Fig. 7. Experiment setup.

TABLE I
PARAMETERS OF THE MICROGRID IN EXPERIMENT

the acceptable range. In this case, the auxiliary controller
triggered, resulting in the impedance reshaping factor kv,i=0,
rendering the microgrid independent of communication.

V. EXPERIMENT RESULTS

The proposed adaptive control strategy has been tested in
experiments of a distributed AC micro-grid with three inverters
connected in parallel to validate its effectiveness, as shown
in Fig. 7. In this microgrid system, the output side of the
inverters is connected to the AC bus through an LC filter and
line impedance.

Following the structure in Fig. 7, several cases are carried
out in this paper to verify the effectiveness of the proposed
adaptive control scheme with different operations. The plant
and control parameters of the microgrid are provided in
Table I. In this paper, the 3rd harmonic is selected as an
example for verifying. the inverters’ output harmonic and
active power rate follows the maximum capacity proportion set
as 1:2:3. The PCC harmonic voltage disordered rate should be
below 5%, which complies with the IEEE 519-1992 standard
harmonic distortion rate restriction [32].

A. Active and Harmonic Power Sharing

Fig. 8 illustrates the performance of the proposed method.
Initially, as shown in Fig. 8 (a) and (b), conventional droop
control is used to regulate the microgrids after the system

Fig. 8. Power sharing performance of the proposed controller: (a) active
power. (b) 3rd harmonic power.

starts at t1, resulting in an improper power-sharing ratio
of 1:1:1. At t2, the proposed adaptive virtual impedance
is activated, contribute to a proportional sharing of active
power and 3rd harmonic power with the desired ratio of
1:2:3. The effectiveness of the proposed communication-based
virtual impedance is further demonstrated by intentionally
imposing communication delays (15ms) and interruptions in
the communication link from DG2 to DG1 at t3 and t4,
respectively. Despite these disruptions, the system response
exhibits no significant changes during these periods, confirm-
ing the proposed method’s immunity to communication delays
and interruptions. The determination of an upper bound on
communication delay can be achieved through the utilization
of Riccati equation-based analysis, as detail demonstrated
in [33]. Consequently, the time delay specified in this study
amounts to 15ms for the network. However, since the delay
analysis is not the main contribution of this paper and in the
interest of brevity, this analysis has been omitted from the
current paper.

B. Cyber Attack and Resilience Enhancement

Fig. 9 (a) and (b) demonstrate the impact of cyber attacks
on microgrids and the effectiveness of the proposed method
in mitigating such attacks. In the t2-t6 stage, the adaptive
virtual impedance is adopted. Therefore, the active and har-
monic power can be proportional sharing, and there is no
cyber attack in the communication network. Subsequently,
the communication line from DG2 to DG1 is subject to a
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Fig. 9. Effect of cyber attack and performance of the resilient controller:
(a) active power. (b) 3rd harmonic power.

false data injection attack with ε(t) = 100 W for both active
power and harmonic power controllers at t6. As a result, the
power-sharing ratio deviates from the optimal point. At t7,
the proposed resilient framework is activated, eliminating the
corrupted data and recovering the power-sharing ratio to 1:2:3.
The results demonstrate the resilience of the proposed method
against cyber-attacks, highlighting its potential for enhancing
the security and stability of microgrids.

C. Communication Relief Strategy

The limited communication resource constraints the wide
use of distributed control. This paper proposes a communi-
cation relief control to alleviate the communication burden
by disabling the communication-based virtual impedance after
the system is built up. Moreover, it is necessary to keep
sharing accuracy among the operational units when one DG
unit drops. This paper tests the active and harmonic power
in the plug-and-play operation after the communication-based
method exit. Fig. 10(a),(b) show the performance of active
power and fundamental current, while where Fig. 11(a),(b)
show the performance of harmonic power and 3rd harmonic
current, respectively.

As shown in Fig. 10(a) and Fig. 11(a), the communication-
based control strategy terminates at t9, allowing the active
and harmonic power to continue to be shared proportion-
ally without communication support. While before t9, the
inverter is regulated by the proposed communication-based
virtual impedance. At t10, DG3 disconnects, while the

Fig. 10. The plug-and-play operation for the active power controller after
communication is disabled: (a) active power. (b) fundamental current.

Fig. 11. The plug-and-play operation for the harmonic power controller after
communication is disabled: (a) 3rd harmonic power. (b) 3rd harmonic current.

operational DG1 and DG2 maintain a power-sharing ratio of
1:2. at t12, DG2 drops out, and the operational DG1 and
DG3maintain a power-sharing ratio of 1:3. In both cases,
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Fig. 12. The validity of PCC harmonic voltage compensation: (a) PCC
voltage. (b) virtual impedance waveform.

the system operates reliably and accurately without the need
for communication-based control. During periods t11-t12 and
t13-t14, the disconnected unit is reconnected, and the system
returns to its original configuration with proportional power-
sharing.

The fundamental waveform in Fig. 10(b) demonstrates con-
sistent and accurate fundamental current sharing throughout
the operation. Fig. 11(b) presents the 3rd harmonic current
of two dynamic processes. 1) when DG3 drop out at t9,
the harmonic current sharing ratio is changed from 1:2:3 to
1:2:0 among DG1: DG2:DG3. 2) when DG3 is reconnected to
the microgrid at t10. the harmonic output current of DG3 is
increased and, eventually, keeps proportional sharing among
the involved inverter.

Following the information exchange during the build-up
stage via the communication network, the virtual impedance
is modulated to the desired value and remains constant during
the whole process due to the integrator effect of the proposed
method. As a result, even when the communication network
is disabled, the active and harmonic power can still be
proportionally shared, and importantly, the microgrid remains
the plug-and-play operation at this stage.

D. Harmonic Voltage Compensation

To evaluate the effectiveness of the proposed control for
compensating harmonic voltage distort rate and the sensitivity
of PCC harmonic voltage with respect to virtual impedance,
a comparison is developed between the waveforms obtained
before and after the implementation of the proposed method,
as illustrated in Fig. 12. In the t1-t15 stage, the harmonic

Fig. 13. Active power sharing performance with the method in [12], [17].

distortion rate, represented by D, is 10%, with the fundamental
voltage measured at 98V and the 3rd harmonic voltage at
10V. Subsequently, at t15, the proposed method is employed,
attenuating the 3rd harmonic impedance. Consequently, the
harmonic distortion rate D decreases to 5%, the 3rdharmonic
voltage shifts to 5V, while the fundamental voltage remains
unchanged, which validates the effectiveness of the proposed
method for harmonic voltage mitigation.

As elaborated in Section II, PCC harmonic voltage exhibits
a positive relationship with virtual impedance, as shown in
Fig. 12(b). Therefore, the reduction in harmonic impedance of
the involved inverters leads to a decrease in the distorted rate of
harmonic voltage as the drop in harmonic voltage diminishes.

E. Comparative Study

To illustrate the advantages of the proposed method in this
paper, a comparative analysis was conducted, as depicted in
Fig. 13 and Fig. 14, showcasing the active power performance.

Fig. 13 illustrates the active power performance when
the communication link fails using the secondary method
introduced in [12], [17]. After activating the secondary control
mechanism at time t2, the power-sharing ratio transitioned
from 1:1:1 to 1:2:3. At t4, a communication failure occurs
within the 2-1 link, inducing a disordered power reference
signal and system power output. It should be noted that the
persistent steady-state condition observed during the commu-
nication failure is attributable to constraints imposed on the
system output to protect the experimental setup. Although
the power-sharing ratio remains 1:2:3 during this period, the
output power is reduced. As indicated in Fig. 8 and Fig. 13, it
becomes evident that utilising the secondary control approach
proposed in [12], [17] potentially gives rise to power distor-
tions under communication failure scenarios. This distortion,
however, can be eliminated by applying the proposed virtual
impedance method introduced in this paper.

Fig. 14 indicates the active power performance with the
secondary control introduced in [11], [18], under the commu-
nication link disabled. It is worth noting that during the period
from t10 to t11, DG3 drops out, resulting in an active power
allocation ratio between DG1 and DG2 inconsistent with the
expected 1:2 ratio. In addition, in another period, t12-t13, DG2
drops out, and the active power-sharing correlation between
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Fig. 14. Active power sharing performance with the method in [11], [18]
after communication is disabled.

DG1 and DG3 deviates from the expected 1:3 ratio. This
illustrates the necessary role of communication in the sec-
ondary control described in [11], [18], which imposes a heavy
communication burden on the microgrid system. In contrast,
the proposed novel approach in this manuscript alleviates the
communication burden since the microgrid keeps plug-and-
play operation even without communication, as evidenced by
the study results in Fig. 10 and Fig. 11.

VI. CONCLUSION

This paper proposes an adaptively adjusted virtual impedance
method contributing to accurate active and harmonic power
sharing. Moreover, it interacts only with neighbouring units
during the system construction phase, significantly reducing
communication time with ensuring plug-and-play operation. An
auxiliary controller is also employed to isolate corrupted data,
thereby enhancing system resilience against cyber-attacks and
communication disruptions. Furthermore, the harmonic voltage
compensation controller ensures that PCC voltage harmonic
distortion remains within 5%. The experimental results verify
the performance of the proposed control scheme.
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