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Abstract  
 
The Linear Economy currently follows the Take - Make – Dispose model. This paradigm is 

based on the consumption of resources rather than the preservation of their value. If this 

model remains dominant, it will lead to material scarcity, thereby increasing materials 

prices. The linear economy has a negative effect on nature as this model creates a 

tremendous amount of waste. Minimising the waste, maximising the value and facilitating 

the reuse of materials is the foundation of the Circular Economy. Lack of information 

regarding materials is recognised as one of the primary causes for waste generation. As a 

result, material passports were created to facilitate information sharing. However, some 

barriers hinder the application of these material passports. This research analysed the 

barriers and requirements of material passports and whether these barriers can be 

addressed through the characteristics of Blockchain technology such as transparency, 

distributive nature and security. However, a traditional blockchain has its challenges, such 

as scalability and an unsustainable consensus mechanism. In this research, a conceptual 

framework of Hyperledger Fabric (Private-permissioned Blockchain) based material 

passports is developed to tackle these barriers and meet the requirements. The framework 

developed aims to be helpful to create Hyperledger Fabric-based Material Passport by 

Material Passport Developers. Additionally, this helps the stakeholders within the built 

environment to understand the working of Blockchain-based material passports. The 

framework's validation was carried out by developing two scenarios, i.e., the Blockchain-

based material passport and the BIM-based material passport and comparing them. This 

step was carried out to see whether the proposed Blockchain-based Material Passport 

framework will address the barriers of BIM-based material passports. In addition, semi-

structured interviews with different stakeholders who use material passports to validate the 

framework.  
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Summary 
Take-make-dispose is the current Linear economy’s model. This paradigm is based on the 

consumption of resources rather than the preservation of their value. If this model remains 

dominant, it will lead to material scarcity, thereby increasing materials prices. The linear 

economy also has a negative impact on the environment as it creates large amounts of 

waste. To minimise the waste, maximise the value and facilitate the reuse of materials is 

what the concept of Circular economy is about. Circular Economy is an economic system 

that prioritises the aspects ‘Reduce’, Recuse, Recycle and Recovery of materials. Lack of 

information regarding materials is recognised as one of the primary causes for waste 

generation. As a result, material passports were created to facilitate information sharing.  

Material passports are tools developed to address the barriers of the Circular economy, 

such as lack of information sharing and materials exchange system. Material passports are 

intended to track the value of materials throughout their life cycle and introduce the 

residual value into the secondary market. Material passport will hold the key to this as it will 

contain information relevant to the different lifecycle stages of the building. A material 

passport keeps track of the different materials used in the building or components of the 

building, and how many of them are there. However, some barriers mentioned below 

hinder the application of these material passports. 

  

Barriers related to information sharing in material passport 

Hence, the main objective of this research is to see whether blockchain influences the 

application of material passports in the Circular Built Environment. Based on the objective, 

the main research question has been framed, i.e. ‘How can Hyperledger Fabric, a private 

permissioned Blockchain influence the application of material passports in the 

Circular built environment? ‘. To answer the main research question, several sub-research 

questions were framed, which are listed in section 1.4. These sub-research questions were 

linked to the Design Science Research Framework (Henver et al., 2004) to design the 

research.  
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Research Design based on DSR framework 

The research process is carried out based on Design Science Research Process (DSRP) for 

Design Science in Information Systems (Peffers et al., 2006). This process includes six steps: 

Problem identification and motivation, the objective of solution, design and development, 

demonstration and evaluation and communication, which are elaborated in section 1.6. 

 

Design science research process (DSPR) 

 

This research analysed the barriers and requirements of material passports, which can be 

addressed through Blockchain technology. In essence, blockchain is a data structure - a 

kind of database - to which only digitally signed transactions can be added collectively by 

the peer-to-peer network (without a central party). However, this data must conform to cer-

tain conditions (rules), which are also verified collectively. These transactions are grouped 

into blocks that are added collectively by the network to the back of the blockchain. The 

last block, therefore, contains the most recently processed transactions. So the blockchain 

has all processed transactions, from the very first to the very last. All the participants in the 

blockchain network own a local copy of the blockchain, which they keep up-to-date. We 

call them nodes. So everyone has the same version of the blockchain. This allows the tech-

nology to exchange data and guarantees that everyone has the same and most up-to-date 

information. Each block contains a timestamp that the network has collectively validated. 
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We, therefore, know exactly when a transaction was recorded in the blockchain. Blockchain 

makes intensive use of cryptography for encryption.  

 

Blockchain technology provides opportunities to enhance the application of material pass-

ports based on key features such as its distributive nature, transparency and traceability, 

immutability and security. However, there are several challenges that this novel technology 

has to overcome, namely, privacy and security issues, scalability, unsustainable consensus 

mechanism (computing power) and lack of governance. These challenges hinder the appli-

cation of blockchain in a business case (Davies, 2020). According to Davies (2020), a block-

chain expert, has specific requirements from a blockchain network from a business point of 

view: 

 

• The consortium creating the network requires a blockchain that allows them to gov-

ern who enters the network and the ability to confirm a new user's identity. 

• Swift transactions and scalability is a requirement for enterprises. 

• The consortium must pre-define the access control list for the exchange of sensitive 

data. 

• A resilient network  

 

 

Davies (2020) believes that Hyperledger Fabric addresses the issues of a traditional block-

chain and meets the enterprise requirements. Hyperledger Fabric (HLF) is an open-source 

private blockchain-based platform developed by the Linux Foundation. The Hyperledger 

encourages a collaborative approach to develop blockchain technologies via community 

process. HLF’s architecture aims at the several challenging aspects of blockchain, such as 

scalability, flexibility, resilience and confidentiality.  

 

For the material passport, a high-level open-source architecture using Hyperledger fabric 

has been proposed in this study to ensure security, privacy and confidentiality among the 

stakeholders. The membership service component of Hyperledger Fabric provides a notion 

of identity management to authorise and authenticate the entities of material passports. It 

generates and issues digital certificates that specify unique identifiers and details of the 

users' access privileges. The user employs these certificates to sign the transactions and 

access the blockchain resources. The digitally signed transactions help verify the stakehold-

ers' legitimacy and access privileges on the blockchain ledger. To architect HLF, members 

belonging to different stakeholders such as suppliers, contractors, clients, designers etc., 

are made as endorsers, committers and orderers to ensure trustful, secure and smooth 

business operations 
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Hyperledger fabric-based material passport framework 

The Hyperledger fabric-based material passport framework was developed mainly to ad-

dress the barriers of material passports w.r.t to provision, access, storage and quality of 

information. Since a material passport is more like a shared database with multiple stake-

holders providing the data, it requires a tamperproof log and predefined access rights for 

users to protect the confidential data in the material passport; the practitioners from the 

built environment think Hyperledger Fabric might be a good fit. The proposed Hyperledger 

fabric-based material passport framework is validated by developing and comparing the 

two scenarios; Scenario A: BIM-based material passport and Scenario B: Hyperledger fab-

ric-based material passport. The two scenarios were analysed based on the elements of 

material passport such as provision, storage, access and quality of information. By perform-

ing this step, it proved that the Hyperledger fabric-based material passport could address 

the barriers related to information exchange in a material passport.    

 

No matter how intelligent or innovative the solution is, it has its disadvantages. However, 

there are some disadvantages in adopting this framework which are:  

• Lack of awareness and understanding regarding the technology. 

• There are limited use cases and case studies, but none in a built environment. Most 

of the use cases are either prototypes or pilots. Some of the use cases from practice 

include IBM’s FoodTrust, TradeLens in the shipping industry and Honeywell’s new 

marketplace for selling new and used aerospace products (Case Studies – Hy-

perledger, 2021) 

• An inadequate number of skilled programmers in the construction industry. 

 

In the interviews, the practitioners from the built environment stated that the organisations 

need to organise their business process around these material passports besides adopting 

blockchain technology. This would hinder the process of implementing material passports. 

Also, there is a splint incentive as the passport makers have to invest time and money in the 

passport, while the passport benefits are more in the long term. On the other hand, the lack 

of a standard for a material passport is still a crucial barrier to developing a prototype. 
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1. Introduction 

1.1 Research Context  

Currently, the World economy runs on a linear economic model, i.e. Take – Make- 

Dispose model, which dates back to the industrial revolution (Andrews, 2015). In this 

current model, raw materials are used to manufacture various goods, then are sold to users; 

upon usage, they are finally discarded as waste. Globally, the trend towards urbanization is 

upward and predicted to increase, with the global population in urban areas rising up to 

60% by 2025 (UN DESA, 2018). Additionally, the United Nations predicts that the world 

population will reach around 8.5 billion in 2030 and increase further to 9.7 billion by 2050 

and 11.2 billion by 2100 (World Population Prospects, 2019).  

 
 
 

 

Figure 1: World Population 2100  (World Population, 2019) 

 

Figure 2: Statistics of Raw materials imported by The Netherlands (Statistics Netherlands, 2012) 

 
As a consequence, Ellen MacArthur Foundation (2013a) identified the following three 

problems that need to be addressed : 

• Increase in demand for raw materials 

• Dependency on countries outside the EU 

• Contribution towards Climate change 

https://population.un.org/wpp/
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Rapid urbanisation leads to the increased pace of demands for infrastructure and buildings. 

Adhering to this model will lead to an increased scarcity of raw materials, which will 

eventually increase the costs and price volatility. These factors will make it very challenging 

to procure new raw materials (Ellen MacArthur Foundation, 2013a). The scarcity of raw 

materials will further increase with the increase in the population of the world. This could 

threaten the supply of natural materials in the future as they are non-renewable and very 

limited, and many such resources producing these raw materials are already running out of 

stock  (Ellen MacArthur Foundation, 2013; Andrews, 2015). The rising demand for materials 

can negatively affect the supply security for raw materials, affecting the Dutch economy. 

The Netherlands imports 68% of the raw materials required for domestic consumption 

(Centraal Bureau voor de Statistiek, 2012). Globally, the built environment is responsible 

for consuming 30% of produced energy and 40% of raw materials (Ellen MacArthur 

Foundation, 2013a). 

The current linear economic model not only raises concerns related to the scarcity of 

materials but also poses a threat to the environment. This is because in the Take - Make - 

Dispose model, a massive amount of waste is generated. It is a known fact that the 

construction sector produces a large quantity of waste. The construction sector consumes 

around 40% of raw materials worldwide while producing 35% of the world’s waste 

(Construction and Demolition debris (C&D)). C&D waste is the waste produced in the 

process of construction, renovation, or demolition of structures in the form of materials. 

These structures include – residential, non-residential, and roads and bridges 

(Nitivattananon, V., & Borongan, G., 2007). Most of this waste is being landfilled or 

incinerated (Ghisellini, 2016). In the US alone, around 20- 30% of construction and 

demolition waste is ultimately recycled or reused (Ellen MacArthur Foundation, 2013). 

 

 

Figure 3: : Construction and Demolition waste (Ellen MacArthur Foundation, 2013) 
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To address the above-mentioned problems, It is essential to shift from the current linear 

economic model to the Circular Economic model. A new approach is necessary to 

restructure and reshape the economy with the concept of circularity. (Prendeville, Cherim, 

& vii Bocken, 2017). The Circular Economy concept described by Ellen MacArthur 

Foundation (2015) is as follows:  

 “The Circular Economy is  restorative and regenerative by design and aims to keep 

products, components, and materials at their highest utility and value at all times, 

distinguishing between technical and biological cycles.“ 

  

Moving to more circular business models would allow Europe to overcome the challenge 

of material scarcity and climate change (European Commission, 2014a). The Dutch 

government aims at becoming completely circular by utilising only reusable materials by 

the year 2050 (Circular Dutch economy by 2050, 2016). They have set an intermediate goal, 

i.e. a 50% decrease in the use of raw materials by 2030. As stated by the Government of the 

Netherlands (Government of the Netherlands, 2016, p. 59):  

  

“By 2050, the construction industry will be organised in such a way, with respect to the 

design, development, operation, management, and disassembly of buildings, as to ensure 

the sustainable construction, use, reuse, maintenance, and dismantling of these objects. 

Sustainable materials will be used in the construction process, and designs will be geared 

to the dynamic wishes of the users. The aim is for the built-up environment to be energy-

neutral by 2050, in keeping with the European agreements. Buildings will utilise eco system 

services wherever possible (natural capital, such as the water storage capacity of the sub-

soil).” 

 

 

Figure 4: Timeline of measures taken by the central government to ensure the transition to circular economy 

(Versteeg Conlledo. A, 2019, p. 14) 

 
The Material Passport’s introduction is considered a concrete step as it stimulates the 

materials’ reuse. The material passport increased transparency which is required to develop 

a circular business case and enable the materials’ reallocation (Circle Economic, 2015). A 

material passport represents the information of all the building materials that are present 

in a building. The information present in the material passport will enable us to understand 
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the potential circular value of materials, components and systems that are used in the 

building.  

Over the last decade, the exponential growth in digitalisation has had a significant impact 

on society. This is known as “Industry 4.0“, and Blockchain is one such digital technology. 

Blockchain is a decentralised database to which the data can be appended collectively by 

the nodes in the peer-to-peer (P2P) network. However, this data must conform to certain 

conditions (rules), which are also verified collectively. These transactions are grouped into 

blocks added collectively by the network to the back of the Blockchain. The last block, 

therefore, contains the most recently processed transactions. So the Blockchain has all 

processed transactions, from the very first to the very last. As the number of transactions 

grows, so does the Blockchain. The longest chain is known as the True chain. The block's 

header contains the  Merkel root hash of the Merkle tree of the transactions in the block to 

link the header to the block's body.  The header also includes the hash of the previous 

block's header to link the blocks in a chain. For example, let us take there are six blocks in 

a blockchain. If the transaction data in Block 2 is modified, then the hash in the header will 

also be changed. This makes the hash of the header of Block 2 present in the Block 3 header 

invalid. Therefore the new hash of Block 3 has to be computed via mining which requires a 

lot of computational power. Similarly, the new hashes of Block 4,5 and 6 also have to be 

found via mining. To do so requires massive computing power, which makes tampering 

nearly impossible (Zhang et al., 2019).  Many participants in the blockchain network own a 

local copy of the Blockchain, which they keep up-to-date. We call them nodes. So everyone 

has the same version of the Blockchain. This allows the technology to exchange data and 

guarantees that everyone has the same and most up-to-date information. Each block 

contains a timestamp that the network has collectively validated. We, therefore, know 

exactly when a transaction was recorded in the Blockchain. Blockchain makes intensive use 

of cryptography for encryption (Goossens et al., 2020).  

Blockchain technology could enable the application of circular economy principles in the 

built environment, create a market for secondary materials, establish a transparent circular 

supply chain by sharing information related to materials’ origin and their carbon footprints 

through material passports (Rudolphi, 2018). Through Blockchain, this data can be made 

available to the various stakeholders participating in the network by maintaining data 

integrity. Further, the materials and products can be tracked for provenance. The 

Blockchain’s characteristics could revolutionise the construction supply chain, IP 

(intellectual property) management and regulatory oversight (Bauman, Lindblom & Olsson, 

2016). However, there are several challenges that this novel technology has to overcome, 

namely, privacy and security issues, scalability, unsustainable consensus mechanism 

(computing power) and lack of governance. These challenges hinder the application of 

Blockchain in a business case (Davies, 2020). It is believed that Hyperledger Fabric, a private 

permissioned blockchain, addresses the challenges posed by a traditional blockchain 

(Davies, 2020).  
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1.2 Problem Identification 

 

Ellen MacArthur Foundation (2015) suggests creating a material backbone to facilitate the 

transition towards a Circular Economy. According to their report (Ellen MacArthur 

Foundation, 2015), a material backbone is a system that can optimise the material 

circulation and reduce the demand for raw materials. Material passport is such a system 

designed to address the barriers of the Circular economy, such as lack of information 

sharing and materials exchange system. A material passport represents the information of 

all the building materials that are present in a building. The information present in the 

material passport will enable us to understand the potential circular value of materials, 

components, and systems used in the building. Material passports are intended to track the 

value of materials throughout their life cycle and introduce the residual value into the 

secondary market (Carra & Magdani,2017; Debacker & Manshoven, 2016). 

Even though the material passports track the value of materials, provide the circular value 

of materials and introduce the residual value into the secondary markets, several barriers 

hinder the application of material passports in the Built environment. Material passports will 

hold a huge amount of data that needs to be organised and structured properly. Due to 

abundant data generated by the Architecture, Engineering and Construction (AEC) 

industry, consistent information exchange systems don’t exist, which is a significant barrier 

in circular initiatives. In their research, Debacker and Manshoven (2016) stated that sharing 

the materials’ intellectual property and product data is still a significant barrier to the 

successful implementation of material passports. Damen (2012) also states that 

confidentiality and trust are considered critical aspects of these such information exchange 

systems as they can break or build make the system (Damen, 2012). Thus, there is a need 

for a method or process to develop material passports in the built environment to 

overcome the current barriers. However, there are very limited attempts to overcome the 

barriers of material passports by utilising other technologies from different domains. 

 

1.3 Knowledge Gap 

Based on the problem identified, the knowledge gap for the research consists of two parts. 

Firstly, the exploration of the application of blockchain technology for Circular built 

environments, especially for Material Passports, is very limited. However, there is no study 

on developing a material passport based on Hyperledger Fabric to the researcher's 

knowledge. Secondly, the industry lacks knowledge on how to develop a blockchain-based 

material passport. Thus, this research attempts to link the development of material 

passports with blockchain technology through designing a framework that can guide the 

developers to develop a blockchain-based material passport. Additionally, this helps the 

stakeholders within the built environment to understand the working of Blockchain-based 

material passports. By designing this framework, the researcher believes that barriers 
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related to information exchange in material passports identified during problem analysis, 

such as sharing confidential information related to materials (IP), are addressed.   

1.4 Objective and Research Question  

The main aim of this study is to investigate whether Blockchain can influence material 

passports’ implementation in the built environment sector. To accomplish this, the 

objective of this research is divided into three parts.  

First, it is essential to investigate the current status of the use of material passports and how 

the information exchange within material passports occurs in the construction supply chain. 

Additionally, explore the barriers preventing or hindering the information exchange from 

material passports in the built environment. 

Second, to examine the characteristics, benefits and challenges of Blockchain technology 

and investigate the existing types of Blockchain. 

Third, to design a framework for Blockchain-based Material Passport and evaluate whether 

new technology (Blockchain) can address the barriers of material passports and influence 

is application. 

The framework designed in this thesis aims to develop a Blockchain-based Material 

Passport by Material Passport Developers. This framework will also aid the stakeholders 

(Clients, Designers, Contractors, Urban Miners, etc.) in the built environment to understand 

the information exchange through the Blockchain-based Material Passport. However, 

public blockchains have a major scalability issue and other drawbacks that are not desirable 

for a business case. Hence a particular type of Blockchain- Hyperledger fabric, a private 

permissioned blockchain will be analysed to see if this can overcome the challenges posed 

by a Public Blockchain. In order to fulfil the objective of the research, the main research 

question is formed. 

 

Main Research Question: 
 

How can Hyperledger Fabric, a private permissioned Blockchain, influence the 

application of material passports in the Circular built environment? 

 

Sub Questions:  

S1: What is a circular economy, and what is its influence on the built environment? 

 

This sub-question helps the readers understand the circular built environment in a broader 

perspective by focusing on the CE concept and its influence within the built environment. 

Focussing on CE shines a light on how circular economy principles and strategies helps in 

understanding the need for retaining building material's value while simulating less usage 
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of virgin materials and production of minimal to zero waste. This sub-question is also 

necessary to understand the need/importance of developing a material passport. The sub-

question will be addressed in Chapter 2 through an extensive literature review.  

 

S2: What are material passports, and how can they support the circular economy? 

 

This sub-question further helps to understand the material passport tool in detail by 

focussing on why such a tool is needed to stimulate CE in the built environment. Thus, this 

sub-question addresses the concept of material passports, the types of material passports 

in practice and literature, and their application in the circular built environment. This sub-

question will be answered in Chapter 2 through an extensive literature review. 

  

S3: What are the major barriers related to information sharing in a material passport? 

 

As material passport is still not widely applied in the industry, this sub-question helps 

understand the existing limitation or barriers for developing material passports. This sub-

question will be answered in Chapter 2 through an extensive literature review and validated 

through expert interviews.  

    

S4:Who are the /different stakeholders/actors related to the creation/implementation 

of a  material passport? 

 

The main focus of this sub-question is to identify all the stakeholders whose interest lies in 

developing a material passport. Through this sub-question, it is possible to determine 

which actor holds power to bring change to the development of material passports and 

who is involved in the development process and their roles, responsibilities, and 

requirements. Lastly, this sub-question plays a crucial role in identifying interviewees for 

validating the research. This sub-question will also be addressed in Chapter 2. 

 

S5: What are blockchain technology and its characteristics? 

 

Before implementing blockchain technology for developing material passports, it is 

necessary to understand the technology in detail. Thus, this sub-question will help 

understand the concept of blockchain technology and its characteristics, features, and 

mechanism. This will be addressed in Chapter 2 via an extensive literature review.  

 

S6: What type of blockchain technology has the potential to address barriers to 

applying for material passports on a large scale? 

In practice, several types of blockchain exist with different characteristics, which will be 

addressed in Chapter 2. Also, it is essential to evaluate and select a particular blockchain 

type whose characteristics will help address the current barriers for implementing material 

passports. This will be answered in Chapter 3.  

S7: How to develop a blockchain-based material passport to address material 

passport's barriers and facilitate the circular built environment? 
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From sub-question 6, all the necessary information for developing a Blockchain-based 

material passport are gathered. A framework to develop a Blockchain-based Material 

Passport is designed using that information, thus answering sub-question 7. This designed 

framework is presented in Chapter 3.  

S8: What are the implications of adopting Blockchain-based material passports? What 

are the perspectives of industry practitioners on the current material passport and the 

blockchain-based material passport?  

The last phase of the research is to validate the proposed framework by comparing the 

Blockchain-based material passport with the BIM-based material passport. The comparison 

is made by developing scenarios and analysing them. This step was carried out to see 

whether the proposed Blockchain-based Material Passport framework will address the 

barriers of BIM-based material passports. In addition, interviews with actors identified while 

answering sub-question 4 were conducted to obtain expert feedback and opinion on the 

proposed framework. Based on this, sub-question 8 is answered in Chapter 4 by analysing 

scenarios and conducting validation interviews.  

 

1.5 Research Design 

Design science research (DSR) methodology is adopted to conduct the research. The 

design science model is a problem-solving paradigm widely accepted in the engineering 

and science disciplines (Brocke et al.,2020). The design science research model enhances 

human knowledge by generating design knowledge through solutions that can be utilised 

by the practitioners to solve industry problems (van Aken, 2005). The main objective of such 

an approach is to create knowledge on how specific systems should be 

constructed/designed by human agencies to meet the desired goals. Thus, the design 

science research approach is in line with the research objective (i.e. to generate knowledge 

on how a material passport can be developed using blockchain technology to address the 

current barriers related to information exchange in material passports).  

As shown in Figure 5, the design science research framework consists of three elements: 

Environment, Knowledge Base, and Design (Hevner et al.,2004). The environment refers to 

the problem space and is composed of actors, organisations, and technologies. It is 

possible to obtain information such as the current problems, requirements, and goals 

perceived by stakeholders through the environment. The knowledge base provides 

foundation such as theories, models and methods for identifying solutions for the research 

and methodologies such as validation criteria provide guidelines to evaluate the developed 

solution. Using the knowledge base, it is possible to design theories and artefacts and 

evaluate the design through a case study, field study, simulation and experiments. 
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Figure 5 Design Science Research Framework (Henver et al., 2004) 

The research is designed by linking the sub-questions framed to answer the main research 

question with the design science framework, as shown in Figure 6. 

 

Figure 6 Research Design based on DSR framework 

1.6 Research Process 

The research design is based on the process, Design Science Research Process (DSPR) for 

the production and presentation of Design Science (DS) research in Information Systems 

(IS), developed by Peffers et al. (2006). This process is helpful when conducting and 

evaluating design science research in information systems. The process includes the 

following steps: Problem Identification and Motivation, Objective for the solution,  design 

and development, evaluation and communication (Peffers et al., 2006)  

a. Problem Identification and Motivation: The first step in the research is to identify 

and define the problem, which is carried out through a literature study and 

addressed in Chapter 1. Later, to gain in-depth knowledge about the identified 
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problem and concepts related to the problem is understood through extensive 

literature study, which is addressed in Chapter 2. The main topics of focus through 

literature study were Circular Economy in the built environment, Material passports 

and barriers related to material passports and the Concept of Blockchain 

technology, its characteristics and challenges. This helped in identifying various 

opportunities on how the technology could influence the implementation of 

material passports. 

 

Figure 7: Framework Design science research process (DSRP) (Peffers et al., 2006) 

 

b. The Objective of a Solution: The main objective is to see whether blockchain 
technology can overcome the barriers of material passports and see what influence 
blockchain technology has on the implementation of material passports. In Chapter 
2, the research objective is delt in detail along with the concepts mentioned above.  

 
c. Design and Development: To meet the research objectives, an artefactual solution 

is developed and presented in Chapter 3. It is essential to have theoretical 
knowledge to design and develop an artefact (Peffers et al., 2006). Therefore, with 
the insight obtained from the literature study, a conceptual framework for material 
passports based on Hyperledger fabric (a private permissioned blockchain) was 
developed.  

 
d. Demonstration and Evaluation: In the last step of the research, the framework was 

compared with the existing scenario, i.e. BIM-based Material Passport, to 
demonstrate the efficacy of the developed framework and evaluated by conducting 
validation interviews with experts from the built environment industry. The main aim 
of conducting these interviews was to validate the barriers related to information 
sharing in material passports and how the newly developed Hyperledger Fabric-
based material passport framework can overcome these barriers and influence the 
implementation of material passports. The details related to the type of interview, 
the interviewees and the results are elaborated in Chapter 4. 
 

e. Communication: The problem and its significance, the framework, its use and 
impact/influence on the built environment sector will be communicated to the 
relevant audience like researchers, professionals in the industry etc., through this 
MSc Thesis. However, Chapter 5 gives a complete insight (Discussion and 
Conclusion) on this research. 
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Figure 8 presents the thesis outline based on the Research Design, Process and the Chapter 
in which the sub-questions are addressed. 
 
 

 
Figure 8 Thesis Outline  
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2 Literature Review 

2.1 Circular Economy 

2.1.1 Circular Economy’s Definition: 

The circular economy concept is gaining momentum among practitioners, researchers, 

businesses and thought leaders due to the current emphasis on the scarcity of resources in 

addition to the increasing demand for raw materials, ultimately resulting in high prices of 

raw materials. The circular economy is a comprehensive and creative approach to a 

possible future economy, but no clear definition exists. According to Ellen McArthur 

Foundation, the concept of circular economy is developed from various schools of thought 

regarding sustainability. They have had all influences in the birth of this concept (Ellen 

MacArthur Foundation, 2013a).  

Table 1: Different Schools-of-thought regarding sustainability (Ellen MacArthur Foundation, 2013a; Rudolphi, 
2018) 

 

 

According to Kirchherr et al. (2017), different definitions are being used to describe Circular 

Economy. Kirchherr et al. have gathered nearly 114 circular economy definitions to increase 

clarity about existing perceptions of a circular economy. The findings show that Circular 

Economy is a system that prioritises the aspects ‘Reduce’, Recuse, Recycle and Recovery of 

materials. All these definitions mainly focus on economic and environmental values, but 

social values are barely mentioned. However, this does not rule out the inclusion of social 

values in a circular economy, as several other studies demonstrate the social value of a 

circular economy. (Ellen MacArthur Foundation, 2015; Green Alliance, 2015)  
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The Circular Economy’s definition by Ellen McArthur Foundation is extensively used and 

also the most employed definition. (Kirchherr et al., 2017). Hence, this report uses Ellen 

McArthur’s definition of Circular Economy, which is as follows:  

 “The Circular Economy is  restorative and regenerative by design and aims to keep 

products, components, and materials at their highest utility and value at all times, 

distinguishing between technical and biological cycles.“ (Ellen MacArthur Foundation, 

2015, p. 5)  

 

Based on this definition, the CB’23 platform developed the Dutch circular construction 

definition and a circular structure collaborating with various stakeholders. (Ellen MacArthur 

Foundation, 2017; Platform CB'23, 2019)  

  

“Circular construction is the development, use and reuse of buildings, areas and 

infrastructure, without unnecessarily depleting natural resources, polluting the living 

environment and affecting ecosystems by using as many renewable raw materials as 

possible. Building in a way that is economically, socially, culturally and ecologically 

responsible. Here and there, now and later” (Platform CB’23, 2019) 

“A circular structure is a structure that: as been designed and implemented in accordance 

with circular design principles and has been realized with circular products, elements and 

materials” (Platform CB’23, 2019) 

            

2.1.2 Circular Economy Principles 

The Ellen McArthur Foundation (2015b) have identified various principles of Circular 

Economy. These principles help in explaining the concept of the circular economy more 

comprehensively and are as follows: 

1) Design out waste: Waste is not generated because materials and goods are built to be 

reused several times with low energy consumption and high-quality retention. The technical 

materials can be recovered, refurbished and reused, whereas bio-materials can be 

processed and returned to the soil.   

2) Build resilience through diversity: The aspects that need to be prioritised in this 

dynamic world are versatility, adaptivity and modularity. Due to these changing conditions, 

the products need to be built in a resilient way.   

3) Relying on renewable energy: The whole system should be powered by energy from 

renewable resources. The circularity should begin with looking into the type of energy 

involved in the production process. The materials’ recovery and remanufacturing are based 

on the availability of physical energy from labour and renewable resources (Joustra, de 

Jong & Engelaer, 2013). 

4) Think in systems: It is essential to understand how different parts are influenced by one 

another in a whole system, and the link between the system and its components is crucial 

with respect to place and time. The properties of the system are lost when the parts are 

taken apart.  
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5) Waste is food: Creating value by cascading the products and materials into other 

applications, i.e. by re-introducing them into the biosphere via non-toxic loops.   

These five principles give an outline to the concept of Circular Economy. The fundamental 

goal of the Circular Economy is to add value to social, environmental, and economic 

dimensions so that it reduces raw material demand and uses renewable energy sources to 

reduce its carbon footprint. 

 

Figure 9: Related schools of thought (Djoegan & Reek, Supply Yourself, 2016) 

2.1.3 Circular Economy Models 

Different models have been developed to describe the circular economy over the last 

decade. Some well-known models are the Butterfly Model, widely used R-Model and the 

new holistic Doughnut Economics of Raworth (2017). These models are described in the 

paragraphs below.  

2.1.3.1 The Doughnut  

Kate Raworth (2017) introduced a new economic model called Doughnut Model. This could 

be the solution to the challenges that the 21st century is facing. The model considers social 

and planetary boundaries in the form of an ecological ceiling and social foundation. The 

social foundation is based on the minimum social standards agreed upon internationally 

and are derived from UN SDGs. The social foundation is to ensure that the people 

worldwide don’t fall short of life essentials. The ecological ceiling is to ensure that humans 

don’t cross the planetary boundaries. Between these two lies the doughnut-shaped space 

where humanity can thrive along with nature.  

Raworth (2017) proposed a doughnut model which focuses on multiple areas of impact for 

a prosperous environment. This model considers the system beneficial and insightful, and 
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it also represents the circular economy's line of thinking. However, defining the strategies 

and monitoring their impact isn't straightforward due to these many impact areas. Rosa 

believes it is more practical to choose models that are developed to achieve circularity. 

They account for reducing environmental effects by making the best use of materials, 

electricity, and water. 

 

Figure 10: The Doughnut Model (Raworth, 2017) 

2.1.3.2 The Butterfly Model 

The butterfly model by Ellen MacArthur Foundation is a famous conceptual systems 

diagram that represents a circular economy. It shows that the material flow is complete and 

closed in the circular economy. There is zero waste in a fully circular economy as every 

residue is used to manufacture a new item and ensure that the loop is closed. This system 

must close the loop and maintain high-quality goods, parts, and raw materials in this 

system. 

In the model, the process along the central vertical axis represents the linear economy, and 

the loops around them represent possible circular loops and minimise the waste and value 

leak.  There is a distinction between the biological cycle (left) which refers to ‘regenerative’, 

and the technical (right) cycle, which refers to ‘restorative’. The non-toxic materials are 

restored into the biosphere (nature) in the natural cycle. In the technical cycle, the materials 

are restored to the secondary market at their highest quality through refurbishment, 

maintenance, repair, reuse, remanufacture, and recycling. The model is of a high standard 
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and was created for all products, not just the construction industry.

 

Figure 11: The Butterfly Model (Ellen MacArthur Foundation, 2017) 

2.1.3.3 10R Model 

The 10R model by Potting (2017) prioritises the circular design approach. R0-R2 is related 

to narrowing flows, R3-R7 is connected to slowing resource flow, and R8-R9 are related to 

closing the resource flow. The R model explains the ‘How to’ of the Circular economy. This 

model has transformed the conceptual circular model by Ellen McArthur Foundation into 

circular strategies. These strategies have been prioritised and can be easily understood by 

practitioners. Potting has divided the 10Rs into three categories which are as follows:  

Smarter product use and manufacture: (R0-R2) These are one of the most impactful 

strategies. The strategies refuse, rethink and reduce are very closely associated with 

designing. It's about a new way of design thinking that allows demand to be reduced. 

Extension of the product’s lifespan: The strategies here (R3-R7) focus on retaining 

products longer that are in use while maintaining, refurbishing or increasing their value.   

Useful application of material: This section is related to downcycling and incineration of 

materials. These strategies have less impact on the system as they are expensive and not so 

efficient. But, most of the circular strategies are based on these strategies.  
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Table 2: Circular Strategies- 10R Model (Potting, Hekkert, Worrel, & Hanemaaijer, 2016) 

 

 

2.1.4 Circular Economy in the Built Environment 

The cities consist of a massive amount of data, capital, resources and talent. This puts the 

cities in a unique position to stimulate the transition towards a circular economy. With such 

resources within such a small geographical area, reverse logistics and material collection 

can be feasible. This stimulates great chances for circular business models (Ellen McArthur 

Foundation, 2017a). 

According to Ellen McArthur Foundation (2017a), circular cities are self-sustained 

economies that create a restorative, regenerative, abundant and accessible urban design 

system. The main aim of circular cities is to produce Zero Waste, maintain the assets' high 

value, and empower digital technologies. The local value loops are stimulated in circular 

cities by focusing on the following aspects: 

Maker Labs: Encourages locally produced products, distributive manufacturing and 

repairs. 

Collective resource bank: To maintain the material’s supply and demand  

Information Networks aid in stimulating the exchange of materials and services.  

The building industry plays a vital role in the transition towards a Circular economy as it puts 

a lot of pressure on the environment. Current research tends to focus on macro-level (Cities) 

and micro-level (material) but not on meso-level (buildings). Pomponi and Moncaster 

advise that it is critical to research this fundamental level to understand and apply circular 

economy in a built environment.    
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When we talk about transitioning towards a circular economy, the built environment is 

unique compared to the other sectors such as food, supply chain etc. The uniqueness is 

because of the long lifespans of buildings. Due to this, there might be a change in the form 

and function of the buildings. (Khasreen, Banfill, & Menzies, 2009 ) The significant 

environmental impact by buildings is not during the construction phase but its’ operational 

phase. A considerable amount of waste is generated after the lifetime of the building. One 

of the efficient ways to counter this challenge of waste generation is by increasing the 

recycling rate. For the higher recycling rate, information regarding the composition of 

construction materials is very crucial. The transition towards the Circular Economy will result 

in significant changes in the construction industry. One such example is the concept of 

‘buildings as material banks,' which fundamentally alters how material flows must be 

handled. This concept shines the light on retaining the value of building materials and 

products at all times by maintaining, refurbishing, repairing and restoring them. This 

stimulates less usage of virgin materials and minimal waste production (Debacker & 

Manshoven, 2016). 

 

Figure 12: Framing of the built environment (Pomponi & Moncaster, 2017) 

2.1.5 Circular Building 

Considering the definition of a Circular building, there is unambiguity, just like the 

definition of the circular economy. The ‘ Circulaire Bouwen’ report puts forward three 

essential factors for establishing a Circular Built Environment: 

• To reduce the negative effect on the environment during the entire lifespan of the 

building. 

• Designing the new building with circular principles and materials. 

• The supply should be optimised to minimise the vacant buildings, and 

building/materials should be reused. 

The circular design principles proposed by Circle Economy are: Design and build for 

disassembly with separate layers, standardize dimensions, make buildings flexible, increase 

the life span of buildings and utilize reused/reusable building components or recycled raw 

materials. Sante(2017) suggests that all the actors in the construction supply chain must be 

involved to achieve circular construction. Green Deal Circulaire Bouwen, a collaborative 

platform with the Dutch Government, institutions, and companies, aim to stimulate circular 
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ideas and principles into buildings. According to GDCB, the Circular building definition is 

as follows:  

“A building that is designed, developed, managed and used according to the circular 

economy system, a central aspect of the building is a decrease in the use of raw materials 

and maximizing reuse. The aim is to use as few new raw materials as possible and where 

products, raw materials and systems are used, keeping them as long as possible (on a high-

value level) in the construction chain’”(Green Deal Circulaire Gebouwen, 2015, p. 11)   

On the contrary, Copper8 and Alba concepts claim that no building can be fully circular 

since there are no circular alternatives for most materials used in construction. On the other 

hand, traditional buildings are circular to some degree as the materials/components can 

be reused even though they aren’t built according to circular principles. (Copper8 & Alba 

Concepts, 2017)  

2.1.5.1 Decomposition of a building 

According to Beurskens & Bakx (2015), the buildings are dynamic structures that constantly 

adapt to the environment and users' needs. To understand the circular building, first, it is 

essential to know the decomposition of a building. A structure can be decomposed into six 

different layers, each comprising a different lifespan. This is also known as the ‘Shearing 

layers’ model developed by Brand (1994) 

 

Figure 13: The different layers of building and their life expectancy (Brand, 1994; Crowther, 2001; Rosa, 2020) 
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A significant role is played by the lifespan of the building in the tension between the 

changing environment and the building itself. As a result, determining the lifetime of a 

building or a component of a building is difficult. Every structure has a technical, functional, 

aesthetic, and financial lifespan which varies in length and cycle. 

• Functional lifespan: This is the period between completing a building and the 

moment it does not meet the desired requirements anymore. (Pijl, 2017) 

• Economical lifespan: This is the period between completing a building, and the 

moment another alternative with lower or at least the exact exploitation costs exists 

(Pijl, 2017) 

• Technical lifespan: This is the period between the completion of a building and the 

moment it cannot achieve the mandatory technical requirements anymore (Pijl, 

2017) 

• Aesthetic lifespan: The period where the buildings’ requirements are met with 

respect to the appearance and surrounding environment.  

From a technical perspective, a building can be described at multiple levels of abstraction 

with respect to the hierarchy of material levels. Durmisevic and Brouwer (2002), in their 

article, have described four levels, i.e. Building, System, Component and Element. Similarly, 

Copper8 and alba concepts have added another level to this model, which is material level.  

Currently, the construction industry follows the linear economic model and is fragmented 

as well. In order to achieve circularity, the process must be changed (Kubbinga et al.,2017). 

Debacker and Manshoven have divided the lifecycle of a building into four stages. Namely, 

Design, build, operate & use and repurpose & demolish and have described them.  

 

Figure 14: Different Stages in stages of a building (Debacker and Manshoven, 2016) 

• Design: In this phase, all the designing, planning and financing of the project is 

specified.  

• Build: In this phase, the project is realized  
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• Use & Operate: In this phase, the building serves its function as users use it and 

operate to maintain the users' requirements.  

• Repurpose and Demolitions: In this phase, the building or its components get new 

a new purpose. But currently, not many products/materials are being extracted for 

reuse. Instead, most of the time are being demolished.  

2.1.5.2 Stakeholders involved during Lifecycle of a building 

Identifying stakeholders is crucial for a circular economy as they possess significant 

influence over the construction industry and its supply chain, which can modify the system. 

Mobilizing stakeholders to stimulate a circular economy is possible only by understanding 

the power and interests of the involved stakeholders. To achieve a circular supply chain, it 

is crucial that all the actors involved aim towards achieving the best for all parties, minimize 

waste and value leaks and (re)use materials that keep high value throughout the life cycle. 

Over time, companies could gain a competitive advantage by building integrated value 

chains. (Carra & Magdani, 2017) 

Table 3: List of Stakeholders and their roles (Carra and Magdani, 2017; Rudolphi 2018) 
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2.1.6 Challenges for circular economy 

Ritzén and Ölundh Sandström (2017) have listed several challenges that hinder the 

transition towards the circular economy. There are many challenges identified, and those 

are most often connected. This exemplifies the complexities of a circular economy and what 

is necessary to make the change. Table 4 lists the challenges which are categorised into: 

financial, structural, operational, attitudinal, and technological. In the report ‘Unleashing the 

power of Circular Economy’ by Kok, Wurpel and Ten Wolde (2013), numerous challenges 

were mentioned, which were categorised into different groups: Financial, Institutional, 

Infrastructural, societal and technological. However, the categories mentioned aligned with 

those mentioned in the research by Ritzén and Ölundh Sandström (2017). Winans, Kendall 

and Deng (2017) believe that lack of exchange of information is a significant barrier for 

successful Circular Economy initiatives. They also stated that the lack of a material exchange 

system and information regarding materials prevents the material exchange among the 

various stakeholders involved in the construction industry.  



 

36 
 

Table 4: Barriers for moving towards CE (Ritzén and Sandström,2017) 

 

2.2 Material Passport  

Material passports are tools designed to address the barriers of the Circular economy, such 

as lack of information sharing and materials exchange system. Material passports are 

intended to track the value of materials throughout their life cycle and introduce the 

residual value into the secondary market (Carra & Magdani,2017; Debacker & Manshoven, 

2016). To realize the circular potential of material, products or systems, it is crucial to obtain 

information regarding the tasks performed in every phase of the lifecycle of the building. 

Luscuere (2017) proposes that a material passport will hold the key to this as it will contain 

information relevant to the different lifecycle stages of the building. Over time, many 

instruments have been developed to facilitate materials and information exchange but are 

being operated on a smaller scale. It requires trust, increase in cost for coordination for 

such systems at a smaller lever to evolve (Damen, 2012). Such a system needs quality data 

management and high-quality data input regarding properties of materials, composition, 

reusability of products and many more. Unfortunately, no system in the market promotes 

this. According to Geldermans (2016), Building Information Modeling (BIM) is frequently 

mentioned as a potential solution. During the initial design stages, the BIM-based material 

passport acts as an optimization tool. At the end of the lifecycle of a building, it is more like 

an inventory for a secondary raw material cadaster (Honic et al., 2019). Nagel and Korbee 

(2017) have shown a data gap in the Take-Make-Dispose process without a material 

passport. This can be addressed by implementing material passports as the information 

they hold is the key to the reuse loop of products and materials (Nagel and Korbee, 2017). 

Material Passport can facilitate the documentation of qualitative and quantitative data of 

building materials and components that are essential for Circular Economy (Honic et al., 

2019). The material passports have a great potential to keep the value of materials at the 

highest level (Luscuere, 2017). The data that material passports contain can be made 

readily available for impact assessments (Honic et al., 2019). There are several uses of 

material passports listed in the report ‘Materials Passports- Best Practice’ (BAMB,2020). The 

report mentions that the use of material passports can enable circular product design, 

facilitate material recovery and reverse logistics, assist the stakeholders in decision making 

for choosing circular and sustainable projects, products and materials. The main aim of 

material passports is to minimize ecological footprint by eliminating waste and reducing 
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the use of raw virgin materials. The use of material passports from the perspective of experts 

in the built environment sector has been discussed in Chapter 4.  

2.2.1 Definition 

A material passport is a tool that tracks the different materials used in the building or 

components of the building and how many of them are there. This information is recorded 

and transferred to different actors involved in other lifecycle stages of the building, such as 

suppliers, contractors, demolishers etc. The article ‘ De cirkel is rond- De circulaire toekomst 

van Nederland’ by ABN Amro bank describes material passport as: 

“ A materials passport describes all the materials, components and elements used in a 

building. It is a digital model, a database, that identifies which materials are used in the 

building components, where they are located in the building, how to dismantle them, who 

owns them, what is the quality when they become available for reuse. In this way, value can 

be assigned to these materials for reuse, resale and/or recycling. The materials passport 

thus gives materials an identity and a value” (Bokeloh, Krayenhoff, Menkveld, Raes, & 

Schotsman, 2017, p. 15) 

In the research conducted by Damen (2012), she has pointed out specific characteristics 

that a material passport should possess. They are: 

- Relevant information is to be shared by all the actors involved in the construction 

supply chain. 

- Updating the information regularly 

- Uniform format 

- Information should be easily accessible. At the same time, Material Passport should 

also address the confidentiality issue. 

- Customization of the data within the passport should be possible 

2.2.2 Existing and Related passports 

In their report, Debacker and Manshoven (2016) have considered thirteen product passport 

initiatives; see table 5. These passports might not be relevant to the built environment but 

can help gain insight into how the data can be organized, presented, and shared. A multi-

criteria was also performed to analyze the usefulness of the passports.  

Table 5:  List of existing and related material passports (Debacker and Manshoven, 2016) 
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BAMB: Centred on EPEA's circularity passport, BAMB (Buildings as Material Banks) has 

developed its material passport. They argue that knowledge about components and 

materials should be readily available to transition to the circular construction industry. This 

data is essential for efficient recovery and reuse. This material passport ensures that the 

value of goods, parts and materials is maintained or increased over time. It encourages to 

choice of sustainable and circular goods and materials (Debacker & Mashoven, 2016). 

 

 

Figure 15: Material Passport Platform Prototype (Materials Passports - BAMB, 2019) 

 

Excess Materials Exchange (EME), a digital product matching platform, has developed its 

material passport called The Resource passport (Excess Materials Exchange, 2021). They 

provide a smart matchmaking feature where the clients are matched with potential 

customers who are interested in high-value reuse. It provides the characteristics of the 

products and the resources used by these products. The resource passport serves as a data 

repository for the entire lifecycle of the product. This passport stands out because of its 

cross-sectoral approach and not just focus on the built environment. However, the resource 

passports focus on individual products. The use of this platform for complex systems like 

buildings has not been established yet. 

 

Madaster: One of the widely known companies working on material passports is Madaster. 

Madaster is a Dutch non-profit organization that developed ‘Madaster’ platform. The 

platform's main focus is to document, register, store, and exchange building materials’ 

data. Multiple material passports can be saved on this platform (Home - Madaster, 2021).  
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Figure 16: The Resource Passport (Excess Materials Exchange, 2020). 

 

It can automatically generate a material passport when provided with correct data by 

uploading BIM-file onto the platform. The passport gives insights regarding the different 

materials used in the building and their corresponding quantity. Madaster adopts the 

concept of shearing layers developed by Brand (1994) to categorize the building into 

structure, skin, service, stuff, site etc. Based on Material circularity indicators developed by 

Ellen McArthur Foundation, Madaster indicated the Circularity Index of each layer 

(Madaster, 2018). Currently, Madaster is focused on improving the quality and functionality 

of its material database. However, this Database will have an added value only when it 

reaches relevant stakeholders. They also mention the need for relevant information access 

and exchange among the stakeholders. As a result, there is a need to look beyond just 

developing a material database and investigate other factors essential for shaping a greater 

ecosystem.  
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Figure 17: Madaster Platform Demo (Solar Impulse, 2018) 

ABN AMRO, along with the architectural firm de Architekten Cie, developed their material 

passport LLMNT (de Architekten Cie, 2017). In figure 18, the LLMNT passport’s contents are 

provided. This passport is being used as an example of what a material passport contains 

for this study. The contents of the passport are classified into four categories, namely:  

- Potential- Object’s potential to retain the value 

- Guarantee- The data in this category explains how the matter can be retained 

- Revision- The data verifies whether the object has retained the value 

- Specifications- Object’s specifications such as dimensions, certificates, owner etc.  

The icons present beside the contents represent the actors who will be using the data.  

The material passport LLMNT adopts the structure developed by Durmisevic and Brouwer 

(2006). This structure also embraces the concept of ‘Shearing layers’ corresponding to the 

decomposition of a building developed by Brand (1994). All of the data is not required at 

every level. Hence, corresponding data must be assigned to different levels such as System, 

Element, Component and material level, which is visible in figure 19. The logo under each 

level refers to the different categories as in figure 18. The number corresponding to the 

logo represents the data that needs to be recorded as per figure 18. If the number 

is Green, then the data regarding the object is recorded at every level. If Orange, then the 

information is recorded at the highest level. (If an entry has the same value on several levels, 

it only needs to be written once at the highest possible level). If the data is Red, the data is 

not required at that level.  
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Figure 18: Content of Material Passport (de Architekten Cie, 2017) 

 



 

42 
 

 

Figure 19: Type of data to be entered corresponding to different levels (de Architekten Cie, 2017) 

2.2.3 Stakeholders involved in  Material Passports  

According to LLMNT material passport’s report, the stakeholders are classified into four 

groups based on the life cycle of a building (Debacker and Manshoven 2016) are shown in 

figure 20. These stakeholders need to be included in this research as they directly work with 

material passports. The core actors are the actors who provide data input to the material 

passport. The actors have different data input and requirements when compared to each 

other and can be seen in table 6. 

 

Figure 20: Stakeholders related to Material Passport (de Architekten Cie, 2017) 
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Table 6: Different Data Input and requirements by different stakeholders (Rudolphi, 2018; de Architekten Cie, 
2017) 

  Data Input Data Requirements 
Design 
Phase 

Designer Location 
Manual for disassembly 
Name and Code 
 

Performance 
Size 
Weight 
Name and Code 
Supplier 
Certification 
Technical Lifespan 
Composition of material 
Material Toxicity 
 

Supplier/ 
Manufacturer  

Product Assembly Manual 
Supplier 
Performance 
Weight 
Size 
Name and Code 
Certification 
Technical Lifespan 
Composition of Material 
Material Toxicity 
 

 

Advisor  Performance 
Size 
Weight 
Code + Name 
Supplier 
Certificates 
Technical Lifespan 
Composition Material 
Re-use Loop Material 
Toxic Level of Material 
 

Build 
Phase  

Contractor  Management log 

Maintenance log 

Instruction Manual  
Assembly (Log) 
Supplier 
 

Use 
Phase 

Facility 
Manager 

Management Log 
 

Manual Maintenance 
Manual Management 
Log Maintenance 
Supplier 
Location 
 

Maintenance  Maintenance Log 
 

Manual Maintenance 
Manual Management 
Log Management 
Supplier 
Location 
 

Reuse 
Phase  

Recycler Financial Value 
Log Disassembly 
 

Circular Performance 
Disassembly possibilities 
Date Release 
Manual Disassembly 



 

44 
 

Log Maintenance 
Log Management 
Log Assembly 
Supplier 
Location 
Completion 
Owner 
Technical Lifespan 
Composition of Material 
Re-use Material Loop 
Toxic Level of Material 
 

Urban Miner Financial Value 
Log Disassembly 
Owner 
Secondary supplier  
 
 

Circular Performance 
Disassembly possibilities 
Date Release 
Manual Disassembly 
Log Maintenance 
Log Management 
Log Assembly 
Supplier 
Location 
Completion 
Owner 
Technical Lifespan 
Built Material 
Material Toxicity 
 

 

2.2.4 Information exchange in the Material Passports 

 

It is essential to understand the factors that are influencing information exchange to 

develop a strategy to achieve qualitative information exchange. According to the research 

of Li and Lin (2006), several factors present have a strong influence on the willingness to 

exchange information; they are; trust among the actors within the supply chain industry, a 

shared vision and uncertainty of the industry suppliers. Damen (2012), in her research, 

states that the material (resource) passport’s information exchange system should contain 

five format elements, i.e., provision, access, storage, quality, and the presentation of 

information.  

 

- Provision of Information: As no single actor has control over the entire supply 

chain, it is essential to cooperate among different actors to facilitate the exchange 

of information. This cooperation can be attained through the process of 

negotiation. (Jain & Benyocef, 2008). Many departments within an organization 

must provide the requested details for the content passport (Rudolphi, 2018). 

 

- Storage of Information: Due to the adoption of new digital technologies such as 

sensors, IoT etc., there is a tremendous growth of data volume. (Zhing, Newman, 
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Huang & Lan, 2016). The research by Benchini et al. (2008) suggest storing the data 

locally and transferring the information only when requested through a pull 

function to a centralized database since the organization is responsible for its data 

provided for a material passport.  

 

- Access to Information: One of the major hurdles that the supply-chain industry 

facing in information exchange is confidentiality issues (Lee & Wang, 2000). 

Companies could be unable to exchange data due to the risk of information being 

leaked, which may lead to strategic action by a competitor. (Smith et al., 2017). The 

data can be stored in private serves, and only the traceability of data is provided to 

others to guarantee the confidentiality of data. In this structure, a data-trustee is 

necessary as a trusted third-party owner of the data (Bechini, Cimino, Marcelloni 

and Tomasi 2008).  

 

- Quality of Information: The quality of information is based on the factors such as 

time, accuracy, credibility and adequacy of the exchanged information. Trust 

among the actors within the supply chain and a shared vision is essential to improve 

the quality of information sharing (Li & Lin, 2006). 

 

- Presentation of Information: It is essential to present the data/information in a 

unified model as there is no central authority within the supply chain (Sahin & 

Robinson, 2002). The data is to be understood at each and every phase of the 

supply chain; hence unification of information is needed ( Lambert, 2001). 

 

2.2.5 Opportunities 

 

Material Passports can help reduce the negative impact on the environment by the built 

environment as they facilitate the materials’ resue. They are essential for exchanging 

valuable information within the value chain. The information available on the platform will 

allow contractors, subcontractors and suppliers to communicate, cooperate and 

collaborate. It gives a better insight into the demolition/reuse phase stakeholders as to 

which element or material can be reused or remanufactured. Material passports will create 

new roles and business strategies within the circular economy (Debacker & Manshoven, 

2016). Rudolphi (2018), in his exploratory research, has listed several other opportunities 

as given in table 7. 
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Table 7: Opportunities for material passport (Rudolphi, 2018; Kedir et al., 2021; Miu, 2020; Luscuere, 2016) 

Provision of 

Information 

1. The material passport improves the data continuity among 

the various building lifecycle phases. 

2. Reduction in cost as the required information is collected 

and stored than collecting specific information separately 

for the process every time when needed. 

Quality of 

Information  

1. Improving the management of data during the lifecycle of 

the building 

2. Information regarding the extraction of materials from 

building 

3. Determination of Real value of the materials  

 

Presentation of 

Information  

1. Uniform/Standard parameters for data to be used in 

material passports  

2.2.6 Barriers  

Several barriers were stated by Debacker and Manshoven (2016) in their research. The 

fragmented nature of the construction industry as well as EU policy results in less or no 

integration. Lack of data standardization and robustness over the value chain is one of the 

barriers. Sharing the materials’ intellectual property and product data is still a major barrier, 

but this is necessary to implement material passports successfully. At present, quality 

assurance and certifications for reclaimed products are not available. Rudolphi (2018), in 

his exploratory research, has listed several other barriers as given in table 8. 

Table 8: Barriers in implementing for the material passport (Rudolphi, 2018; Kedir et al., 2021; Miu, 2020; 

Honic et al., 2019;) 

Provision of 

Information 

1. No incentive for providing the data 

2. Non-availability of the data  

3. Some actors do not want to be transparent due to fear of 

losing competitive edge by sharing sensitive information 

(Confidentiality issue).  

 

Storage of 

Information 

1. Ownership rights on the data  

 

Access  to 

Information 

1. Every actor cannot have complete access to all the data 

present on the material passport. It is important to have 

different access levels to see different data. 

 

Quality of 

Information 

1. Managing the quality assurance of the data in the material 

passports. This raises the question of when data is 

inaccurate, who is liable for the aftermath. 

2. No standard for a material passport 

Presentation of 

Information 

1. Lack of uniformity/standard in the data within the built 

environment. 
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2.2.7 Conclusion  

The limitation posed by the current linear economic model can be addressed by adopting 

the principles of Circular Economy. As defined earlier, a Circular economy, together with 

related principles, is an economy that is designed to be regenerative and promotes the use 

of renewable sources of energy. Through meticulous design, the concept of circular 

economy aims to reduce, track and remove harmful waste. This can be achieved by 

adopting systems thinking and reinventing the supply chain to create a closed-loop by 

reusing, refurbishing, repairing and recycling the products and materials. For this to 

become successful, it is essential to have information regarding material flow, products 

design and end-of-life scenarios. This will eventually lead to the production of a huge 

amount of data that must be stored and utilized efficiently and effectively to establish a link 

between various material cycles. However, the industry lacks an information exchange 

system which is seen as a major barrier for successful Circular Economy initiatives. 

The novel concept of Material passports was introduced to overcome this information 

exchange barrier in the Circular Economy. These Material passports are instruments for 

tracking the value and bringing the residual value of the materials to the market. 

Furthermore, sharing information related to the materials’ intellectual property and 

products’ data is a barrier. Perhaps for the material passports’ success, certification or 

quality assurance for secondary materials is necessary. It is also important to transit toward 

a circular economy from the current linear economic model to facilitate new information 

flows and create closed loops.   
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2.3 Blockchain Technology  

 

Bitcoin is the first application of blockchain. Satoshi Nakamoto (2008) created the first 

electronic distributed peer-to-peer (P2P) payment system, Bitcoin. A trusted third party is 

not necessary for this payment system. The bitcoin blockchain is the core technology 

behind this and is a database that records the transactions which are carried out within the 

network. This database is distributed and tamper-resistant (Atzori, 2015). Often, bitcoin and 

blockchain are confused with being synonyms, but it is essential to understand that bitcoin 

is one application of blockchain technology (Brenig, Schwarz, and Rückeshäuer, 2016).  

“A blockchain is essentially a distributed database of records or public ledger of all 

transactions or digital events that have been executed and shared among participating 

parties. Each transaction in the general ledger is verified by the consensus of a majority of 

the computational power of the network.” (Crosby, Nachiappan, Pattanayak, Verma, & 

Kalyanaraman, 2016, p. 7) 

To understand the key aspects, working mechanism and the application of blockchain 

technology, it is essential to know about the various parts of the blockchain technical model. 

The Blockchain technical model consists of five layers, namely: Data, network, consensus,  

contract and application layers.  

a. Data Layer: This layer of blockchain represents the physical form of 

blockchain technology. It comprises functions such as data block and chain 

structure, hash function, Merkel tree, timestamp and asymmetric 

cryptographic encryptions (Xinyi et al., 2018) 

b. Network Layer: The network layer is a P-2-P network (peer-to-peer or point-

to-point) that brings life to the blockchain by connecting all the nodes. In the 

Blockchain, the network layer executes the connection and communication 

between various nodes present in the network (Xinyi et al., 2018). 

c. Consensus layer: This layer is one of the core aspects of blockchain 

technology. The consensus layer consists of consensus algorithms that bring 

the nodes in the network to a consensus on the block's validity. The main aim 

of this layer is to ensure the consistency and correctness of the nodes and 

the construction and validation of blocks. Some of the commonly used 

consensus mechanisms are Proof-of-Work (PoW), Proof-of-Stake (PoS) etc. 

d. Contract Layer: The business logic and algorithm in the blockchain is situated 

in the contract layer. A smart contract can be created, customised, and 

realised by combining scripts, functions, and data in the blockchain network. 

The rights, conditions and responsibilities of various actors involved in the 

transaction are stipulated in the smart contract. The smart contracts will be 

executed automatically without the involvement of a third party once the 

agreed-upon execution criteria are met.   

e. Application Layer: This layer serves as the network’s user interface. It is built 

on top of the other layers. It is through this layer; the user can interact with 

the blockchain network.  
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2.3.2 Centralized Database Systems 

In a centralized database system (traditional database), all the data is stored at a single 

location. The data can be maintained, modified and accessed only from that location. 

Institutions or organisations mainly use this type of database system to centralise the tasks. 

Multiple users can access the data from the central database simultaneously via the 

internet/intranet (Choudhury et al., 2018). However, in such a system, a single central 

authority is present who controls the actions in the system. Hence the system becomes 

vulnerable if the system admin is compromised. The centralized system is prone to 

cybercrimes such as intrusions, breaches and hacking as the data is stored in a single 

location. In case of power outages or data loss, recovering the information is nearly 

impossible. Hence, backup and disaster recovery techniques are required ( Acharya, 

Yerrapati & Prakash, 2019). 

2.3.2 Characteristics of Blockchain  

In this section, different characteristics of the blockchain are explained to understand the 

technology better. In table 9, different characteristics of blockchain technology from 

different studies are compared. 

Table 9: Characteristics of Blockchain 

Correspoding 
Characteristics 

Puthal et al., 
2018 

(Zheng et al., 
2017) 

(Labazova et 
al., 2018) 

(Xinyi et al., 
2018)  

(Morarbito, 
2017) 

Distributive Na-
ture 

P-2-P Decentralisation Decentralized Decentraliza-
tion 

Decentalisa-
tion  

Transparent  Transaction Read Permission Reading Ac-
cess 

Openness  Provenance  

Immutable  Consensus 
Mechanism  

Persistency and 
Auditability 

Consensus 
Mechanism 

Verifiability and 
traceability 

Irreversibility   

Security  Cryptography Digital Signature encryption Security Trust 

 

First, the network structure is described, followed by ledger structure, transaction 

mechanism and consensus mechanism of blockchain.  

2.3.1.1 Distributive Nature  

A blockchain’s network is classified as a distributed network. This distributive nature is one 

of the salient features of Blockchain technology (Swan, 2015). The innovative feature of 

blockchain is that every node on the network will have the ledger’s copy. This ledger will 

have all the transactions recorded. This ensures that no single participant can tamper with 

the data recorded on the blockchain as the power is distributed among the network with 

no single point of control and rules out the need for a central database. Even though every 

node in the network will have a copy of the entire ledger, the information can only be 

accessed by the nodes which have the key (Spielman, 2016). On the other hand, we have 

centralized database storage systems, which are prone to cybercrimes such as intrusions, 

breaches and hacking. The distributive nature of blockchain makes it difficult to carry out 

such attacks on the network (Xu, 2016). 
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Figure 21:  Types of Network Architecture (GitHub, 2018) 

:  

A blockchain can be considered as a database that records the transactions which are 

completed and distributed among the network's participants. The blocks in the blockchain 

contain the records of the transaction. Figure 19 gives an overview of the chain of blocks. 

The block mainly constitutes two parts, the header and body. The block's header holds the 

information such as block version, Merkel tree root hash, timestamp, nounce and hash of 

parent block. The block's body contains the transactions and their details (Zheng et al., 

2017).

 

Figure 22: Block Architecture (Ledger — Hyperledger-fabric docs main documentation, 2021) 

The transaction has to undergo the signing and verification phase before it can be updated 

on the blockchain. In the signing phase, the encryption of the data takes place with the help 

of a private key, and during the verification phase, the decryption is done via using a public 

key. The verification is done to ensure that the same transaction is not carried out twice 

(Morabito, 2017). In this way, the transaction that are updated to the ledger is governed by 

passing the duties to nodes that verify these transactions independently (Tasca, 

Thanabalasingham, & Tessone, 2017).  

Transaction Mechanism in Blockchain 

Morabito (2017) describes the blockchain network’s transaction mechanism in five phases, 

namely:  
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- Transaction Definition: The sender initiated the transfer and broadcasted it to the 

network. The transaction contains information like the public address of the 

receiver and transaction value. The digital signature of the sender authenticates 

this transaction. 

 

- Transaction Authentication: Once the transaction is broadcasted among the 

nodes in the network, these nodes will verify by decrypting the digital signature. 

Until a block is formed, the authenticated transactions wait along with pending 

transactions. 

 

- Block creation: The authenticated transactions that were pending are updated 

into the ledger as a block. This block will be broadcasted in the blockchain network 

for validation.  

 
- Block Validation: The block which was broadcasted is received by the validating 

nodes. Then the block is validated through an iterative process. A majority of the 

network’s consensus is necessary for the validation of the block. The validation 

techniques used differ based on the type of blockchain network. For example, 

Ethereum uses ‘Proof-of-Stake’ while blockchain uses ‘proof-of-work (Zheng, Xie, & 

Dai, 2016).  

 

- Block chaining: Once the validation of transactions is complete, the new block is 

chained into the blockchain.  

-  

Figure 23: Transaction overview in Blockchain (Frøystad & Holm, 2015) 

 

2.3.1.3 Security (Cryptography) 

Cryptography is developing protocols to prevent third parties from accessing the 

confidential data that is being transacted. The two primary cryptographic functions that 
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make blockchain safe and running are asymmetric key cryptography and hash functions. In 

asymmetric cryptography, pair of keys named public and private keys are used for 

encryption (Morabito, 2017). The digital signature is a major part of asymmetric 

cryptography. At the same time, hash functions use a cypher to generate a hash value from 

plain text. The hash functions’ primary role is to link one block to another and maintain data 

integrity. Hence, cryptography is the core of blockchain technology which makes it reliable 

and immutable.  (Spielman, 2016) 

The public and private key pairs in blockchain technology are used for digital signatures 

and data encryption (Kuan Hon, Palfreyman, & Tegart, 2016; Spielman, 2016). By 

generating a unique string of numbers and letters, the public key creates a public address 

for the user, which can be shared. On the other hand, the private key is used to digitally 

sign the transaction. This signature is used to authenticate the transaction and broadcast it 

on the blockchain network (Spielman, 2016). 

2.3.1.4 Consensus Mechanism  

The blockchain network is transparent and robust, as the network is designed in such a way 

that all the participating nodes will contain the ledger’s copy. Upon verification and 

authentication of the transaction by the nodes, it is nearly impossible to tamper with the 

data. This makes it immutable (Tasca, Thanabalasingham, & Tessone, 2017; Morabito, 2017 

). Blockchains are very dynamic as they keep on updating. Hence they require a reliable, 

secure, efficient and real-time mechanism to ensure that the transactions occurring in the 

network are legit. This trust in the blockchain network relies on a consensus mechanism. A 

consensus mechanism is a process most of the network, or the nodes with the most CPU 

power or the nodes with the most currency etc. depending on the consensus mechanism, 

agree on the ledger’s status and data’s validity (Morabito, 2017; Kuan Hon, Palfreyman, & 

Tegart, 2016). This eliminates the need for a trusted third party to validate. The main types 

of consensus mechanisms are as follows:  

- Proof of Work: To make the bitcoin network secure and consistent, Nakamoto 

proposed the consensus protocol Proof-of-Work (PoW). In this protocol, the nodes 

compete with other nodes in the network to solve the complex puzzle and add the 

block to the true chain. These nodes are known as miners. The PoW protocol 

requires that the hash of the block header contains a certain number of Zero bits 

when the nounce is added to the header of the block (Nakamoto, 2008). The miners 

try to find this nounce to obtain the desired hash of the block header. When a 

particular node obtains the desired hash value, the block is broadcasted to the 

other nodes in the network, who validate the correctness of the hash value. Upon 

validation, the block is appended to the blockchain (Zheng et al., 2017). 

 

- Proof-of-Stake: In Proof-of-Stake (PoS) consensus, the node has a higher 

probability for getting selected to validate the block if the node (user) has a higher 

stake in the network. This is based on the assumption that users with a higher stake 

are more likely to provide truthful information w.r.t the validation process (Tasca & 

Tessone, 2019). The nodes will receive an incentive for validating the blocks. 

However, they would lose some amount from their stake if the block is not appened 

onto the existing chain (Puthal et al., 2018). 
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- Practical Byzantine Fault Tolerance (PBFT): This consensus protocol is based on 

voting. PBFT consensus protocol is an annulus to distributed networks. The 

transactions keep flowing through the nodes in the network, and these nodes 

validate and sign these transactions. Once most responses to the transaction are 

obtained, the consensus is achieved, and the transaction is validated (Morabito, 

2017).   

2.3.2 Types of Blockchain  

The bitcoin developed by Satoshi Nakamoto (2008) is based on a public blockchain. 

However, the public blockchain is not suitable for various other applications that are being 

developed today, which led to the creation of other types of blockchain. Mainly, there are 

two types of blockchain networks—public and private.  

Public Blockchain: The public blockchain is transparent and open. Hence, anyone can 

access, read, write or participate invalidation (consensus) process of the transaction. It is a 

P-2-P network that is completely public, decentralised and distributed, which is not under 

anybody's control. The use of encryption methods like asymmetric key cryptography 

secures the blockchain network. However, there are certain drawbacks such as high 

maintenance and operational costs, low scalability and slow transaction speed. The most 

common applications of public blockchain are Bitcoin, Ethereum etc.  

Private Blockchain: It is open to a single organisation or multiple organisations to facilitate 

information/data exchange among themselves. For a node to read or write, access or use 

the data in the blockchain network, authorisation is required. The network that controls the 

access determines the participation of nodes in the network. This makes the network 

slightly inclined towards centralisation. However, it has high transaction speed, lower 

transaction costs and better data security. One of the major applications of private 

blockchain is Hyperledger Fabric (Zhang et al., 2018).  

Besides being public or private, a blockchain can be categorised as permissionless or 

permissioned. As a result, there are four types of blockchain: Public Permissionless, Public 

Permissioned, Private Permissionless and Private Permissioned (Acharya, Yerrapati & 

Prakash, 2019) 
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Figure 24: Types of Blockchain ( Acharya, Yerrapati & Prakash, 2019) 

2.3.4 Challenges 

At present, Blockchain is still in its early phases of development. Despite the advantages 

that were discussed in this chapter, blockchain technology has certain challenges and 

limitations. This technology must overcome certain challenges and limitations to acquire 

widespread adoption. The challenges that are hindering the use of blockchain technology 

are described below: (Mthethwa, 2016; Morabito, 2017; Zheng et al., 2017) 

• Scalability: The scalability issue of blockchain is considered one of the major 

challenges. The nodes in the network need to store all the transactions in order to 

validate them, thus leading to the requirement of high storage space. Besides this, 

the slow consensus process and limited block size (1Mb) majorly contribute to the 

scalability issue. However, due to these factors, only six to seven transactions are 

confirmed per second with a high transaction fee.    

• Awareness and Understanding:  Most individuals or organisations are neither 

aware of the technology nor understand it completely. Hence, it is difficult for 

someone to implement the technology when they do not fully comprehend it. 

Therefore, this can be considered as one of the major challenges for implementing 

blockchain technology.  

• Privacy and Security: Blockchain doesn’t offer complete privacy for the users. The 

users of the network use public and private keys to transact and these keys protect 

the true identity of the user from being exposed. But, the blockchain does not give 

any guarantee for transactional privacy (Zheng et al., 2017). Besides this, some 

studies show that the true identity of the user can be revealed by linking the bitcoin 

transaction even though the users are behind firewalls.  

• Regulations and Governance: Blockchain technology is a relatively new and 

rapidly advancing technology due to which the regulations struggle to keep up with 

the technology. It takes time for the governing bodies to accept and adapt to new 

technologies like blockchain with regulations.  



 

55 
 

• Energy Consumption: On average, the mining process for 1 Bitcoin consumes 

energy that is equivalent to the energy consumed by an American household for 

two years. It is also predicted that a bitcoin transaction consumes 80,000 times the 

energy required to process a credit card transaction.  

 

2.3.5 Misconceptions of Blockchain 

Due to the exponential rise of Bitcoin and the number of scientific studies being published 

on a blockchain, it can be said that the blockchain is at the pinnacle of its hype cycle. 

However, in many cases, encrypted or not, traditional databases tend to be suitable in many 

cases than a blockchain-based application. Besides this, there are certain misconceptions 

about the potential of blockchain technology due to its novelty and hype. 

• Blockchain is trustless: The blockchains assists in reducing the requirement for 

trust. However, they cannot eliminate the trust factor. At the very least, trust is placed 

on the system, such as Cryptography or in the case of permissioned networks, the 

network operators need to be trusted. (Hileman & Rauchs, 2017). 

• Blockchain is immutable: Similar to the blockchain’s ‘trustlessness’, it is not 

completely immutable. The blockchain follows an append-only data structure in 

which the data can be added to the blockchain but not remove from it. Theoretically, 

if the nodes have decided to collude, the blocks comprising the transactions can be 

reverted.  

2.3.6 Conclusion  

The innovative blockchain technology opens up new doors for improving Material 

Passports that are based on the characteristics of blockchain. The Real Estate and Built 

Environment sectors can have a huge impact by implementing blockchain as it can be used 

to register assets. Through the use of blockchain, transparency, traceability and other issues 

related to information exchange can be addressed and enhanced the material passports. 

With the use of a distributed, consensus-based, tamper-resistant ledger, the material can 

be tracked from its origin to its transformation during the lifecycle of a building. At present, 

this innovative technology faces some challenges and limitations. Blockchain must 

overcome certain hurdles like scalability, energy consumption, awareness and 

understanding etc., in order to acquire widespread adoption. However, a private 

permissioned blockchain Hyperledger Fabric’s architecture aims to resolve several 

challenges that the public blockchain poses. More about Hyperledger Fabric is discussed 

in the coming chapter.    
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3 Blockchain-based framework 
 

3.1 Introduction 

As we discussed in the previous chapter, blockchain technology provides opportunities to 

enhance the application of material passports based on key features such as its distributive 

nature, transparency and traceability, immutability and security. However, there are several 

challenges that this novel technology has to overcome, namely, privacy and security issues, 

scalability, unsustainable consensus mechanism (computing power) and lack of 

governance. These challenges hinder the application of blockchain in a business case 

(Davies, 2020). According to Davies (2020), a blockchain expert and Hileman and Rauchs 

(2017) have listed certain requirements for a blockchain network from a business/enterprise 

point of view: 

• The consortium requires a blockchain that allows them to govern who enters the 

network and the ability to confirm a new user's identity. 

• Swift transactions and scalability is a requirement for enterprises 

• The consortium must pre-define the access control list for the exchange of sensitive 

data 

• A certain level of privacy is required for transaction data 

• A resilient network  

Davies (2020) states that Hyperledger Fabric addresses the issues of a traditional 

blockchain and meets the enterprise requirements.   

 

3.2 Hyperledger Fabric  

Hyperledger Fabric (HLF) is an open-source blockchain-based platform developed by the 

Linux Foundation. The Hyperledger advocated a community-based approach for the 

development of a blockchain network. HLF’s architecture aims at the several challenging 

aspects of blockchain, such as scalability, flexibility, resilience and confidentiality. HLF is the 

first permissioned blockchain that can execute the dApps written on standard 

programming languages. The architecture of Hyperledger Fabric has adopted an 

innovative Execute-Order-Validate approach for the flow of the transactions: (1) Executing 

a transaction and endorsing it (similar to validating the transaction in the blockchain), (2) 

Ordering the transactions through consensus protocol and (3) validating the transactions 

(Androulaki et al.,2018). 



 

57 
 

 

Figure 25: HLF architecture- Execute-Order-Validate (Androulaki et al.,2018) 

 

3.2.1 Execution phase 

In the execution phase, the transaction is executed by sending the digitally signed 

transaction proposal to the endorsers specified by the chaincode. This proposal is 

stimulated by the endorsers who do it by executing the chaincode.  Upon completing the 

simulation, the transaction proposal is endorsed by the endorser and the proposal is sent 

back to the client in the form of a response. Until the endorsement policy is satisfied, the 

endorsements are collected by the client. Then, the transaction proposal with 

endorsements from the endorsers is passed on to the ordering service (Androulaki et al., 

2018). 

 

3.2.2 Ordering Phase  

HLF features a node called ordering node that performs transaction ordering, and other 

nodes form ordering service. These ordering nodes do not take part in the validation phase 

or execution phase of the transaction (Androulaki et al., 2018). In the ordering phase, the 

ordering service nodes receive the endorsed transaction proposals from the client. The role 

of the ordering service is to order the transactions into well-defined sequence and pack 

them into blocks. These blocks will be distributed across the nodes in the network for 

validation (The Ordering Service, 2021). As a result, the blocks that the ordering service 

generates are final.  

 

Figure 26: Ordering service (The Ordering Service, 2021) 
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3.2.3 Validation phase 

 
In the validation phase, the blocks will be independently validated by every node. The 

validation of blocks is done by ensuring that the validated transactions have been endorsed 

by the required nodes as mentioned in the endorsement policy. If this condition is not 

satisfied, then the transaction is deemed invalid and disregarded (Androulaki et al., 2018; 

The Ordering Service, 2021).  

 

3.2.4. Policies  

The Policies are mechanisms that are developed to manage the Hyperledger Fabric’s 

infrastructure. Since Hyperledger Fabric is a private permissioned blockchain, the actors 

participating in the network have the right to decide on the governance of the network 

before it is deployed. The members of the network can use these policies to control the 

aspects like which organisations have access to and update the blockchain network. In 

other words, any action that must be performed in the network is governed by policy.     

 

3.2.5 Membership Service (MSP) and Certificate Authority (CA) 

Since HLF is a permissioned blockchain, the identity of the actor has to be proven if he is 

willing to participate in the network. This is done through Certificate authorities (CAs) and 

Membership Service provider (MSP). The CA issues identity to the participating node by 

providing public and private key pairs that are used to prove their identity. On the other 

hand, MSP is the mechanism that allows the rest of the network to trust and verify the actor. 

The membership service provider  (MSP) maintains the identities of all nodes in the system 

(clients, peers, and OSNs) (Androulaki et al., 2018). It is also responsible for providing 

credentials to the nodes participating in the network. These credentials are used for the 

authorisation and authentication of transactions in the network. MSPs are also the 

mechanism that assigns responsibilities and permissions to members of the network (MSP 

— HLF, 2021). 

 

3.3 Hyperledger Fabric-based Material Passport framework 

For developing a material passport, Hyperledger Fabric-based framework is proposed in 

this study to ensure security, privacy and confidentiality among the stakeholders who use 

the material passport. To develop a comprehensive system like Hyperledger Fabric-based 

Material Passports, software developers are required. Hence the framework developed in 

this thesis aims to be useful to develop Hyperledger Fabric-based Material Passport by 

Material Passport Developers. This framework will also help the stakeholders in the built 

environment to understand the information flow within the Hyperledger Fabric-based 

Material Passport.  



 

59 
 

The proposed framework, as shown in Figure 27 is divided into two parts, namely Front-

end and Back-end. The front-end is what a user can see on the screen and interact with, or 

simply put, the Graphical User Interface (GUI). On the other hand, the application process 

that is not visible to the user such as, data processing, data storage, data transaction 

mechanism, etc., is known as Back-end. 

 

Figure 27 Hyperledger Fabric-based Material Passport Framework (own) 

3.3.1 Front-end: 

The front-end involves developing the User Interface(UI) for Material Passport. Through this 

UI, the stakeholders (such as client, contractor, designer, supplier etc.) can log in to the 

material passport application and enter/access the material data present in the network. To 

design a UI, the developer must gather the requirements from the users. In the case of 

Material Passport UI, the users' requirements will be the data that they input into the 

material passports and the data they have access to. This Data input and the Data 

requirements of users from the material passport are represented in figure 28. 

 

Figure 28 Data Input and Data Requirements by the users of Material Passport (own) 
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3.3.2 Back-end  

For the Material Passport UI to provide the data required by the users, it has to interact with 

the application's back-end. Hence there must be a link between the front-end and back-

end of the application for it to function correctly. This link is provided by Software 

Development Kits (SDKs). The SDKs will include libraries, documentation, codes, and 

processes required for the developers to develop the application. The Material Passport 

Developer can use SDK provided by Hyperledger fabric to develop the Material Passport 

application. These SDK provides Application Programming Interface (APIs) for transaction 

process, membership service and node traversal (Glossary-HLF, 2021). The Hyperledger 

fabric’s SDKs supports various programming languages like Node.js, JAVA, Python and GO 

for developing application.  

The Material Passport developer must utilise the Membership Service Provider (MSP) as it 

is a tool for managing the identity of the material passport users for authorisation and 

authentication. The MSP creates and distributes digital certificates to users with a unique 

user ID and their access rights. The user uses these certificates to sign transactions and gain 

access to blockchain resources. The access rights and legitimacy of the stakeholders in the 

blockchain network can be verified with the help of these digitally signed transactions. 

 

Figure 29 Back-end process of data transaction in Hyperledger fabric-based material passport (own) 

In order to architect HLF, users (peers) of material passports such as supplier, contractor, 

client, designer etc., are made as an endorser, committer and orderer to ensure trustful, 

secure and smooth business operations. The Hyperledger fabric-based material passport’s 

back-end architecture (transaction) with its users is shown in Figure 30. Further, the 

transaction flow of the data in the material passport is explained below. This is based on 

the Execute-Order-Validate approach of Hyperledger Fabric, as explained in section 3.2. 
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Figure 30 Hyperledger Fabric-based Material Passport Architecture(own) 

Phase 1: A user from any of the parties such as supplier, consultant, designer, contractor 

etc., can enter the data (transaction) into the blockchain network through the Material 

Passport application to execute the function of smart contract, read, write or update data 

to ledger. This is encrypted with the user’s private key and digitally signed by the user. This 

proposal is sent to different endorsers (supplier, consultant, designer, contractor etc.) for 

receiving endorsements. 

 

 

Figure 31: User initiating the proposal via the app (Transaction Flow, 2021) 

Phase 2: Before the execution of the transaction, the endorsing peers inspect the 

transaction proposal received from the user’s application to check for its provenance, 

access rights and format. Upon completion of this, the transaction is simulated by executing 
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the chain code (smart contract) to identify the read or write sets during the execution. Then 

the endorser digitally signs the proposal using his certificate and sends it to the user 

application in the form of endorsement.  

 

 

Figure 32: The user receiving the endorsed proposal (Transaction Flow, 2021) 

 

 

Phase 3: The user’s application receives the endorsed transaction proposal from all the 

endorsers. After this, the application inspects the read-write sets of the endorsements to 

make sure that all the endorsements it received have the same result. Later, the application 

sends these endorsed transaction proposals to the ordering service, where they get packed 

into blocks, which are then broadcasted to the committer peers (supplier, consultant, 

designer, contractor etc.)  in the network for validation.  

 

 

 

Figure 33: The app sends endorsed transaction proposal to ordering service to create blocks(Transaction 

Flow, 2021) 

 

  

 

Phase 4: The committer peers authenticate the transaction owner before the transaction is 

validated. The validation occurs in three stages. In the first stage, the read and write sets 
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are compared to the world state of the ledger to make sure that the data has not been 

altered since the transaction was endorsed. In the second stage, the transaction will be 

deemed invalid if it does not comply with the endorsement policy of the network. In the 

third stage, the block is appended to the chain and the transaction will be marked invalid 

(if it does not satisfy the first or second stage) in the block’s transaction record. In the last 

stage, the transaction owner and concerned parties (users of material passport) are notified 

regarding the transaction result. 

 

 

Figure 34: The blocks are broadcasted to peers for validation (Transaction Flow, 2021) 

 

Figure 35: Upon validation, the block is appended to the ledger and notified to participants (Transaction Flow, 

2021) 

 

 

The sequence and process diagrams in Figures 36 and 37 depict the transaction flow of 

data within the material passports as explained in the four phases above. This helps the 

material passport developer understand the transaction flow of data within the material 

passport and develop the same. 
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Figure 36 Sequence Diagram of transaction flow of data in Hyperledger Fabric-based Material Passport 
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Figure 37: The process diagram of transaction flow of data in Hyperledger Fabric-based material passport 

(Own illustration) 
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3.4 Shared Database integration with Blockchain 

 

Storing the data and retrieving it is the heart of the blockchain. The documents are relevant 

for material passports such as drawings, disassembly guides, bills of materials, contracts, 

ownership titles, certifications, invoices etc. which will account for several gigabytes (GB) of 

data. Storing such large files on the blockchain would be impractical as it leads to several 

challenges related to network latency and bandwidth, high computational and storage 

costs. This will have a negative impact on the performance of the blockchain network. 

Acharya, Yerrapati & Prakash (2019) propose a solution to this problem. The above-

mentioned issues can be solved by using a shared database among the stakeholders who 

are anchored to the blockchain network. In such a system, the actual documents would be 

stored off-chain in the shared database, while the attributes of the document, such as 

document ID, a hash of the document and other metadata, is recorded on the blockchain 

network in the form of a transaction. This would not burden the blockchain network with a 

huge volume of data while still ensuring the document integrity and transaction history are 

preserved in an immutable manner on-chain (Acharya, Yerrapati & Prakash, 2019). Thus, 

the material passport developer must provide a shared database anchored to the 

blockchain network to store the documents off the chain while recording the documents’ 

hash, metadata on-chain. 

 

Figure 38: Process of sharing information in HLF based material passport 
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3.5 Conclusion  

The Hyperledger fabric-based material passport framework was developed mainly to 

address the barriers of material passports and those of traditional blockchain. However, not 

all the barriers of material passports could be addressed by implementing blockchain 

technology. This section describes how the newly proposed conceptual framework of 

private-permissioned blockchain could improve material passports.  

Provision of Information: Every actor participating in the network is responsible for the 

data they provide and will remain the owner of their data. Since the data is being provided 

to the material passports, the respective data hash will be stored in the blockchain. Hence, 

the participants in the network can see who is responsible for which data. This creates a 

social control that incentivises good data input (Morabito, 2017). Here, the blockchain 

network is just an instrument used to record changes made to the material passport.  

Storage of Information: Not all the data is stored in the network. However, only the data 

hash is stored in the blockchain network while the data is stored in the shared database. 

This is to ensure that the provided data is not visible to all the participants in the network. 

The added advantage of adopting this step is that it reduces the payload of the network, 

thereby increasing the network latency. Once the data hash is validated and appended to 

the ledger, it becomes difficult to modify data as it can be detected by checking if the data 

hash is still matching (Morabito, 2017). 

Access to information: To protect the confidentiality of the sensitive information provided 

to material passports, it is essential to have predefined access rights to users that only 

specific data is visible to them. These rights can be managed via a Membership service 

provider (MSP), Certificate Authority and Access Control List (ACLs) of the Hyperledger 

Fabric, making it unique.  

Quality of Information: One of the most critical aspects of materials passport is the quality 

of the information that is being provided. As mentioned earlier, the transparent nature of 

the blockchain network allows its participants to trace who has provided the data, and this 

data can be viewed and verified by the participants who have access rights. These features 

of blockchain facilitate a form of social control within the network to provide quality 

information (Morabito, 2017). 

However, there are some perceived disadvantages in adopting this framework which are:  

• There are not adequate proven use cases. Most of the use cases are either proto-

types or pilots. Some of the use cases from practice include IBM’s FoodTrust, 

TradeLens in the shipping industry and Honeywell’s new marketplace for selling new 

and used aerospace products (Case Studies – Hyperledger, 2021) 

• An inadequate number of skilled programmers in the construction industry. 

• The level of immutability offered by PoW in public blockchains cannot be achieved 

in HLF. However, the participants in the network are known and are bound by policy, 

which will give rise to a tamper-evident system.  (Davies, 2020). 
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4 Demonstration and Validation  

4.1 Demonstration 

The Hyperledger Fabric-based Material Passport framework is compared with existing BIM-

based material passports to demonstrate the efficacy of the developed framework. To 

understand the scenarios in a better way, a hypothetical case is described below.  

Over the years, the number of students (Dutch and International) joining TU Delft has 

increased. This calls for more student accommodations as there is a severe shortage of 

housing for students in Delft. As a result, TU Delft decides to build ‘de Orb’, a circular 

student housing to accommodate 100 international students. This building will be 

designed by ABC architects and constructed by XYZ Bouw en Techniek bv. The client (TU 

Delft) wants to document the qualitative and quantitative data of the building materials 

through a material passport. This will help maintain the circular value of the materials at the 

highest level throughout the lifecycle of the building. To develop this material passport, TU 

Delft partners with material passport developer Kadaster BV.  

To develop a material passport, it is essential to identify the stakeholders who will be using 

the material passport to provide/access information related to ‘de Orb’. 

a. Client (TU Delft): TU Delft, as a client, initiates the project by setting the functional 

scope along with circular demand. Generally, the client will be the owner of the as-

set.  

b. Designers (ABC architects): The designer designs the building incorporating circu-

lar principles and strategies, making the building materials reusable after the end of 

life.  

c. Contractors (XYZ Bouw en Techniek bv): The contractor engineers and constructs 

the building by procuring materials from manufacturers/suppliers.  

d. Manufacturers/suppliers: Manufacture/supply raw or repurposed materials for ‘de 

Orb’. 

e. Facility Manager: The added responsibility of a facility manager is to operate and 

maintain ‘de Orb’ during the use phase lies with the facility manager.   

f. Urban Miners: At the end of the life of the building, the urban miner reclaims the 

building materials and components of ‘de Orb’ to enable the reuse of these materi-

als.  

The following figures 33 and 34 show the data input and requirements of stakeholders 

involved in the construction of ‘de Orb’, respectively.  
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Figure 39: Data provided by various stakeholders for the material passport (own illustration) 

 

 

Figure 40: Data requirements of various stakeholders from material passport (own illustration) 
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The material passport developer, Kadaster B.V, comes up with two scenarios for material 

passports. The first one is the traditional BIM-based Material Passport (M Honic et al., 2019), 

and the second one is Hyperledger fabric-based Material Passport. The following parts will 

briefly describe the two scenarios.  

 

4.1.1 Scenario A: BIM-based Material Passport 

Building Information Modelling  (BIM) assists in optimising the life cycle of buildings by 

offering various models and analyses. The BIM model consists of geometric and material 

properties, which is coupled/matched with the material database to produce a BIM-based 

Material Passport (M., Honic et al., 2019). The BIM-based material passport is a document 

comprising the quality and quantity of the materials used in the building, their recycling 

grade. It shows the building’s impact on the environment. However, these Material 

passports are the result of the design stage of the building. The workflow for compiling a 

BIM-based Material Passport is shown in figure 36.  

 

Figure 41: Workflow for compiling BIM-based Material Passport (M., Honic et al., 2019). 

 

By utilising pre-defined elements and a modelling guide, the model of the building is 

developed in BIM. The BIM model is then checked for errors via a control tool, which also 

tests whether pre-defined elements have been used or not. This BIM -model contains 

geometric data of elements and their materials. The model is then exported to the material 

inventory and analysis tool. The predefined elements in the tool are assigned with LCA-data 

and Recyclability data from the eco-inventory database. As pre-defined elements in the 

BIM-Model are matched with those of the analysis tool, they have the same nomenclature 

(designation). Finally, the material passport results in the total material composition of the 

building, recycling potential, and environmental impact (M., Honic et al., 2019). 
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Madaster: A similar workflow can be observed with the Madaster Platform. The platform 

primarily uses IFC (Industry Foundation Classes) file as its source file, which includes 

geometric properties of the building elements, description of materials and classification 

(Madaster, 2021a). The IFC file can be exported from BIM software such as Revit etc. The 

source files are automatically checked for their completeness while being imported to the 

platform. Upon successful import, the platform will automatically match/link the elements 

present in the source file with the materials registered in the database. The elements can 

be linked manually as well. Once this is complete, this active data set is the latest version of 

material passport which can be downloaded in Excel or PDF formats. This is also the basis 

for the building’s residual and circular value in Madaster Platform (Madaster, 2021b).  

Madaster provides different roles and rights to different types of users. The three types of 

users are Admins, Manager and Reader. The admin is the owner of the account that 

contains material data related to one or more projects. The admin can delete, manage, 

modify and view the data in the platform. The admin enables the manager role to manage 

the data related to a particular project. The reader can view the data related to the projects 

(Madaster, 2021a). However, these users belong to a single firm or company. The 

interoperability, information access and information exchange between different 

stakeholders cannot be seen.  

 

Figure 42:Scenario A: Work Flow of a BIM-based Material Passport 

 

Example: ‘de Orb’ is a steel-framed structure designed by ABC architects. As there will be 

numerous components and materials involved in ‘de Orb’, let’s focus on one component, 

i.e., structural steel columns, for better understanding. As shown in figure 37¸, the designer 

will create a detailed design of ‘de Orb’. Upon completing the detailed design, the designer 

will upload the BIM model to the material passport platform to obtain the material passport 

for ‘de Orb’. The BIM model will have Unique IDs for each BIM element. Hence the steel 

columns will also have this unique ID. This will help match the pre-defined steel column 

from the BIM model with the material data from the material database. Finally, this will result 

in a material passport comprising the total steel composition of the building, its recycling 

potential, and environmental impact. This material passport can be downloaded by the 

designer as a PDF or an Excel file and shared with relevant stakeholders (usually clients).  
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4.1.2. Scenario B: Hyperledger Fabric-based Material Passport  

 

The Hyperledger Fabric-based Material passport is proposed to ensure the stakeholders' 

security, privacy, and confidentiality of data. The Hyperledger Fabric’s Membership service 

provider is a tool for identity management for authorisation and authentication of Material 

passport entities. It creates and distributes digital certificates that contain a unique ID and 

information about users’ access rights. The user uses these certificates to sign transactions 

and gain access to blockchain resources. The access rights and legitimacy of the 

stakeholders in the blockchain network can be verified with the help of these digitally 

signed transactions. To architect HLF, members belonging to different stakeholders such 

as suppliers, contractors, clients, designers etc., are made as endorsers, committers and 

orderers to ensure trustful, secure and smooth business operations. 

The BIM objects will not be matched or linked with the material data from any material 

databases in this scenario. Instead, the respective manufacturers or suppliers of the 

building components/materials will provide the respective information relating to products 

and materials. For instance, let us assume that the Manufacturer/supplier has to upload the 

material properties data to the material passport. Let us look at the transaction flow:  

1. The manufacturer/ supplier enters the material properties into the blockchain net-

work via the Material Passport application . This data is encrypted with the private 

key of the manufacturer and digitally signed by him. This proposal is sent to different 

endorsers (in this case, client, designer, contractor, advisor)  for receiving endorse-

ments. 

 

2. Before executing the transaction, the endorsing peers (such as client, contractor, 

designer etc.) inspect the transaction proposal received from the Manufacturer’s ap-

plication to check for its provenance, access rights and format. Upon completion, 

the transaction is simulated by executing the chain code to identify the read or write 

sets during the execution. Then the endorser digitally signs the proposal using his 

certificate and sends it to the client in the form of endorsement. 

 

3. The Manufacturer’s application will receive the endorsed transaction proposal from 

all the endorsers. After this, the client inspects the read-write sets of the endorse-

ments to ensure that all the endorsements he received have the same result. Later, 

the client sends these endorsed transaction proposals to the ordering service, 

where they get packed into blocks, which are then broadcasted to the committer 

nodes in the network for validation.  

 

4. The committer peers authenticate the transaction owner (in this case, the manufac-

turer) before the transaction is validated. The validation occurs in three stages. In 

the first stage, the read and write sets are compared to the world state of the ledger 

to make sure that the data has not been altered since the transaction was endorsed. 

In the second stage, the transaction will be deemed invalid if it does not comply with 

the endorsement policy of the network. In the third stage, the block is appended to 

the chain and the transaction will be marked invalid (if it does not satisfy the first or 

second stage) in the block’s transaction record. In the last stage, the transaction 
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owner (manufacturer) and concerned parties are notified regarding the transaction 

result. 

 

Figure 43: Scenario B: Workflow of Hyperledger Fabric-based Material Passport 

 

In the case of de Orb, the manufacturer of the steel column will provide information 

regarding the material properties of the column, such as lifespan, specifications, 

certification, composition and material toxicity. The data transaction takes place as 

described above and as shown in figure 38 above. However, suppose the documents 

(drawings, BIM files, BoQs, Certificates etc.) are uploaded to the material passport 

application. In that case, they will be stored in the shared database anchored to the 

blockchain network, whereas the file hash will be recorded on the blockchain. There are 

various stakeholders involved in this project like client, contractor, designers, 

manufacturers etc. These stakeholders formulate a policy to manage the Hyperledger 

Fabric-based Material passport before deploying the network. These policies decide the 

roles of various stakeholders, such as which one has access to read and(or) write data onto 

a material passport. Based on the policy, the access rights of the users are automated by 

Membership Service Provider and Certificate authority. For example, the access rights of 

the designer allow him to view the data provided by the steel column’s manufacturer and 

based on this data, the designer designs the structural steel frame for ‘de Orb’. This 

procedure is carried out for other building components and materials too. Similarly, in the 

construction phase, the contractor enters the as-built data, and during the use phase, the 

facility manager enters maintenance related data. During the end-of-life or reuse phase, the 

urban miners or recyclers will have access to entire data related to the materials used in the 

building, which will assist them in taking decisions regarding reuse or recycling etc.       

  



 

74 
 

4.1.3 Analysis of Scenarios   

Scenario A: BIM-based Material Passport and Scenario B: Hyperledger Fabric-based 

Material Passport is analysed based on the elements of material passport such as provision, 

storage, access and quality of information (Damen, 2012). The BIM-based material passport 

(Scenario A) is simple to develop when compared to Hyperledger Fabric-based material 

passport. However, there are various barriers present in BIM-based material passports that 

are hindering its application. Some of these barriers are classified into different elements 

of material passport and are listed below: 

 

• Provision of Information: To carry out Life-cycle assessment, health risk assess-

ments etc., detailed information related to materials (Intellectual property) is re-

quired. But the manufacturers are reluctant to share the material data as they fear 

losing competitive advantage in the market and compromising their commercial 

status ( Debacker and Manshoven, 2016; Miu, 2020). 

 

• Storage of Information: The other barrier is the ownership rights of the data. In the 

current system, the database owner will be the owner of the data (Kedir et al., 2021; 

Rudolphi, 2018). For example, the manufacturer shares the material data with the 

designer. The designer designs the building based on this data and uploads the 

BIM file to the Material Passport platform to generate the passport. In this case, the 

designer will become the owner of the material passport even though most of the 

material related data is provided by the manufacturer.  

 

• Access to Information: Every actor cannot be given complete access to all the data 

present on the material passport. For example, in the BIM-based material passport 

platform such as Madaster, the actor with just view access can still view all the details 

present in the material passport. Therefore, it is important to have different access 

levels to see different data to have data privacy. 

 

• Quality of Information: The existing material passport system lacks Data validation 

and credibility of the data that is being shared (BAMB, 2017).  Additionally, the lack 

of a standard for material passports affects the quality of information that is being 

shared. Further, new products and materials are being introduced in the market 

constantly. Thus, the material databases might not be up-to-date, leading to an in-

formation gap (BAMB, 2017). 

 

Apart from the barriers mentioned above, the other drawback of the BIM-based material 

passport is that it is mainly focused on and is the result of the design stage of the building. 

Hence, As-built data during the construction phase and Maintenance data during the Use 

phase of the building may not be updated (BAMB, 2017). Therefore, the actual residual 

value and circular value of the components and materials cannot be calculated at the End-

of-Life phase. This makes the material passport a static document.  
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The Hyperledger fabric-based Material Passport (Scenario B) is developed mainly to 

address the barriers of BIM-based material passports. However, not all the barriers of 

material passports can be addressed by implementing blockchain technology. The newly 

proposed Hyperledger Fabric-based Material Passport framework can address the barriers 

as discussed below:  

Provision of Information: Since the data is being provided to the material passports, the 

respective data hash will be stored in the blockchain. This makes it transparent and 

traceable on who has uploaded what data. However, the different actors have different 

access rights. Hence, the actors can share information to the material passport without any 

reluctance. 

Storage of Information: Every actor participating in the network is responsible for the data 

they provide and will remain the owner of their data. However, the data and the document 

hash are stored while the documents are stored in the shared database. This is to ensure 

that the provided data and documents are not visible to all the participants in the network. 

The added advantage of adopting this step is that it reduces the payload of the network, 

thereby increasing the network latency. Once the hash is validated and appended to the 

ledger, it becomes difficult to modify data and documents as it can be detected by checking 

if the data hash is still matching (Morabito, 2017). 

Access to information: To protect the confidentiality of the sensitive information provided 

to material passports, it is essential to have predefined user access rights that only specific 

data is visible to them. These rights can be managed via a Membership service provider 

(MSP), Certificate Authority and Access Control List (ACLs) of the Hyperledger Fabric, 

making it unique. For example, the manufacturer provides the material data to the material 

passport. But the designer has only access limited to data necessary for carrying out the 

design and assessments.   

Quality of Information: One of the most critical aspects of materials passport is the quality 

of the information that is being provided. As mentioned earlier, the transparent nature of 

the blockchain network allows its participants to trace who has provided the data, and this 

data can be viewed and verified by the participants who have access rights. These features 

of blockchain facilitate a form of social control within the network to provide quality 

information (Morabito, 2017). 

The Hyperledger fabric-based Material passport is dynamic as material data is updated to 

the material passport throughout the lifecycle of the building. This provides an opportunity 

to calculate the actual residual value, and the circular value of the components and 

materials cannot be calculated at the End-of-Life phase. Hyperledger Fabric-based Material 

passport is proposed to ensure security, privacy and confidentiality of data among the 

stakeholders. Hyperledger fabric protects the confidential and sensitive information 

provided to material passports via its Membership service provider, Certificate Authority 

and access control list, which defines access rights to users. However, in HLF’s Material 

passport, their respective manufacturers or suppliers will provide the information related to 

products and materials. This will ensure that the latest data is available and eliminate the 

use of a material database. However, there are certain drawbacks in adopting this 

framework as there are no adequate proven use cases. Lack of skilled programmers to 
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develop such a system in the construction industry. The construction industry has minimal 

knowledge and awareness regarding blockchain technology.   

 

4.2 Validation 

The process to elicit information from the interviewer from another person through verbal 

interchanges is known as an interview (Dunn, 2005). Individual interviews were conducted 

in this research to validate the barriers of material passports and proposed Hyperledger 

fabric-based material passport framework. Longhurst (2003) states that there are three 

types of interviews: Structured, Semi-structured and Open interviews. The structured 

interview is guided with a set of standard questions that are predetermined and are asked 

in the same order in every interview. On the other hand, in an open interview, the interview 

is guided by the interviewee than a set of predetermined questions. The semi-structured 

interviews lie right in between these two types of interviews. This type of interview has a 

predetermined order to a certain extent but is flexible depending on the answers given by 

the interviewee. 

 
For this research, a semi-structured method of interviewing was adopted as it has the 

flexibility to deviate from the predetermined list of questions. This flexibility stimulates room 

for discussion and brings us new ideas and concepts during the interviewees. However, a 

list of predetermined questions was asked in order to cover the main topics and validate 

the barriers of material passports and the Hyperledger Fabric-based Material passport’s 

framework. The most crucial part of the interview is choosing its participants (Cameron, 

2005). For this research, the participants were chosen based on their job role, experience 

and knowledge they possess related to my research topic. The other main criteria for 

selecting the participants was their or their company’s position as a stakeholder in the built 

environment sector. This method of choosing participants is known as purposive sampling 

(Baarda et al., 2005). Table 9 lists the various participants that participated in the interview 

process.     

 
The interviews were conducted virtually via online meeting platforms such as Microsoft 

Teams or Zoom due to the pandemic. The interviews were recorded in order to preserve 

the quality of the data during its analysis. The interviewee's consent was taken before the 

start of the interview recording. These recordings were stored on a secure TU Delft cloud 

server. Upon completion of the interviews, the recordings were transcribed into a 

document. For analysing the transcribed data, the most effective and common- Thematic 

Analysis method was adopted (Clarke and Braun, 2014; Canary, 2019). First, the transcripts 

were read very carefully to identify similar themes and to get important insights. Next, the 

data was conceptualised and segmented under different themes identified earlier. This is 

done mainly to condense the transcribed data. Based on this, the findings from the 

interviews were incorporated in the following sections.  
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Table 10: Stakeholders Interviewed 

Stakeholder Role Company 

Architect 1 Design Leader Strukton Worksphere 

Architect 2 Consultant  Copper8 

Advisor Consultant Alba Concepts 

Client Innovation Manager  Province Noord-Holland 

Urban Miner Project coordinator New Horizon Urban Mining BV 

Blockchain and 

Material Passport 

Developer 

Chief Technical Officer  Excess Materials Exchange  

 

4.2 Validation: Material Passport 

 

4.3.1 Architect 1  

According to the architect, it is essential to know the decomposition of a building. He also 

mentioned that it is important for a designer to have a good understanding of building as 

a whole and its parts. This can be achieved through the use of material passports. The 

architect’s firm does not directly use material passports. However, they advise their clients 

to use material passports (Madaster or a BIM-based model as a solution). The architect also 

mentioned that during his time at firm de Architekten Cie., they developed a material 

passport LLMNT in collaboration with ABN Amro for the CIRCL pavilion. Besides the 

barriers mentioned in the literature, the architect mentioned that the building must be 

decomposed to its parts (doors, floors, windows etc.) correctly else linking the information 

would not be possible to those parts.  

4.3.2 Architect 2 (Consultant) 

The consultant believes in the future use of the material passport as it helps to provide an 

insight into the materials used in the building. This information is crucial for the future re-

use of these materials. However, the consultant’s company does not use material passports 

themselves as they do not construct anything; they advise their clients (Provincie Noord- 

Holland) to use material passports. However, this is not something that is embedded into 

their process since most of the material projects are made as pilot projects where the 

organisation is not sure about using a material passport.  

The consultant agreed to the barriers that were identified through the literature. 

Furthermore, he emphasised on Lack of standards for a material passport as the most 

critical one because the phenomenon of material passport is not clear. This leads to excess 

consumption of time and money, which will make it difficult for the organisations to invest. 

He suggests that the Government of the Netherlands standardise the passports as it will 

become much easier for broader implementation.  
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4.3.3 Advisor 

The advisor’s firm specialises in Built Environment, focuses mainly on circularity and 

sustainability. They manage projects from design to use phase of a building and advice 

their clients on how they can reach their goal of circularity and sustainability within their real 

estate. As a firm, they use material passports to calculate Building Circularity Index. In 

addition to this, they advise their clients to use material passports to facilitate the reuse of 

materials. The advisor believes it is important to use material passports through the use 

phase, facilitating an efficient maintenance process and transparent flow of material data 

which is significant for the reuse of materials.  

The advisor agreed with all the barriers mentioned related to material passports. In addition 

to this, she mentioned some important barriers that have to be considered, such as the level 

of detail of the materials, which she thinks is confusing when one looks at different platforms 

available in the market. In addition to this, she suggested that people working in the 

industry have to change their attitude to move forward and try new things.  

4.3.4 Client 

The client thinks that material passports are a valuable tool to solve coordination problems 

in supply chains related to the material flow and allocating the materials back to the 

concerned parties in the value chain. He believes that material passports provide a digital 

footprint of a product that provides information to different parties to reuse materials and 

think about a circular solution. The client agreed with all the barriers that were identified. In 

fact, he explained why he thinks it is a barrier which can be found in the appendix. In 

addition to this, he found integrating the material passport with the business process as a 

barrier. Furthermore, he said that the material passports’ usability had not been proven, 

and for it to add value in the industry, it needs to be useful. The client believes making the 

data in the material passport more dynamic by linking it with other systems like BIM and 

Digital twins will add value.  

4.3.5 Urban Miner 

In the urban miner’s firm, the material passport is used to inventory the elements, building 

products and materials present, including their properties during the reuse phase. The 

urban miner agreed to the barriers related to a material passport that were identified in this 

study. Furthermore, he mentioned the reliability of the data as a crucial barrier. He mentions 

a Government policy on material passports and a Global standard as a requirement to 

facilitate the implementation of material passports on a broader scale.  

4.3.6. Blockchain and Material Passport Developer  

The Material Passport Developer says that many materials are not registered digitally. 

Hence, these products lie in warehouses as they can’t be tracked. This lack of digital 

registration means that information regarding the location, quantity, volume and condition 

is not available. With the application of Material passports, the developer believes that the 

required information can be captured and stored. He also suggested that information from 

material passports can be used for predictive analytics to reduce waste and increase the 

circular use of materials.  
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The developer agreed to the barriers related to material passports that were mentioned. 

Besides, he stated interoperability as a major barrier because different material passports 

have different nomenclatures and data models and do not have uniform data structures. 

The developer also stated that it is essential to exchange information in a secure and private 

way. 

 

4.4 Validation: Hyperledger Fabric-based Material Passport 

Framework 

 

The majority of the interviewees agreed that blockchain could be the possible solution to 

help stimulate the use of material passports. However, the architect and the client think that 

blockchain will be a technical solution to material passports. Since a material passport is 

more like a shared database with multiple stakeholders providing the data, it requires a 

tamperproof log and predefined access rights for users to protect the confidential data in 

the material passport; he thinks Hyperledger Fabric is a good fit. The advisor complements 

this framework as an intelligent and innovative solution as it helps save data in the right way. 

Furthermore, the client thinks blockchain can be the solution to this problem as it solves the 

ownership issues, create different layers of accessibility, makes data traceable and hence it 

is transparent and most importantly, the concept of validation makes the technology 

unique. Moreover, Hyperledger Fabric might solve the scalability and unsustainable 

consensus mechanism issues of traditional blockchain. The material passport developer 

thinks that a Hyperledger fabric-based material passport can be a good use case. He 

compliments the use of shared databases and anchoring it to the blockchain. During the 

interviews, the interviewees were asked to map the barriers related to material passports 

with the aspects of Hyperledger fabric. The main aim of this was to get an insight into which 

aspects of Hyperledger fabric are useful to overcome the barriers related to material 

passports. The consolidated result of this is shown in Figure 38. 

 

Figure 44:Mapping barriers of material passports with aspects of HLF 
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No matter how intelligent or innovative the solution is, it has its disadvantages, says the 

advisor. The architect says that the organisations need to organise their business process 

around these material passports besides adopting blockchain technology. This would 

hinder the process of implementing material passports. Also, there is a splint incentive as 

the passport makers have to invest time and money in the passport, while the benefits of 

the passport are more in the long term. On the other hand, the client believes the lack of a 

standard for a material passport is still a crucial barrier even to developing a prototype. 

Additionally, the advisor thinks that the attitude among the practitioners in the industry 

should change to try cross-discipline collaboration to provide innovative solutions to 

industry-oriented problems. This was backed by a material passport developer as well as 

he thinks that the majority of the experts in the industry lack the awareness and 

understanding about blockchain technology. The other barrier he mentioned was finding 

interested parties and bringing them together before setting up the network. 

4.4 Conclusion  

Scenario A: BIM-based Material Passport and Scenario B: Hyperledger Fabric-based 

Material Passport is analysed based on the elements of material passport such as provision, 

storage, access and quality of information (Damen, 2012). This step was carried out to see 

whether the proposed Blockchain-based Material Passport framework will address the 

barriers of BIM-based material passports. The analysis of scenarios showed that the 

Hyperledger Fabric-based Material Passport has a significant advantage over the BIM-

based material passports and can address its barriers regarding the provision, storage, 

access, and quality of information. 

Further, the interviews were conducted to validate the material passports and proposed 

Hyperledger fabric-based material passport framework. Initially, all the interviewees had 

agreed with the barriers that were identified related to material passports. However, 

additional barriers were shared by the interviewees that were relevant to material 

passports. These barriers are an unclear level of detail of building components and 

materials and incorrect decomposition of the building. Later, the interviewees revealed 

their thoughts regarding the proposed framework and thought it might overcome most of 

the barriers related to material passports identified in this study. Furthermore, they were 

critical about the new technology being adopted in the industry. The interviewees found 

added value by adopting blockchain technology for material passports. Due to the 

explorative nature of this research, the outcome cannot be generalised for all the cases. 

However, they can be a stepping-stone for adopting innovative technologies as blockchain 

technology in the built environment sector.   
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5 Discussion & Conclusion 

5.1 Discussion  

 

Take-make-dispose is the current Linear economy’s model. This paradigm is based on the 

consumption of resources rather than the preservation of their value. If this model remains 

dominant, it will lead to material scarcity, thereby increasing materials prices. The linear 

economy also has a negative impact on the environment as it creates large amounts of 

waste. The circular economy’s concept is to minimise waste, maximise value and facilitate 

the reuse of materials. This research was carried out to elevate digital innovation in the 

circular built environment. However, a transition toward a circular economy has its barriers, 

and one of the most important ones was the lack of exchange of information among 

stakeholders. A tool called material passport was developed to overcome this gap and 

facilitate the transition towards the circular economy in the built environment sector. 

Through literature, it was found that many barriers exist even though material passports 

were developed to facilitate information sharing. Analysing these barriers and proposing a 

solution that can influence the implementation of material passports on a broader scale is 

the foundation of this thesis.  

The research objective and the questions were formulated to reflect the potential of 

blockchain technology in influencing the implementation of material passports. The 

concepts of blockchain and material passports are relatively new. However, the features of 

blockchain were promising to overcome the barriers of material passports and fulfil its 

requirements. Although the traditional blockchain was promising, it had many challenges 

that were not in line with Circular Economy principles and requirements for a business 

process. To provide a solution to overcome the barriers the traditional blockchain poses 

and without hampering its features, Hyperledger Fabric, a private permission blockchain, 

was adopted to develop a framework for material passports.  

The use and barriers of material passports and the proposed framework were validated by 

developing Scenario A: BIM-based Material Passport and Scenario B: Hyperledger Fabric-

based Material Passport and analysing them with aspects of material passports such as 

provision, storage, access and quality of information. Further, the validation was carried out 

by conducting semi-structured interviews with experts from the industry. The interviewees 

belonged to different stakeholders groups involved during the lifecycle of a building. This 

step was performed to determine whether the research offers any added value.  

Blockchain is still a developing technology and hence can be termed immature. The parties 

benefiting by implementing blockchain have exaggerated the advantages of the 

technology. This has created a vast ‘hype’ leading to misconceptions regarding the 

technology. Often, blockchain is seen as a remedy for all issues. However, the benefits of 

the technology must be weighed with the time and costs of implementing and maintaining 

to determine the actual benefit that this technology provides.  
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5.2 Limitations  

 

In this section, the limitation of this research have been discussed, which need to be taken 

into consideration: 

• The research was conducted as part of academics in the Master’s program. Hence 

there was a time constraint. Due to the time constraints, the scope of the research 

had to be limited, hence only one type of blockchain was analysed, i.e. Hyperledger 

Fabric (a private permissioned blockchain). 

 

• Limited availability of scientific literature and use cases on material passports made 

it difficult during the literature review and analysis. Even though there are several 

material passports available in the market like BAMB, Madaster, EME’s Resource 

Passports, ABN AMRO’s LLMNT passport, they are functionally and structurally 

different from each other. Hence, only one type of passport (ABN AMRO’s LLMNT 

passport) was chosen for further research, analysis  and development of the 

framework 

 

• The Hyperledger fabric-based material passport framework was developed by a 

single researcher. If the framework was developed by a group of researchers or/and 

in collaboration with an organisation, it would have opened doors to many other 

factors and parameters that needed to be considered. 

 

• As the research focused on developing a framework for material passports based 

on Hyperledger Fabric, industry practitioners with experience in material passports 

and knowledge in blockchain or vice versa were required for validation. Since 

material passports and blockchain technology are from two different disciplines, 

finding practitioners with these requirements was challenging, and only six 

validation interviews were conducted. However, the results from the interviews 

turned out to be more superficial than expected because not all the interviewees 

could answer all the questions. 

 

5.3 Conclusion 

The conclusion of this research is presented in the form of answers to sub-research 

questions and the main research question.   

S1: What is a circular economy, and what is its influence on the built environment? 

 

The circular economy concept is gaining momentum among practitioners, researchers, 

businesses and thought leaders due to the current emphasis on the scarcity of resources in 

addition to the increasing demand for raw materials, ultimately resulting in high prices of 

raw materials. The circular economy is a comprehensive and creative approach to a 

possible future economy, but there is no clear definition. According to Ellen McArthur 

Foundation, the circular economy concept is based on various schools of thought 
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regarding sustainability, and they have had all influences in the birth of this concept. 

Circular Economy is an economic system that prioritises the aspects ‘Reduce’, Recuse, 

Recycle and Recovery of materials 

“The circular economy is an economy that is restorative and regenerative by design and 

aims to keep products, components, and materials at their highest utility and value at all 

times’’ (Ellen MacArthur Foundation, 2015, p. 5)  

 

The high concentration of data, resources, capital, and talent in cities puts them in a unique 

place to stimulate the transition towards a circular economy. With such resources within 

such a small geographical area, reverse logistics and material collection would be more 

feasible. This stimulates abundant chances for reuse and collection based business models. 

As a result of the Circular economy, the construction industry will undergo significant 

changes. One such example is the concept of ‘buildings as material banks,' which 

fundamentally alters how material flows must be handled. This concept shines the light on 

retaining the value of building materials and products at all times by maintaining, keeping 

and restoring them. This stimulates less usage of virgin materials and minimal waste 

production 

S2: What are material passports, and how can they support the circular economy? 

 

Material passports are tools designed to address the barriers of the Circular economy, such 

as lack of information sharing and materials exchange system. Material passports are 

intended to track the value of materials throughout their life cycle and introduce the 

residual value into the secondary market. Material passport will hold the key to this as it will 

contain information relevant to the different lifecycle stages of the building. Over time, a 

couple of instruments have been developed to facilitate materials and information 

exchange but are being operated on a smaller scale. A material passport keeps track of the 

different materials used in the building or components of the building, and how many of 

them are there. This information is recorded and transferred to different actors involved in 

other lifecycle stages of the building. 

S3: What are the major barriers related to information sharing in a material passport? 
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S5: What is blockchain technology and its characteristics? 

 

In essence, blockchain is a data structure - a kind of database - to which only digitally signed 

data can be added collectively by the peer-to-peer network (without a central party). 

However, this data must conform to certain conditions (rules), which are also verified 

collectively. For example, to the Bitcoin blockchain, we can add transaction data that, in 

simplified terms, contains such a message: "I, Bob, want to transfer half a bitcoin to Alice". 

The network collectively verifies that the signer of the transaction, Bob, has enough 

unissued bitcoins. If so, the transaction is accepted by the network by adding it to the 

blockchain. The blockchain thus contains the complete history of all transactions. From this, 

it can be deduced how many bitcoins everyone owns. 

These transactions are grouped into blocks that are added collectively by the network to 

the back of the blockchain. The last block, therefore, contains the most recently processed 

transactions. So the blockchain has all processed transactions, from the very first to the very 

last. From the moment they are included in the blockchain, the transactions are nearly 

immutable and cannot be deleted. Many participants in the blockchain network own a local 

copy of the blockchain, which they keep up-to-date. We call them nodes. So everyone has 

the same version of the blockchain. This allows the technology to exchange data and 

guarantees that everyone has the same and most up-to-date information. Each block 

contains a timestamp that the network has collectively validated. We, therefore, know 

exactly when a transaction was recorded in the blockchain.  

 Blockchain makes intensive use of cryptography. This is the use of mathematical principles 

to protect data. Properties such as integrity and confidentiality of data can be guaranteed 

using cryptography. Of course, the use of cryptography does not automatically imply that 

everything is also 100% safe.  

There is an essential difference between permissionless and permissioned blockchain 

networks. Permissionless blockchain networks are networks where everyone has equal 

rights, and in practice, they are often public and open. Examples include Bitcoin, Ethereum 

and Litecoin. Today, the main permissionless blockchain networks use Proof of Work (PoW) 

as a consensus mechanism, guaranteeing everyone works with the same blockchain 

version. However, PoW has the disadvantage of consuming an enormous amount of 

energy. In practice, permissioned blockchain networks are usually shielded. Around the 

network, there is then an access control layer that determines who has access to the 

blockchain network and especially who is allowed to do what. Are usually. They are usually 

a lot more energy-efficient and faster. Although the technology is seen as promising, it will 

still take several years before it reaches maturity. This implies that it takes a lot of effort, 

money and risks to make and keep blockchain applications operational. Nevertheless, this 

does not stop companies and governments from already experimenting with the 

technology. 
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S6: What type of blockchain technology has the potential to address barriers of 

applying  material passports on a large scale? 

Blockchain technology provides opportunities to enhance the application of material 

passports based on key features such as its distributive nature, transparency and 

traceability, immutability and security. However, there are several challenges that this novel 

technology has to overcome, namely, privacy and security issues, scalability, unsustainable 

consensus mechanism (computing power) and lack of governance. These challenges 

hinder the application of blockchain in a business case (Davies, 2020). According to Davies 

(2020), a blockchain expert has specific requirements from a blockchain network from a 

business point of view: 

• The consortium requires a blockchain that allows them to govern who enters the 

network and the ability to confirm a new user's identity. (Aghimien, Aigbavboa, Oke, 

& Koloko, 2020) 

• Swift transactions and scalability is a requirement for enterprises 

• The consortium must pre-define the access control list for the exchange of sensitive 

data 

• A resilient network  

Davies (2020) believes that Hyperledger Fabric addresses the issues of a traditional 

blockchain and meets the enterprise requirements.  Hyperledger Fabric (HLF) is an open-

source private blockchain-based platform developed by the Linux Foundation. The 

Hyperledger encourages a collaborative approach to develop blockchain technologies via 

community process. HLF’s architecture aims at the several challenging aspects of 

blockchain, such as scalability, flexibility, resilience and confidentiality. 

 

S7: How to develop a blockchain-based material passport to address material 

passport's barriers and facilitate the circular built environment? 

For developing a material passport, Hyperledger Fabric-based framework is proposed in 

this study to ensure security, privacy and confidentiality among the stakeholders who use 

the material passport. To develop a comprehensive system like Hyperledger Fabric-based 

Material Passports, software developers are required. Hence the framework developed in 

this thesis aims to be useful to develop Hyperledger Fabric-based Material Passport by 

Material Passport Developers. This framework will also help the stakeholders in the built 

environment to understand the information flow within the Hyperledger Fabric-based 

Material Passport.  

The proposed framework, as shown in the figure below and is divided into two parts, 

namely Front-end and Back-end. The front-end is what a user can see on the screen and 

interact with, or simply put, the Graphical User Interface (GUI). On the other hand, the 

application process that is not visible to the user such as, data processing, data storage, 

data transaction mechanism, etc. is known as Back-end. 



 

86 
 

 

 

S8: What are the implications of adopting blockchain-based material passports? What 

are the perspectives of industry practitioners on the current material passport and the 

blockchain-based material passport? 

The Hyperledger fabric-based Material passport is dynamic as material data is updated to 

the material passport throughout the lifecycle of the building. This provides an opportunity 

to calculate the actual residual value, and the circular value of the components and 

materials cannot be calculated at the End-of-Life phase. Hyperledger Fabric-based Material 

passport is proposed to ensure security, privacy and confidentiality of data among the 

stakeholders. Hyperledger fabric protects the confidential and sensitive information 

provided to material passports via its Membership service provider, Certificate Authority 

and access control list, which defines access rights to users. However, in HLF’s Material 

passport, their respective manufacturers or suppliers will provide the information related to 

products and materials. This will ensure that the latest data is available and eliminate the 

use of a material database. However, there are certain drawbacks in adopting this 

framework as there are no adequate proven use cases. Lack of skilled programmers to 

develop such a system in the construction industry. The construction industry has minimal 

knowledge and awareness regarding blockchain technology.   

The majority of the interviewees agreed that blockchain could be the possible solution to 

help stimulate the use of material passports. However, the architect and the client think that 

blockchain will be a technical solution to material passports. Since a material passport is 

more like a shared database with multiple stakeholders providing the data, it requires a 

tamperproof log and predefined access rights for users to protect the confidential data in 

the material passport; he thinks Hyperledger Fabric is a good fit. The advisor complements 

this framework as an intelligent and innovative solution as it helps save data in the right way. 

Furthermore, the client thinks blockchain can solve this problem as it solves the ownership 

issues, creates different layers of accessibility, makes data traceable, is transparent, and 

most importantly, the concept of validation makes the technology unique. Moreover, 

Hyperledger Fabric might solve the scalability and unsustainable consensus mechanism 

issues of traditional blockchain. The material passport developer thinks that a Hyperledger 

fabric-based material passport can be a good use case. He compliments the use of shared 
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databases and anchoring it to the blockchain. During the interviews, the interviewees were 

asked to map the barriers related to material passports with the aspects of Hyperledger 

fabric. 

 

The architect says that the organisations need to organise their business process around 

these material passports besides adopting blockchain technology. This would hinder the 

process of implementing material passports. Also, there is a splint incentive as the passport 

makers have to invest time and money in the passport, while the benefits of the passport 

are more in the long term. On the other hand, the client believes the lack of a standard for 

a material passport is still a crucial barrier to developing a prototype. Additionally, the 

advisor thinks that the industry practitioners' attitude should change to try cross-discipline 

collaboration to provide innovative solutions to industry-oriented problems. This was 

backed by a material passport developer as well as he thinks that the majority of the experts 

in the industry lack the awareness and understanding about blockchain technology. 

 

MQ: How can Hyperledger Fabric influence the application of material passports in 

the Circular built environment? 

The Hyperledger fabric-based material passport framework was developed mainly to 

address the barriers of material passports and those of traditional blockchain. However, not 

all the barriers of material passports can be addressed with blockchain technology. This 

section describes how the newly proposed conceptual framework of private-permissioned 

blockchain can improve material passports.  

Provision of Information: Since the data is being provided to the material passports, the 

respective data hash will be stored in the blockchain. This makes it transparent and 

traceable on who has uploaded what data. However, the different actors have different 

access rights. Hence, the actors can share information to the material passport without any 

reluctance. 

Storage of Information: Every actor participating in the network is responsible for the data 

they provide and will remain the owner of their data. However, the data and the document 

hash is stored in while the documents are stored in the shared database. This is to ensure 



 

88 
 

that the provided data and documents are not visible to all the participants in the network. 

The added advantage of adopting this step is that it reduces the payload of the network, 

thereby increasing the network latency. Once the hash is validated and appended to the 

ledger, it becomes difficult to modify data and documents as it can be detected by checking 

if the data hash is still matching (Morabito, 2017). 

Access to information: To protect the confidentiality of the sensitive information provided 

to material passports, it is essential to have predefined access rights to users that only 

specific data is visible to them. These rights can be managed via a Membership service 

provider (MSP), Certificate Authority and Access Control List (ACLs) of the Hyperledger 

Fabric, making it unique. For example, the manufacturer provides the material data to the 

material passport. But the designer has only access limited to data that is necessary for 

carrying out the design and assessments.   

Quality of Information: One of the most critical aspects of materials passport is the quality 

of the information that is being provided. As mentioned earlier, the transparent nature of 

the blockchain network allows its participants to trace who has provided the data, and this 

data can be viewed and verified by the participants who have access rights. These features 

of blockchain facilitate a form of social control within the network to provide quality 

information (Morabito, 2017). 

In addition, the majority of the interviewees agreed that blockchain could be the possible 

solution to help stimulate material passports. However, the architect and the client think 

that blockchain will be a technical solution to material passports.  

5.4 Recommendations for future work 

This research is one of the first to develop a Blockchain-based conceptual framework for 

material passports. However, due to the explorative nature of this study and time 

constraints, everything could not be explained. Therefore, various recommendations for 

future research have been put forward. 

• To develop a prototype for material passports based on this framework and test it. 

• To explore other types of blockchain technologies to see if they can address the 

business needs. 

• Focusing research on standardising a material passport  

• To improve expert validation, conducting interviews with more stakeholders 

involved in the lifecycle of a building to gain deeper insight regarding the actual 

problem.  

• Connecting material passports with other digital systems like digital twins and BIM 

to make it more dynamic 
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Appendix 
Interview-1 

Name: Alexander Bletsis 

Role in the company: Innovation Manager 

Name of the Company: Province of Noord-Holland 

 

 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to minimise the consumption of virgin 

materials by 50%. Material reuse is one strategy to achieve circularity in the built 

environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passports. A blockchain-based 

framework is developed in this research to overcome the challenges of implementing 

material passports.  

This is a two-fold interview. Through this interview, we will be able to find and validate the 

barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework.  

 

1. Why is using material passports important to you? 

 

The idea was producing resources cost a lot of time and labour. So definitely, you 
need to create them so that you can reuse them, or at least close this cycle. Due to 
the Industrial Revolution, things change in a paradigm shift. Let's say and start 
producing, producing and producing, not thinking about reusing as much as 
possible because materials are abundant. To facilitate the reuse of materials, the 
supply chain requires coordination and to organise for this involves information.   I 
think the information technologies, the solutions information technology is provided 
to us, are why we can start thinking about the circular economy because we solve a 
lot of the technological problems that we encounter.  We try to solve that 
coordination problem of how materials flow through supply chains and how they 
should be allocated back to the different parties in that supply chain or value chain. 
So that's why I think a materials passport is so valuable, is it is that part is that 
footprint digital footprint of a product or composite product that can give that 
information to parties to reuse and to think about a more circular solution 

 

2. Do you agree with the data parameter given below, or are there any other parame-

ters to be considered?  

 

In the use phase, it is essential to have Performance data of the building because if 
you have performance data, you know what is going on throughout the 
building/material lifecycle. 
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3. What are the barriers that can hinder the application of material passports in your 

process? Are there any other barriers that the ones shown here? 

Provision of 

Information 

• No incentive for providing the data 
 

• Non availability of the data 
 

I think the non-availability of the data's also a big problem; 
we do not know what we have, at least not sufficient, and in 
the quality that we would like to have it. And it's also not 
often we can either generate the data to go to an object and 
analyse it and decompose it into its is different components 
and then generate the data by looking and analysing. But if 
you look at the drawings, there is like the logistics data, for 
instance, a building, that those don't exist. So that's a barrier 

 
• Some actors do not want to be transparent (Confidentiality 

issue) 
There is always tension between organizations. There is no clear 
there is no cooperation is still a thing in the construction 
industry. So I would do would also think that's a barrier, 
especially when it comes to data. 
 

Storage of 

Information 

• Ownership rights on the data  
Ownership here is, is a particular issue that is that has no clear 
solution. When I look at the digital digitization projects that I'm 
involved in, what do we do with our generated data? Who's the 
owner? Who gets the rights for what kind of functions of data 
manipulation. But I would also say that is not only the ownership 
of the data but also the amount of barrier; we need to aggregate 
information in meaningful ways to save space and save energy 
because we keep those that data in place as it is over 100 years. 

 

Access  to 

Information 

• Every actor cannot have complete access to all the data pre-
sent on the material passport. It is important to have differ-
ent access levels to see different data. 

 

Quality of 

Information 

• Managing the quality assurance of the data in the material 

passports. This raises the question when data is inaacurate, 

who is liable for the aftermath. 

 

The fragmented nature of the construction industry. If you look 
at homeowners, and well, there's plentiful of those. And 
especially, and just regional governments, local governments 
owning their share of infrastructure, you also have a 
coordination issue. And accessibility is critical here because I 
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think you would also like to be able to cross-reference. Yeah, I 
agree with that one quality of information 

 

• No standard for a material passport 
 

Presentation of 

Information 

• Lack of uniformity/standard in the data within built environ-
ment. 

 

 

Other Barriers:  

The usability of the information.  For the material passports to be present in the industry, 
it needs to add value. And for something to add value, it needs to be usable. Until now, the 
usability of the material's passport has not been proven.  

The integration of the materials passport in our business as usual is another barrier. 
From the asset management perspective, how material passports will integrate with digital 
twins and become dynamic. 

 

4. What are the opportunities that can simulate the use of material passports?  

Making the data in the material passport more dynamic by linking it with other systems. 
If this can be achieved, then material passports will have an added value. Data Continuity 
also implies that it is relevant, and it can say something it's actual, and you can draw 
conclusions throughout the lifecycle. Instead of just knowing where it came from and when 
you want to decompose the structure, knowing how it's built up. I think there's a lot in 
between those two points that we need to address by then. Continuity is part of that solution 

Blockchain technology:  

5. Do you know about the concepts of blockchain technology?  

Yes, I do.  

 

6. What do you think blockchain as an improvement for your process?  

 

• I think blockchain is a solution for this problem because they can be an owner 
of their data. 

• Create these different layers of accessibility throughout the blockchain by 
using your unique identification codes 

• It is unique and traceable; you can also display transparency. Even though 
you do not see all of the information, you see the path and journey. 

• I think blockchain is a concept of validation and distributed in nature. 

 

7. Do you see private permissioned blockchain (Hyperledger fabric) as a good fit for 

the material passport?  
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The blockchain's scalability issue needs to be solved for which a private-permissioned 
blockchain (HLF) can be used. However, this technical solution also creates a social 
problem: the coordination and the organization required. So, the governance and 
organization required on a social level institutional level to facilitate the notion of creating 
blockchains, in which materials passports are constructed 

 

8. What are your thoughts about the suggested framework? 

 

 

 
 

 

9. From your perspective, what are the biggest hurdles to overcome? 

• Standardizing the material passport for projects.  

• Using a same platform for multiple projects.  
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Interview -2 
Name: Floris van Haagen 

Role in the company: Architect (Consultant) 

Name of the Company: Copper8 

Years of experience: 3.5 years  

 

 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to reduce the consumption of primary 

raw materials by 50%. Material reuse is one strategy to achieve a circular economy in the 

built environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passport. A blockchain-based 

framework is developed in this research, to overcome the challenges of implementing 

material passports.  

This is a two-fold interview. Through this interview, we will be able to find and validate the 

barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework.  

Do you use material passports in your current process? If not, how can you include them? 

Since I am a consultant, as a company ourselves, we do not use material passports, 

as we do not develop/construct anything. However, we do have clients for whom 

material passports are an opportunity. Therefore in my response to the questions, I 

have answered them as a consultant for clients (public governments) who do/could 

use material passports.   

Our clients, mainly public governments such as Provincie Noord-Holland and 

housing associations, do use material passports. However, it is not something 

that is embedded into their primary processes. Mostly a material passport is 

made for a pilot project, where the organization is not sure of the use of the 

passport yet. The next step for these organizations is to find out in what way 

the passport can be used in their regular processes  
 

1. Why is using material passports important to you? 

 

The use of the material passports isn’t important yet. Mostly the organizations 
believe in the future use of passports. Particularly the fact that it helps them get 
insight in the materials that are in objects/buildings for future re-use. They believe 
that it is crucial to have passports to be able to reuse materials in the future.  
 

 

2. What are the barriers that can prevent the use of material passports in your process? 

Are there any other barriers than the ones shown here? 
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Provision of 

Information 

• No incentive for providing the data 
 

• Non availability of the data 
 
• Some actors do not want to be transparent (Confidentiality 

issue) 
 

Storage of 

Information 

• Ownership rights on the data  
. 

 

Access  to 

Information 

• Every actor cannot have complete access to all the data pre-
sent on the material passport. It is important to have differ-
ent access levels to see different data. 

 
Quality of 

Information 

• Managing the quality assurance of the data in the material 
passports. This raises the question who is responsible for the 
consequences when the data is not correct. 

• No standard for a material passport 
 

Presentation of 

Information 

• Lack of uniformity/standard in the data within built environ-
ment. 

 

As of this moment, there are no standard material passports. Many organizations are 
experimenting with the phenomenon ‘material passports’, meaning everybody interprets 
and uses it. Because there is so much unclarity about the technical outline of a material 
passport, at this moment, it costs a lot of time and money to make a passport. At the same 
time, the use of the material passport is still unclear. This makes it hard for organizations to 
invest much money. 

 

3. What are the opportunities that can simulate the use of material passports?  

 

One of the biggest steps into stimulating the use of material passports is to 
standardize the material passport for a sector. As Copper8 we did a research to 
material passports in the road construction sector (GWW-sector in Dutch). One of 
the main outcomes of this research is to start an initiative as the government of the 
Netherlands to standardize material passports. Meaning the way data is saved, 
which data is saved, where it’s saved, et cetera. When this is standardized, 
organizations themselves don’t have to make this step themselves, making it easier 
to use passports.  
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Blockchain technology:  

4. Do you know about the concepts of blockchain technology?  

 

I know about the concept of Blockchain in a general way.  

 

5. What do you think blockchain as an improvement for your process?  

 

I think Blockchain could be one of the technical solutions to help stimulate material 
passports. However, it is merely that, a technical solutions. Material passports 
however are not a technical goal on itself, it is a mean tot he goal of circularity. 
Meaning that besides possibly using blockchain technology for passports, 
organisations still have to organize processes around the material passports as well. 
If they don’t see a use for material passports, it won’t be implemented anyway, even 
when there is blockchain. So yes it could be an improvement, but not when you 
solely focus on it.  
 

 

 

6. Do you see private permissioned blockchain (Hyperledger fabric) as a good fit for 

the material passport?  

 

Yes, because a shared database with multiple stakeholder providing data is 
requires. In addition to this a tamperproof  log of data is needed that doesn’t allow 
data deletion or change in the data. Since, the intellectual property will be shared 
on blockchain, it is necessary to predefine the access rights of users.  
 

7. What are your thoughts about the suggested framework? 

 

I think as a framework it is a good way of approaching the material passport. But as 
mentioned in question 7, the framework is just a technical solution for the passport. 
I believe that we are able to make passports work technically, but this is not the only 
challenge we face. We have to combine an approach of technical, process and 
financial 
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8. From your perspective, what are the biggest hurdles to overcome? 

 

As of this moment there often is a split incentive for the material passports. The 
makers of the passport have to invest time and money in the passport, while the 
benefits of the passport are more on the long-term. Often that party isn’t in the 
picture anymore, meaning that one has to invest in something while someone else 
gets the benefits of it.   
 

9. Do you see other opportunities that might benefit from blockchain technology? 

 

Right now I do not.  
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Interview-3 

Name: Marie-Sophie Res 

Role in the company: Consultant 

Name of the Company: Alba Concepts 

 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to reduce the consumption of primary 

raw materials by 50%. Material reuse is one strategy to achieve a circular economy in the 

built environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passport. A blockchain-based 

framework is developed in this research, to overcome the challenges of implementing 

material passports.  

This is a two-fold interview. Through this interview, we will be able to find and validate the 

barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework.  

Do you use material passports in your current process? 

We use material passports for calculating BCI and also advice our client to use 
material passports. This is because it gives clarity on the material data especially in 
the use phase and facilitated efficient maintenance process, of course embedding 
circularity principles. I think it's, it's really nice to have a few of how it works, and 
especially which data you need, because now we see in the market that is, the level 
of detail is kind of confusing. So how far you need to actually go with level of detail 
of the materials 

 

1. What are the barriers that can prevent the use of material passports in your process? 

Are there any other barriers than the ones shown here? 

 

The building sector is not at modern as IT sector. There needs to be an attitudinal 
change amongst the people working in the construction industry and I think it is 
one of the hardest thing to do. There is no incentive for people who are involved 
in the project for a short duration. The other major barrier is the usability of material 
passport, like who uses it and why is it being used is still kind of unclear.  
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2. What are the opportunities that can simulate the use of material passports?  

 

One of the biggest steps into stimulating the use of material passports is to 
standardize the material passport for a sector.  

Blockchain technology:  

3. Do you know about the concepts of blockchain technology?  

 

I know about the concept of Blockchain in a general way.  

 

4. What do you think blockchain as an improvement for your process?  

 

Yeah, I think in theory, it should work. 

 

5. What are your thoughts about the suggested framework? 

 

I think as a framework it is a good way of approaching the material passport. This is this is 
actually a smart solution and the framework as well, I think blockchain could really help the 
industry by generating more through passports and make sure to save the data in the right 
way. 

 
 

 
 

 

6. From your perspective, what are the biggest hurdles to overcome? 
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As mentioned earlier, the change in attitude must take place to try novel 
technologies and use cross-sectoral solutions.  
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Interview-4 

 

Name: Stingo Huurdeman 

Role in the company: Project Coordinator, Data and Circular Business Innovation 

Name of the Company: New horizon Urban Miming BV 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to reduce the consumption of primary 

raw materials by 50%. Material reuse is one strategy to achieve a circular economy in the 

built environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passport. A blockchain-based 

framework is developed in this research, to overcome the challenges of implementing 

material passports. 

This is a two-fold interview. Through this interview, we will be able to find and validate 

the barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework. 

1. Do you use material passports in your current process? If not, how can you include 
them? 

Within New Horizon, we use a stripped-down version of a materials passport. At the 
start of a project we make a so-called harvest survey of the building. Here we make 
an inventory of the elements, building products and materials present, including 
their properties such as quality, quantity, etc 
 

2. If you use them (see question 1), why is using material passports important to you? 
 

To inventory what usable elements, building products and materials are in the 
building. 
 

3. Do you agree with the data parameter given below or are there any other param-

eters to be considered? 

 Yes 
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Data Input by stakeholder Data requirement from 

passport 

 

4. What are the barriers that can prevent the use of material passports in your pro-

cess? Are there any other barriers than the ones shown here? 

 

The biggest barrier is the reliability of the data: how can we as Urban Miner be sure 
that the data in a passport has been maintained and is therefore correct? 
 

 
Provision 
of Infor-
mation 

• No incentive for providing the data 
• Non availability of the data 
• Some actors do not want to be transparent (Confidentiality 

issue) 

Storage of Infor-
mation 

• Ownership rights on the data 

Access to Infor-
mation 

• Every actor cannot have complete access to all the data pre-
sent on the material passport. It is important to have differ-
ent access levels to see different data. 

Quality of Infor-
mation 

• Managing the quality assurance of the data in the material 
passports. This raises the question who is responsible for the 
consequences when the data is not correct. 

• No standard for a material passport 

Presentation of 
Information 

• Lack of uniformity/standard in the data within built environ-
ment. 

 

5. What are the opportunities that can simulate the use of material passports? 
 

A Government Policy on Material passport and Global open standard or norm. 
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Interview-5 

Name: Johan Verbrugge 

Role in the company: Design Leader 

Name of the Company: Strukton Worksphere 

Years of Experience: 4  

 

 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to minimise the consumption of virgin 

materials by 50%. Material reuse is one strategy to achieve a circularity in the built 

environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passport. A blockchain-based 

framework is developed in this research, to overcome the challenges of implementing 

material passports.  

This is a two-fold interview. Through this interview, we will be able to find and validate the 

barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework.  

1 Do you use material passports in your current process? If not, how can you include 
them? 

 

No, in my current role I’m not using material passports. At Strukton we do see clients 
ask in tenders for a material passport. Often we suggest Madaster or a BIM-
model as a solution. So, for 1 Client I know my colleagues are working on a BIM-
model which will be used as a material passport. 
 

2. Why using material passports is Important to you? 

It is import to know the decomposition (raw materials; components; systems; ..) of 
your building. In my current role as Design Leader I need to know what I’m design-
ing; in what context. Therefore a good understanding of the building as a whole ánd 
it’s parts is key. If this decomposition is secured in a material passport, then this 
could be valuable. 
 

3. What are the barriers that can hinder the application of material passports in your 

process?  

The biggest barrier I see, and have seen in my time at de Architekten Cie., is that 
we forget the first step: In your examples shown, you speak of barriers related to 
‘information’. But in my opinion the first major step is to decompose a building in 
it’s parts (doors; floors; windows; ..). If this is done correctly, only then we can start 
linking ‘information’ to this parts. In this first step is a lot to win. Because a building 
is a complex layered system, it’s difficult to pull apart the building in it’s parts in 
their correct level. 
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4 What are the opportunities that can simulate the use of material passports?  

I think they are enormous. If you truly understand a building as a complex layered 
system, and you can catch / translate that into a material passport the opportunities 
are endless. For example: Spotify truly knows the system of music (artists; labels; 
numbers; genres; ..). And because of this, they can serve their clients as never be-
fore. LinkedIn and Facebook truly knows the system of communities (friends; ac-
quaintances; colleagues; ..). In my opinion this kind of innovation is also possible for 
the built environment. 
 

Blockchain technology:  

4. Do you know about the concepts of blockchain technology?  

Yes, I have heard about it, but don’t understand it from technical point of view.  
 

5. What do you think blockchain as an improvement for your process?  

I’m sure linked data is a must, for linking different data streams. The question ‘Do 
you want a tamperproof log of al writers ..’ I would like to answer ‘yes’. But I’ve 
learned that a building process is built on trust. That’s why building contractors like 
to work with known suppliers etc. So maybe Blockchain is overkill for now. But yes I 
think eventually this will be necessary. Every improvement to storage and simple  ac-
cess to correct information is welcome. In my current role the most of the time I’m 
busy with finding the correct information. 
 

6. Do you see private permissioned blockchain (Hyperledger fabric) as a good fit for 

the material passport?  

 

Figure 45: Features of Hyperledger Fabric 

 

I am not technically sound to answer the question  
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Interview-6 

Name: Vikas Pandey 

Role in the company: Chief Technical Officer 

Name of the Company: Excess Materials Exchange 

Years of Experience: 20 years  

 

 

Note: The data provided by the interviewee will be used for the research purpose only. 

By 2050, the government wants to create a circular economy that only employs reusable 

raw materials. By 2030, one intermediate target is to minimise the consumption of virgin 

materials by 50%. Material reuse is one strategy to achieve a circularity in the built 

environment. However, the exchange of materials between diverse stakeholders is 

hampered by a lack of information and a material exchange mechanism. As a result, 

material passports were created. The information regarding all the materials used in the 

building will be made available through these material passport. A blockchain-based 

framework is developed in this research, to overcome the challenges of implementing 

material passports.  

This is a two-fold interview. Through this interview, we will be able to find and validate the 

barriers and opportunities of a material passport through the experience of the 

stakeholders and validate the new blockchain-based material passport framework.  

My name is Vikas and I've been working in the tech industry for the last 20 years, I have my 
own technology consulting company into blockchain and machine learning. Last two to 
three years, I've been writing a lot of solutions regarding digital twins and material 
passports or electronic product passport for European Union. But also for private 
companies like Excess Materials Exchange and for World Economic Forum for global 
battery passport for electrical car batteries. With Excess Material Exchange, we build digital 
platform, both public and private, or based on Hyperledger fabric blockchain. And last 
month, I also started working on a new platform idea for International Trade Finance, which 
also includes digitizing products and creating a digital twin with not only with product 
passport, but also with IoT solutions. 

 

1 Why is using material passports important to you? 

 

A lot of materials are not registered in a digital way. These products are lying across 
warehouses and production units and they are not registered, which means the 
information cannot be shared properly. So you do not have enough information or 
data points of the condition, the quality, the location, and the volume. So with the 
material passport, you can capture those information. The first challenge is digitizing 
these physical products. 
if you can digitize it, you get information and you can create a knowledge and 
wisdom out of it. That's where you can do a lot of analytics, predictive analytics to 
not only share or increase the circular use of these products, but also find ways to 
create or reduce waste. 
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2 What are the barriers that can hinder the application of material passports in your 

process? Are there any other barriers that the ones shown here? 

Provision of 

Information 

• No incentive for providing the data 
 

• Non availability of the data 
 

• Some actors do not want to be transparent (Confidentiality 
issue) 

 

Storage of 

Information 

• Ownership rights on the data  
 

Access  to 

Information 

• Every actor cannot have complete access to all the data pre-
sent on the material passport. It is important to have differ-
ent access levels to see different data. 

 
Quality of 

Information 

• Managing the quality assurance of the data in the material 

passports. This raises the question when data is inaacurate, 

who is liable for the aftermath. 

 

• No standard for a material passport 
 

Presentation of 

Information 

• Lack of uniformity/standard in the data within built environ-
ment. 
If you do not have the right standards, and people are not 
adhering to a certain standard or uniform data structure to a 
data model, then your interoperability becomes a big issue. 

 

The other challenge is once you digitize this information, how do you share this information 
with your trade partners and other stakeholders as they contain confidential information 
related to materials and products such as Intellectual property. So it's also very important 
to exchange these information in a secure and private way. Apart from that I see that you 
have covered the major barriers. 

3 What are the opportunities that can simulate the use of material passports?  

As mentioned earlier, to exchange the information is a secure and private way. Have a 
uniform data structure to overcome interoperability issues. 

Blockchain technology:  

 

4 What do you think blockchain as an improvement for your process?  

 

The decentralized or a distributed system like blockchain is definitely a big plus to-

day. If you can explore something which is already built like ethereum or Hy-

perledger, to name a few, especially around privacy, secure data sharing. So indeed, 

I think there's a nice use case about using blockchain in this kind of setup, especially 
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when there are multiple parties and you need consensus. Automated contracts, 

right, like smart contracts to make things more efficient. So there is a nice use case. 

 

5 Do you see private permissioned blockchain (Hyperledger fabric) as a good fit for 

the material passport?  

 

Yes, I think HLF is a great fit and would be a promising use case in this setup. 

  

 

6 What are your thoughts about the suggested framework? 

 

 

 

I think this is this nicely explained. Also very simplistic version. So it's very nice. The use of 
shared database can be considered as a spear fishing approach. Storing all your raw data 
in MangoDB or any other database and the hash flows from database to blockchain 
network. You send something to get the information out of it. It's so true. So it is the spear 
fishing polyglot approach, indeed. So you do on chain and off chain, depending on the size 
and the payload. Because if you should store everything in a blockchain, how would you do 
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a machine learning out of it on a hash information, right. So this is your on chain and off 
chain. Also, what we wrote in our architecture is we want to store raw data on off chain. 
That's where you want to do more analytics learnings and everything, but you only want to 
create, or we only want to store the confidential information, the things that you want on 
blockchain in a hash format, which will have a pointer to your database. Again, spearfishing 
back, if you want to validate something, which will actually reward right 

 

7 From your perspective, what are the biggest hurdles to overcome? 

 

I think education, because when you take a blockchain use case to any industry, 
especially the construction industry, which is more follower than a leader right as 
compared to finance and e-commerce, you have to educate them the benefits of 
blockchain and why you want to use.  
Second is making sure that you bring all the part interested parties into equation, 
because you're talking about the decentralized setup, you should have centralized 
setup. So you really have to bring more than two consortium members, before we 
can set up a nice network. 
The third part, which is also important is the whole administration around setting up 
the consents, setting up different nodes who manages the GDPR around it, the 
processor, the controller and the owner of the data and the infrastructure. 
 


