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Index Terms—AC-DC microgrid, Decentralized con-
trol structure, Voltage Source Converters (VSCs), Cyber
attack, Cyber physical system.

Abstract—This paper proposes a virtual impedance
reshaping strategy to share active and harmonic power
while promoting the PCC voltage quality. Moreover, the
suggested method is resilient to cyber-attacks and immune
to communication interruption and delay. Furthermore, it
significantly reduces the communication burden. Experi-
ments verify the effectiveness.

I. INTRODUCTION

In a low-voltage microgrid, the droop law (Q-w, P-
V) is commonly utilized for power regulation, given that
the feeders exhibit resistive characteristics [1]. While
frequency serves as a universal parameter and reactive
power can be distributed proportionally [2], achieving
proportional sharing of active power poses difficulties
due to disparities in line impedance [3]. Microgrid
systems often have a proliferation of nonlinear sensitive
loads [4], [5], necessitating the fair allocation of har-
monic power generated by these loads among the units,
which the traditional droop law fails to consider. Numer-
ous approaches have been proposed to tackle these chal-
lenges, falling into two main categories: communication-
free methods and methods communication-based meth-
ods [6]. The virtual impedance technique has proven
to be an effective method for achieving precise power-
sharing. This approach involves modifying the reference
of the voltage controller by incorporating a feedback
loop that takes into account the output current. Var-
ious studies, such as thosein [1], have demonstrated
the effectiveness of this technique. While it possible to
compensate for impedance differences by measuring the
actual line impedance of each feeder, practical imple-
mentation of this approach is often expensive. Some
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Fig. 1. Comparison of this paper with other studies.

researchers suggest incorporating a substantial virtual
impedance into the controller [7]. However, this can
introduce significant distortion in the voltage at the Point
of Common Coupling (PCC).

To implement the control methods described in [8]
and [9], a Microgrid Central Controller (MGCC) is
necessary. The MGCC regulates the virtual impedance
based on real-time measurements and power references.
However, it is important to note that relying on a central
controller makes the system vulnerable to communica-
tion failures. The limited availability of communication
resources presents a significant obstacle to the distributed
control of microgrid systems, resulting in suboptimal
system performance [10]. Previous research has sug-
gested periodic data exchange between neighbouring
agents as a way to alleviate the communication burden
[11], [12]. Another approach involves using discrete-
time communication mechanisms to update the states
of neighbouring agents, which has shown promise in
conserving communication resources [13]. Furthermore,
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the Event-Triggered Control (ETC) method, which relies
on communication, has gained popularity for intelligent
scheduling of communication networks [3]. However,
it’s important to acknowledge that the communication
burden remains challenging, and the adopted commu-
nication methods are susceptible to cyber attacks [14]
[15], which can have significant implications for control
accuracy and system stability [16].

This paper proposes an adaptive virtual impedance
technology for harmonic and active power proportionally
sharing in an inverter-connected system to cope with
the above-mentioned issues. The main contributions of
this paper are summarized as follows: 1) The proposed
method relaxes the knowledge of the feeder. 2) The adap-
tive tuning virtual impedance method proposed in this
paper can reduce the voltage drop across the impedance.
3) The proposed control strategy can significantly reduce
the communication burden. 4) The suggested method
in this paper immunizes against communication inter-
ruption, delays, and cyber attacks. 5) The proposed
methods are validated in load switching and plug-and-
play scenarios.

II. ISLAND MICROGRID CONTROL

Fig.2 illustrates a diagram of islanded microgrids that
consist of different types of loads, containing linear and
nonlinear loads. The participating agents are connected
to the AC bus through an LC filter and a feeder. The LC
filter is composed of an inductor and a capacitor, which
are identified as Ly and C', respectively. The feeder
behaves as a resistor. The current flowing through the
filter inductor is denoted as ¢y, ;, while the voltage across
the capacitor is represented by V(¢ ;. Additionally, the
output current of DGt is indicated as i, ;.

[ \ AC bus
=== Wy G _NW\’_“.:I’__f,_'rmu\N\,_
: : -
| Ly ch— C | Feederl
. L /"1 1
\ DGI ] T |
' )
= b G i g |
i Ly + | | o Li
| i s | Feederi inear
VC‘_’ Cri - Load
\DGi _ . _,_ ... _ . _4& _ y
l ! |—BI—
—= | G ILN N | H
] 0 _‘““—P_'L—P—‘- YW/
| Lys V: | FeederN e
' I W
\ - Nonlineat
DGN_  _  _ . _ . _ . _ . _*  _ Load

Fig. 2. The scheme of a microgrid with N inverters.

A. Primary control

Resistor-dominant systems commonly employ the P-
V and Q-w droop laws to control power flow. These
laws, represented by equations (1) and (2), respectively,
are widely adopted:
(D

*
w; =w + anQZ

V= V* = myP. 2

In the P-V droop law described by (1), w; and V;
represent the frequency and voltage amplitude, respec-
tively.

The variables w* and V* indicate the nominal set
points for frequency and voltage amplitude, while F;
and @; correspond to the calculated active power and
reactive power of the ith distributed generator (DG). To
ensure proportional power sharing, the droop coefficients
mp; and ng should be inversely set according to the
maximum power rating of the DGSs. In (1), since w;
represents a global variable, the output frequency among
the participating converters is synchronized, enabling
proportional sharing of active power, where ngiQ1 =
ng2Q2 = --- = ngQ;. However, achieving precise
active power sharing is challenging due to discrepancies
in feeder impedance, which will be discussed in detail
in Section II-B.

The reference value for the inner controller, manag-
ing the actual output voltage of the filter capacitor, is
derived from the droop control results. This reference
value is expressed as (3).

Vai=Vi sin(/ wj dt) 3)

The inner control is usually composed of a voltage
controller and a current controller, in which the refer-
ence is the output of the droop controller, denoted as
Vrefi = Vai. The control block diagram of the inner
loop controller can be equivalent to (4).

Vo = Viep Gy (s) — Zo(5)-io 4)
The inner controller’s voltage gain is represented by
Gy (s) in equation (3), and it is expected to be ideally
equal to 1 for a converter. The equivalent impedance
of the inverter, denoted as Z,(s), is determined by the
parameters of the voltage controller and the droop coef-
ficient. This impedance influences the overall behavior
of the system.
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B. Active power analysis

In this section, we examine the impact of mismatched
impedances of individual DG's on the inaccurate sharing
of active power, as depicted in Figure 3. The voltage
drop across the feeder, as described in [3], can be
approximately computed using equation (5):

XiQi + R P;

AV, ~
Ve

)
where X; and R; represent the inductive and resistive
components of the feeder and inverter modeling, AV;
denotes the voltage drop.

| AV, |
& 1 »|
z/ g
ol | f f L1
| ZvP,I ’_‘gu,_l - ree--== \ |
| T ,—lhnﬂ\_lvvy_»
DG1
Vs
P
ef.2 Vi f ZL,z
Y 02 Fe—===x 7
.| "_____“j_ll(YYY\_IVV\,J'_»‘ load

Fig. 3. The effect of feeder mismatch on reactive power sharing

Fig.3 illustrates the representatlon of various
impedances. The values Z 1 and z! 0.2 correspond to the

modeling impedance, while Z; / 71 and Z 1o represent the
line impedance of feeder 1 and feeder 2, respectively, as
shown in Fig.1. Additionally, Zv p1 and Z, p, indicate
the virtual impedance used for active power sharmg Ina
system where resistors dominate, meaning R; > X, the
power flow through the line resistance leads to a voltage

drop. This voltage drop can be mathematically expressed
as: RP,

Vo
Hence, to ensure proportional sharing of active power,
the voltage drop across the participating units needs to
be regulated. This can be achieved by appropriately con-

figuring the virtual impedance of each unit to maintain
proportionality.

(6)

C. Harmonic analysis

To achieve proportional distribution of harmonic
power based on the maximum output power capacity,
the following conditions must be met.

biPh = by Ply = = ;PP (7

The inverse of the maximum output harmonic power is
denoted by b;, while Poh~ represents the h-th harmonic
power. Fig.4 shows the equlvalent circuit of the inverter
system operating at the h-th harmonic frequency with a
nonlinear load. It is worth noting that the nonlinear load
can be treated as a current source, specifically denoted
as z'l vaa L17]. The modeling impedance at the h-th
harmonic frequency is given by Z 1 and Z, 2 in equation
(4). Additionally, Z" 7, and zh I o TEpresent the harmonic
line impedance of feeder. The mismatch in impedance

Fig. 4. (a) The effect of feeder mismatch on harmonic current
sharing and harmonic voltage control.

between DG1 and DG?2 results in incorrect sharing
of harmonic current, as shown in Fig.4, due to the
considerably larger h-th order load harmonic impedance
Z 1oaq compared to the equivalent impedance qu of the
DGs. However, by appropriately constructing virtual
harmonic impedance ZZ}H,I and ZI’}H’Q, as illustrated in
(10), harmonic sharing can be achieved for selected
frequencies.

ic})b,l(Zg,lJrZ H1+ZL ) =il (Zh +Z H2+ZL 2) (8

D. Bus voltage compensation analysis

The bus voltage at a specific harmonic frequency is
influenced by both the harmonic currents generated by
the nonlinear load and the equivalent impedance of each
inverter. The h-th harmonic voltage at the bus can be
mathematically described by (9).

Voo =ih, 2t =il zh ©)
The (11) illustrate that the bus voltage harmonic V]}CC
can be reduced by adjusting the virtual impedance Zv, i"
of the DG, as depicted in Fi.g4. The virtual impedance
includes the modeling impedance, line impedance, and
virtual impedance of each individual DG, denoted as
Zh 1 and zh 1.2 for DG1 and DG2, respectively.

III. PROPOSED IMPEDANCE RESHAPE METHOD

In this study, an adaptive virtual impedance ap-
proach is proposed to enhance the quality of bus voltage

EPE'23 ECCE Europe
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while ensuring proportional sharing of harmonic power
and active power, as depicted in Fig.5. This approach
involves the independent and adaptive adjustment of
virtual impedance, thereby reducing the need for precise
identification of line impedance. The proposed solution
assumes that each unit shares information only with the
near inverters, minimizing the communication burden.
It is important to note that during the initial stage of
system construction, the controller communicates data
with its neighboring units. This significantly further
reduces the communication requirements. Additionally,
auxiliary controllers are designed to improve system
resilience and effectively withstand cyber-attacks from
the communication network.

A. Sparse communication network

In order to depict the communication network among
the involved converters, an undirected cyber graph is
considered. This graph represents the data sharing be-
tween the local i-th converter of the microgrid and
its neighboring converters, denoted as j. The commu-
nication graph can be represented as a digraph using
edges and links, which can be expressed through a
communication adjacency matrix A = (a;;) NxN-

The communication weight, denoted as a;j;, is set
to 1 if the ¢-th unit and the j-th unit are in regular
communication, and O otherwise. The degree of the
vertex (; is calculated as the sum of the elements in the ¢-
th row of matrix A, given by d; = Z;V: 1 ai;. The degree
matrix D = diag(dy,---,dy) is constructed based on
these degrees. Furthermore, the Laplacian matrix L of
the communication network is defined as the difference
between the degree matrix DD and the communication
adjacency matrix A, thatis, L = D — A.

B. Harmonic extract and power calculation

In this study, we employ the multi second-order
generalized integrator (SOGI) technique presented in
[18] to accurately determine the harmonic current " (t)
and harmonic voltage V;" (¢). The hth harmonic power
of the ith inverter is calculated based on the root mean
square (RMS) value V; ;s of the fundamental voltage,
the RMS value of harmonic current i” and its

0,irms

conjugated signal iZ,d as (10). Where V;,TmS:Vi/\/i

, 1T :
Pih = ‘/;7Tm<9zg,irms = 5‘/1 Zlg,i + Zg,id (10)

C. Consensus-based control method

Fig.5 illustrates the utilization of the communication
network by the participating inverters to exchange infor-
mation regarding active power, harmonic power, and bus

voltage. However, it is important to note that achieving
accurate active power sharing does not guarantee optimal
harmonic power sharing or the expected bus voltage
quality.

Hence, it becomes necessary to independently design
controllers for active power sharing, harmonic sharing,
and bus voltage compensation. The active power con-
troller can be formulated using equation (11).

ng,i = /k‘{P,z‘[Z aij(mpjpjf - mpipif)]dt (11)

JEN

The virtual impedance introduced in (12) can prop-
erly share the harmonic power.

Zz})LH,i = /kZHz[Z aij(bjpjh — b PM]dt  (12)

JEN

The bus harmonic voltage compensation controller is
written as (13).

Z{}V,i = k’ﬁw/ Z [(D? — D"+ (D} — D})]dt (13)

To mitigate errors in harmonic power sharing, integral
controllers are utilized. The parameters k:fj Pir kfjH ;» and

kfjv’ , represent the impedance reshaping factors for active
power sharing, harmonic power sharing, and harmonic
voltage compensation, respectively. The nominal value
of harmonic distortion is denoted as D!, while D!
represents the h-th order harmonic distortion of the -
th unit, as described in (14).

_ Vius
=k

bus

D" (14)

In (14), Vbj; . represents the fundamental voltage,
while VbZ , represents the voltage at the h-th harmonic. It
is important to note that, in low-voltage grids with small
line impedance, the capacitor voltage is often used as
a substitute for the Point of Common Coupling (PCC)
voltage. To share the power and compensate the voltage
quality, the virtual impedance is dynamically adjusted
to ensure proportional and reasonable fundamental and
harmonic impedance.

By incorporating the virtual impedance reshaping
loops, the voltage reference for the double-loop voltage
controller is obtained using (15):

Vier = Vo — 20 pil — Zlyil — 200 (15)

v v
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Fig. 5. The proposed virtual impedance framework.

IV. CYBER ATTACK AND STABILITY ANALYSIS

In order to ensure the accurate configuration of
fundamental and harmonic impedances, consensus-based
algorithms are commonly employed. However, these
methods are vulnerable to cyber-attacks. This section
focuses on analysing and modelling a specific cyber-
attack known as the false data injection attack (FDIA).
We then propose a strategy to challenge the convergence
performance of the FDIA. Additionally, we present a
cyber-attack mitigation technique aimed at preserving the
security of the system.

A. Cyber attack problem statement

The false data injection attack (FDIA) has garnered
significant attention among the various types of attacks.
In this attack, fake data is deliberately generated, mod-
elled using (16), and then injected into the actual data
of the system [19].

a,j = j + nje(t) (16)
where 1z, ; represents the information received from the
neighboring unit under attack, while z; represents the
actual information without cyber attack, the presence of
the false data injection attack (FDIA) is denoted by a

binary variable 7);, where 7; = 1 indicates the presence
of an attack, and 7; = 0 signifies the absence of FDIA.
The attack is characterized by a malicious element £(t).

B. Resilient framework and exit policy

In this study, we present a resilience-improved con-
troller designed to mitigate the impact of cyber attacks.
Our proposed resilience scheme aims to counteract cyber
attacks that hinder the convergence of virtual impedance.
Specifically, equation (17) represents the formulation
of our resilience scheme, with a focus on the active
power-sharing controller. It is important to note that this
resilience scheme can also be extended to the harmonic
power-sharing and harmonic voltage compensation con-

trollers.
/k{P,i Z CLZ'jA(Sdt

JEN:
If we take Ad;; = mijjf - mpl-Pif. Aé;d can be
taken as follows to replace the original data:
Ab; ;= (1-Ti;)Ad; (18)

where I'; ; is a binary variable, representing the existence
of a cyber attack or not.

L,
0,

A (17)

v

if  |Wisl =T

I;;,=
) else

19)
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To identify cyber-attacks, we utilize the variable ¥; ;,
which is defined by equation (20). The cyber attack
measure threshold is represented by Y';, and in this paper,
it is defined as T; = 0.0lmpiPif . If the absolute value
of WU, ; is greater than or equal to T;, we set I'; ; = 1,
indicating the presence of a cyber attack. Conversely, if
|W; ;| < T, it suggests the absence of a cyber attack
within the system.

\Ifi’j = aij(mijjf — mpipif),Vj e N; (20)
In the event of a cyber-attack between the j-th and -
th DG units, a binary signal I'; ; = 0 is transmitted
to isolate the compromised data, ensuring that the in-
fected data is disregarded. As a result, the proposed
communication-based strategy within the resilient frame-
work remains resilient against cyber attacks.

In order to reduce the communication burden, an
auxiliary controller is used. This controller is intended
to disable the proposed method and can be expressed as
follows:

kfjp*,i, if LipUTig Ul N =

0, else

0
k}{P,i = 2

Once the inverter system has been established using
the proposed method, it is assumed that harmonic and
active power can be shared in a nearly proportional
manner. This activation triggers the auxiliary controller,
causing the impedance reshaping factor kfj p,i to be set to
0. Consequently, the microgrid becomes independent of
communication, as proportional power sharing is main-
tained without the need for continuous communication.

V. EXPERIMENT RESULTS

To validate the effectiveness of the proposed adap-
tive control strategy, experiments were conducted on a
distributed AC microgrid consisting of three inverters
connected in parallel, as depicted in Fig.6. The inverters
are linked to the AC bus through an LC filter and line
impedance.

Following the structure in Fig.6, several cases are
carried out in this paper to verify the effectiveness of
the proposed adaptive control scheme with different
operations. The plant and control parameters of the
microgrid are provided in Table I. In this paper, the
inverters’ output harmonic and active power rate follows
the maximum capacity proportion set as 1:2:3. The PCC
harmonic voltage disordered rate should be below 5%.

AAA
Vv

Load

\/ \ \:\

fl-q’

3 x Delta Elektronika
SM1500-CP-30

Imperix power
test bench
a)Converter x3
b)LC Filter x3
c)Feeder x3

Fig. 6. Experiment setup.

TABLE I
PARAMETERS OF THE MICROGRID IN EXPERIMENT

Symbol Interpretation Value
Uge DC-link voltage 150V
Zr, Line impedance 0.5
Ly Inductor of LC filter 2.2mH
Cy Capacitor of LC filter 12uH
fs Switch frequency 20kHz

mp1,nQ1  Droop coefficient of DG1 1/1000
mp2,ng2  Droop coefficient of DG2 1/2000
mp3,ng3  Droop coefficient of DG3 1/3000
kph Proportional coefficient 0.001
krh resonant coefficient 50
w* Nominal angular frequency 314rad/s
\% Nominal voltage amplitude 110V

A. Active and harmonic power sharing

Fig.7 presents the control performance of the pro-
posed method. As it is shown in Fig.7(a),(b), during
stage 1, the microgrids are regulated by conventional
droop control, which results in improper power sharing.
Subsequently, the proposed method is activated, and the
active power and 3rd harmonic power are proportionally
shared. Moreover, in stage 3 and stage 4, communication
delay and interruption are intentionally imposed in the
network from DG2 to DG1. Notably, despite these
disruptions, the system response exhibits no significant
changes, and the proposed method maintains accurate
power sharing.

B. Cyber attack and resilience enhancement

Fig.7(c) and (d) demonstrate the impact of cyber at-
tacks on microgrids and the effectiveness of the proposed
method in mitigating such attacks. In the beginning, no
cyber attack on the communication network. When it
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Fig. 7. Experiments performance of the proposed controller: (a),
(c): active power; (b), (d): 3rd harmonic power.

transits into stage 5, the communication line from DG2
to DG1 is subject to a false data injection attack with
g(t) = 100 for both the active power and harmonic
power controllers. As a result, the power-sharing ratio
deviates from the optimal point. In stage 6, the pro-
posed resilient framework is activated, eliminating the
corrupted data and recovering the power-sharing ratio
to 1:2:3. The results demonstrate the resilience of the
proposed method against cyber-attacks, highlighting its
potential for enhancing the security and stability of
microgrids.

C. Communication relief strategy

The limited communication resource constraints the
wide use of distributed control. This paper proposes an
exit policy to alleviate the communication burden by
disabling the adaptive tunning virtual impedance after the
system is built up. Moreover, for all the power-sharing
technology, it is necessary to keep sharing accuracy when
one DG unit drops out. This paper tests the active and
harmonic power in the plug-and-play operation after the
communication-based method exit. As shown in Fig.8
, where Fig.8(a),(c) represents the active power and
3rd harmonic power performance respectively, while
Fig.8(b),(d) denote the corresponding fundamental cur-
rent and 3rd harmonic current.

The communication-based control strategy is termi-
nated at the commencement of stage 7, allowing active
and harmonic power to continue proportionally sharing
without communication support. In stage 8, DG3 dis-
connects, while the operational DG1 and D(G2 maintain
a power-sharing ratio of 1:2. In stage 10, DG2 drops
out, and the operational DG1 and DG3 maintain a

Fig. 8. Experiments performance of the proposed controller: (a),
(b): active power and fundamental current; (c), (d): 3rd harmonic
power and current.

power-sharing ratio of 1:3. In both cases, the system
operates reliably and accurately without the need for
communication-based control. During stage 9 and stage
11, the disconnected unit is reconnected, and the system
returns to its original configuration. The current wave-
form in Fig.8(b),(d) demonstrates consistent and accurate
power sharing throughout the entire operation.

D. Harmonic voltage compensation

To evaluate the effectiveness of the proposed control,
a comparison is made between the waveforms obtained
before and after the implementation of the proposed
method, as illustrated in Fig.9. At stage 12, the har-
monic distortion rate, represented by Dy, is 10%, with
the fundamental voltage measured at 98V and the 3rd
harmonic voltage at 10V. Subsequently, at stage 13, the
proposed method is employed, attenuating the 3rd har-
monic impedance. Consequently, the harmonic distortion
rate D}, decreases to 5%, the 3rd harmonic voltage shifts
to 5V, while the fundamental voltage remains unchanged.

\ Stage 13 |
1 R Proposed
enable

I Stage 12

CH1:D"
5%/div

CH3:V,
46V/div || 5V/div

Fig. 9. The validity of PCC harmonic voltage compensation.
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VI. CONCLUSION

This paper proposes an adaptively adjusted virtual
impedance method that interacts only with neighbour-
ing units during the system construction phase. This
significantly reduces communication time and ensures
plug-and-play operation. An auxiliary controller is also
employed to isolate corrupted data, thereby enhancing
system resilience against cyber-attacks and communi-
cation disruptions. Furthermore, harmonic voltage com-
pensation ensures that PCC voltage harmonic distortion
remains within 5%. The experimental results verify the
performance of the proposed control scheme.
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