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Abstract 

In the present study, we have introduced a methodology based on graph theory and multi-

criteria decision analysis for cost-effective fire protection of chemical plants subject to fire-

induced domino effects. By modeling domino effects in chemical plants as a directed graph, the 

graph centrality measures such as out-closeness and betweenness scores can be used to identify 

the installations playing a key role in initiating and propagating potential domino effects. It is 

demonstrated that active fire protection of installations with the highest out-closeness score 

and passive fire protection of installations with the highest betweenness score are the most 

effective strategy in reducing the vulnerability of chemical plants to fire-induced domino effects. 

We have employed a dynamic graph analysis to investigate the impact of both the availability 

and the degradation of fire protection measures over time on the vulnerability of chemical 

plants. The results obtained from the graph analysis can further be prioritized using multi-

criteria decision analysis techniques such as the method of reference point to find the most cost-

effective fire protection strategy.  

 

Keywords 

Domino effect; Fire protection; Quantitative risk assessment; Graph theory; Multi-criteria 

decision making.  
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1. INTRODUCTION 

Domino effects have been responsible of several catastrophic accidents which took place in the 

chemical and process industry.(1-6) The high destructive potential of domino effects is widely 

recognized,(7-11) hence technical standards and legislation concerned with the control of major 

accident hazards include measures to assess, control and prevent domino effects.(12) 

Pioneering approaches for the assessment of domino effects, mostly developed in the 1980s and 

1990s,(2,7,13-16) were based on oversimplifying assumptions, without accounting for either the 

actual process of equipment damage or the possible mitigation due to in-place safety barriers. 

More recent studies were aimed at developing probabilistic models to evaluate the failure 

probability of equipment involved in domino events,(17-23) leading to notable improvement in 

the risk assessment of domino effects.(24-26) In other research lines, more advanced 

mathematical tools such as Monte Carlo simulations(27) or Bayesian networks(28-30) were 

adopted. However, in none of these methodologies the effect of safety barriers was taken into 

account. Nevertheless, in order to support a more comprehensive assessment of domino effects, 

the quantitative analysis of the safety barriers is a critical issue.  

As remarked by Janssens et al.(31) research studies dealing with the safety analysis of domino 

effects have mainly focused on an inherent safety management of domino effects, especially 

through dedicated index methodologies.(32-35) Inherent safety measures are effective at the 

design stage(36-39) and may constitute an optimal strategy to limit the occurrence of domino 

effects, for example, through appropriate ranking of equipment and layout definition.(32,40,41) 

Nevertheless, for existing industrial facilities, equipment replacement or layout modification is 

not easily achievable, due to relevant cost and space constraints, especially in industrial 

clusters.(42-44)  

Aside from inherently safer design, engineering active and passive safety barriers – also known 

as add-on safety barriers – are of utmost importance in the prevention, control, and mitigation 

of domino effects. Landucci et al.(45,46) introduced the dual nature of add-on safety barriers, 

addressing the availability and effectiveness thereof, providing a repository of data for different 

Page 3 of 31 Risk Analysis

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60



For Peer Review

3 

types of active, passive and procedural barriers.(47,48) Nevertheless, the allocation of add-on 

safety measures and the optimization of their configuration considering their performance have 

never been dealt with. This constitutes a relevant research task to improve vulnerability, 

robustness, and resilience profile of industrial facilities against domino effect propagation,(35,49-

51) which still needs to be explored. 

According to the definition provided in,(49) vulnerability can be defined as the capability of 

fostering either the onset or the escalation of potential domino effects, both considering 

individual equipment or an entire plant. In recent attempts, Khakzad and Reniers(49,52) 

demonstrated the application of graph theory to vulnerability assessment of tank farms subject 

to domino effects. They identified the efficacy of a set of graph metrics in both unit and plant-

wide vulnerability analysis of process plants. The graph metrics were identified as an effective 

screening tool aimed at identifying the most critical units and the plant layout configurations 

with respect to the escalation of domino effects. Nevertheless, the effect of protection systems 

was not considered in the methodology. 

The present work is aimed at evaluating the vulnerability of process plants subject to fire-

induced domino effects, i.e., domino effects not only triggered by fire but also involving fires 

(“fired” domino effect(53)) are taken into consideration and modeled through a graph theory 

application. The effect of relevant types of active and passive fire protection systems is 

implemented in the model in order to obtain a more realistic vulnerability profile. The dynamic 

degradation of the involved fire protection systems and its impact on the domino effects are also 

considered in the analysis. In order to demonstrate the efficacy and practicality of the 

methodology, it is applied to a real case study. The results obtained from the graph theory 

modeling are further analyzed using a multi-criteria decision making technique to determine 

the most cost-effective fire protection strategy. 

2. METHODOLOGY 

2.1 Overview 
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Fig. 1 shows the methodology adopted in this work for the vulnerability assessment of 

industrial facilities to domino effects accounting for safety barriers. 

 

 
Figure 1: Overview of the methodology adopted in the present work. 

 

The initial step of the methodology (step 1 in Fig. 1) is devoted to the characterization of the 

relevant safety barriers commonly used for the prevention or mitigation of escalation in the 

chemical and process industry. The focus of this work is the study of domino effects triggered by 

fire, but the framework may be extended to other types of domino escalation (e.g., caused by 

overpressure or fragments). In Section 2.2 the relevant safety barriers considered in the present 

study are collected; their protective action is characterized; and they are implemented in the 

graph theory model (step 2 in Fig. 1). The graph model, presented in Section 2.3, enables one to 

determine the graph metrics such as closeness and betweenness centrality scores for the 

quantification of plant vulnerability to domino effects in the presence of safety barriers (step 3 

in Fig. 1). Different protection configurations and dynamic evolution of potential domino effects 

are modeled through graph theory. Since graph theory is based on deterministic 

assumptions,(54) uncertainties and failure probabilities are not considered in the present work. 

Finally, in Step 4 of the methodology (see Fig. 1) a cost-effectiveness analysis is carried out in 

order to compare the benefit gained in the form of plant vulnerability reduction versus the cost 

of respective protection configurations (i.e., added safety measures). For this purpose, the 

method of reference point – a Pareto optimization – is employed in Section 2.4.  
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2.2 Safety barriers quantitative assessment 

Generally speaking, fire protection safety barriers are aimed at delaying or preventing accident 

escalation during fire-induced domino effects. The procedure for their quantitative 

implementation in the graph theory model is thus different, depending on their desired 

protective action. Therefore, a preliminary characterization of such safety barriers needs to be 

carried out.  

According to the classification proposed by CCPS(47) and the ARAMIS project,(48) three different 

categories of safety barriers against fire-induced domino events may be identified: i) active 

protection systems; ii) passive protection systems; iii) procedural and emergency measures. In 

the present work, we addressed only the first two barrier types, excluding the procedural and 

emergency response measures. This is due to the relevant uncertainties associated to human 

factors in the performance of emergency response teams,(55-57) requiring a probabilistic 

approach which is out of the scope of the present study. 

2.2.1 Passive protection systems 

A generic passive protection device is a system or a barrier which does not require either power 

or external activation to trigger the protection action.(3,48,58) In the framework of escalation 

prevention, the application of fireproofing materials is a relevant and effective safety 

barrier,(40,41,59,60) due to the shielding effect which reduces the incoming fire heat flux, and 

consequently the vessel heat-up. This allows to delay the time to reach the critical conditions 

leading to the failure of the exposed target.(61,62) There are several types of passive fire 

protection materials which can be selected in order to provide storage and process equipment 

with effective protection:(59) 

- Cementitious products generally based on Portland cement plus lightweight aggregates 

(vermiculite sprays); 

- Intumescent coatings generally epoxy based, spray or hand applied; 
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- Blanket systems made from man-made fibers which use insulation as their primary fire 

protection mechanism. 

The above-mentioned materials can be considered as high performance protection, since they 

are specifically designed to withstand severe fire conditions, being able to protect process 

equipment for about 120 min in an engulfing hydrocarbon pool fire.(40,45) 

Therefore, in order to implement fireproofing protection (passive fire protection) in the graph 

model, it is assumed that a fireproofed tank cannot be entailed in the domino effects for a given 

rating time, (e.g., the fireproofed tank receives no heat flux). This assumption was made by 

Khakzad and Reniers in a previous work,(49) but without considering the possible inefficiency of 

the heat resistant coating and possible degradation phenomena. As a matter of fact, fireproofing 

coatings exhibit a dynamic degradation during fire exposure. In some cases, such as for 

intumescent coatings or cementitious materials, phenomena of devolatilization, expansion, 

swelling, etc., are inherent part of the protective action. Nevertheless, for prolonged fire 

exposure, the degradation and loss of efficiency of fireproofing coatings have been documented 

in experimental and modeling studies.(60,63-65) In order to account for these complicating 

phenomena in the graph model, it is assumed that only a limited fraction of the nominal rating 

time (120 min) is guaranteed with optimal performance, according to work of Landucci et 

al.(45,46): 

- for exposure time lower than or equal to 60 min, the fireproofed tank receives no heat flux 

(complete shielding effect); 

- for exposure time higher than 60 min, it is conservatively assumed that the fireproofed tank 

receives the full heat load due to the fire as in the absence of fireproofing.  

If other material types are used for equipment protection, such as common insulants (glass 

wool, rock wool, etc.) not designed for fireproofing applications, it is assumed that no shielding 

effect can be achieved, implying that the target tank receives the full heat load due to the fire. 
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2.2.2 Active protection systems 

Active protection systems are barriers which require external activation to perform their 

protective effect.(47,48) Typically, an active protection system is composed of three sub-systems 

in series: i) a fire/smoke detection system; ii) a treatment system (logic solver, releasing panel 

or alarm advising operator); iii) an actuation system (mechanical, instrumented, human etc.), 

aimed at performing the protective action.  

The protective action may be devoted to the prevention or suppression of the primary fire, 

either by limiting the amount of released flammable substance as in the case of emergency shut-

down or venting the potential target equipment as in the case of emergency blow-down. 

Usually, such systems are part of the general loss prevention measures of the plant.(3) 

The present work is devoted to the characterization of systems for the delivery of fire-fighting 

agents (such as water or water-based foam), providing effective control of the primary fire and 

prevention its spread to nearby units (fire-fighting agent delivery systems).  

These systems constitute a widely used solution for the protection of atmospheric floating roof 

tanks storing flammable liquids, according to international standards and current industrial 

practice.(66-70) The performance of such protection systems has been extensively documented by 

experimental and numerical studies.(71-73) Although the aim of this type of protection is to 

control or, eventually, suppress the primary fire, it usually is conservatively assumed that active 

fire protection measures mitigate the radiation emitted from the flame, without suppressing the 

fire. In particular, the mitigated flame emissive power (Qm) associated with the fire in a tank due 

to active fire protections can be computed as follows: 

 

�� = (1 − � × 	) × ��         (1) 

 

in which Qf is the flame emissive power in the absence of mitigation; 	 is the radiation reduction 

factor, and � is an efficiency parameter. An average value of 	 = 60% for a flame assimilated as a 

black body at 1100K may be achieved due to water mist mitigation.(74,75) In the present study, a 

conservative efficiency value of � = 75% is considered to quantify Eq. (1). 
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It is worth to mention that the firefighting agents may be provided only for a given time, based 

on the total amount of water/foam and the required flowrate to control or suppress the fire. 

According to common industrial practice and standards for the petroleum industry, water is 

provided for 4 to 6 hours at the maximum flowrate.(69,76) However, in a survey carried out in 

Oil&Gas production facilities, 2 hours is usually taken into account. Hence, in order to provide 

conservative indications, a maximum duration of 2 hours (120 min) is assumed as the operative 

time in which active measures, once activated, provide the necessary amount of water to control 

the primary fire. In other words, Eq. (1) is valid only for 120 min; after 120 min, the fire is no 

longer mitigated, the flame emits the unmitigated heat flux Qf towards the targets till the flame 

(tank) burns out.  

 

2.3 Graph theory application 

2.3.1. Definitions 

A mathematical graph is a set of vertices (nodes) and edges, in which an edge connects two 

nodes. Depending on whether the edges are directed or undirected, the graph is directed or 

undirected, respectively. Likewise, a graph can be weighted or unweighted; in a weighted graph, 

a variety of numerical attributes can be assigned to either the nodes or edges of the graph. Thus, 

a weighted graph can be presented as  = (�, �, �� , ��) where � is a set of nodes, � is a set of 

edges, while �� and �� represent the sets of weights attributed with the vertices and edges, 

respectively.  

In a directed graph, a walk from the node �� to �� is a sequence of connected nodes starting from 

�� and ending in �� when each intermediate node can be traversed several times. A path, 

however, is a walk in which each intermediate node can be traversed at most once. Accordingly, 

the geodesic distance (hereafter, distance) between �� and �� , denoted as ���  is the length of the 

shortest path from �� to �� . In an unweighted graph, the distance is simply the number of edges 

constituting the shortest path, whereas in a weighted graph it is equal to the sum of the weights 
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of the involved edges in the shortest path. Conventionally, if there is no path between ��  and  �� , 

then ��� = ∞. 

Based on the concept of distance, a number of graph metrics have been developed to investigate 

the characteristics of graphs, among which betweenness and closeness centrality scores(54) are 

very popular. The betweenness of a node, denoted as ��(��), is defined as the ratio of the 

distances between all pairs of other nodes (i.e., between �� and �� so that � ≠ � ≠ �) which 

traverse ��, denoted as ���(��), to the total distance within the graph regardless of whether or 

not they traverse ��: 

��(��) = ∑ !"#($%)

!"#
�,�           (2) 

Among the nodes of a graph, the nodes with relatively higher betweenness scores lie along a 

larger fraction of paths within the graph, thus their removal (or isolation) from the graph can 

cause large disconnection.(49) The closeness of a node, �&(��), can be defined as the number of 

steps needed to reach every other node of the graph from �� – also known as out-

closeness�&'()*(��) – or to access �� from every other node of the graph – also known as in-

closeness �&'�+(��): 

�&'()*(��) = ,

∑ !%""
           (3) 

�&'�+(��) = ,

∑ !"%"
           (4) 

Based on the centrality scores of vertices given in Eq.s (2)-(4), the average centrality scores of 

the entire graph (i.e., graph-level centrality scores) can be measured.  

2.3.2. Chemical plant as a graph 

Representing the major hazardous installations1 (MHIs) of a chemical plant as the vertices and 

the escalation vectors such as heat radiation and explosion overpressure as the edges, the plant 

can be modeled as a directed graph.(49) For illustrative purposes, consider a chemical storage 

plant shown in Fig. 2a, comprising four atmospheric storage tanks the characteristics of which 

                                                 

1 Major hazardous installations are attributed with large inventory of flammable or explosive chemical 

substances, e.g., storage tanks. Such units are further categorized as lower-tier and upper-tier 

installations in Seveso Directive, based on whether their chemical containment is lower or higher than a 

predefined threshold, respectively. 
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are listed in Table I. Assuming the pool fire as the most credible accident scenario and also a 

prevailing atmospheric condition including a weather temperature of 15oC, a relative humidity 

of 25%, a wind gusting with a speed of 2 m/s from North, and the stability class F, the 

magnitudes of heat radiation intensities are calculated as shown in columns 2-5 of Table II. It, 

however, should be noted that for a heat radiation to cause damage to neighboring units its 

intensity should be higher than a threshold value of Qth = 10 kW/m2.(24) Credible heat radiation 

intensities have been displayed with bold numbers in Table II. As a result, the chemical plant of 

Fig. 2a can be represented as a directed graph in Fig. 2a. 

 

 

Figure 2. a) Layout of a hypothetical chemical storage plant; b) representation of the plant and 

the respective heat radiations in Table II as a directed graph. 

 

Table I. Characteristics of the storage tanks in Fig. 2a. 

Tank Substance Diameter (m) Height (m) Volume (m3) 

T1 Benzene 40 10 12000 

T2 Acetone 30 10 6000 

T3 Toluene 30 10 6000 

T4 Toluene 20 10 2500 

 

Table II. Heat radiation (kW/m2) received by tank T(j) due to a pool fire in tank T(i) in Fig. 2b, 

and the centrality scores. 

  T1 T2 T3 T4 Cb Cc-out 

T1 NA 36.3 36.3 20.6 0.17 2.86 

T2 11.2 NA 5.21 11.2 0 1.02 

T3 27.9 15.8 NA 27.9 0.17 2.22 

T4 5.50 17.4 17.4 NA 0 1.45 

Graph  -  -  -  -  - 1.89 
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Modeling the chemical plant as a graph, a number of graph metrics can be employed to 

investigate the vulnerability of both the units and the entire plant in the context of domino 

effects. In this regard, Khakzad and Reniers(49) demonstrated that primary events (fires or 

explosions) in the installations (vertices) with higher Cc-out scores are more likely to propagate 

throughout the plant, resulting in more severe and widespread domino effects. Likewise, the 

installations with higher Cb scores facilitate the propagation of a primary event or an ongoing 

domino effect better than those with lower Cb scores. It was also ascertained that among similar 

chemical plants – similar both in terms of the number of identical MHIs and the amount of 

contained chemicals – the plant with the highest graph-level out-closeness score is more 

susceptible to domino effects.(49) 

Modeling the graph of Fig. 2b using igraph package(77) in R programming software(78), the 

quantities of the Cb and Cc-out scores of the storage tanks have been calculated as listed in the 

columns 6 and 7 of Table II. The graph-level Cc-out  score can thus be calculated as the arithmetic 

average of the respective node-level Cc-out scores. As can be seen from Table II, T1 and T3 are 

attributed to the highest Cc-out and Cb scores. 

In the present study, we modeled the graph of Fig. 2b as a weighted graph in the sense that the 

intensities of the heat radiation vectors were taken into account as the weight of the 

corresponding edges. In weighted graphs, a larger weight for an edge basically implies a longer 

distance between the two nodes connected by the edge, and thus representing a weaker 

interaction between the nodes. Thus, we assigned the weight of each edge as the ratio of the 

threshold value, Qth = 10 kW/m2, and the actual value of the heat radiation associated with the 

edge. For example, in the graph of Fig. 2b, the weight of the edge from T1 to T2 is 
,-

./..
= 0.28 

while that of the edge from T2 to T1 is 
,-

,,.4
= 0.89. That is, given a pool fire in either tank, T2 can 

be reached (impacted) by T1 sooner (more severely) than T1 can be reached by T2, because of 

the shorter distance of the former (0.28 versus 0.89). 

2.3.3. Modeling of safety barriers 
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To investigate the impact of the safety barriers discussed in Section 2.2 on the vulnerability of 

chemical plants to domino effects, a dynamic approach is adapted here by dividing the time line 

into three intervals, namely [0, 60 min), [60 min, 120 min), and [120 min, ∞). The Mirst time 

interval is when both passive (fireproof coating) and active (water sprinklers) safety barriers 

are in effect, neglecting the failure probabilities of either safety barrier (i.e., availability = 

100%). The second time interval is, however, characterized by the degradation of the passive 

fire protection (see Section 2.2.1) whereas the active fire protection is still in effect. The last 

time interval is when neither the passive nor the active fire protection is in operation; the latter 

is due to the depletion of the water/water-based foam reservoirs (see Section 2.2.2). In other 

words, the corresponding graph representation of the storage plant in the last time interval will 

be as Fig. 2b provided that none of the tanks has burned out yet. 

To investigate the most effective allocation of passive and active safety barriers, a number of 

cases are considered, assuming that both active and passive fire protections can be employed 

once: 

• Case 1: T1 is both actively and passively protected; 

• Case 2: T1 is actively protected while T3 is passively protected; 

• Case 3: T1 is passively protected while T3 is actively protected; 

• Case 4: T1 is passively protected while T2 is actively protected. 

Generally speaking, the fireproof coating of a tank does not preclude the possibility of a pool fire 

at the tank. Fig. 3 displays the chronological changes of the graphs associated with the storage 

plant of Fig. 2a under the four safety allocation cases mentioned above. The double-outlined 

nodes represent fireproofed (passively protected) tanks while dashed edges originating from a 

node stand for attenuated heat radiations due to the active protection of the node (tank). 
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(a)   (b) 

  

(c)   (d) 

  

(e)   (f) 

  

(g)   (h) 

Figure 3: Graph representation of the storage plant in Fig. 2a under safety allocation scenarios 

the four different considered cases: a) case 1, t ∊ [0, 60 min); b) case 1, t ∊ [60 min, 120 min); c) 

case 2, t ∊ [0, 60 min); d) case 2, t ∊ [60 min, 120 min);  e) case 3, t ∊ [0, 60 min); f) case 3, t ∊ [60 

min, 120 min); g) case 4, t ∊ [0, 60 min); h) case 4, t ∊ [60 min, 120 min).  For the last time 

interval [120 min, ∞), the graph will be as shown in Fig. 2b, if none of the tanks has burned out. 

 

The updated quantities of the heat radiation intensities due to the implementation of the 

passive and active safety barriers along with the values of Cb and Cc-out for the graphs of Fig. 3 

have been tabulated in Table III. For the sake of better illustration, the graph-level out-closeness 

scores for the three consecutive time intervals have been compared in Fig. 4, indicating the 
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outperformance of Case 1 in reducing the out-closeness of the graph and thus in decreasing the 

vulnerability of the storage plant to domino effects.(49) This result not only is in agreement with 

the work of Khakzad and Reniers(49) regarding the importance of the fireproofing of installations 

with the highest Cb (T1 and T3 in this example) but also goes one step further by demonstrating 

the influence of the active protection of installations with the highest Cc-out (T1 in this example) 

on the vulnerability of the plant. 

 

Table III. The updated heat radiation intensities and the centrality scores for the graphs in Fig. 3. 

  0 ≤ t < 60 min   60 ≤ t < 120 min 

Case 1 T1 T2 T3 T4 Cb Cc-out   T1 T2 T3 T4 Cb Cc-out 

T1 NA 19.97 19.97 11.33 0 1.61 

 

NA 19.97 19.97 11.33 0.17 1.61 

T2 0 NA 5.21 11.2 0 0.47 

 

11.2 NA 5.21 11.2 0 0.95 

T3 0 15.8 NA 27.9 0.17 0.6 

 

27.9 15.8 NA 27.9 0.33 2.22 

T4 0 17.4 17.4 NA 0.17 0.58 
 

5.5 17.4 17.4 NA 0 1.45 

Graph           0.82             1.56 

Case 2 

             T1 NA 19.97 0 11.33 0 0.56 

 

NA 19.97 19.97 11.33 0.17 1.61 

T2 11.2 NA 0 11.2 0.17 0.52 

 

11.2 NA 5.21 11.2 0 0.95 

T3 27.9 15.8 NA 27.9 0 2.22 

 

27.9 15.8 NA 27.9 0.33 2.22 

T4 5.5 17.4 0 NA 0 0.5 

 

5.5 17.4 17.4 NA 0 1.45 

Graph           0.95             1.56 

Case 3 

             T1 NA 36.3 36.3 20.6 0 2.85 

 

NA 36.3 36.3 20.6 0.33 2.85 

T2 0 NA 5.21 11.2 0 0.47 

 

11.2 NA 5.21 11.2 0 1.02 

T3 0 8.69 NA 15.35 0 0.51 

 

15.35 8.69 NA 15.35 0.17 1.35 

T4 0 17.4 17.4 NA 0.33 0.58 

 

5.5 17.4 17.4 NA 0 1.27 

Graph           1.1             1.62 

Case 4 

             T1 NA 36.3 36.3 20.6 0 2.85 

 

NA 36.3 36.3 20.6 0 2.85 

T2 0 NA 2.87 6.16 0 0.25 

 

6.16 NA 2.87 6.16 0 0.25 

T3 0 15.8 NA 27.9 0 0.6 

 

27.9 15.8 NA 27.9 0.17 2.22 

T4 0 17.4 17.4 NA 0 0.58 

 

5.5 17.4 17.4 NA 0 1.45 

Graph           1.07             1.69 
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Figure 4: Comparison of graph-level out-closeness scores for Cases 1-4.  

 

2.4. Multi-criteria decision analysis 

Usually in real-life decision making problems, the criteria (objectives) influencing the decision 

process are in conflict; multi-criteria decision analysis (MCDA) techniques have been developed 

with the aim of helping decision makers deal with such decision making issues. For example, in 

the context of safety management of hazardous industries, an optimal allocation of safety 

measures to prevent/mitigate major accidents is basically dominated by a number of conflicting 

criteria including but not limited to the available budget, the cost of safety measures, and the 

effectiveness of safety measures in reducing the amount of envisaged risk. Considering a limited 

budget (which is almost always the case) and various types of relevant safety measures each 

having its own failure probability and efficiency2, both the number and the configuration of 

MHIs to protect matter. Aside from the attributes of safety measures themselves – failure 

probability and efficiency – the criticality of MHIs in the initiation and propagation of major 

accidents (such as domino effects) and thus their contribution to the total risk (or separate 

on/off-site risks) play a key role in an optimal allocation of safety measures. 

Due to the conflicting nature of the influential decision criteria, however, it is usually unlikely to 

find a decision (i.e., a set of decision variables) which satisfy the influential criteria altogether. A 

Pareto-optimal solution is a set of decision variables for which there is no other solution where 

                                                 

2 Efficiency of a functioning safety measure can be defined as its capability (in percentage) of 

preventing/mitigating an accident as desired.  
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the value of a criterion can be improved without either worsening the value of other criteria or 

at least keeping them unchanged. A set of Pareto-optimal solutions usually contains a number of 

different alternatives normally prioritized based on the preferences of a decision maker. One of 

the basic functions of MCDA techniques is to help decision makers manifest their preferences. 

The method of “reference point” is one of the techniques in bi-criteria decision analysis, which 

intuitively represents the preferences of a decision maker based on aspiration and reservation 

vectors.(79) An aspiration vector is composed of the best values of the criteria while a 

reservation vector contains the worst values of the criteria. The aspiration and reservation 

vectors identify “Utopia” and “Nadir” points, respectively. Optionally, a decision maker can 

specify his preferences for criteria values between aspiration and reservation levels, based on 

the distances of Pareto-optimal solutions from Utopia and Nadir points. Fig. 5 displays an 

example of a reference point decision making, comprising Pareto-optimal solutions, i.e., points 

A-F, and Utopia and Nadir points. Accordingly, the solution which is the closest/farthest (e.g., 

using Euclidian distance) to/from the Utopia/Nadir point can be determined as the best 

solution: 

6�7 = 8(9� − 97)4 + (;� − ;7)4<
        (5) 

where 6�7 is Euclidian distance of the ith point from Utopia point; 9�  and 97 are the values of the 

criterion X for the ith point and Utopia point, respectively; ;�  and ;7 are the values of the 

criterion Y for the ith point and Utopia point, respectively.  

 

 

Figure 5. Bi-criteria decision analysis using the technique of reference point. The Pareto-optimal 

solutions, i.e., points A-F, form a Pareto front. The point with the closest distance to the Utopia 

Utopia

Nadir
A

B

C

D

E
F

C
ri

te
ri

o
n

 Y

Criterion X

Page 17 of 31 Risk Analysis

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60



For Peer Review

17 

point or the point with the farthest distance to the Nadir point, based on the decision maker 

preferences, can be determined as the optimal solution.  

3. APPLICATION OF THE METHODLOGY 

3.1 Case study 

The methodology is applied to an industrial case study, in order to demonstrate the 

potentialities when the number of tanks is increased and possible realistic budget limitations 

are present, especially for the implementation of additional safety barriers. The selected case 

study is located in a tank farm, as represented in Fig. 6. 

 

 
Figure 6. Layout considered for the industrial case study and identifications of tanks. 

 

The tank farm features different types of atmospheric vertical cylindrical tanks, with nominal 

capacity ranging from 400 to 7600 m3 and different stored substances. Since all the contained 

flammables have flash points lower than 23°C, only floating roof tanks are considered.(76) In 

order to obtain a realistic evaluation, the filling level of each tank is associated with a random 

value in the credible operative range of 10–80%. The features of the tanks, the stored 

substances, and the considered inventories are summarized in Table IV. The meteorological 

Page 18 of 31Risk Analysis

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60



For Peer Review

18 

conditions assumed for the case study are the same as of the simplified example (e.g., T = 15°C, 

HR= 25%, and limited wind speed leading to negligible flame tilting effects). 

The primary events associated with the tanks considered in the case study are pool fires 

following the ignition of the total inventory of the tank after a major leakage. Usually, in QRA 

studies it is assumed that the tank inventory will be contained in a catch basin.(3) The layout in 

Fig. 6 allows to determine the size of respective catch basin areas (Acb, in m2 in Table IV) and 

equivalent pool diameters (Df in Table IV). In case the tank volume exceeds the catch basin size, 

a maximum Df of 70m is considered. In case multiple tanks are located in the same catch basin 

(e.g., see  T5 and T8, or T29-T34) the primary fire is supposed to engulf the other tanks, 

following a conservative approach. 

 

Table IV. Main features of the tanks considered in the case study. The costs for coating the tank 

with high performance passive fire protection (PFP) materials are also reported. 

Tank ID D (m) H (m) C (m3) 
Filling 

(%) 
Substance Acb (m2) Df (m) As (m2) 

PFP cost 

(k€) 

T1 24 12.6 5710 0.5 Crude oil 2348 55 951 390 

T2 30 10.8 7630 0.7 Crude oil 1221 70 1017 417 

T3 30 10.8 7630 0.7 Crude oil 1352 70 1017 417 

T4 24 12.6 5710 0.49 Crude oil 2350 55 951 390 

T5 15 12.6 2225 0.44 Gasoline 1757 47 593 243 

T6 27 9 5182 0.26 Crude oil 2309 54 765 314 

T7 21 12.6 4350 0.8 Gasoline 1041 70 830 340 

T8 15 12.6 2225 0.27 Gasoline 1757 47 593 243 

T9 24 12.6 5710 0.58 Gasoline 1432 70 951 390 

T10 18 7.2 1843 0.39 Gasoline 665 29 408 167 

T11 18 7.2 1843 0.59 Gasoline 639 29 408 167 

T12 12 7.2 806 0.23 Gasoline 285 19 270 111 

T13 7.5 9 397 0.76 Benzene 696 30 212 87 

T14 7.5 9 397 0.14 Benzene 696 30 212 87 

T15 15 12.6 2225 0.62 Toluene 2097 52 593 243 

T16 27 9 5129 0.46 Methanol 2097 52 761 312 

T17 21 12.6 4350 0.74 Ethanol 2097 52 830 340 

T18 21 12.6 4350 0.36 Ethanol 715 70 830 340 

T19 15 12.6 2225 0.32 Methanol 1098 37 593 243 

T20 21 12.6 4350 0.42 Solvent 1098 37 830 340 

T21 13.5 9 1282 0.28 Solvent 961 35 381 156 

T22 12 7.2 806 0.44 Solvent 516 26 270 111 

T23 15 18 3179 0.46 Solvent 961 35 848 348 

T24 18 7.2 1843 0.72 Ethanol 3172 64 408 167 
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T25 21 12.6 4350 0.34 Ethanol 3172 64 830 340 

T26 15 14.4 2543 0.45 Benzene 3172 64 678 278 

T27 24 12.6 5710 0.77 Benzene 3172 64 951 390 

T28 18 7.2 1843 0.8 Gasoline 3172 64 408 167 

T29 18 7.2 1843 0.43 Toluene 3604 68 408 167 

T30 18 7.2 1843 0.63 Methanol 3604 68 408 167 

T31 12 7.2 806 0.23 Solvent 3604 68 270 111 

T32 15 9 1590 0.42 Solvent 3604 68 424 174 

T33 15 9 1590 0.54 Solvent 3604 68 424 174 

T34 21 12.6 4350 0.68 Gasoline 3604 68 830 340 

 

3.2 The applied protections and related costs 

In the case study, it is assumed that all tanks are equipped with active fire protections (see 

Section 2.2.2), in accordance with standard industrial practices.(76,80) Nevertheless, the update of 

the safety review revealed that relevant domino effect issues should be considered to improve 

the safety of the facility, requiring the implementation of further protective measures, in 

particular high performance passive fire protection (PFP) systems (see Section 2.2.1). 

In order to determine the cost of PFP per unit surface of the tanks, the market analysis 

conducted by Paltrinieri et al.(81) is taken as reference to identify plausible costs, considering the 

cost of both supply and installation of the heat resistant material. In particular, a cost range of 

31-50 k€ was derived for coating a tanker for the transportation of hazardous materials, whose 

surface ranges typically from 120 to 170 m2.(82,83) The maximum value obtained from these 

figures results in a unitary cost of 410 € /m2. 

Based on the external surface of the tanks (As (m2), evaluated by assuming the entire external 

surface of the vertical cylindrical tank is coated), the cost to protect each tank was calculated, as 

reported in Table IV. 

Accordingly, in order to fireproof all the tanks in the tank farm, a budget of 8.67 M€ is needed. 

We may consider that only a limited budget is available, assuming about 1.3 M€ (about 15% of 

the total required budget), thus evaluating the cost and effectiveness of a limited number of 

protection combinations. 
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3.3 Results and discussion 

3.3.1 Graph theory application 

Following the procedure described in Section 2.3, and assuming that no safety barrier, either 

active or passive, is in place in the storage plant of Fig. 6, the credible units capable of causing 

domino effects and the intensities of their escalation vectors (heat radiation in this study) were 

identified. Accordingly, the plant was modeled as a weighted directed graph in Fig. 7. The 

quantities of the out-closeness and betweenness scores of the tanks are displayed in Fig. 8a and 

8b, respectively. The resulted scores could have been used to assign fire protection measures to 

an arbitrary number of tanks with the highest out-closeness and betweenness, respectively, if 

the plant had to be fire protected given a sufficient budget. However, this is not the case in 

reality as the fire protection plans in chemical plants are largely influenced by a limited budget 

being available. 

 
Figure 7. Storage plant of Fig. 6 as a weighted directed graph with no safety barriers in place. 
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(b) 

Figure 8. Graph metrics obtained for the tanks in Fig. 7 with no safety barriers in place: a) out-

closeness scores b) betweenness scores. 

 

Fig. 9 illustrates the graph representation of the storage tank, knowing that all the storage tanks 

are already equipped with active fire safety barriers, while Fig. 10a and 10b illustrate the out-

closeness and betweenness scores of the storage tanks, respectively. Through the comparison of 

the centrality scores in Fig. 8 with their counterparts in Fig. 10, it can be seen that the active 

protection of the storage tanks has not notably altered the order of the tanks regarding their 

out-closeness scores whereas the change in the order of the tanks based on their betweenness 

scores has been considerable. That is, in Fig. 8b, the first eight tanks with the highest 

betweenness scores are 22, 10, 6, 26, 4, 8, 29, and 17, in a descending order, whereas in Fig. 10b 

the sequence of the first eight tanks has changed to tanks 6, 10, 22, 7, 29, 4, 27, and 28, from the 

highest to the lowest. 

 

 
Figure 9. Storage plant of Fig. 6 as a weighted directed graph with active safety barriers in place. 
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(a) 

 
(b) 

Figure 10. Graph metrics obtained for the tanks in Fig. 9 with active safety barriers in place: a) 

out-closeness scores b) betweenness scores. 

 

3.3.2 Cost-effectiveness analysis of safety barriers 

To further reduce the vulnerability of the storage plant to fire-induced domino effects, a number 

of additional passive fire safety barriers can also be allocated to the tanks with the highest 

betweenness scores. Under a limited budget, however, such an allocation should be carried out 

within a cost-effectiveness analysis to seek the most effective addition of safety barriers – in 

terms of both number and configuration – in compliance with the available budget.(84) 

A number of decision analysis techniques have been used for cost-effective safety management 

of major accidents in process/chemical industry, including analytic hierarchical process,(85,86) 

limited memory influence diagram,(84) and linear programming.(31,87) For the purpose of the 

present work, we employ the method of reference point (see Section 2.4) with the total cost of 

passive fire protection and the graph-level out-closeness score as the two criteria in the decision 

analysis. To this end, eight decision alternatives (plans) are defined, namely Plan 1 to Plan 8. 

Each plan corresponds to the fireproofing of the cumulative number of the first eight tanks with 
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the highest betweenness scores in Fig. 10b. Hence, Plan 1 refers to the fireproofing of Tank 6; 

Plan 2 refers to the fireproofing of both Tanks 6 and 10; Plan 3 refers to the fireproofing of 

Tanks 6, 10, and 22; and so on. 

 

 
Figure 11. Cost-effectiveness analysis to determine an optimal fireproofing plan. 

 

Having the cost of fireproofing of each tank in Table IV, the total cost of each plan can be 

calculated. Further, employing the methodology described in Section 2.3.3, the out-closeness 

scores of graphs resulted from the implementation of each fireproofing plan can be calculated. 

Fig. 11 depicts the values of the decision criteria, i.e., the cost and the graph-level out-closeness 

score, for each fireproofing plan. As can be seen from Fig. 11, the more tanks to fireproof, the 

higher the cost of fireproofing and thus the lower the graph-level out-closeness score, which in 

turn implies the less vulnerability of the plant to fire-induced domino effects. Using the Utopia 

point as the reference point, as evident from Fig. 11, Plan 3 is the closest point to Utopia and 

thus can be identified as the optimal decision alternative.  

 

3.3.3 Discussion 

In previous sections, the efficacy of the graph metrics – out-closeness and betweenness – was 

demonstrated in supporting a detailed vulnerability analysis of chemical plants with regard to 

fire-induced domino effects. The results obtained can be considered from two perspectives. 

From one hand, the developed methodology can be employed as a practical tool for a 

preliminary screening of MHIs in a chemical plant in terms of their contribution to the plant 
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vulnerability during domino effects. As a result, the plant major criticalities as well as 

installation vulnerabilities and potential “weak points” can be determined in a quick fashion. 

From the other hand, the vulnerability of the installations and thus that of the plant can be 

reduced via effective allocation of active and passive fire safety measures, the former to 

installations with the highest out-closeness scores while the latter to ones with the highest 

betweenness scores. 

It should be noted that due to the deterministic nature of the present study, neither the failure 

probability nor the efficiency of fire protection measures was considered in the calculation of 

graph centrality scores. This shortcoming, however, does not seem to influence the order of 

critical installations as long as the same types of safety measures, whether active or passive, are 

used for the installations of interest. Nonetheless, one may take into account the failure 

probability of safety measures, for example, by replacing the weight of the respective edge with 

an “expected” weight in the graph. For the sake of clarity, consider tanks T1 and T2 in Fig. 12a in 

which the intensity of heat radiation from T1 to T2 is 20 kW/m2. In case of active fire protection 

of T1, the intensity of heat radiation received by T2 will reduce to 20 × 0.55 = 11 kW/m2 (Fig. 

12b). Assuming a failure probability of 0.1, for illustrative purposes, for the active fire 

protection, the expected value of heat radiation received by T2 can be calculated as 20 × 0.1 + 

11 × 0.9 = 11.9 kW/m2. Accordingly, the weight of the corresponding edge from T1 to T2 will 

change from 10/11 = 0.91 to 10/11.9 = 0.84 . 

 

 

Figure 12: Heat radiation intensity without (a) and with (b) the operation of active fire 

protection. 
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In the present study, we took advantage of safety measures such as rim seal water sprinkler 

(active protection) and fireproof coating (passive protection). However, the developed 

methodology can readily be extended to account for a variety of active and passive fire 

protection measures including emergency response actions by manipulating the weight of 

relevant arcs. Although being inspired by a work of Khakzad and Reniers,(49) the present study 

outdoes previous work as its dynamic approach facilitates not only the modeling of the 

temporal degradation of fire protection measures but also the incorporation of the flammable 

contents of involved MHIs. The latter can make a notable difference in the cost-effective 

allocation of safety measures since the MHIs with lower flammable inventories are likely to be 

excluded from the graph within initial time intervals (see Fig. 3) due to the burn-out of their 

contents, thus no longer contributing to domino effects. This modeling feature, however, did not 

manifest in the current study since even the burn-out time of the storage tanks with the lowest 

flammable inventories, e.g., tanks 12 (572 min) and 13 (1234 min) in Table IV, are far beyond 

the degradation times (60 min for passive and 120 min for active fire protections) used in the 

dynamic graph theory approach. 

5. CONCLUSIONS 

In the present study we demonstrated an application of graph theory and multi-criteria decision 

analysis to cost-effective fire protection of chemical plants, especially with regard to fire-

induced domino effects. Representing the major hazardous installations of a chemical plant (e.g., 

storage tanks) and the escalation vectors (e.g., heat radiation) as vertices and edges of a 

weighted directed graph, respectively, the vertex-level out-closeness and betweenness scores 

can be used to identify the most critical installations in the context of domino effects. Likewise, 

the graph-level out-closeness score can be used to measure the vulnerability of the entire 

chemical plant to domino effects. The installations with the highest out-closeness and 

betweenness scores contribute the most to the initiation and the propagation, respectively, of 

domino effects. As a result, the control/suppression of the former by means of active fire 
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protection (rim seal water sprinklers in this study) and the insulation of the latter by means of 

passive fire protection (fireproof coating in this study) prove to be the most effective fire 

protection strategy within chemical plants. We also illustrated that the results of the graph 

analysis can further be prioritized in a multi-criteria decision analysis to determine the most 

cost-effective fire protection strategies under a limited budget. The application of the 

methodology was exemplified via a large real-life storage plant, showing the practicality and 

efficacy of the methodology in cost-effective fire protection of complex chemical plants.  
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