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Abstract

In recent years we have seen a rise in the amount of fitness tracking and
self monitoring devices. These devices which often work in conjunction with
a smartphone are becoming more accurate and are becoming widely adopted.
This trend goes hand in hand with Electronic Health Care (e-health): the shift
of health care to the digital domain. E-health would allow patients to measure
their medical condition at home, allowing a diagnosis to be made based on mea-
surements taken over a longer period of time, while reducing the work performed
by a doctor. Measurements are stored in the cloud, simplifying the way in which
they can be shared with healthcare providers and possibly research institutions.
Modernizing healthcare this way should give the patient more insight and con-
trol over his/her healthcare and medical data. Furthermore the amount of visits
required to the hospital can be reduced, an endeavor which can be demanding
for many less fit for elderly individuals.

However, handling medical data this way causes concern for privacy. Often
the data handled by these devices is very sensitive and could easily be used to
identify the user and monitor many of their behaviours. In order to achieve
privacy there are several approaches. One way is to enforce involved parties
through legislation to use the data for specific purposes only. However, this
relies on the party being semi-trusted and does not guarantee safety in case of a
data-breach.

In this work the way in which the integration of wearables into the medical
domain is currently taking place and how privacy and security is handled will
be explored. Furthermore we will show the current state of research regarding
improving this security.
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1 Introduction

In 2016 the CBS released a report showing that the percentage of the GDP spend
on health care in the Netherlands has risen from 10% in 2000 to 14% in 2015[1].
Furthermore we found the percentage of our population which is older than 65 has
risen from 13.57% to 17.80% in this period[2]. This data shows an increasing trend
in the cost of health care and an increase in the health care needed for the elderly
specifically.

In addition the amount fitness and health tracking devices being sold is increasing,
with the market for wearables expected to grow from 84 million units in 2015 to 245
million units in 2019[3]. The accuracy of such sensors and their applications is increas-
ing, while their size and power consumption decreases. We see that many of these



devices are targeted towards consumer use. These devices can be worn throughout the
day and are able to measure heartbeat, movement and sleeping patterns. The data
gathered by these devices is mainly used for health and fitness tracking. However, we
are also starting to see more medically targeted devices, able to measure blood pres-
sure, ECG and glucose levels. These are not necessarily worn and measurement often
need to be performed manually. What both types of devices do have in common is
that they usually are able to connect to a smartphone. This allows easy cloud storage
and analytics on the data, provided by the vendors of these devices.

Fully integrating wearables and health monitoring devices into health care would
change health care as we know it, possibly saving costs while at the same time im-
proving the quality of the provided health care[d]. These devices can be used to let
patients measure their medical condition at home, reducing the work performed by
a doctor reducing costs. Furthermore this approach can reduce the amount of visits
required to the hospital, an endeavor which can be demanding for many less fit elderly.
Measurements can be taken without the help of a doctor and can easily be taken over
a larger period of time. This would possibly allow doctors to make a better diagnosis,
or even allow (partly) automation of the diagnosis process. However, in order for such
a scenario to be turned into reality first a big step needs to be made into digitalizing
existing health care.

At the moment there are several ways in which health care providers (HCPs) man-
age their data. Traditionally a printed file is kept for every patient, however, most
HCPs have moved to local digital file systems. Besides keeping track of the patient’s
treatment the files are also important when a patient moves to a different HCP, or is
visiting multiple providers at the same time. Different types of medications can have
different effects when used in conjunction with other medicine. Because of this a HCP
needs to be aware of the medication prescribed by the provider itself, but also possi-
bly other providers. For this exchanging patient files between the different HCPs is
obviously useful, but is not always performed.

As these smart devices are relatively new, laws and regulations regarding the data
they gather often leaves privacy risks. In the United States the Health Insurance
Portability and Accountability Act (HIPAA)[5] does not specify data ownership[6] and
state laws are inconsistent. We see many vendors of smartphones and smart devices
providing their own cloud service for storing and managing the data gathered. Such
services include Apple’s HealthKit, Gooe Fit, Philip’s Health Suite, Witings’ Health
Mate, and Fitbit’s dashboard. As a result data gathered about a single individual
exists on many different servers owned by many different parties, each with their own
terms of use and privacy policy, leaving little control over the data to the patient. More
importantly, ownership of the gathered data often ends up with the service provider
instead of the patient. The result is a situation where data which can be considered
medical is owned by the service provider who is able to use it for service analytics,
targeted advertisements, or even sell it to third parties.

With this the privacy and security challenges of integrating wearables and smart
devices into health care should be clear. In this work an overview of the current state of
e-health will be given together with suggestions for improving the privacy and security
of the current system.

2 Dutch E-Health Architecture

In this section we shall explain the current state of digital health care in the Nether-
lands.

A system where medical data gathered by HCPs and wearables can easily be aggre-
gated, combined, and exchanged would be a first step into achieving the modernization
of health care. In the Netherlands this is done through the Dutch Electronisch Patin-
ten Dossier (EPD) and the Landelijk Schakelpunt (LSP), which translates to electronic



patient file and national exchange point respectively. The EPD was an effort launched
by the Dutch government and would become a national system where medical data
could be stored. This way it would become easier for patients to look into their own
medical files, while at the same time granting the patient more control over who has
access to their data and simplifying the way in which medical data could be shared.
As a direct consequence medical failure due to misinformation would be reduced.

Preparations for this project started in 2008, however, already in 2011 work on
the project halted due to security and privacy concerns. The parliament was not
willing to spend the money needed in order to guarantee the system’s security. Though
parts of the system are still in use, the government would no longer be involved in its
development. The result is a decentralized system, meaning that all HCPs participating
in the system still store their medical data in their own systems. The LSP provides a
centralized point through which HCPs can exchange medical data. All HCPs require an
electronic passport allowing identification, while LSP checks the legitimacy of any data
requests. Between 90 and 98% of HCPs have moved to a digital file system connected
to the LSP[7]. The LSP was originally funded by the Dutch government, now however
funding comes from the HCPs paying a fee to join the LSP, which in turn is covered
by health insurance companies. Important to note here is that these health insurance
companies do not have access to any data collected by the LSP. The LSP stores no
actual data, but instead stores the BSN (Unique identifier handed out to each Dutch
civilian by the Dutch government) of a patient and which HCPs are allowed to share
his data. Furthermore it knows which types of data each HCP is collecting about a
patient, but not the actual content.

At the moment this standard for exchanging data in between HCPs is starting to
get widely adopted. However, in this standard only HCPs are able to add data to
a patients digital file. The patient controls which HCPs are allowed to share data,
however, can not add any data to their file. Neither is there a standard for vendors to
exchange data with HCPs. At the moment the data gathered by the patient is stored
on the vendors owned servers. Often vendors allow some form of data sharing between
vendors and HCPs, however, this usually has to be done through their services and
protocols. Usually this is either in the form of a web-based dashboard or through an
API. The LSP only connects different HCPs. Therefore the LSP does not provide a
way for wearables and smart devices to exchange data with HCPs. Furthermore the
LSP is not designed to support such an integration.

2.1 Stakeholders

In this section we briefly explain the stakeholders, which rights and powers they have in
the current setting, and where the system should move towards in the future, according
to our vision on e-health.

¢ Currently the patient is able to decide through the LSP which HCPs are able
to exchange medical data. The LSP provides information about which types of
medical data are being exchanged, however, does not provide a way to view the
data itself. By law a HCP needs to provide the patient insight into which data
about them is being collected. For this the patient needs to request access to
their medical file at each HCP. The information is generally given by providing
a printed copy of the data, instead of allowing digital insight. This means that
realtime insight is not possible.

The patient wants to be able to gain more control over their own medical data.
This means easier insight into exactly which data is being shared by the HCPs.
More control and involvement can be gained by letting the patient collect their
own data using wearables.



¢ The main goal of the vendor or service provider is to persuade patients to
use their products. Vendors compete on this based on features provided, quality
of measurement, and price. More relevant is the cloud service they provide. A
vendor might be able to perform certain analytics on the medical data other
vendors might not provide.

The vendor wants to be able to keep providing cloud-based services in order to
compete with other vendors. Simplifying the way by which their measurements
can be shared with actual HCPs would make their products more attractive for
patients.

¢ The HCP stores medical data about the patient in order to provide medical
treatment. This data can be exchanged through the LSP if the patient has given
permission for this.

Gaining access to measurements gathered by wearables could reduce the time
required per patient and improve the care they provide.

¢ Right now there are vendors and HCPs who provide anonymized data to research
institutions. It might be possible that while conducting research the institution
might learn a certain patient requires medical attention. If the anonymization
process could be reversed under these circumstances the research institution could
inform the HCP about this patient.

Currently vendors often share anonymized data with research institutions. Data
gathered by HCPs can be used for personal research or be shared with research
institutions, in an anonymized way, with consent from the patient[§]. However
the LSP provides no way of achieving or monitoring the exchange of this data.

¢ The LSP keeps track of which HCPs a patient has given permission to exchange
data. The system attempts to only allow them to share data relevant for the
treatment they provide. The LSP is responsible for logging any data exchange
taking place. These logs can be viewed by the patient.

3 Privacy and Security Considerations

Availability might be an issue. A lot of trust is being put into the LSP. The LSP
forms the centralized hub which connects the different parties wishing to exchange
data. If the LSP is offline no data can be exchanged between parties.

Sensitive Data is being collected by the vendors. Profile information gathered
usually includes full name, E-mail address, date of birth, gender, weight, height. Fur-
thermore depending on the wearables and smart devices used different metric informa-
tion will be gathered. These types of measurements include hearth rate, blood pressure,
weight, fat percentage, amount of steps taken, location. Usually every measurement
can be combined by a note or description given by the patient. In the future we can
only expect more types of metrics to be aggregated by these systems. Also permissions
granted by the patient to any HCP will also be linked to the patient’s data. Besides
the fact that identifiable information is often included, also proposedly anonymized
data is often still susceptible to linkage attacks[9]. Furthermore the data can be used
to learn a lot about individuals, their behaviours and daily routines.

Data Visibility. At the moment the vendor has insight into all the patients data
gathered by their products. Furthermore they grant themselves the right to use this
data to improve their own services, but also the right to use and sell the data to third
parties for e.g. advertisement purposes. The LSP is able to see all HCPs a patient is
attending and which types data they are collecting and exchanging. Furthermore in
case of a data breach the information gathered by vendors will be visible in plaintext
to any attacker.



Data Retention. Though most vendors offer patients the option to remove certain
measurements, often these measurements will only remove the link between the patient
and the measurement. Furthermore the link might even still exist in any backups of
the data.

Third parties. Many vendors provide ways through which third parties can use
the collected data. This third party might have a different privacy policy, rendering
guarantees regarding privacy given by the vendor meaningless. The data can be used
for any purpose the third party sees fit, such as advertisement or reselling.

Monitoring is mainly handled by the LSP. The LSP makes sure HCPs only ex-
change relevant information. There is no way for the patinet to verify the information
given by the LSP. When a patient requests insight into their file at a HCP, the HCP is
the one supplying this data, usually in printed form. This means the HCP is able to
tamper and modify the data.

4 Proposed E-Health Solutions

In order to improve the privacy in e-health several solutions have been proposed. In
this section different relevant works will be explained briefly.

4.1 Privacy through Encryption
4.1.1 End-to-End Encryption

By storing the data in an encrypted form it is possible to hide it from the vendor. One
way to achieve data sharing is by combining encryption at the endpoints with proxy
re-encryption[I0]. Proxy re-encryption allows encrypted data to be re-encrypted so
that it can be decrypted using a different key. This way data can be shared among
multiple parties without the need of sharing keys. Furthermore the encryption at
the endpoints means that any intermediate party can not view the data. Finally the
scheme still allows computations to be performed over the encrypted data, leaving
room for an extension where the storage provider provides some diagnostic service over
the encrypted data.

4.1.2 Polymorphic Encryption and Pseudonomysation

One way to achieve anonymization is through pseudonomysation [11]. A user’s ac-
tual identifier gets encrypted. Next the encrypted identifier can get reshuffied so it
will decrypt to different pseudonyms of this identifier. By reshuffling to a different
pseudonym for every party, identifiers can not be linked across different databases. A
separate party takes care of the reshuffling and reshuffles the identifiers so data can be
exchanged between different parties.

The basis of this system relies on an asymmetric ElGamal cryptosystem. The
cryptosystem uses randomized encryption and allows re-keying, re-shuffling and re-
randomization are possible. Re-keying allows a ciphertext to be modified so that
afterwards it can be decrypted using a different secret key. Re-randomization will
change the randomness in the encryption and re-shuffling will modify the ciphertext so
that it will decrypt to a differnet message.

The system achieves hiding of identifiers across different parties. However all data
remains visible in plain-text at the endpoints. This still leaves the system vulnerable
to linking and re-identification attacks, as exchanged data will be visible in plaintext.



4.2 Secure Computation

Encrypting the data is great for provide cloud-privacy. However often vendors perform
some computation on the data in order to provide some service or gain some analytical
insight in the usage of their product. Some vendors or service providers allows remote
diagnostics of biomedical signals. Such a service could be a standalone service, or part
of a complete e-health system providing storage and processing of medical data. The
user wants an analysis of their data without loss of privacy. At the same time the
service provider does not want to reveal their algorithm, as revealing this would allow
anyone to provide the same service.

4.2.1 Garbled Circuits

Garbled Circuits provide a way by which to parties can jointly evaluate a function over
their private inputs[12]. The one limitation being that function to be evaluated needs
to be described as a Boolean Circuit. Here one party constructs the garbled circuit
while the other party performs the evaluation. In the scenario of a patient wanting to
obtain a diagnosis without revealing his/her data, and a service provider in possession
of an algorithm to provide this diagnosis, garbled circuit can provide a solution. By
converting the diagnosis algorithm into a Boolean Circuit, this circuit can be garbled
by the vendor and evaluated by the patient without loss of privacy.

4.2.2 Linear Branching Programs

By modeling the service as a Linear Branching Program (LBP) the service can be
executed even on encrypted data[l3]. The basis is an LBP which can classify ECG
signals, thus providing a diagnosis. By evaluating this LBP in a privacy secure manner
using two-party computation it is shown that such a system can be implemented in an
efficient and secure manner. Two implementations, one using garble circuits and one
using a hybrid of homomorphic encryption and garbled circuits (hybrid) are proposed.
Both provide an accurate classification in a timely manner, with the garbled circuit
implementation running more efficient, but the hybrid implementation requiring less
communication. Though this work shows that such tools can be implemented in an ef-
fective and efficient manner, they do require a lot of tailoring specific to the application
in order to achieve the optimizations.

4.3 Searching over Encrypted Data

Storing the data in encrypted form means that performing search over the data becomes
a challenge. Especially the use of wearable might greatly increase the amount of data
over which needs to be searched.

One way to provide search over encrypted data is by giving each file a limited set
of keywords. Using some one-way function, such as a hash, these keywords are then
hidden. The hash gets stored on the server along with a pointer to the associated
file. A search can then be performed by comparing the hashes of keywords. This
provides a very basic search functionality, the keywords require an exact match oth-
erwise the query will give no result. In order to account for typos fuzzy search can
be applied[14][15]. The edit distance between two words is the amount of operations
required to turn one word into another. An operation can be the addition, removal or
replacement of a character. In this setup a maximum edit distance between a searched
keyword and a return keyword is defined. When a keyword is added to the database
not only the keyword hash itself, but also all keyword hashes within the maximum edit
distance are stored. When searching for a keyword a search is performed for the hash
of the keyword itself and all keywords within the edit distance.



5 Discussion

The potential of e-health should be clear. E-health can reduce the workload put on
doctors and give more control to patients. This could potentialy save costs and im-
prove the quality of health care. However, the architecture currently in place has its
limitations. The LSP provides a way for HCPs to exchange data but not for third par-
ties. Because of this integrating wearable into health care is still non-standardized and
difficult. The collected data could be of high value to research institutions. HCPs and
vendors decide which researchers gets access to the data, meaning the patient has no
insight into who has access to their (anonymized) information. The current architec-
ture has certain privacy and security considerations. The level of trust put in different
parties is high. Both the LSP and vendors receive high levels of trust, with the vendors
granting themselves ownership over the collected data, sharing it with third parties as
they see fit. Because of this it is difficult for patients to monitor for what purposes
their data is being used.

The scientific work in cryptography provides several tools to address these chal-
lenges. These tools all solve part of the challenges and together could form the basis of
a system architecture providing the basis for a modern e-health system where privacy
would be preserved. End-to-end encryption can be used to hide data from vendors,
while secure computation allows them to still provide the same services. By providing
proper methods for searching over this encrypted data an architecture can be designed
with privacy by design. More importantly control over the data moves from HCPs and
vendors back to the patient.
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