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A B S T R A C T

The Internet of Things (IoT) might yield many benefits for organizations, but like other technology adoptions
may also introduce unforeseen risks and requiring substantial organizational transformations. This paper ana-
lyzes IoT adoption by organizations, and identifies IoT benefits and risks. A Big, Open, Linked Data (BOLD)
categorization of the expected benefits and risks of IoT is made by conducting a comprehensive literature study.
In-depth case studies in the field of asset management were then executed to examine the actual experienced,
real world benefits and risks. The duality of technology is used as our theoretical lens to understand the in-
teractions between organization and technology. The results confirm the duality that gaining the benefits of IoT
in asset management produces unexpected social changes that lead to structural transformation of the organi-
zation. IoT can provide organizations with many benefits, after having dealt with unexpected risks and making
the necessary organizational changes. There is a need to introduce changes to the organization, processes and
systems, to develop capabilities and ensure that IoT fits the organization’s purposes.

1. Introduction

The “Internet of Things” (IoT), is a growing network of objects that
communicate between themselves and other internet-enabled devices
over the Internet (Hounsell, Shrestha, Piao, & McDonald, 2009; Ramos,
Augusto, & Shapiro, 2008). IoT allows us to monitor and control the
physical world remotely (Ramos et al., 2008). As such, adopting IoT
may provide a wide variety of benefits for organizations and the re-
sulting big data offers the potential for organizations to obtain valuable
insights (Dwivedi et al., 2017; Hashem et al., 2015). However, risks and
factors abound which may have significant, unintended effects on or-
ganizations and their intention in utilizing IoT (Scarfo, 2014). IoT may
become part of the structures which constrain individual actions. For
example, adopting IoT for access control to enter public transportation
may improve efficiency, but removing the human element of con-
ductors in trains and busses may introduce unexpected risks such as
increased incidences of vandalism, requiring new organizational
structures to mitigate these risks. Literature mentions different benefits
and risks for organizations but there is no analysis synthesizing the
duality of these benefits with related risks in a comprehensive over-
view. There is a need to address the potentially unanticipated impacts
of IoT adoption (Ma, Wang, & Chu, 2013; Neisse, Baldini, Steri, &
Mahieu, 2016) and to investigate the impact of IoT adoption on

organizations in a systematic manner (Haller, Karnouskos, & Schroth,
2009). Little attention has been paid to how IoT adoption may impact
organizations either with regards to achieving benefits or mitigating
unexpected risks, leading to unintended consequences, which has led to
calls for further research in this area (Hsu & Lin, 2018; Lin et al., 2017).
The objective of this paper is to analyze the impact of IoT on orga-

nizations. Without addressing the negative aspects as well as the posi-
tive we cannot fully describe the impact of IoT adoption by organiza-
tions. Technology and society are intertwined, and analytical efforts to
analyze either as a distinct concept are increasingly being questioned
(Boos, Guenter, Grote, & Kinder, 2013). This dual influence has not yet
been recognized in studies that attempt to determine whether adoption
of IoT has “positive” or “negative” (e.g. risks) effects on organizations.
In this paper we address the need for understanding the impact of IoT
adoption throughout the organization by taking a structural view and
looking at how IoT adoption impacts organizations through a duality of
technology lens (Orlikowski, 1992). The duality of technology integrates
the assumption that IoT adoption introduces forces which result in
certain (positive or negative) impacts and that IoT is adopted due to
strategic choice and actions (Orlikowski, 1992). In other words, orga-
nizations choose to adopt IoT due to the benefits that IoT in general is
expected to deliver, however, achieving these end-state benefits may
lead to structural changes which are often unexpected. Organizations
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often underestimate the impact that IoT adoption has on the organi-
zation, and often do not fully understand the organizational conditions
and consequences of successfully adopting IoT.
Orlikowski’s (1992) concepts allow us to recognize that IoT adop-

tion necessarily has both restricting and enabling implications for or-
ganizations. Which implication dominates may depend on a variety of
factors, including the autonomy, capability, actions and motives of the
actors implementing and using IoT, as well as the organizational con-
text within which IoT is adopted (Orlikowski, 1992). The central re-
search question is motivated by the lack of research on the analysis of
IoT adoption in organizations, with specific regards to the limited un-
derstanding of the benefits and risks of IoT adoption in organizations,
and asks how IoT adoption may impact organizations? We broke the
main research question up into four sub-questions, namely:

1 What are the benefits of IoT for organizations?
2 What are the risks of IoT for organizations?
3 What are the organizational conditions of IoT adoption?
4 What are the organizational consequences of IoT adoption?

The methods used to answer the questions and achieve the objective
include identifying potential benefits and risks of IoT adoption through
a literature review and two case studies were analyzed using the multi-
method approach. The cases selected were both located within a single
organization, within the context of asset management with regards to
large scale, physical infrastructure in the Netherlands. The organization
under study is the Directorate General of Public Works and Water
Management of the Netherlands, commonly known within The
Netherlands as “Rijkswaterstaat” (RWS). RWS is part of the Dutch
Ministry of Infrastructure and the Environment and is responsible for
managing the major road and water networks within the Netherlands.
The results show that in order to achieve the expected benefits, orga-
nizations often need to react to unexpected risks which arise during the
adoption process by making organizational changes. The Duality of
Technology (Orlikowski, 1992) is used as a theoretical lens to de-
termine relationships and reactions during the adoption process. The
main contribution of this paper are 1) the identification of potential
benefits and risks of IoT, 2) empirically evaluate if the benefits and risks
factors identified in the literature also materialize in practice, and 3) to
analyze in detail how benefits are realized and risks are faced in dif-
ferent organizational and domain contexts.
The paper reads as follows: the literature review deriving a com-

prehensive list of benefits and risks is presented in Section 2; the
methodology used in this research is described in Section 3. The results
of the two case studies are presented in Section 4. The resulting benefits
of IoT adoption in the cases are presented followed by the risks. The
results of the cases are discussed in Section 5. Finally, conclusions and
recommendations for future research are drawn in Section 6.

2. Literature review

The literature review method proposed by Webster and Watson
(2002) was followed to methodologically analyze and synthesize
quality literature. The goal of the literature review is to gain an un-
derstanding of the current knowledge base with regards to why and
how organizations adopt IoT and what risks organizations may face
once the adoption process has begun. This paper utilizes the Duality of
Technology theory (Orlikowski, 1992) as a practice lens for studying
IoT in organizations. We therefore discuss literature which helps us
understand how IoT adoption structures organizations, taking into ac-
count research into the adoption and impact of technology on organi-
zations as suggested by research on other disrupting technologies such
as Electronic Data Interchange (EDI) and Enterprise Resource Planning
(ERP) software. In order to understand the duality of IoT we look at the
expected benefits and risks of IoT. Benefits help us understand why
organizations choose to adopt IoT whereas understanding the risks

involved helps us understand the impact of IoT adoption on the orga-
nization.
With regards to adoption of technology, in July 2018 the keywords:

“adoption”, “technology” and “organizations” returned 23,391 hits in
the databases Scopus, Web of Science, IEEE Explore and JSTOR.
Filtering these results for the domains “Technology”, “Policy and
Administration” and “Management and Organizational Behavior” re-
turned 3585 hits. We selected 52 articles based on the criteria that the
articles contained a theoretical discussion on adoption models of new
technologies regarding the structuration of organizations through
technology adoption.
With regards to the benefits and risks of IoT adoption, in July 2018

the keywords: (“Internet of Things” OR “IoT”), “benefits”, and “risks”
returned 139 hits within the databases Scopus, Web of Science, IEEE
explore, and JSTOR. We then filtered these results and performed a
forward and backward search and selected fifty relevant articles based
on the criteria that they specifically referred to potential benefits or
risks with regards to the adoption of IoT in organizations. Following
Webster and Watson (2002), we compiled a matrix of concepts into
which the literature was grouped (see Table 3). The resulting risks and
benefits found in the literature were often perceived benefits and risks
and it was not clear if they actually could be found in practice and how
the benefits and risks are interrelated. In the literature benefits and
risks are often assumed to occur, but there was no systematic account of
the evaluation in practice and if they were actually accomplished and
for whom.
The following sections are organized as follows: first the adoption of

technology in relation to duality of technology theory is discussed in
Section 2.1, then the potential benefits of IoT adoption are discussed in
Section 2.2 and finally the potential risks carried by adoption of IoT are
discussed in Section 2.3.

2.1. Adoption of technology in organizations

Duality of technology (Orlikowski, 1992) describes technology as
assuming structural properties whilst being the product of human ac-
tion. As such, technology is created by actors in a social context, and
socially constructed by actors by attaching different meanings to it, and
thus, technology results from the ongoing interaction of human choices
and institutional contexts (Orlikowski, 1992). Orlikowski (1992) ex-
plains that previous research studies in the fields of technology and
organizations have focused on the views that technology is either an
objective, external force that has a deterministic impact on organiza-
tional properties such as structure, or that human action is an aspect of
technology whereby technology is an outcome of strategic choice and
social action. For example, The technology acceptance model (TAM)
(Davis, Bagozzi, & Warshaw, 1989) is often used for explaining and
technology usage, the belief being that this behavior is influenced by
attitude and intention. However, TAM is criticized as being incomplete
for considering only part of the attributes of the innovation process (Wu
& Wu, 2005) and Legris, Ingham, and Collerette (2003) suggest that it
should be integrated into a broader model which includes social change
processes. Similarly, (Rogers, 1983) Diffusion of Technology regards
technology adoption as being a conscious decision to make “full use of
an innovation as the best course of action available” (Rogers, 2010, p.
177), with diffusion being “the process in which an innovation is
communicated thorough certain channels over time among the mem-
bers of a social system” (Rogers, 2010, p. 5). Orlikowski (1992) suggests
that both models are incomplete, and proposes a reconceptualization of
technology that takes both perspectives into account, proposing a
structuration model of technology by exploring the relationship be-
tween technology and organizations, based on Giddens., 1976 Giddens
(1976),” Theory of Structuration”. Giddens., 1976 Giddens (1976)re-
cognizes that “human actions are both enabled and constrained by
structures, yet that these structures are the results of previous actions”
(Orlikowski, 1992, p.404). In their structuration model of technology,
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Orlikowski (1992) identifies four main relationships, namely: 1) tech-
nology as a product of human agency, 2) technology as a medium of
human agency, 3) organizational conditions of interaction with tech-
nology and, 4) organizational consequences of interaction with tech-
nology.
According to Orlikowski (1992), understanding technology as con-

tinually being socially and physically constructed requires dis-
criminating between human activity which affects technology, and
human activity which is affected by technology (López-Muñoz &
Escribá-Esteve, 2017). Orlikowski (1992) identifies technology as being
the product of human action, while it also assumes structural proper-
ties. Furthermore, technology is physically constructed by actors
working in a given social context and socially constructed by actors
through the different meaning they attach to it. Research in the so-
ciology of technology suggests that the evolution of new applications is
a process of social interaction between multiple agents (Allen, 2003;
Kabanda & Brown, 2017). According to Orlikowski (1992), agency re-
fers to capability not intentionality, and action taken by actors may
have unintended consequences. For example, Mirvis, Sales, and Hackett
(1991) suggest that technology can influence the layers of hierarchy in
companies, with regards to delegation of responsibilities, or chosen
strategy (Buonanno et al., 2005), the suggestion being that technology
is an important factor driving organizational behavior (Mendel,
Meredith, Schoenbaum, Sherbourne, & Wells, 2008; Subramanian &
Nilakanta, 1996). As suggested by Boyne, Gould-Williams, Law, and
Walker (2005), the successful usage of technology is dependent on
constraints which include: 1) the context within which public organi-
zations operate (Buonanno et al., 2005; Damanpour & Gopalakrishnan,
1998; Damanpour & Schneider, 2006; Quinn & Hall, 1983), 2) the
characteristics of the organization (Law & Ngai, 2007; Wejnert, 2002),
and 3) the nature of the technology itself (Peansupap & Walker, 2005).
According to Orlikowski (1992), technology is interpretively flexible.
However interaction of technology and organization is a function of the
different actors and the socio-historical contexts implicated in its de-
velopment and use. For example, (Law & Ngai, 2007) suggest that
business processes being a close fit with the defined ERP processes are
essential for ERP adoption success.

2.2. Expected benefits of IoT adoption for organizations

The impact of IoT adoption on organizations is primarily related to
the data which IoT generates. IoT having three aspects “Big”, “Open”,
and “Linked” (BOLD) (Dwivedi et al., 2017). Firstly, IoT generates large
amounts of data which is often of better quality than data generated by
traditional means, being: 1) of higher granularity and often greater
accuracy; 2) being of greater heterogeneity, coming from a multitude of
sources; 3) being more timely than traditional data, often being real or
near real-time; and 4) having substantially larger volumes. As such, IoT
data is often referred to as “Big” data, having volume, variety and ve-
locity (Kaisler, Armour, Espinosa, & Money, 2013). However, IoT
generated Big Data also carries associated risks, often related to the
management of the data and to IT infrastructural limitations. Secondly,
the open aspect of IoT means that data which is created for one parti-
cular use may be used in multiple applications to achieve multiple
goals, and reveal previously unforeseen insights. However, this open
aspect can also provide challenges related, for example, to security.
Thirdly, the linked aspect of IoT allows organizations to combine data
from a multitude of sources, combining data from “things” with more
traditional data. However, this linked aspect can also provide chal-
lenges related, for example, to privacy. In the following sections, the
expected benefits of IoT adoption are explored, followed by a discussion
of the expected risks of IoT adoption. In this section we discuss the
potential organizational benefits of IoT by addressing the three aspects
of BOLD. We begin by discussing the improvements and benefits of Big
Data generated by IoT, then we discuss potential improvements and
benefits of IoT with regards to the open aspect of IoT, and finally we

discuss the potential improvements and benefits of IoT with regards to
the linked aspect of IoT.

2.2.1. Benefits related to big data generated by IoT
An important enabling factor for IoT adoption is the blended in-

tegration of several technologies and communications solutions such as
identification and tracking technologies, wired and wireless sensor and
actuator networks, enhanced communication protocols, and distributed
intelligence for smart objects (Atzori, Iera, & Morabito, 2010), Radio
Frequency Identification technology, Electronic Product Code tech-
nology, and ZigBee technology (Chen & Jin, 2012). The heterogeneity
of IoT means that, for example, many different types of sensors from
multiple sources can be used for enabling public safety and compliance
to regulations for example, potentially providing control mechanisms
that are more effective than traditional methods (Atzori et al., 2010;
Boulos & Al-Shorbaji, 2014; Chen & Jin, 2012; Chui, Löffler, & Roberts,
2010; Gubbi, Buyya, Marusic, & Palaniswami, 2013). As such, Big Data
analytics can play an important role in enabling smart governance
(Meijer & Bolívar, 2016), aiding collaboration between cooperating
agencies (Hashem et al., 2016).
Chui et al. (2010) suggest that timely information from networked

things improves decision-making, allow for improved analysis with
regards to tracking or situational awareness. IoT applications not only
enable more efficient data gathering but through automation they also
allow capturing new data with higher granularity about processes and
work activities. According to Rathore, Ahmad, Paul, and Thikshaja
(2016), smart management of the traffic system with the provision of
real-time information to the citizen based on the current traffic situa-
tion has a major impact on the citizen life and enhances the perfor-
mance of the Metropolitan authorities. Rathore et al. (2016) also refer
to the volumes of data that IoT produces, and reducing the standard
error of mean in data analysis and can result in greater trust in the
provided results (Barde & Barde, 2012). Kwon, Lee, and Shin (2014)
suggest that big data adoption can have a major influence on data
quality. As such, the improved timeliness and sheer volumes of data
provided by IoT can enhance the performance of organizations, im-
proving operational planning and the ability to react quickly to pre-
viously unforeseen events. Furthermore, especially in the asset man-
agement domain, IoT is increasingly being used to monitor the health
and quality of organizational assets (Kwon, Hodkiewicz, Fan, Shibutani,
& Pecht, 2016).

2.2.2. Benefits related to the openness of IoT
According to Boos et al. (2013), IoT applications are mainly seen as

allowing automation of data capture thereby making manual inter-
vention for data capture unnecessary. IoT provides big data which may
be made available for open general use (Hashem et al., 2016). Making
data and information available to the public can improve organiza-
tional transparency (Castro, 2008), helping improve business processes
(Brous, Janssen, & Herder, 2018), and reducing waste. Enabling con-
sumer self-service though IoT can empower citizens and business
through better access to information (Boulos & Al-Shorbaji, 2014;
Gubbi et al., 2013).
Haller et al. (2009) and Fleisch, Sarma, and Subirana (2006) believe

that business value can be derived from IoT by improving real-world
visibility, and business process decomposition as IoT enables organi-
zations to monitor what is happening in the real world at real-time,
increasing service flexibility and service effectiveness, allowing better
decision making, and often leading to new revenue streams (Bi, Da Xu,
& Wang, 2014; Haller et al., 2009). Eventually, the capability of IoT to
inform and automate can subsequently lead to a transformation of ex-
isting business processes (Boos et al., 2013).

2.2.3. Benefits related to the linked aspect of IoT
According to Bi et al. (2014) and Fleisch (2010), the linked aspect of

IoT can reduce labor costs and empower the public by enabling
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consumer self-service, such as self-service check-outs in supermarkets.
The resulting collated data can then be aggregated leading to insights
into product demand, helping supermarkets improve the quality of their
selection and improve customer satisfaction. Fleisch (2010) believes
that being able to link data from different sources means that IoT can
enable fraud detection, reducing fraud related costs and increasing
consumer trust. Furthermore, the insights gained by the linking of data
from various sources allows organizations to communicate more ef-
fectively with their clients, providing new communication opportu-
nities and supporting additional service revenues (Fleisch, 2010).
According to Hashem et al. (2016), effective analysis and utilization

of big data are important success factors in many business and service
domains. This involves the capacity of IoT technologies to cost effec-
tively collect data about work processes without time consuming phy-
sical counts (Boos et al., 2013) so that insights from processed data and
analysis can be used to improve efficiency, effectiveness and com-
pliancy.

2.2.4. Synthesis of potential benefits
As suggested above, the benefits of IoT technologies for organiza-

tions are primarily derived from the availability of more granular in-
formation which is automatically collected and readily shareable soon
after it is generated (Harrison, 2011; Vesyropoulos & Georgiadis, 2013).
By way of example, Harrison (2011) suggests that more granular in-
formation can provide better analysis of track and trace information,
and can help balance supply and demand. According to Lytras,
Mathkour, Abdalla, Yáñez-Márquez, and De Pablos (2014), trust in IoT
as a reliable receiver and transmitter of critical information is important
for the realization of more advanced business scenarios. Table 1 below
summarizes the potential benefits of IoT for organizations.
In short, IoT can deliver a variety of benefits related both to the real-

time measurement and analyses of sensor data efficiency of services,
improved effectiveness of services, and improved flexibility of services
as to trend analysis of historical data over time.

2.3. Risks of IoT adoption for organization

In this section we discuss possible changes to organizations caused
by IoT adoption and the resulting risks that these changes bring about
using the three aspects of BOLD.

2.3.1. Unexpected risks related to big data generated by IoT
According to a number of researchers, data leaks could severely

impact individual privacy by revealing sensitive personal information
such as personal habits or personal financial information (Fan, Wang,
Zhang, & Lin, 2014; Hossain & Dwivedi, 2014; Hummen, Henze,
Catrein, & Wehrle, 2012; Skarmeta, Hernandez-Ramos, & Moreno,
2014). It is therefore important to prevent the unauthorized access and
misuse of this information whilst allowing necessary and allowed access
to generated data (Skarmeta et al., 2014). As such, whilst Big Data may
provide us with the data we need to be able to uncover previously
unforeseen insights, the duality of IoT can be found in the changes to
organizations that are necessary to be able to convert Big Data into
usable information whilst protecting the rights of the individual. Whilst
big data is often believed to improve the quality of data, the veracity
and velocity of big data may make interpretation more difficult
(Wahyudi, Pekkola, & Janssen, 2018).
The duality of IoT also means that changes occurring in staff and

organizational processes can in turn lead to further changes to the IT
infrastructure as staff become more aware of the possibilities of Big
Data and as new requirements become available. According to Dwivedi
et al. (2017), there is not one proven or best infrastructure, and data
quality is often unclear and needs to be investigated (Wahyudi et al.,
2018). As such, unforeseen risks may also include technical issues such
as limitations in information technology (IT) infrastructural capabilities
(Fan et al., 2014; Hummen et al., 2012; Kranenburg et al., 2014; Prasad
et al., 2011; Scarfo, 2014; Wiechert, Thiesse, Michahelles, Schmitt, &
Fleisch, 2007; Yazici, 2014; Zeng, Guo, & Cheng, 2011), and data
management (Blackstock & Lea, 2012; Gilman & Nordtvedt, 2014;
Stephan et al., 2013).
Dealing with these risks often cause unforeseen costs, (Reyes, Li, &

Visich, 2012) including reduced return on investment (Brous & Janssen,

Table 1
Synthesis of potential benefits of IoT for organizations.

BOLD aspect Improvements generated by IoT Resulting Organizational Benefits

Big Better data quality: higher granularity of data which is timely and accessible provides more
insights for strategic managers

Real-time and accurate insights into strategic threats and
opportunities due to improved forecasting and trend analysis

Increased numbers and heterogeneity of data sources allow for predictive maintenance and
ability to combine insight into potential service interruption with available staff, allowing
organization to better planning with regards to capacity and priority

Improved planning with regards to management and maintenance

Greater volumes of data provide insights into potential operational improvements such as
reduction of unnecessary spending or greater potential for flexible capacity leading to
reduced operational costs.

Reduction of costs due to insights into operational inefficiencies

More timely data providing real-time information allows organizations to streamline
services, reducing unnecessary overhead and improving the ability to react timely to events

Improved speed and efficiency of services due to the provision of
real-time information

Open Greater availability of data allows managers to better inform their clients Improved reputation due to better transparency
Increased numbers of data sources and the ability to combine different data provides insight
into unexpected activity

More efficient enforcement of regulations

In-time detection of events allows organizations to react more precisely and more
accordingly to these events, improving the effectiveness of their services

Improved effectiveness of services due to in-time detection

Linked Being able to link data from multiple sources allows improved interaction between client and
organization, improving the ability of clients to make their specific needs known and
improving the speed with which organizations can react to changing needs and provide
bespoke services

Improved reputation due to higher levels of client empowerment

Better oversight reduces the need for overly bureaucratic processes, allowing organizations
to streamline policy and regulations.

More efficient regulations due to the ability to monitor activities
from a distance

Linking data from multiple sources provides potential for improved interaction with the
client and may provide insight into previously unknown needs, leading to new product and
service lines and new streams of revenue

New revenue streams due to insights into previously unforeseen
product and service lines

The ability to connect more data, of better quality from new sources such as IoT, providing
greater insight into (potential) service disruptions, which allows organizations to have
greater flexibility in their approach to resolution of service disruption or the generation of
new, bespoke services

Improved flexibility of services: broader applications due to linking
multiple sources
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2015a; Brous, Janssen, Schraven, Spiegeler, & Duzgun, 2017). High
costs should be considered an important risk to the adoption of IoT (Fan
et al., 2014; Harris, Wang, & Wang, 2015; Nam & Pardo, 2014; Qiao &
Wang, 2012; Yazici, 2014), as the costs of realizing a fully functional
IoT system can be substantial.

2.3.2. Unexpected risks related to the openness of IoT
As discussed above, an important enabler of IoT is to permit others

to access and use the things that have been published publicly on the
Internet and many believe that should be possible for users to make use
of things that others have shared and to make use of things in their own
applications, perhaps in ways unanticipated by the owner of the thing
(Blackstock & Lea, 2012). According to Zuiderwijk and Janssen (2014),
much of the existing research regarding the “openness” of data has
oriented towards data provision. However, the duality of the openness
of IoT means that a mature set of mechanisms is required to publish and
share things as well as ensure that they are findable and accessible
(Blackstock & Lea, 2012). For example, Qian and Che (2012) describe
search locality, scalability and real-time processing as strong barriers to
IoT implementation. According to Qian and Che (2012), existing
searching techniques are based on remote information sharing and
often fail to effectively support local search of physical objects.
The duality of continuously monitoring a wide range of things

within a variety of situations, means that there are several technolo-
gical and regulatory challenges that need to be addressed. Often cited
technical and regulatory challenges are related to data ownership
(Hossain & Dwivedi, 2014), security, and sharing of information
(Scarfo, 2014). However, new security issues are increasingly becoming
evident (Ortiz, Lazaro, Uriarte, & Carnerero, 2013), and there are few
convincing solutions for providing fine grained access control for IoT
applications (Brous & Janssen, 2015a; Brous et al., 2017), especially
when sensitive data is involved (Fan et al., 2014; Harris et al., 2015;
Hummen et al., 2012).

2.3.3. Unexpected risks related to the linked aspect of IoT
According to Zeng et al. (2011) it is not uncommon for IoT systems

to be both directly and indirectly integrated with existing applications,

as, for example, RFIDs are often indirectly integrated through a RFID
reader and directly integrated through an embedded server. IoT tech-
nology can be highly heterogeneous in terms of protocols and cap-
abilities, etc. Whilst we have seen that some researchers argue the
benefits of data heterogeneity, the duality is that the heterogeneity at
the device level can also be a serious impediment to IoT adoption due to
interoperability issues (Shadbolt et al., 2012; Zeng et al., 2011). Fur-
thermore, consumers of data are often also heterogeneous (Brous &
Janssen, 2015a; Brous et al., 2017), and different applications might
employ different methods of data processing. According to Zeng et al.
(2011) the heterogeneity of IoT makes the design of IoT architectures
very challenging. This is underlined by Qian and Che (2012) as they
determine that searching in IoT requires a methodology of architecture
design of search engines as designing an appropriate search engine for
IoT is non-trivial. This can mean that although linking IoT data can
provide benefits (Brous & Janssen, 2015b), a lack of policies and im-
plementation guidelines can also greatly impede the adoption of IoT
(Shadbolt et al., 2012).
Adoption of IoT introduces the need for new skills, staff to provide

these skills and new organizational forms and processes (Brous et al.,
2018). For example, finding and employing qualified personnel can
present enormous challenges due to shortages of skilled staff (Speed &
Shingleton, 2012; Yazici, 2014), as well as limited training and edu-
cational options (Harris et al., 2015). Many researchers also suggest
that a reluctance to change or to learn new technologies can be pre-
valent in many organizations (Pedro & Jaska, 2007; Reyes et al., 2012;
Speed & Shingleton, 2012; Yazici, 2014).

2.3.4. Synthesis of risks
People must be willing to take part in the system as, according to

Kranenburg et al. (2014), successful IoT implementations often depend
on people participating and sharing information (Fan et al., 2014; Nam
& Pardo, 2014; Zeng et al., 2011). Kranenburg et al. (2014) believe that
trust and confidence in IoT and the perceived value that the IoT creates
is of great importance. The more trust and confidence users have in the
system, the more willing they will be to participate. Conversely, the less
trust in the system, the less people will be willing to participate (Brous

Table 2
Synthesis of potential risks generated by IoT adoption in organizations.

BOLD
aspect

Unexpected Changes Caused by IoT Adoption Resulting Organizational Risks

Big Changes to laws and public opinion means that organizations need to be aware
of potential disclosure of individual data which could reveal sensitive
information such as personal habits or personal financial information.

Data privacy conflicts resulting in reputational damage and possible legal
action. Changes in accuracy of data on which decisions are made.

High development and implementation costs are important impediments to the
implementation and application of IoT often results in unforeseen expenditure.

High implementation costs can result in unexpected, added pressure on tight
budgets.

Limitations in information technology (IT) infrastructural capabilities and data
management with regards to increasing volumes and speeds of data delivery
mean that structural changes to the IT infrastructure of organizations are often
required.

Difficult interoperability and integration mean that architecture, energy
efficiency, security, protocols and quality of service can be affected by IoT
adoption.

Open Technological and regulatory challenges regarding data sharing and data
protection often need to be addressed during IoT adoption.

Data security breaches and data leaks leading to reputational damage, potential
loss of intellectual property and lost production.

Sophisticated mechanisms to publish and share things and ways to find and
access those things often need to be developed.

The need for solutions for providing fine grained access control need to be
developed restricts organizations in their ability to share data responsibly with
the right people at the right time.

A lack of standard IoT architectures and missing chains in IoT research and
development means that organizations often need to develop their own
architectures and technologies which, in turn can impact the market

Conflicting market forces of supply and demand mean that organizations often
need to develop their own research and development regarding IoT, often in
cases where IoT is not their core business. However, a lack of sufficient
knowledge regarding IoT can inhibit this development.

Linked Policies and regulations regarding IoT and the linking of data and things often
need to be developed.

Lack of sufficient legal frameworks mean that organizations are often exposed to
either over-linkage leading to security or privacy issues, or take unnecessary
steps to prevent linkage, reducing the level of benefits.

A lack of acceptance of IoT means that organizations often need to develop trust
in the new systems. The greater the trust of users in the IoT, the greater their
confidence in the system and the more willing they will be to participate.

Lack of trust in IoT means that implemented systems are often not fully
exploited resulting in a reduction of benefits.

The heterogeneity traits of the overall IoT system make the design of a unifying
framework and the communication protocols a very challenging task, especially
with devices with different levels of capabilities.

Linking heterogeneous data from heterogeneous data sources can create data
quality issues resulting in misleading information.
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et al., 2017). As such, the duality of IoT suggests that organizations
need to position themselves carefully within this arena (Harris et al.,
2015; Stephan et al., 2013; Yazici, 2014) and should consider the role
they play in enabling IoT development. For example, trust related
conflicting market forces can play substantial roles in the success or
failure of IoT (Fan et al., 2014; Misuraca, 2009; Qiao & Wang, 2012;
Wiechert et al., 2007). Table 2 below synthesizes the potential risks
generated by IoT adoption in organizations.
In short, IoT faces a variety of risks related to the proper use, such as

privacy and security, for example, as well as proper management of the
data collected by the vast number of interconnected things.

2.4. Organizational conditions of IoT adoption

Damanpour and Gopalakrishnan (1998) believe that due to the
stability of the environments in which they occur, many organizations
with low adoption rates have, in the past, tended to have a hierarchical
or mechanistic organizational form, meaning that these organizations
will adopt innovations infrequently. According to Damanpour and
Gopalakrishnan (1998), because of the stable environments sur-
rounding many public organizations, organizational change usually
entails modifications to business processes and IT systems, forcing in-
novations to be incremental and to be designed to reuse existing sys-
tems in different configurations rather than to create new ones. Herder,
de Joode, Ligtvoet, Schenk, and Taneja (2011) believe that organiza-
tions within the public sector need to be predictable and transparent.
This may create a hesitation to apply new methods as witnessed by the
resistance of asset managers to trust data driven insights. According to
Damanpour and Gopalakrishnan (1998), organizational forms that are
most effective in adopting innovations include the organic and ad-
hocracy organizational forms (Quinn & Hall, 1983). This demonstrates
a more organic structure in which the organization is designed to be a
more creative environment with an emphasis on trust. Trust is identi-
fied as being critical to acceptance of IoT in organizations (Brous et al.,
2017). Psychological resistance to IoT can have a strong negative in-
fluence on the acceptance of IoT by asset managers. Asset managers
therefore need to be able to trust the system in order to have the con-
fidence to make correct decisions at the right time based on secure and
correct data. However, the case studies also show that asset managers
often have an inherent distrust of systems over which they have little
understanding and control (Backer, Liberman, & Kuehnel, 1986).
Furthermore, research in data governance (Brous, Janssen, &

Vilminko-Heikkinen, 2016) has shown that a formalized data govern-
ance structure which is a fit with the specific organization, does need to
be implemented in order to enable IoT adoption in asset management
organizations. This is because automating decision-making often incurs
business process related changes which can be found in aligning com-
plex data structures. For example, decision making can be performed at
a more strategic, regional level as opposed to at the local, operational
level. It is important to ensure that data provenance is well organized so
that it is clear where responsibilities and accountabilities lie throughout
the data lifecycle (Brous et al., 2017). This may create tension in the
organization due to a principle agent problem as suggested by Herder
et al. (2011) in which the one who pays is not always the one who
decides and is often not the one who benefits from the investment. It is
therefore important that data provenance is organized in such a way
that inter-departmental teams are aware of the goals behind IoT
adoption so that they understand why certain activities need to be
performed that may not necessarily have a direct influence on their part
of the process. For example, when business processes become auto-
mated, people assume new or different roles and people-made decisions
are often elevated to more strategical levels. This also often means
changes in the organization as people are asked to perform other tasks
in changing social and cultural environments and often in changing
organizational structures (Damanpour & Schneider, 2006; Mitropoulos
& Tatum, 1999; Skogstad & Einarsen, 1999). As such, with regards to

organizational related changes brought about by IoT adoption and in
agreement with Weber et al. (2009) there is no “one-size-fits-all” ap-
proach to data governance.
Environmental characteristics may refer to the sector within which

the organization operates, or may represent cultural, societal, political
or geographical conditions (Wejnert, 2002). According to Herder et al.
(2011), settings resemble non-competitive, monopolistic environments
should result in less incentive for organizations to quickly absorb best
practices than would be expected in a competitive setting. However, as
suggested by Aarons, Hurlburt, and Horwitz (2011), external policy and
regulation may be positively associated with adoption of new tech-
nologies, including specific enactment of policies, legislation, or reg-
ulations on innovation adoption.

2.5. Organizational consequences of IoT adoption in organizations

According to Orlikowski (1992), understanding technology as con-
tinually being socially and physically constructed requires dis-
criminating between human activity which affects technology, and
human activity which is affected by technology (López-Muñoz &
Escribá-Esteve, 2017). Orlikowski (1992) identifies technology as being
the product of human action, while it also assumes structural proper-
ties. Furthermore, technology is physically constructed by actors
working in a given social context and socially constructed by actors
through the different meaning they attach to it. Research in the so-
ciology of technology suggests that the evolution of new applications is
a process of social interaction between multiple agents (Allen, 2003;
Kabanda & Brown, 2017). According to Orlikowski (1992), agency re-
fers to capability not intentionality, and action taken by actors may
have unintended consequences. For example, Mirvis et al. (1991) sug-
gest that technology can influence the layers of hierarchy in companies,
with regards to delegation of responsibilities, or chosen strategy
(Buonanno et al., 2005), the suggestion being that technology is an
important factor driving organizational behavior (Mendel et al., 2008;
Subramanian & Nilakanta, 1996). As suggested by Boyne et al. (2005),
the successful usage of technology is dependent on constraints which
include: 1) the context within which public organizations operate
(Buonanno et al., 2005; Damanpour & Gopalakrishnan, 1998;
Damanpour & Schneider, 2006; Quinn & Hall, 1983), 2) the char-
acteristics of the organization (Law & Ngai, 2007; Wejnert, 2002), and
3) the nature of the technology itself (Peansupap & Walker, 2005).
According to Orlikowski (1992), technology is interpretively flexible.
However interaction of technology and organization is a function of the
different actors and the socio-historical contexts implicated in its de-
velopment and use. For example, (Law & Ngai, 2007) suggest that
business processes being a close fit with the defined ERP processes are
essential for ERP adoption success.
According to Brous et al. (2018), organizational consequences of IoT

adoption include significant changes to business processes within the
organization although automating business processes remains challen-
ging (Mihailovic, 2016). As suggested by Herder et al. (2011), most
organizations include a variety of actors and stakeholders and this
multi-agent setting complicates the implementation of innovation as
decision-making may often involve a long process which could involve
political trade-offs and stakeholder consultations. As such, people re-
lated changes wrought about by IoT adoption in organizations may be
seen in the way people themselves have to adapt to new technologies as
suggested by Solomons and Spross (2011). In line with Solomons and
Spross (2011), when there is no attention to the cultural dimension of
asset management through IoT, improvement results are not acknowl-
edged by the organization, success is not rewarded and improvement
behaviors do not become embedded in practice. This suggests that the
ability of tactical staff to observe meaningful results and achieve ex-
pected benefits is important to implementing and sustaining IoT
adoption as suggested by Feldstein & Glasgow (2008).
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3. Methodology

The paper uses case study research investigated using a multi-
method approach to examine IoT adoption in organizations. According
to Choudrie and Dwivedi (2005), case study is a widely chosen method
for examining technology adoption issues. The research design follows
the case study methodology proposed by Yin (2003). The design of case
study research includes the research questions, the propositions for
research, the unit of analysis, the logic which links the data to the
propositions and the criteria for interpreting the findings (Yin, 2003). A
background of relevant literature was developed in which the research
was placed in context, and the expected benefits and risks that IoT
adoption may bring were identified from previous research. The case
study method was employed to examine how IoT adoption in real life
settings have impacted organizations. Case study research was chosen
as the main research method in order to exam the effects of IoT
adoption in a real-world context (Eisenhardt, 1989; Yin, 2003). Ac-
cording to Eisenhardt (1989), a broad definition of the research ques-
tion is important in building theory from case studies. As discussed
above, this research asks how IoT adoption may impact organizations.
IoT has much potential, however, the full impact of IoT adoption on
organizations has not yet been investigated systematically and remains
largely anecdotal.
This article relies on the concepts of duality of technology

(Orlikowski, 1992) to derive preliminary propositions, assuming that
organizations initiate IoT adoption in order to achieve expected bene-
fits, but that these benefits often introduce unexpected risks which re-
quire mitigation as seen below in Fig. 1.
Duality of technology suggests that IoT adoption comprises deci-

sions on a technical level, but these decisions cannot be isolated from
organizational aspects. The unit of analysis, the organization, sets the
boundaries for the case with regard to generalizability of its results.
Duality of technology is also used as the logic which links the data to
the propositions in the case analysis and serves as guidance for the
interpretation of findings. The duality of technology lens was used in
the following way: 1) viewing IoT as a product of human action, the IoT
system and its development was described and expected benefits of the
cases were listed; 2) viewing IoT as a medium of human action, the uses
and constraints of the system were analyzed and described; 3) looking
at the institutional conditions of interaction with IoT, the human and
organizational changes which were deemed necessary to be able to use
and manage the system were listed and analyzed; 4) looking at the
institutional consequences of interaction with IoT, the actions which were
taken to mitigate the experienced risks and achieve expected benefits
were listed and analyzed. Derived from Orlikowski (1992), Table 3
below shows the propositions related to the types of influence of
technology as suggested by Duality of Technology.
Following Ketokivi and Choi (2014), induction type reasoning was

used in order to look for both similarities and differences across the
cases and proceed toward theoretical generalizations. As with other
multiple case study research (Otto, 2011; Pagell & Wu, 2009), the data

analysis in this research contained both within and across case analysis
(Miles & Huberman, 1994). Within case analysis helps us to examine
the impact of IoT on organizations in a single context, while the across
case analysis triangulates the constructs of interest between the cases.
The paper describes how one organization approaches the issue of IoT
adoption in different domains, namely water management and road
management. Along with a clear understanding of the unit of analysis,
case selection is crucial for building theory from case studies because it
is case selection that determines the external validity of the case study
and the limits for generalizing the findings (Yin, 2003). The cases se-
lected were both located within RWS, within the context of asset
management with regards to large scale, physical infrastructure in the
Netherlands. The cases under study were selected from two different
domains within RWS in order to ensure diversity and external validity
through replication logic (Eisenhardt, 1989; Yin, 2003), in which each
case serves as a distinct experiment that stands on its own as an analytic
unit. The two cases of IoT adoption that were chosen were the auto-
matic measurement of the weight of vehicles over the Dutch National
Highways, “Weigh-In-Motion” (WIM), and the automatic measurement
of hydrological data in Dutch Waters, “Landelijk Meetnet Water”,
(LMW). These are both mission critical systems for RWS. Table 4 below
presents an overview of the cases chosen.
The case study was conducted using a multi-method approach. In

order to prepare the organization for the case study research project,
RWS was provided with information material outlining the objectives of
the project. Following the suggestions of Yin (2003), the research de-
sign is a multimethod design and multiple data sources were used.
Primary data sources included the use of individual interviews and
group discussions. Secondary data sources included relevant market
research and policy documents as well as websites.
The cases were investigated over a period of eighteen months. At

the start of the research, in June 2015, group discussions were held
with personnel directly involved in the implementation project or who
were tasked with managing and maintain the systems. Special focus was
given to discovering expected and experienced benefits as well as
foreseen risks. The group discussions helped to give a broad view of the
case study from a formal, organizational perspective. This perspective
was complemented by the findings from the secondary data. After
eighteen months, individuals were then approached to gain insights
into how the adoption process had proceeded and to gain personalized
views as to the experienced impact of the adoption cases. Although our
unit of analysis is the organization, by interviewing persons within the
cases it helped to better understand and capture the underexposed and
unexpected benefits and risks which may not have been revealed in a
group setting due to the desire to maintain group or individual re-
putations. To address the construct validity of the case studies as sug-
gested by Yin (2003), the researchers requested and were given un-
restricted access to subject matter experts and internal documentation.
Interviewees were selected on the basis that they were intimately in-
volved in the project as early adopters. Interviewees were selected from
three levels in the organization, namely the strategic, tactical and op-
erational. The questions in the interviews were structured into two
groups. First the need for IoT adoption and the expected benefits, and
second, the risks and how these were mitigated.
The cases were investigated over a period of eighteen months. In

January 2017, individual interviews were held with RWS personnel to
identify unexpected risks which had been experienced during the im-
plementation process. A challenge faced by the research, and also an
identified risk to the adoption process, was the staff changes during the
adoption process. In this research we mitigated the risk faced by in-
terviewing different people by interviewing staff in the second round
with similar roles to those interviewed in the first round. However, it is
possible that different answers may have been given if the same people
had been interviewed in both rounds. Internal documentation was se-
lected which dealt specifically with the intended benefits or risks and
issues faced by the adopting projects. Table 5 below summarizes the

Fig. 1. The conceptualization of the relationship between expected benefits of
IoT for the organization, encountered risks in practice and organizational (in-
stitutional) conditions and consequences.
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data sources used. All interviews were documented in writing. The
documents were then analyzed and transferred into an integrated case
document (one for each case). The first versions of this document were
then sent to the interview participants for feedback and clarification of
open points. Once all the additional information feedback had been
incorporated, the final version was reviewed and discussed with the
main contacts at RWS.
Triangulation of benefits and risks within the cases was made by

listing benefits and risks found in internal documentation and com-
paring these to the benefits and risks exposed in the interviews. There
were several iterations throughout the research as each case introduced
new benefits and risks.

4. Findings

Using the Duality of Technology as lens we analyzed whether or not
assumed benefits were confirmed in practice and whether other un-
expected benefits or risks were experienced. The case studies were
considered necessary in order to consider and include possible future
consequences that go beyond the intended as suggested by the duality
of technology. The case study research involved the use of multiple
methods for collecting data.

4.1. Case study 1: weigh-in-motion

At present, RWS estimates that at least 15 percent of freight traffic
on the Dutch national road network is overloaded. Overloading of
heavy vehicles causes road pavement structural distress and a reduced
service lifetime (Bagui, Das, & Bapanapalli, 2013; Mulyun, Parikesit,
Antameng, & Rahim, 2010). Effectively reducing overloading reduces
the damage to the road infrastructure, lengthening the road’s lifetime
and reduces the frequency of maintenance. The damage to pavements
and installations by overloaded trucks in 2008 was estimated to be at
least 34 million euros per year (Brous et al., 2017). The ambition of
RWS is to increase the operational efficiency and effectiveness of the
approach to overloading and thus reduce maintenance costs. Tradi-
tional enforcement of laws and regulations regarding overloading in-
volved the use of physical measuring stations. This included manual
checks by the police in which many vehicles were selected where
overloading was suspected but uncertain. This often led to unnecessary
inconvenience to citizens as vehicles were often stopped unnecessarily.
Until 2010, The Netherlands had 5 measuring stations nationwide. It
was suspected that many carriers were able to avoid these stations by
choosing alternative routes whilst retaining their economic gain.
RWS has created a national network of monitoring points, the

“Weigh in Motion” (WIM) network with the goal of improving the
operational efficiency and effectiveness of monitoring services and
improve the tactical efficiency and effectiveness of enforcement of
regulations. The WIM system is one of the most advanced measurement
systems in the world. In the period 2010–2013, RWS built a nationwide
network of WIM stations, a total of 22 measuring stations. In addition to
sensitive sensors, cameras are also are part of the WIM systems. The
WIM network, consisting of measuring stations in the road on which the
axle loads of heavy traffic is weighed, is used to support the enforce-
ment of overloading by helping the enforcement agency to select
overloaded trucks for weighing in a static location. Data on overloaded
vehicles on the road are automatically sent from WIM to the Real Time

Table 3
Propositions of the influence of IoT.

No. Type of Influence (Orlikowski, 1992) Proposition (this research)

1. Technology as a product of human action IoT is developed and implemented in order to achieve expected benefits
2. Technology as a medium of human action IoT can facilitate human action, but also poses significant risks to organizations such that expected benefits are

often not achieved
3. Institutional conditions of interaction with technology Achieving benefits of IoT adoption requires new skills, roles and processes
4. Institutional consequences of interaction with

technology
Mitigating the risks of IoT adoption often requires structural changes to the organization

Table 4
Case studies overview.

Attribute Case 1 Case 2

Organization RWS RWS
Name Weigh-In-Motion Landelijk Meetnet Water
Domain Road Management Water Management
Number of Measuring Stations 18 640

Table 5
Data sources.

Name Case 1: Weigh-In-Motion Case 2: Landelijk Meetnet Water

Interviews June 2015: Group discussion
Division Head
Project manager
Data manager
Functional manager

June 2015: Group discussion
Department Head
Domain Architect
Service Delivery Manager
Data Manager

January 2017: Individual interviews
Program Director
Business Analyst
Project Manager
Service Delivery Manager
Project Manager

January 2017: Individual interviews
Strategic Advisor
Solution Architect
Process Manager
Project Manager
Service Delivery Manager

Documents A3 Weigh in Motion 03-10-2013 version 3
Guide to Road Management RWS (Wegwijzer Wegbeheer) 2005-2010
“Fixed maintenance manual” (Handboek vast onderhoud)
“Brochure assetmanagement in Rijkswaterstaat”
“Aspects of management”
https://www.rijkswaterstaat.nl/over-ons/nieuws/nieuwsarchief/p2014/10/Informatiesysteem-
spoort-overbeladen-trucks-op.aspx

https://www.helpdeskwater.nl/onderwerpen/monitoring/
landelijk-meetnet/
“Evaluation base measuring network water quality Dutch
Northern Quarter”
Market consultation document LMW2-V 1.1 DEF
Notes from Information Market Consultation LMW2 V 1.0
Report Market Consultaton LMW2-V1.0 DEF
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Monitor (RTM) web application which processes, stores and publishes
the data of all weigh points. The Inspectorate for the Living
Environment and Transport (ILT) is then able to perform supervision
and enforcement actions on overloaded vehicles in near-real time, im-
proving the overall flexibility of the services as ILT and RWS are able to
decide where and when offenders are controlled. The network provides
access to information about the actual load of the main road, and about
peak times when it comes to overloading. This provides RWS and ILT
with the ability to collect information concerning the compliance be-
havior of individual carriers as, in addition to sensors, cameras are also
are part of the WIM systems. Via camera footage, the ILT can identify
the license plates of vehicles that are overloaded and therefore the
detect owner and / or licensee and address. The strategy being to tackle
overloading by integrating roadside enforcement along with targeting
carriers according to behavior based on the information from the
system.

4.2. Case study 2: hydrological data collection

RWS operates and maintains the National Water Measurement
Network, at RWS known as “Landelijk Meetnet Water” (LMW). This is a
facility that is responsible for the acquisition, storage and distribution
of data for water resources. LMW has approximately 640 data collection
points using a nationwide system of sensors. The data is then processed
and stored in the data center and is made available to a variety of
systems and users. The LMW was created from the merging of three
previous existing monitoring networks: the Water Monitoring Network,
which monitors inland waterways such as canals and rivers; the
Monitoring Network North, which monitors North Sea oil platforms and
channels; and the Zeeland Tidal Waters Monitoring Network which
monitors the Zeeland delta waterways. LMW also includes data from
third parties, including water data from foreign countries and other
public organizations within The Netherlands. LMW enables timely data
with regards to the situation in rivers, canals and sea via sensors at
approximately 640 monitoring sites. Monitoring sites are managed and
administrated partly by RWS (approximately 300 physical measure-
ment locations) but also partly by external parties (approximately 340
monitoring stations). The locations measured include hydrological and
meteorological data. Conditions at the different measuring stations can
be location specific. RWS has standardized the method of converting
raw sensor signals to metrics, including validations and conversion
calculations. This is an internal RWS standard. Meteorological data are
collected in close collaboration with the Royal Netherlands
Meteorological Institute (KNMI). Hydrological data concerning the
measurement of water levels, flow rate (average amount of water in
m3/s), wave height and direction, velocity and direction and tem-
perature. Also, in some locations water quality is measured in order to
assess whether the water meets the norms of the European Union Water
Framework Directive. Meteorological data concerning the measurement
of wind speed and direction, air temperature and humidity, visibility,
air pressure and cloud base is also collected. The LMW processes sensor
information and upgrades this data to qualified readings.

4.3. Cross-case comparison

This section presents the results of the cross-case comparison, pre-
senting the results of the case studies using a Duality of Technology
(Orlikowski, 1992) lens to present the data. Tables 6 to 8 below present
the results of the case studies for big, open and linked aspects of IoT
respectively. In each table the first column states the case to which the
description relates. The second column describes the expected benefit
to be gained from the case. The third column describes the risks which
were encountered whilst attempting to gain the described benefit. The
fourth column describes the institutional conditions of gaining the ex-
pected benefit. The fifth column describes the institutional con-
sequences which resulted from mitigating the encountered risks. In the Ta
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following sections we present findings related to the big data aspects of
IoT (Section 4.3.1), findings related to the open aspects of IoT (Section
4.3.2) and finally findings related to the linked aspects of IoT (Section
4.3.3).

4.3.1. Big data aspects of IoT
The main big data benefits of both case studies are related to

amount of data as well as the speed with which it can be collected and
analyzed. Both cases rely on (near) real-time data to be able to make
operational decisions. LMW relies on a large variety of data in order to
be able to predict water levels in time for storm-surge barriers to be able
to close whilst WIM is required to identify freight trucks, measure their
weights and transmit this to inspectors at near real-time. Achieving
these benefits required a good deal of innovation and in both case
studies, interviewees questioned whether or not the reliability of the
data was sufficiently well equipped whilst some interviewees raised
questions about the accuracy and reliability of the data. For example, in
the WIM case one official suggested that at the start of the project, “the
quality of the data needed to be quantified, and solving data quality
issues was incident driven”. The reason for this is that the WIM system
is able to differentiate between the vehicle and the load, but not all
vehicles weigh the same. Not all number plates are placed in the same
place on the vehicle, and not all drivers have the same driving style.
Real world complexities meant that the system had to “learn” about the
different real world possibilities. This was similar to the LMW case in
which RWS officials initially could not completely trust the system due
to fluctuations in data quality. This is because measurements of sensors
can be polluted (due to algae growth, etc.) so that the signal weakens
and reduces the quality of the measurement. Pollution of the mea-
surement is (amongst other things) dependent on the temperature, light
(the season), and the type of water (salt or fresh). The belief exists that
the risks involved in completely trusting the LMW system to automate
operations are often too great to allow complete automation due to the
economic impact of closing storm surge barriers. If LMW distributes
incorrect data due to either mechanical or human defects, the system
may erroneously indicate that the storm surge barriers should close
when this is not necessary, or worse, that the surge barriers should not
close when it is necessary. Closing a storm surge barrier unnecessarily
can have enormous economic impact as shipping is unable to offload
goods according to schedule.
In both case studies, interviewees also cited several technological

challenges which needed to be overcome, and which no single market
partner could supply at the time. For example, in both cases, data could
not initially be transported and stored with acceptable performance.
The development of the system also meant that only few private or-
ganizations were capable of implementing WIM. This meant that if RWS
would provide innovation opportunities to a single party, this would
have provided that party with an unfair market advantage.
Interviewees explained that it became important to develop a pro-
curement strategy with regards to IoT adoption. In Table 6 below the
results of the case studies as related to specifically Big Data aspects of
IoT are presented.

4.3.2. Openness aspects of IoT
In the WIM case, opening the data for public use presented unique

challenges with regards to privacy as any and all data related to in-
dividuals needed to be strictly anonymized before any of the data could
be shared publicly. In the LMW case, privacy was not considered to be
an issue as the data collected was strictly water and weather related
data and not related to any persons. However, both cases did reveal that
data integrity and therefore security was an issue with regards to open
data, as although the data could be shared, opening the data meant that
steps needed to be taken to ensure that it was not possible in any way
for data to be tampered with or manipulated. With regards to WIM, for
example, it must not be possible in any way to tamper with the “evi-
dence” provided by the data. The interviewees believe that as an

instrument to help roadside enforcement WIM works well, but there are
difficulties in using WIM to legally prove offence. The Dutch legal
system does not yet fully trust WIM to provide legally conclusive evi-
dence with regards to overloading. It is not yet possible to entirely
automate the enforcement process, as physical testing is still required to
legally prove overloading. With regards to LMW, the economic impact
of incorrectly interpreted data is such that data integrity needs to be
ensured throughout the system.
Another issue surrounding the openness of the data is determining

responsibilities and who bears the costs. Initially, RWS has born the
majority of the costs for both LWM and WIM, despite providing the data
free of charge to all other parties as “open data”. According to an RWS
official, “because of the number of measuring stations and the geo-
graphic spread of the sensors, implementation and maintenance of the
sensor network is a costly affair”. However, economic benefits have
risen from opening the data, although not directly for RWS as busi-
nesses are able to provide new services using data created by the LMW
network such as developing new models which are used in planning and
maintenance or to provide services for the maintenance and manage-
ment of the LMW sensors. Table 7 below presents the results of the case
studies as related to the openness aspects of IoT.

4.3.3. Linked aspects of IoT
One of the initial challenges of both of the cases was the definition

of the service and the identification of possible solutions. In both cases,
initial proof of concepts used a combination of intermediate products to
approximate the final solution. Innovation was required in order to be
able to ensure the necessary precision of the data. For example, the
ability to detect overloaded trucks is based on data and it is possible to
ensure owners of the carriers and load are also identified and thus
enforce regulations at source. According to a RWS Director, “in order to
effectively manage the technology, it is important to have sufficient
mandate to manage the entire chain”. Managing only the technology or
parts of the system produces inefficiencies and can disrupt other pro-
cesses, such as traffic management, if the overview of the system is not
taken into account when planning maintenance. Outsourcing to ex-
ternal contractors meant that extra processes needed to be developed to
be able to coordinate with other primary processes. The LMW provides
a complete technical infrastructure for the gathering and distribution of
water data and delivers the data to various stakeholders within and
outside RWS such as the Storm Surge Barriers, hydro-meteorological
centers, municipal port companies (among others Port of Rotterdam),
flood early warning services and other private parties. As such, LWM
has greatly improved the efficiency, effectiveness and flexibility of a
wide variety of public services, as the gathering of this data is cen-
tralized and each service and party no longer has to gather the data
themselves. However, there are various aspects that determine the limit
of the life span of a measuring station such as availability of compo-
nents, a dependable producer of components, the number of suppliers
with similar components, life expectancy of the components, and
maintainability of the software. Table 8 below presents the results of
the case studies as related to specifically linked data aspects of IoT.

5. Discussion

The duality of technology describes technology as assuming struc-
tural properties whilst being the product of human action (Orlikowski,
1992). Technology is physically constructed by actors in a social con-
text, and socially constructed by actors through the different meanings
they attach to it, and thus, technology results from the ongoing inter-
action of human choices and institutional contexts (Orlikowski, 1992).
Duality of technology was used as lens in this research to elaborate on
the details of how benefits are realized and risks are faced in different
organizational and domain contexts and to understand the importance
of benefits and risk factors identified in the literature. The lens provided
us with an efficient way of identifying relationships between the
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benefits of IoT and the risks which accompany the adoption of IoT in
organizations and proved to be appropriate for this research. According
to Leonardi (2013), the duality of technology model is important as a
waypoint to Orlikowski (2000) practice lens. Leonardi (2013) believes
that, having already conceptualized technology use as a constitutive
feature of structure in its own right, Orlikowski (2000) introduced the
development of the practice lens, the “technology-in-practice,” which
Orlikowski (2000), p. 405) defined as “a particular structure of tech-
nology use”. As such, Leonardi (2013) argues that the practice lens
tends to hide patterns of technology use into particular “technologies-
in-practice” as people tend to interpret how technology could help them
achieve their goals. Leonardi (2013) also criticizes the practice lens for
offering an overly socialized view of technology. Leonardi (2013) cri-
tique is based on the idea that people choose to use technology in a
certain way. As such, the technologies themselves “are only peripheral
players that are subject to the whims of their users” (Leonardi (2013), p.
64). By way of example, (Leonardi (2013), p. 64) cites Orlikowski
(2000) as arguing that “even though technologies have certain physical
or digital properties that transcend specific contexts of use, users have
the option to choose other options with the technology at hand,
opening up the potential for innovation, learning, and change”.
Leonardi (2013) argues that technology-in-practice is therefore only a
set of norms governing when, why, and how to use a technology in a
specific setting. As such, using other theories such as socio-materiality
may provide further insights, and more research in this area is re-
commended.
Case study methodology was used in this research to identify re-

lationships between benefits and risks of IoT adoption in organizations
in real-world situations. Both cases are involved in asset management in
the public sector, and the number of measuring stations is similar.
Significant differences are in the asset types and number of sensors
utilised in the system. Both LMW and WIM are shared systems, which
means that the data is shared with several parties and can be used in
legal processes. In this research two interview rounds were used. In the
second round, some interviewees were different to the first round due
to staff changes. This limits the results of the research as it is possible
that the original interviewees may have given different answers.
However, it does highlight a risk faced by many IoT adoption projects,
namely that staff does change during the project, and the need for
substantial changes as other capabilities are needed for IoT adoption,
but also meaning possible loss or gain of knowledge and possible
changes to solution architectures.
The asset management domain was chosen because IoT has much

potential for improving control and maintenance of assets. This might
limit the generalizability to other domains, however, the essence of IoT
generating data, driven by expected benefits is likely the same. The
others might be context dependent and further research is re-
commended to investigate this. Expected benefits of IoT in asset man-
agement may introduce unexpected risks (Brous & Janssen, 2015a) for
the improvement of asset management in public utility infrastructure
networks. Public utility infrastructure networks such as electricity
networks and transportation networks provide many of the services that
are vital to the functioning, and security of society, and managing these
assets effectively and efficiently is critical (Tien et al., 2016). IoT can be
used to manage the physical world in various ways (Mihailovic, 2016;
Neisse et al., 2016), and many of these infrastructure networks have an
extensive range of physical and social sensors to detect damage and
monitor capabilities (Aono, Lajnef, Faridazar, & Chakrabartty, 2016;
Tien et al., 2016). However, as suggested by Damanpour and
Gopalakrishnan (1998), many public utility organizations traditionally
have a hierarchical organizational form with stable environments and
low innovation adoption rates. The increasing rate of change driven by
IoT may therefore create unique challenges for these organizations for
IoT adoption. In asset management, benefits are often viewed as re-
sulting from the use of IoT, in other words, IoT as medium of human
action. Benefits resulting from other types of duality influences, such asTa
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knowledge development, personal development of staff, or improve-
ments to the organizational culture are often “hidden” or secondary
benefits and may not be the main drivers of IoT adoption in the asset
management domain. This may be different in other domains such as
research and further research is required in these areas. In the following
sections the results of the case studies are discussed in relation to the
propositions outlined in Section 3. In Section 5.5 we take a step back
from the propositions, summarizing how the duality of IoT may impact
organizations, and discuss necessary steps that need to be taken before
benefits of IoT can be achieved.

5.1. Proposition 1: IoT is developed and implemented in order to achieve
expected benefits

Orlikowski (1992) identifies technology as being the product of
human action, while it also assumes structural properties. Furthermore,
technology is physically constructed by actors working in a given social
context and socially constructed by actors through the different
meaning they attach to it. This requires discriminating between human
activity which affects technology, and human activity which is affected
by technology (López-Muñoz & Escribá-Esteve, 2017). As such, ac-
cording to Kabanda and Brown (2017), duality of technology theory
provides opportunities for understanding changes in the social order
and helps us understand the innovation process in its specific socio-
cultural context. According to Brous et al. (2018), IoT may bring an
improved understanding of complex processes which is expected to
help improve the efficiency of transport management and infrastructure
services, and help with effective reporting. In Table 6 we notice that the
adoption of the LMW system has allowed RWS to develop new pre-
dictive maintenance models for the maintenance and management of
the LMW sensors. As such, IoT infrastructure could potentially be used
to reduce costs in terms of time and money as traditional methods of
inspecting infrastructure are often reactive in nature and require sig-
nificant amounts of time and use of costly equipment. For example,
Hollands (2008) describes a differentiation between smart cities that
focus on IoT purely for economic prosperity and those that seek to
become sustainable and inclusive.

5.2. Proposition 2: IoT can facilitate human action, but also poses
significant risks to organizations such that expected benefits are often not
achieved

The duality of technology argues that actors use information tech-
nologies to constitute structures, but at the same time, information
technologies become part of the structures constraining individual ac-
tions (see Orlikowski, 1992). The dual nature of technology suggests
that adoption of IoT might result in new structures, but IoT can also be
adopted within existing structures. In these situations IoT might have
positive impacts, resulting in desired improvements, but when the ne-
cessary changes are not made could also exert negative effects. with
forced mitigation of unexpected risks. For example, IoT can benefit
organizations by providing enough quality data to generate the in-
formation required to help asset managers make the right decisions at
the right time (Brous & Janssen, 2015b), but automating processes
often necessarily leads to changes to organizational structures and
cultures as tasks previously performed by people become automated,
whilst other tasks and responsibilities which previously did not exist
become apparent. As seen in Table 6, an unexpected risk which has
previously not been recognized in literature is the realization that data
quality is also a significant risk as well as being a potential benefit.
Organizations and previous research often suggest that a large part of
the business case of IoT lies with the improved quality (timeliness,
precision etc.) of data. However, automating mission-critical primary
processes means that data quality needs to be guaranteed, and real-
world challenges often mean that system configurations need to be
highly complex. Results of case studies described by Wahyudi et al.Ta
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(2018) suggest that suggest that decisions based on big data are often
ad-hoc as decision-makers are often unable to make sense of the in-
formation delivered by big data. The WIM case shows that trust in the
system and in the quality of data needs to be systematic and embedded
in legal frameworks. As such, achieving benefits of IoT adoption often
requires accounting for a variety of systematic risks. For example,
sensors might not work or might emit the wrong signals, resulting in
poor quality information, annoyance for the public, a reduction of trust
in the system and damage to the reputation of the organization.

5.3. Proposition 3: achieving benefits of IoT adoption requires new skills,
roles and processes

Research in the sociology of technology suggests that the evolution
of new applications is a process of social interaction between multiple
agents (Allen, 2003). According to Orlikowski (1992), agency refers to
capability not intentionality, and action taken by actors may have un-
intended consequences. This is confirmed in our analyses shown in
Table 3. For example, the intention of RWS to open WIM data to the
general public has led to the development of extra data management
and data manipulation processes to ensure privacy of citizens as
number plates and people need to be made unidentifiable. This has
meant extra costs, changes to IT due to new requirements and the de-
velopment of required skills.
Initial research on IoT adoption has tended to focus on the potential

of technology as a catalyst for IoT adoption, but more recent debates
have increasingly stressed the voice of the citizen and the relationship
of the citizen with public sector organizations (Castelnovo, Misuraca, &
Savoldelli, 2015; van Waart, Mulder, & de Bont, 2015), stressing the
duality of IoT. van Waart et al. (2015) go so far as to suggest that IoT
technologies increase efficiency of public services such as public
transportation, traffic management, or energy management but does
not necessarily lead to an increased well-being of citizens. Using IoT to
manage infrastructure from a purely economic perspective may be
cheaper and more efficient, but ignoring the social impact of IoT may
also introduce unexpected risks to the organization. Traditional in-
spections of infrastructure are often performed subjectively. In other
words, inspectors visually inspect the asset at regular intervals and
make expert judgments based on what they see and their past experi-
ence. However, the regularity of these inspections, and their subjective
nature means that the inspection can often vary in quality and granu-
larity (Phares, Washer, Rolander, Graybeal, & Moore, 2004).

5.4. Proposition 4: mitigating the risks of IoT adoption often requires
structural changes to the organization

A duality of achieving cost reduction is the need for IoT main-
tenance requiring not only investments now, but also in the future.
According to an RWS official, “because of the number of measuring
stations and the geographic spread of the sensors, implementation and
maintenance of the sensor network is a costly affair”. The duality is that
new technology results in the need for a new maintenance departments,
which in turn influences the technology to ensure low-cost maintenance
of IoT devices. Although IoT adoption can improve management and
maintenance planning and assist organizations with the development
and enforcement of more efficient regulations, the heterogeneity of IoT
and of the people using IoT means that interoperability of IoT data and
IoT systems and the integration of IoT within new and existing pro-
cesses can pose significant risks to achieving successful adoption of IoT
and the achievement of the expected benefits. As suggested by Brous
et al. (2018), new organizational processes are needed to ensure that
IoT works properly. For example, the adoption of LMW has meant that
the control of bridges (e.g. opening and closing and evaluating needs
for maintenance) can be performed centrally, leading to a central de-
partment, but also that the skills required for maintaining the bridges
are less focused on pure asset management and more on data and IT

management. Nevertheless, there still is a need for physical inspection,
as IoT cannot replace this, but it will be less and more focused by taking
a data-driven approach. According to one interviewees “some LMW
processes were adjusted too quickly”. Another interviewee suggested
that “smaller contracts and a number of facility tasks should may have
been better positioned with the line managers”. As such, the duality of
introducing IoT for the purposes of improving planning and efficiency is
that organizations often need to change and adapt predefined business
processes (Brous et al., 2018). Resistance of staff to these changes and a
lack of trust in the IoT systems can mean that achievement of benefits is
limited. Furthermore, although IoT promises significant economic
benefits to the organization due to automation of processes and pre-
viously unforeseen insights, IoT adoption also demands significant in-
vestment which can pose significant financial risk for organizations. An
often overseen risk of economic savings in our cases was that staff need
to be reassigned, re-educated or even be made redundant.

5.5. Summary: duality of IoT in organizations

The results of the case studies show that adoption of IoT is initiated
by the desire to achieve certain benefits. Often the initial business case
is based on the operational benefits that IoT may provide such as the
provision of real-time data allowing for improved reaction times. For
example, WIM inspectors can monitor freight traffic without having to
pull each truck off the road to weigh them, and respond immediately
when overloading is detected. Due to the specific requirements for each
case, technology often has to be developed or configured to fit the
specific environments and meet requirements. Development and im-
plementation of IoT therefore also presents risks to the organization as
well as the adoption process itself as there are often institutional con-
ditions of IoT adoption, such as ensuring the necessary knowledge and
capacity to use, manage and maintain the systems effectively.
Mitigating these risks, which are often unexpected, can result in in-
stitutional consequences, new requirements, but also in new benefits.
As such, Fig. 2 below shows that benefits of IoT are often only achieved
once the institutional conditions of IoT adoption have been met, and the
institutional consequences of IoT adoption have been accepted.
To illustrate the figure, (a) IoT is developed by people to provide

improved data quality, and volumes of real-time data. (1) IoT can
benefit organizations by improving forecasting and trend analysis
which allows organizations to better predict the infrastructure needs of
the future for developing communities. However, using IoT data (bi)
might also harm society through violation of privacy. For example, (2)
organizations often encounter usability issues during privacy impact
assessments. Table 7 shows that the analysis of the stored measurement
data from WIM has revealed patterns, which allows ILT to perform
roadside inspections in a subsequent inspection or to visit the parent
company for an inspection. The duality is that organizations also need
to be aware of potential conflicts related to data privacy issues (c) and
to take necessary measures to ensure data protection. For example, new
activities (3) are introduced to ensure that all WIM data is thoroughly
checked and all number plates and other identifiable data are removed
before any data is made “open” or publicly available. The new roles
require structural changes (d) to the organization. For example, (4) the
development of new skills and knowledge, and a lack of standardized
architectures and solutions often force organizations to develop new
departments, hire new staff and invest heavily in knowledge develop-
ment. However, the organizational, process and staff changes have also
led to changes in the technology as user requirements become clearer
(5). This attention to privacy and security has also led to greater
transparency in organizations (6), affecting the reputations of organi-
zations and empowering the general public to be more self-sufficient
and to make their needs better known. For example, making WIM data
open has meant that all WIM processes are clearly defined and docu-
mented and opened for the general public. However, greater transpar-
ency also means that organizations are more vulnerable to public
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scrutiny and need to take greater care to ensure that policy, regulations,
and legal frameworks are in place and strictly followed. Furthermore,
the open aspect of IoT allows better data sharing so that multiple goals
may be achieved with the same data (bii). For example, (6) the adoption
of LMW has meant the introduction a single data collection process, but
the openness of the data means that the data can be used to serve
multiple goals such as monitoring water levels for the purposes of the
storm surge barriers, but also messages to skippers and also for swim-
ming water quality. We observed that more timely data providing real-
time information allows organizations to streamline services, reducing
unnecessary overhead and improving the ability to react timely to
events. Table 6 shows that inspectors are able to monitor the weights of
lorries in real time and are able to allow traffic to flow more easily
instead of having to stop and check every lorry and physically weigh
them.
Previous technology adoption models tend to describe adoption

process as being linear. The model described in Fig. 2 develops the
structuration model of Orlikowski (1992) and is further essentially
different from previous adoption models and information system
models as it demonstrates that not only is successful adoption of IoT
dependent on both organizational and human conditions, as well as
requiring the technology to be of sufficient maturity, but that adoption
is a continuous cycle, as new knowledge and organizational forms
provide new requirements and uses for the technology which drives
further development of the technology. These new technological ad-
vances then, in turn have a social impact on the organization and
people etc. Benefits of IoT are often only achieved once the institutional
conditions of IoT adoption have been met, and the institutional con-
sequences of IoT adoption have been accepted. These conditions and
consequences often then lead to new insights, uses, and requirements.

6. Conclusions

Although IoT provides many benefits the use of the technology is a
product of human actions and these actions determine the actual ben-
efits to be gained. This research provides a systematic overview of
potential benefits and risks of IoT and insight into the duality of IoT in
two cases. The objective of this paper was to analyze the impact of IoT
adoption by organizations. Four propositions were and defined and four
research questions were asked.
The first research question asked what the benefits of adopting IoT

in organizations are. The categories of benefits of IoT adoption in or-
ganizations can be summarized as:

• The capability to provide (more) timely information for decision-
making and greater response times
• Automation of decision-making
• Improved planning due to insights created by higher volumes of
data
• Reduction of operational costs due to improved data quality
• Insights into possible new revenue streams due to linking capability
of data
• Better communication with clients due to open nature of the data
These conclusions suggest to researchers and practitioners that ex-

pected benefits are often related to the use of data generated by IoT,
such as operational reactions to data generated by IoT sensors, and that
IoT whilst obviously useful for action-reaction use cases, can provide
organizations with much greater benefits than purely operational
benefits. For example, the closing of storm surge barriers when sensors
detect a rise in sea levels. The increased volumes and velocity of data
being generated, as well as the possibility of being able to link the data
to other data sources allows organizations to generate new insights into
their primary processes allowing them to take pre-emptive actions in-
stead of having to react to unexpected events.
However, adopting IoT can often introduce a variety of expected

and unexpected risks to organizations, and the second research question
asks what the risks of IoT adoption for organizations are. The categories
of risks of IoT adoption can be summarized as:

• Non-compliance with privacy regulations
• High implementation costs
• Interoperability and integration issues
• Security risks
• Lack of knowledge and risk awareness
• Lack of trust
Researchers and practitioners should note that the openness aspect

of IoT which allows better data sharing so that multiple goals may be
achieved with the same data also places organizations at risk due to
data privacy and data security issues, introducing the need for specific
policies and legal frameworks and defined data governance structures
and processes. Also, the linked aspect of IoT means the presence of
security risks for organizations as well as risks related to interoper-
ability and integration. This can in turn lead to the development of
industry standards which, as witnessed in the WIM case has a dual
impact on the technology itself through innovation.
As such there are often organizational conditions required for ben-

efits of IoT to be achieved, and the third sub-question asks what the
organizational conditions for IoT adoption are. The organizational
conditions of IoT adoption can be summarized as follows:

• Implementation of a data quality framework
• Implementation of data governance
• Development of technical skills
• Ensuring IoT capabilities in IT infrastructure
• Ensuring flexible procurement policies
• Strong data architectures including standards and protocols
Researchers and practitioners should note that many of the issues

which occur are interrelated, and there are often consequences that can
go beyond the accomplishment of the intended benefits.
The fourth sub-question therefore asks what the organizational

consequences of IoT adoption are. Organizational consequences of IoT
adoption can be summarized as follows:

• Structural changes to data management departments – new roles,
and often new departments such as the Chief Data Office
• New responsibilities to monitor configurations, often leading to new
teams and structural changes to the organization
• Structural changes to procurement policies and processes
• Structural changes to business processes
• Structural changes to strategy and policy making
• Structural changes to communication
Improved planning and forecasting by means of IoT data required

structural and significant changes to the IT infrastructure in our cases.
Also new knowledge and specialist skills were required, leading to
changes in staffing and organizational structures. For example, the
development of WIM required a close alliance with knowledge in-
stitutions to develop the technology, and specific skills were needed to
be developed in order to properly calibrate the system.
As seen in Fig. 2, this research shows that successful adoption of IoT

depends on both organizational and human conditions, as well as re-
quiring the technology to be of sufficient maturity. Furthermore, we
may conclude that adoption of IoT is a continuous cycle, as new
knowledge and organizational forms provide new requirements and
uses for IoT which drives further development of the technology. It is
clear that IoT can provide organizations with many potential benefits,
however, organizations should realize that achieving these benefits
carries potentially unexpected risks and, as suggested by the duality of
technology, introduces changes to the organization and the systems.
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More research is required into the potential long-term consequences of
IoT adoption and practitioners need to make the necessary organiza-
tional changes to fully profit from IoT.
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