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In order to identify and clarify the association between the factors leading to accidents in a petrochemical tank
area, this study analyzes investigation reports of 212 petrochemical tank farm accidents and combines this with
the “association rule” mining and science related to complex networks. The main risk factors are determined and
a risk factor data set is constructed; 75 association rules are extracted from the factor data set based on the
Apriori algorithm. Then the obtained association rules are used to construct an accident factors network of the
petrochemical storage tank area, and the topology characteristics of the network are further analyzed to reveal
the importance of factors. Factors with large node degree, betweenness, and clustering coefficients are obtained,
such as “violation of operating regulations”, “high concentration of flammable gas in the air”, “lack of experience
and professional skills”, etc. These factors play an important role in the formation and development of accidents.
The results also show that the accident cause network of the petrochemical storage tank area has a small average
shortest path length and a large cluster coefficient, indicating a relatively close connection between the accident
factors. The contributions of this study is not only extracting the hidden relationships among contributory factors
to tank farm accidents using association analysis, but also revealing which factors are more important for the

tank farm safety through the complex network.
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1. Introduction

In petrochemical enterprises, a large amount of hazardous chemicals
(liquid or gas) are stored in storage tanks, and with the rapid develop-
ment of the petrochemical industry, the capacity of a single storage tank
and the scale of storage tank becomes even larger. Dangerous goods such
as flammable and explosive substances are stored in the storage tank
area, and accidents often lead to severe consequences. Accidents in
petrochemical storage tank farms often involve a variety of factors, and
there is an interaction and influence between these factors. Accident
factors interact with each other, increasing the possibility of accidents or
making the consequences of accidents more serious.

There have been many serious accidents in petrochemical storage
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tank areas in history, such as the explosions and fires at the Buncefield
oil depot in northeast London, England on December 11, 2005. The fires
lasted for 5 days, most of the storage tanks at the oil depot were
destroyed, and 43 injuries were caused (Buncefield Major Incident
Investigation Board, 2008); Another major accident, on October 23,
2009, severe explosions and fires occurred at the Puerto Rican Carib-
bean Oil Company (CAPECO), damaging 17 storage tanks (U.S. Chem-
ical Safety and Hazard Investigation Board, 2015). In recent decades,
some progress has been made in the risk assessment of hazardous
chemical tank farms. Argyropoulos et al. (2012) proposed a systematic
method for hazard identification of liquid hydrocarbon fuel storage
tanks by applying the checklist technique to the causes of accidents and
related protective measures. Wu and Chen (2016) developed a method
for quantitative risk assessment of different accident forms caused by
lightning in the tank area. Luo et al. (2018) developed a comprehensive
risk assessment method for the safety assessment of natural gas spherical
tank leakage by combining the improved fishbone diagram and risk
matrix model. Guo et al. (2021) proposed an improved Similarity Ag-
gregation Method (SAM) based FBN model to better handle various
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types of uncertainty in risk assessment of storage tanks. Ikwan et al.
(2021) quantitatively analyzed the relevant risks by developing fault
tree analysis and risk analysis methods to assist real-time risk prediction
and safety assessment of tank leaks.

Many accident theories believe that the occurrence of accidents is the
result of a combination of multiple factors (Leveson 2004; Rasmussen
1997). Usually, the main accident factors can be divided into four cat-
egories: human factors, equipment factors, environment factors (natural
environment as well as operational environment and system environ-
ment) and management factors. Many risk assessment methods also
consider the influence of multiple factors on risk, such as the fault tree
analysis method, which uses logic gates (“AND gate”, “OR” gate, etc.) to
express the influence of multiple factors on the upper layer event, and
finally on the top event. The fuzzy comprehensive assessment method is
also a widely used risk assessment method, which usually uses weights
to reflect the impact of multiple factors on risk. However, to use these
methods, we need a prior-knowledge of the factors that influence the
risk.

Analysis of historical accidents is also a way to know which factors
are likely to cause accidents. For example, Nivolianitou et al. (2006)
performed a statistical analysis of some of the characteristics of major
accidents in the petrochemical industry included in the European major
accident reporting system (MARS), and found that human factors and
equipment failures are the main causes of major accidents, followed by
natural phenomena and random events. Boyd (2015) analyzed 376 ac-
cidents involving twin-piston engine aircrafts from 2002 to 2012, and
found that malfunctions, poor instrument approach procedures, and
failure to maintain obstacle/terrain clearance at night were the most
common causes of fatal accidents. Night operations, off-airport landings
and post-impact fires all present additional risks of fatal flights. Ren
et al. (2019) analyzed tunnel fire accidents (TFAs) which occurred in
China from 2000 to 2016, and revealed that vehicle technical problems
and vehicle traffic accidents are the main causes of tunnel fire accidents
in China. In the study of Chu et al. (2020), they established the accident
information statistics template (AIST) using key indicators extracted
from accident investigation reports, four factors including season, time
of day, weather and terrain were considered key external causes. Xia
et al. (2021) conducted a statistical analysis of 120 fatal accidents of
confined space operations in China between 2008 and 2018, and sum-
marized that inadequate safety culture, inadequate supervision, viola-
tion of supervision, organizational process vulnerability, decision error,
and violation of operation were the main causes of accidents.

Although these statistical analyses of historical accidents revealed
factors that led to accidents, they didn’t describe the associations be-
tween the factors. However, the “association rule” mining method can
be used to discover the existing connections between factors from a large
amount of data. Association rule mining can help us discover the cor-
relation between accident factors and reveal the potential rules of ac-
cidents, thus providing a basis for safety management and accident
prevention. Association rules reflect the interdependence between
multiple objects. If there is a certain relationship between objects, one of
them can be predicted by other objects (Savasere et al., 1995). Market
Basket Analysis is the most typical application of association rules. It can
grasp the purchasing habits of customers by analyzing the different
commodities that customers put into their shopping baskets. At present,
association rules have been applied in many fields, such as marketing,
e-commerce, case analysis, risk management, etc. (Kavsek et al., 2008).
There are also some studies using association rule mining to analyze
accident data, for example, Mirabadi and Sharifian (2010) applied as-
sociation rule mining techniques to analyze the data of past railway
accidents in Iran to reveal unknown relationships and patterns among
the data. Hou et al. (2020) employed the association rule mining
approach to analyze tank farm accidents to discover rules of the most
likely causal sequences inducing domino accidents. Wang et al. (2016)
studied correlated industrial alarm sequences using an association rule
mining approach combined with fuzzy sets. Jiang et al. (2020) proposed
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an association rule mining based framework to determine key factors
associated with motorcycle injury severity. Yu et al. (2020) developed a
Functional Resonance Analysis Model (FRAM) based hybrid simulator to
aid hazard analysis in the process industries, and association rule mining
was used for the interaction analysis of the simulated data. Ozaydin et al.
(2022) used Bayesian network (BN) and association rule mining
methods to analyze the data of unreported occupational accidents for
fishing vessels in Turkey.

The contributions of this study are twofold. First, by mining the as-
sociation rules, we obtain many interesting rules to investigate the
hidden relationships among contributory factors to tank farm accidents.
Second, with complex network analysis, we not only interpret these
association rules, but also reveal which factors are more important for
the tank farm safety. So far, in the accident factor analysis of petro-
chemical storage tank farms, the association rule mining method is
rarely used to study the correlation of factors. This study utilizes asso-
ciation rule mining techniques to identify the set of accident contrib-
uting factors that frequently occur together in petrochemical storage
tank accidents. On this basis, the obtained association rules are com-
bined with the complex network analysis method to find out the
important or key factors that influence the occurrence of accidents.
Complex network is a method that has emerged in the last 20 years, and
it has analysis methods to reveal the relationship between the internal
factors of a complex system. In recent years, the complex network
method has also been applied in the field of industrial safety, e.g., Li and
Wang (2018) proposed a complex network-based railway system risk
monitoring model to quantify the risk of accident causes, whereby the
complex network model was used to identify accident factors and
analyze how they affect each other. Ma et al. (2022) extracted the chain
of events involved in 39 reports of ship grounding accidents based on
event tree analysis, then developed a directed complex network, and
analyzed the network through criticality evaluation and sensitivity
analysis.

By identifying contributing factors and their associations, the
approach presented in this study can provide useful insights into un-
derstanding the reasons behind the occurrence of tank accidents and
developing effective safety policies and countermeasures.

The rest of this article is organized as follows: Section 2 presents the
methodology used in tis study, including the introduction of the asso-
ciation rule mining method and the complex network method; the
analysis results are presented in Section 3; finally, some conclusions of
this study are drawn in Section 4.

2. Methodology

The occurrence of an accident often involves multiple factors.
Analysis of the appearance of different factors leading to an accident can
reveal their correlation. In this study, the association rule mining
method is therefore used to obtain the relationship between accident
factors. Association rules are an important subject of data mining, which
are used to mine the correlation between valuable data items from a
large amount of data. The task of association rules is to reduce a
potentially large amount of disordered data into a small amount of static
regular data that is easy to observe and understand.

The main process of this study includes 4 steps as shown in Fig. 1.

Stepl Data collection. Association rule mining is based on data analysis,
thus a number of data are required for the analysis. This study is
to analyze the correlation between factors for tank farm acci-
dents, cases of tank accidents are to be collected.

Step2 Accident factors extraction. From the collected accident cases,
contributing factors should be extracted for further analysis. The
occurrence of an accident usually involves multiple factors,
including human factors, equipment factors, management fac-
tors, etc. They work together to cause an accident, and it also
shows that they are correlated in the occurrence of the accident.



Z. Liu et al.

Stepl: Data collection

A 4

Step2: Accident factors extraction
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Step3: Association rules mining

Y

Step4: Complex network analysis

Fig. 1. Flowchart of the study.

Step3 Association rules mining. Use appropriate association rule mining
algorithm to obtain association rules of the accident factors.

Step4 Complex network analysis. Based on the association relations of
accident factors, using complex networks can not only directly
display these association rules in a graphical way, but also
analyze which factors in the accident factors play a more
important role in the association network.

2.1. Data collection

An accident investigation report usually provides detailed causes of
the corresponding accident, which facilitates the analysis of the accident
factors. Thus, this study is based on investigation reports of petro-
chemical storage tank farm accidents. Most investigation reports are
collected from the official websites of the Ministry of Emergency Man-
agement and some local work safety administrations of China, and a
small amount of petrochemical storage tank farm accident reports are
collected from other safety management websites. In the end 212 acci-
dents are identified as the research data in this work.

Although there is no writing standard or normalized approach for
accident investigation reports, they contain some basic parts, such as the
time and location of an accident, on-site investigation records, the ac-
cident process, the direct causes, the indirect causes and the conse-
quence caused by the accident. Table 1 demonstrates the extracted parts
from an accident report.

2.2. Accident factors extraction

There are no standards for the writing of accident investigation re-
ports, which also leads to different descriptions of the same or similar
factors in different accident investigation reports. The accident factors
are extracted based on the two main steps: first, extracting direct and
indirect causes of an accident from its investigation report, and second,
extracting factors from the direct and indirect causes. The first step can
be easily implemented from the report. The second step is somewhat
more complicated. In different reports, the causes of the accidents are
described differently, so it is necessary to standardize the accident fac-
tors, and combine similar factors into one factor. For example, in
different reports, operation error may be mistakenly opening a valve,
opening a wrong valve, failure to start a device at the required time, etc.
In the study, they are all represented as “operation error”. Therefore,
this study analyzes the accident factors mentioned in a report from four
categories: human factors, equipment factors, environmental factors,
and management factors, where, human factors and equipment factors
are usually the direct causes of accidents, and environment factors and
management factors are the indirect causes of accidents.
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Accident factors involved in the 212 accident reports are summa-
rized into the categories. Table 2 lists the extracted factors from the
report shown in Table 1.

Human factors mainly include psychological factors, physiological
factors, professional quality of employees and so on. The human factors
involved in the 212 accident reports include: violation of operating
procedures, operators are not certified, illegal command, hazards are not
identified, improper emergency response, weak safety awareness,
operation error, lack of experience and professional skills, and so on.
Among the human factors, “violation of operating procedures” occurs
most frequently, accounting for 39% of the total number of accidents.

Equipment factors mainly include faults and damages during the
operation of equipment, equipment defects, etc. The equipment factors
involved in the 212 accident reports include: rupture damage of tank or
pipeline, equipment failure, a safety device is missing or damaged, a
runaway reaction, defects in equipment design or quality, and so on.
Among the equipment factors, “equipment failure” and “defects in
equipment design or quality” appear most frequently in the studied
accidents, whereby they each account for 18% of the total number of
accidents.

Environment factors can be divided into three aspects: natural
environment factors, operation environment factors and system envi-
ronment factors. Natural environment factors mainly include lightning,
hurricane, etc.; operation environment factors mainly include humidity,
static electricity, etc.; system environment factors mainly include the
flammable gas concentration of the environment, the distance between
storage tanks, etc. Among the environmental factors, “high concentra-
tion of flammable gas in the air” occurs most frequently, and this factor
exists in 61% of the accidents. If there is a high concentration of flam-
mable gas in the air, generally it is caused by a leak of a vessel. This
factor is usually by itself caused by other factors. Another environmental
factor that occurs frequently is “spark of static electricity”, which exist in
29% of the accident cases.

Management factors mainly include omissions and mistakes in the
management process, involving personnel training, setup of safety
management departments, equipment management, etc. Among the 212
accident reports, management factors mainly include: work plan is not
good enough, inadequate safety management of outsourcing, inade-
quate special operation management, lack of safety education and
training regulations, lack of safety supervision and inspection, safety
management is not implemented, potential hazards are not eliminated
in time, equipment is not regularly maintained and repaired, poor
operating procedure, and so on. Among management factors, “lack of
safety education and training regulations” is the most frequent factor,
existing in the 26% of the accidents.

2.3. Association rules mining

Compared with traditional statistical analysis methods, association

Table 1
Extracted contents from an accident report.

Report number Rpt_1

Accident time November 2, 2020 11:45

Accident A LNG limited liability company
location
Consequence Seven people died and two people were seriously injured, with a

direct economic loss of 20.29 million Yuan

During the cutting of the outlet pipe of a low-pressure pump, the
LNG in the low-pressure outgoing transmission pipe leaked; the
mixture of the vaporized gas of leaked LNG and air was
combusted when encountering an open flame.

Improper isolation of valves; failure of instrumentation engineers
to implement operating procedures; insufficient confirmation of
working conditions for fire operation; inadequate awareness of
risk and risk control is not in place; inadequate management of
contractors.

Direct causes

Indirect causes
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Table 2
Extracted factors from Rpt_1.

Category Meaning

Human factors Violation of operating procedures

Weak safety awareness

Safety device is missing or damaged

High concentration of flammable gas in the air
Open flame

Inadequate safety management of outsourcing
Inadequate special operation management

Equipment factors
Environmental factors

Management factors

rule mining analysis does not need to specify dependent and indepen-
dent variables in advance. Such advantages can help people discover
valuable relationships in data. Using different rule generation criteria,
there are different types of association rule analysis algorithms, such as
the generalized rule induction algorithm and the Apriori algorithm. The
Apriori algorithm is the commonly used association rule mining algo-
rithm more widely used than other methods. This study also uses the
Apriori algorithm to analyze the accident data of storage tank area. The
Apriori algorithm uses an iterative method of layer-by-layer search,
including two steps: the first step is to iteratively search the frequent
itemsets in the database by scanning the database. Then, in the second
step, strong association rules are generated from the frequent itemsets.

I={i,ia,...,in} is a set of items, Transaction T is a non-empty subset
of I, that is, T = {ij, ..., ik} € 1,1 <j, k <m. All transactions form
database D. An association rule is an implication of the form X—Y, where
X and Y are two itemsets such that XNY = @. X is called the left hand side
(LHS) and Y is called the right hand side (RHS) (Agrawal and Srikant,
1994). Three important indicators are widely used to evaluate discov-
ered association rules: “support”, “confidence”, and “lift” (Montella,
2011; Xu et al., 2018).

The “support” of an association rule refers to the ratio of the trans-
actions containing both itemset A and itemset C to the total number of
transactions in the database D, as shown in Eq. (1). Support can be
understood as the frequency of occurrence of the association rule.

auc
ID|

Support(A— C)=P(ANC)= (@]

where, |D| represents the number of transactions in D, |A UC| represents
the number of transactions that contain both itemsets A and C.

The support of a rule is symmetrical. Therefore, the support of the
rule A—C and that of rule C—A are equivalent.

The “confidence” of an association rule refers to the ratio of the
transactions that contain itemsets A and C at the same time to the
number of transactions that contain itemset A, as shown in Eq. (2).
Confidence reflects the probability of occurrence of the RHS item C
given that the LHS item A occurs.

_ Support(A—C) |AUC|

Confidence(A - C) = Support(A) = ] 2)

where, |A| means the number of occurrences of only itemset A.

The “lift” A—C reflects the degree of association between itemset A
and itemset C. If the lift is greater than 1, it indicates that the positive
correlation between itemsets A and C, and the greater the lift, the greater
the positive correlation; if the lift is less than 1, it indicates that the
negative correlation between itemsets A and C, and the smaller the lift,
the greater the negative correlation If the lift value equals 1, it means
that itemset A has no correlation with itemset C. The calculation of the
lift is shown in Eq. (3).

Support(A—C)

Lifiia— €)= Support(A) x Support(C) ®
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2.4. Complex network analysis

Association rules reveal the associations between accident factors,
and the associations between many factors form an association network.
Further, the complex network can be used to analyze this factor asso-
ciation network to reveal the importance of each factor in the formation
of the accident.

Complex networks consist of nodes and edges. Therefore, using a
complex network to construct an accident causal network in a petro-
chemical storage tank farm, the key is to clarify the nodes and edges in
the network, so that the relationship between each node can be
reasonably expressed. The construction steps of the accident-causing
network in the petrochemical tank farm based on association rules are
mainly divided into the following three steps:

(1) Determine the set of association rules. Generally, the association
rules that the user is interested in are selected by setting the
minimum support and minimum confidence of the association
rules.
Build the adjacency matrix corresponding to the association
rules. According to the LHS items and RHS items constituting the
association rules, a relationship table between items can be
established, and the relationship a; between items i and j is ob-
tained according to the relationship Table. 1f there is a rela-
tionship between items i and j, then a; = 1, if there is no
relationship between them, then a; = 0.
(3) Draw the network according to the adjacency matrix, where
nodes correspond to items and edges correspond to relationships.

(2

—

Fig. 2 illustrates the process of establishing the complex network of
accident factors.

After the complex network of accident factors is built, the factors can
be analyzed by using the network topology characteristic analysis
methods of the complex network, mainly including the following
indicators:

(i) Degree of nodes

The degree of a node refers to the number of nodes in the network
that are directly connected to the node. The degree of a node can reflect
the importance of the node in the network to a certain extent. The
greater the degree of a node, the more nodes it can affect, indicating that
the node is more important.

(ii) Betweenness. Betweenness of a node refers to the number of
shortest paths going through the node in the network. It implies
the importance of a node for the transfer of information or matter.
The greater the betweenness of a node, the stronger its ability to
influence risk transfer, thus the more critical its position in the
network, and the more important it needs to be focused on.

(iv) Clustering coefficient. The clustering coefficient is an attribute
describing the degree of clustering of nodes in a network, which
indicates the possibility that there is also an association between
nodes connecting to a certain node. The clustering coefficient of a
single node is the ratio of the number of connections between all
its adjacent nodes to the maximum possible number of
connections.

(v) Network diameter and average shortest path length. For any node
iand node j in a network, the number of edges in the shortest path
from node i to node j is the distance between them, and the
maximum distance between all node pairs in the network is the
network diameter. The average shortest path length refers to the
average distance between all pairs of nodes in the network, which
reflects the closeness of the connections between the nodes in the
network.
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Fig. 2. Construction process of the complex network of accident factors.

3. Analysis results
3.1. Association rules mining

The Apriori algorithm was used to extract the association rules, and
some rules whose lift value is less than 1 were eliminated, and finally 75
association rules were obtained.

Table 3 lists the top 5 association rules in terms of the value of
support, and the support of these 5 association rules ranges from 0.160
to 0.292. The great support of the association rule indicates that the
combination of the LHS factor and the RHS factor of the rule frequently
occurs in accidents. For example, “operator violates the operating pro-
cedures” and “flammable gas concentration is high”, “electrostatic
sparks” and “flammable gas concentration is high”, “open flame” and
“flammable gas concentration is high”, etc. These factors often appear at
the same time in accidents, indicating that their co-existence is likely to
cause petrochemical storage tank system accidents.

Table 4 lists the top 5 association rules with confidence. Their con-
fidence ranges from 0.773 to 0.960. Association rules with high confi-
dence indicate that the LHS factor of the rule occurs, and the RHS factor
of the rule also appears or occurs with a high possibility. Among them,
Rule 1 indicates that 11.3% of the accidents involve both “bad weather”
and “high concentration of flammable gas in the air”, and in accidents
caused by “bad weather”, there is a 96% chance that the factor “high
concentration of flammable gas in the air” appears. Similarly, Rule 2

Table 3
Top 5 association rules with support.

Table 4
Top 5 association rules with confidence.

No. LHS RHS Support  Confidence  Lift
1 { Violation of { High 0.292 0.756 1.233
operating concentration of
procedures } flammable gas in
the air }
2 { Spark of static { High 0.288 0.469 1.631
electricity } concentration of
flammable gas in
the air }
3 { Open flame } { High 0.245 0.400 1.631
concentration of
flammable gas in
the air }
4 { Lack of safety { High 0.184 0.829 1.353
supervision and concentration of
inspection } flammable gas in
the air }
5 { Safety { Violation of 0.160 0.708 1.831
management is operating

not
implemented }

procedures }

No. LHS RHS Support  Confidence  Lift
1 { Bad weather } { High 0.113 0.960 1.566
concentration of
flammable gas in
the air }
2 { Inadequate { High 0.099 0.875 1.427
safety concentration of
management of flammable gas in
outsourcing } the air }
3 { Lack of safety { High 0.184 0.829 1.353
supervision and concentration of
inspection } flammable gas in
the air }
4 { Illegal { High 0.113 0.800 1.305
command } concentration of
flammable gas in
the air }
5 { Inadequate { High 0.160 0.773 1.260

concentration of
flammable gas in
the air }

special operation
management }

indicates that 9.9% of the accidents involve “inadequate safety man-
agement of outsourcing” and “high concentrations of flammable gas”,
and 87.5% of the accidents caused by “inadequate safety management of
outsourcing” involves “high concentration of flammable gas in the air”.
The correlation between accident factors is extracted through historical
data. When the LHS factor occurs, special precautions should be taken to
prevent the occurrence of the RHS factor, thereby reducing the possi-
bility of accidents.

3.2. Complex network analysis
(i) Accident factors network

Using the approach presented in Section 3.2, an association network
of accident factors is established based on the obtained association rules,
which is shown as Fig. 3. The meanings of the nodes are listed in Table 5.

The node degree can reflect the influence and status of the accident
factor in a network. The degree of each node (factor) in the network of
the petrochemical tank farm accident factors is shown in Fig. 4. It can be
seen from the figure:

“Violation of operating procedures” (HO1) has the greatest node
degree, with a node degree of 14, followed by “High concentration of
flammable gas in the air (En01)”, with a node degree of 12. The factor
with greater node degree is more likely to interact with other accident
factors, and is a more important accident factor in the network.
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Fig. 3. Petrochemical tank farm accident cause complex network.

Table 5
Node meaning of the complex network of petrochemical storage tank farm ac-
cident factors.
(ii)Network topology characteristic analysis
(1) Node degree

Category Node  Meaning

Human factors HO1 Violation of operating procedures
HO02 Operator is not certified
HO3 Illegal command
HO4 Hazards are not identified

HO5 Improper emergency response

HO06 Weak safety awareness

HO7 Operation error

HO8 Lack of experience and professional skills
Equipment factors Ob01  Rupture damage of tank or pipeline

Ob02  Equipment failure

Ob03  Safety device is missing or damaged

Ob04  Runaway reaction

Ob05  Defects in equipment design or quality
Environmental En01 High concentration of flammable gas in the air

factors En02 Open flame
En03 Bad weather
En04 Spark of static electricity

Management factors MO1 Work plan is not good enough
MO02 Inadequate safety management of outsourcing
MO03 Inadequate special operation management

MO04 Lack of safety education and training regulations

MO05 Lack of safety supervision and inspection

MO06 Safety management is not implemented

MO07 Potential hazards are not eliminated in time

MO8 Equipment is not regularly maintained and
repaired

M09 Poor operating procedure

A large in-degree indicates that the accident factor is easily induced
by other factors. The five risk factors with the largest in-degree are
“violation of operating regulations (HO1)”, “High concentration of
flammable gas in the air (En01)”, “Hazards are not identified (H04)",
“open flame (En02)”, “Spark of static electricity (En04)”. It can be seen
that the accident factors with larger in-degree are mostly human factors
and environmental factors. These two types of accident factors are more
easily affected by other factors, which directly lead to the occurrence of
accidents. A large out-degree indicates that the accident factor is likely
to induce other accident factors. The five factors with the largest out-
degree are “Inadequate safety management of outsourcing (MO02)”,
“Inadequate special operation management (M03)”, “Lack of safety su-
pervision and inspection (MO05)”, “Safety management is not imple-
mented (M06)”, and “illegal command (HO03)”. Most or all of the

accident factors with larger out-degree are management factors, which
can reflect that management errors are the root cause of accidents, and
management errors will induce other factors to cause accidents.

The betweenness reflects the degree of control of accident factors on
hazard transmission in the network, and the factor with a larger
betweenness plays a more critical role in the transmission of risk in the
network. Fig. 5 shows the betweenness of each accident factor in the
network. The five factors with the largest betweenness are “High con-

.

centration of flammable gas in the air (En01)”, “violation of operating
regulations (HO01)”, “rupture damage of tank or pipeline (Ob01)”, “weak
safety awareness (H06)”, and “inadequate special operation manage-
ment (M03)”. Accident factors with larger betweenness play a key role in
the connection between various factors in the network. By avoiding the
occurrence of these accident factors, the connection of the causal
network can be cut off and the occurrence of accidents can be prevented.

The clustering coefficient reflects the aggregation degree of accident
factors in the network. The larger the clustering coefficient, the stronger
the connection between the various factors in the network. The clus-
tering coefficients of each risk factor are shown in Fig. 6. The top 5 risk
factors with the largest clustering coefficient are “lack of experience and
professional skills (H08)”, “safety device is missing or damaged (Ob03)”,
“Operator is not certified (H02)”, “illegal command (H03)", and “Lack of
experience and professional skills (H06)”. The factors with large clus-
tering coefficients are mostly human factors. Compared with other types
of factors, human factors have stronger aggregation characteristics in
the network, and their neighbor factors are closely related. Once human
unsafe behavior occurs, it may easily lead to its adjacent factors also
occurring, thereby easily causing accidents.

The network diameter reflects the distance between two accident
factors in the network, and the network diameter is 3 in the accident
factor network of petrochemical storage tank farms, for example, from
“Lack of safety education and training regulations (M04)" to “Illegal
command (H03)", from “Defects in equipment design or quality (Ob05)"
to “Open flame (En02)", from “Potential hazards are not eliminated in
time (M07) to “Spark of static electricity (En04)”. There is an indirect
connection between these factors, and through the transmission of fac-
tors, the former factor can have an impact on the latter.

The average shortest path length is the average of the distances be-
tween all accident factors, which reflects the strength of each risk fac-
tor’s ability to influence each other. The average shortest path length in
the accident factor network of petrochemical storage tank farms is
1.442, indicating that one factor in the network can affect another factor
in an average of only 1 to 2 steps. The average shortest path length is
short, indicating the small average factor-to-factor distance, which is
more likely to cause the spread of hazardous events and lead to
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Fig. 4. The degree of each node in the causal network.

(2) Betweenness

Fig. 5. The betweenness of each node in the causal network.
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Fig. 6. The clustering coefficient of each node in the causal network.

(4)Network diameter and average shortest path length

accidents.

4. Conclusions

A large amount of dangerous substances are stored in the storage

tank area of petrochemical enterprises, and may easily lead to great
losses in the event of an accident. Understanding accident factors plays
an important role in taking targeted measures to prevent accidents. Most
accidents are caused by a combination of multiple factors. Therefore,
this study uses the association rule mining method to analyze historical
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accidents to determine the main factors that cause accidents and their
connections.

(1) Through the analysis of accident reports in petrochemical tank
farms, a data set of accident factors of any petrochemical tank
farm was obtained, and association rules were extracted from the
factor data set based on the Apriori algorithm, from which rules
with large support or large confidence are determined.

Based on the analysis results of association rules, the accident
cause network of a petrochemical storage tank area was con-
structed by using the complex network.The importance of the
accident factors was analyzed by using the topological feature
analysis methods of the network, e.g., “violation of operating
regulations”, “high concentration of flammable gas in the air”,
“lack of experience and professional skills”, etc., are important
factors. By avoiding the emergence of these factors the connec-
tion of the network can be effectively cut off and may thus pre-
vent the occurrence of accidents.

(2

—

Using the approach presented in this study in the safety management
of tank farms, the factors that may associate together to cause accidents
can be extracted, and the important factors can be identified. This can
help to improve safety management and prevent accidents with specific
aims. This study is mainly based on the analysis of accident investigation
reports of the safety departments of petrochemical storage tank farms.
Such accidents are usually characterized by low frequency but serious
consequences, so the number of accidents collected in this study was
212. Although the main association factors can be obtained, as a method
based on data analysis, more data can reveal more relationships and
provide more comprehensive guidance for safety management. To better
reflect the accident factors and their associations in the future, more
accident cases need to be accumulated in future research.
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