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Privacy-Preserving Distributed Processing:
Metrics, Bounds and Algorithms

Qiongxiu Li, Jaron Skovsted Gundersen, Richard Heusdens and Mads Grasbgll Christensen

Abstract—Privacy-preserving distributed processing has re-
cently attracted considerable attention. It aims to design solu-
tions for conducting signal processing tasks over networks in a
decentralized fashion without violating privacy. Many existing
algorithms can be adopted to solve this problem such as differ-
ential privacy, secure multiparty computation, and the recently
proposed distributed optimization based subspace perturbation
algorithms. However, since each of them is derived from a
different context and has different metrics and assumptions, it is
hard to choose or design an appropriate algorithm in the context
of distributed processing. In order to address this problem,
we first propose general mutual information based information-
theoretical metrics that are able to compare and relate these
existing algorithms in terms of two key aspects: output utility
and individual privacy. We consider two widely-used adversary
models, the passive and eavesdropping adversary. Moreover, we
derive a lower bound on individual privacy which helps to
understand the nature of the problem and provides insights
on which algorithm is preferred given different conditions. To
validate the above claims, we investigate a concrete example and
compare a number of state-of-the-art approaches in terms of the
concerned aspects using not only theoretical analysis but also
numerical validation. Finally, we discuss and provide principles
for designing appropriate algorithms for different applications.

Index Terms—Distributed processing, differential privacy,
secure multiparty computation, subspace perturbation,
information-theoretic, privacy-utility metric, consensus.

I. INTRODUCTION

Big data is accompanied by big challenges. Currently,
data are collected and simultaneously stored on various local
devices, such as phones, tablets and wearable devices [1], [2].
In these cases, three critical challenges exist in processing such
large amounts of data: (1) the emerging demand for distributed
signal processing tools, as these devices are distributed in
nature and often rely on wireless communication to form
a network that allows devices to cooperate for solving a
problem; (2) the requirement for both computational and
communication efficient solutions, due to the fact that these
devices are usually resource-constrained, for example in wire-
less sensor networks; and (3) privacy concerns, as Sensors
from these devices, such as GPS and cameras, usually contain
sensitive personal information. Consequently, having efficient
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privacy-preserving distributed processing solutions, which are
able to address the privacy concerns, is highly important
and usually requires interdisciplinary research across fields
such as distributed signal processing, information theory and
cryptography.

There are two primary types of security models: (1) com-
putational security, in which the adversary is assumed to
be computationally bounded such that it cannot decrypt a
secret efficiently (i.e., in polynomial time) and (2) information-
theoretic security, in which the adversary is assumed to
be computationally unbounded but does not have sufficient
information for inferring the secret. In this paper we focus
on information-theoretic security since it assumes a stronger
adversary and is more efficient in terms of both communication
and computational demands [3].

A. Related works

Many information-theoretic approaches have been proposed
for addressing privacy issues in various distributed processing
problems like distributed average consensus [4]-[16], dis-
tributed least squares [17], [18], distributed optimization [19]-
[27] and distributed graph filtering [28]. These approaches can
be broadly classified into three classes. The first two classes
combine distributed signal processing with commonly used
cryptographic tools, such as secure multiparty computation
(SMPC) [29], [30], and privacy primitives, such as differential
privacy (DP) [31], [32], respectively. The third class directly
explores the potential of existing distributed signal processing
tools for privacy preservation, such as distributed optimization
based subspace perturbation (DOSP) [7], [18], [27]. Among
these approaches, SMPC aims to securely compute a function
over a number of parties’ private data without revealing it.
DP, on the other hand, is defined to add noise to ensure that
the posterior guess relating to the private data is only slightly
better (quantified by the parameter €) than the prior guess.
DOSP protects the private data by inserting noise in a specific
subspace depending on the graph topology.

Even though all the above mentioned algorithms can in
principle be applied in distributed processing, it is still very
challenging to design an appropriate algorithm given a specific
application at hand. For example, whether choosing one single
algorithm is good enough or if we should combine them
to have a hybrid approach. The main difficulty comes from
the fact that the metrics of these approaches are different
and are defined based on different motivations and contexts.
There are cases where these approaches are mutually ex-
clusive. For example, it has been shown that, in distributed



average consensus applications, the exact average result and
differential privacy cannot be achieved simultaneously [10].
This implies that a DOSP or a perfect SMPC protocol, which
guarantees accurate results, can never be differentially private
in distributed average consensus. Another issue is that the
privacy defined by these approaches might not be the same
as the individual privacy defined in the context of distributed
processing. For example, a perfect SMPC protocol does not
necessarily guarantee that no private information is revealed
(see Section IV-A). In addition, a perfect DP based approach
(e = 0) also does not guarantee that no private information
is revealed if the private data are correlated [33] (see Section
IV-B). Therefore, it is highly desired to have general metrics
that are able to compare and relate these algorithms in a consis-
tent fashion, so that appropriate privacy-preserving distributed
algorithms can be designed based on their performance and
underlying assumptions.

In addition to the above mentioned challenges in algorithm
design, another challenge lies in how to analyze the algorithm
performance in a distributed setting. Due to the fact that
distributed processing algorithms are usually iterative, it is
complex to analytically track the privacy analysis over the
iterations.

B. Paper contributions

In this paper, we attempt to solve the above mentioned prob-
lems. The main contributions of this paper can be summarized
as follows:

o To the best of our knowledge, this is the first paper
proposing formal and general information-theoretic met-
rics for quantifying privacy-preserving distributed pro-
cessing algorithms in terms of output utility and indi-
vidual privacy. Additionally, we prove that existing well-
known metrics in SMPC and DP can be considered
special cases of the proposed metrics under certain as-
sumptions/conditions. Moreover, by analyzing the lower
bound on individual privacy which provides insights on
the nature of a problem, we give suggestions and discuss
principles on how to design appropriate algorithms.

+ We demonstrate how to analyze, quantify, compare, and
understand the nature of a number of existing privacy-
preserving distributed processing algorithms including
DP, SMPC and DOSP.

C. Outline and notation

This paper is organized as follows. Section II introduces
fundamentals and states the problem to be solved. Section
IIT introduces the proposed metrics. Section IV relates the
well-known SMPC and DP to the proposed metrics. Sec-
tions V and VI describe a concrete example of distributed
average consensus. The former section defines the problem
and shows that traditional approaches leak privacy, while the
latter section first presents a theoretical result for achiev-
ing privacy-preservation and then analyzes existing privacy-
preserving distributed average consensus algorithms using the
proposed metrics. Numerical validations are given in Section

VII. Section VIII gives suggestions on algorithm design and
Section IX concludes the paper.

The following notations are used in this paper. We will use
lowercase letters (z) for scalars, lowercase boldface letters
(x) for vectors, uppercase boldface letters (X) for matrices,
overlined uppercase letters (X) for subspaces, calligraphic
letters (X') for arbitrary sets and | - | for the cardinality
of a set. Uppercase letters (X) denote random variables
having realizations x. span{-} and null{-} denote the span
and nullspace of their argument, respectively. (X) ' denotes
the transpose of X. z; denotes the i-th entry of the vector
x and X;; denotes the (¢, j)-th entry of the matrix X. 0, 1
and I denote the vectors with all zeros and all ones, and the
identity matrix of appropriate size, respectively.

II. PRELIMINARIES

In this section, we first introduce the problem setup and the
adversary models. After that we summarize the key aspects to
be considered when evaluating an algorithm.

A. Privacy-preserving distributed processing over networks

A network can be modelled as a graph G = {N, £} where
N ={1,...,n} denotes the set of n nodes and £ C N x N/
denotes the set of m (undirected) edges. Note that node ¢ and
7 can communicate with each other only if there is an edge
between them, i.e., (i,5) € £ Let N; = {j | (4,5) € £}
denote the neighborhood of node 4 and d; = ||, called the
degree of node i. Assume each node 7 has private data s; and
let s = [s1,...,5n] . Note that for simplicity, s; is assumed to
be scalar but the results can easily be generalized to arbitrary
dimensions.

The goal of privacy-preserving distributed processing over
a network is to compute a function

[iR" = R" y = f(s), (D

in a distributed manner without revealing each node’s private
data s; to other nodes, where y; denotes the desired output
of node i. By a distributed manner we mean that only data
exchange between neighboring nodes is allowed.

B. Adversary models

Adversary models are used to evaluate the robustness of
the system under different security attacks. In this paper,
we consider two types of adversary models: the passive and
eavesdropping model.

1) Passive adversary: The passive adversary model is a
typical model to be addressed in distributed networks [34].
It works by colluding a number of nodes to infer the private
data of the other nodes. These colluding nodes are referred to
as corrupted nodes, and the others are called honest nodes.
The corrupted nodes are assumed to follow the algorithm
instructions (called the protocol) but will share information
together to infer the private data of the honest nodes. We call
an edge in the graph corrupted when there is one corrupted
node at its ends, see Fig. 1 for a toy example. Hence, all the
messages transmitted along such an edge will be known to the
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Fig. 1: System setup and adversary models.

passive adversary. In the following, we will denote V. and N},
as the set of corrupted nodes and honest nodes, respectively.
Additionally, we will denote & = {(i,j) € € : (4,)) ¢
Np x Ny} as the set of corrupted edges. An algorithm is
more robust if it can tolerate more corrupted nodes without
revealing the private data of the honest nodes.

2) Eavesdropping adversary: The eavesdropping adversary,
on the other hand, is assumed to listen to all communication
channels, i.e., edges, between nodes with the purpose of
inferring the private data. This model is relatively unexplored
in the context of privacy-preserving distributed processing. The
main reason is that many SMPC based approaches, such as
those based on secret sharing [17], [19], [35], assume that all
messages are transmitted through securely encrypted channels
[36] so that the transmitted messages cannot be eavesdropped.
However, channel encryption is computationally demanding
for iterative approaches like the distributed processing algo-
rithms considered here, since the channels are used many times
before the algorithm converges. As a consequence, the cost for
channel encryption is also an important factor to be considered
when designing privacy-preserving algorithms.

Throughout this paper we will assume that these two
adversaries cooperate. That is, they will share information
together to increase the chance of inferring the private data
of the honest nodes.

C. Key aspects for algorithm evaluation

We will evaluate the performance of privacy-preserving
distributed processing algorithms in terms of the following
two aspects: output utility and individual privacy.

1) Output utility: Let y € R™ denote the estimated output
of a privacy-preserving distributed processing algorithm. For
each node ¢, the output utility should measure how close the
estimate j; is to its desired output y;.

2) Individual privacy: Based on the definition of the ad-
versary models, the corrupted nodes are willing to share their
private data to the passive adversary. Therefore, privacy is only
relevant for the honest nodes. The individual privacy of honest
node i € N}, should measure how much information regarding
its private data s; is revealed to the adversaries, both passive
and eavesdropping, given all the information available to them.

In next section we will introduce the proposed metrics for
quantifying the output utility and individual privacy.

III. PROPOSED METRICS

In this section we will introduce the proposed metrics. We
first motivate why we adopt mutual information for defining
these metrics and then give details on how to quantify both
the output utility and individual privacy stated above.

A. Motivation of using mutual information

To quantify the privacy for information-theoretic ap-
proaches, a natural language is to use information theory. For
an overview of information-theoretic metrics the reader is re-
ferred to [37]. In the context of privacy-preserving distributed
processing, two types of metrics are widely adopted: mutual
information and e-DP (their definitions will be given later in
Section III-B and IV-B, respectively). The reasons for choosing
mutual information over e-DP are:

(1) e-DP is very difficult to realize in practice as it is a
worst-case metric that provides strong privacy assurance in
any situation, e.g., for all prior distributions of the private
data [38]-[40]. Mutual information is easier to implement in
practice as it can be seen as a relaxed version of e-DP [41].

(2) The privacy measured by e-DP only reflects the privacy
in the worst-case scenario which can be very far from the
typical privacy of the average users; mutual information, on
the other hand, is more preferred in quantifying the privacy of
the average users [42].

(3) e-DP has problems in working with correlated data [33].

To quantify the output utility, we also adopt mutual infor-
mation as the metric because it has been widely used in the
literature [43], [44].

B. Definition of mutual information

Let X denote a continuous random variable with probability
density function fx(z) and differential entropy h(X) =
— [ fx(z)log fx(z)dz, assuming it exists. Given a random
variable Y, the conditional entropy h(X|Y) quantifies how
much uncertainty is remained in X after knowing Y. The
mutual information I(X;Y") [45] measures the dependence
between X and Y. It quantifies how much information can
be learned about X after knowing Y, or vice versa, which is
given by!

I(X:Y) = h(X) — h(X]Y). )

C. Output utility u;

We quantify the output utility as:
Vie N :u =I(Y;Y;). (3)

Hence 0 < w; < I(Y;;Y;) where u; = I(Y;;Y;) implies
prefect output utility.

IFor the case of discrete random variables, the condition is given in terms
of the Shannon entropy H(-)



D. Individual privacy p;

Let V denote the set of random variables containing all the
information collected by the adversaries throughout the whole
algorithm. The individual privacy of honest node ¢ quantifies
the amount of information about the private data s; learned
by the adversaries, which we define as

Vie Ny pi =1(S;,V), “4)

and we conclude that 0 < p; < I(S;;5;). The smaller
pi, the more private the data is. Given the definition of the
adversary models, we conclude that the adversaries always
have knowledge of the private data {s;};ca, and estimated
outputs {y; } jen., regardless of the algorithm used. Therefore,
we conclude that {S;,Y;}jen. C V which give rise to the
following lower bound.

1) lower bound on individual privacy: The individual pri-
vacy p; is lower bounded by

Pi,min = I(SZ7 {Sjv )A/j}jGNc)'

Hence, we have p; min < p; < I(S;;5;).

There are two more parameters to consider regarding the
individual privacy, namely the maximum number of corrupted
nodes, giving information about the robustness of the algo-
rithm, and the cost for channel encryption.

2) Maximum number of corrupted nodes under a passive
adversary: The maximum number of corrupted nodes allowed
in the network under a passive adversary will be denoted by
k; € {0,...,n — 1}. That is, the algorithm is guaranteed to
achieve individual privacy p; for honest node ¢ if there are at
most k; corrupted nodes in the network.

3) Cost for channel encryption under an eavesdropping
adversary: Let T = {0,...,T}, where T is the maximum
number of iterations. The cost ¢; € 7 indicates how many
iterations require channel encryption to guarantee individual
privacy p;.

We propose a new definition of perfect individual privacy
in the context of distributed processing. Intuitively, perfect
individual privacy means p; = 0. However, due to the fact
that in many cases the lower bound p; min > 0, it is in general
impossible to achieve zero individual privacy. In addition, we
assume p; min 7 1(Si; S;), otherwise there is no privacy at all.
We have the following definition of perfect individual privacy.

(&)

Definition 1. (Perfect individual privacy in the context of
privacy-preserving distributed processing.) Given p; min, 0 <
Pimin < 1(S:;S;), a privacy-preserving algorithm achieves
perfect individual privacy if and only if p; = p; min.

IV. LINKING THE PROPOSED METRICS TO SMPC AND DP

In this section, we will show that the well-known SMPC and
DP can be considered special cases of the proposed metrics
based on different setups or assumptions.

A. Secure multiparty computation

An important concept in SMPC is the definition of an
ideal world, in which a trusted third party (TTP) is assumed
to be available. A TTP first collects all private data from

the nodes and computes the output y = f(s) after which
the outputs y; are transmitted to each and every node. This
scenario is considered secure since a TTP is assumed to be
non-corrupted. However, there is a distinction between security
and privacy. In the ideal scenario, each node obtains its desired
output y; directly from the TTP. As a consequence, the set
of random variables containing the information collected by
the adversaries is given by V = {S;,Y;},cn... Therefore, the
individual privacy in the ideal world is given by

Vi € Ny @ pijideal = 1(Si:{5;,Y}}jen.)-

Apparently, p; ideal 18 nOt necessarily zero and it depends on
several factors such as the output function and whether the
private data are correlated or not.

The motivation for using SMPC comes from the fact that
in practice a third party might not be available or trustworthy.
The goal of SMPC is thus to design a protocol that can replace
a TTP, i.e., simulates an ideal world. To do so, SMPC has
to exchange information between nodes in the network and
could, therefore, reveal some information about the private
data. Let p;smpc denote the individual privacy when using
SMPC. An SMPC protocol is considered to be perfect when
(1) it achieves perfect output utility and (2) the adversaries do
not learn more about each honest node’s private data than what
will be revealed in an ideal world. That is, SMPC is perfect
if

(6)

VieN :u; =1(Y; YY),
. (7
Vi e Nh * Pismpe = Pi,ideal-

As mentioned before, there is a distinction between security
and privacy. As an example in which an SMPC protocol
is perfect according to (7) but reveals maximum individual

privacy, i.e., pismpe = I(5i;5;), consider the situation in
which y is a permuted version of the private data s. That
1S, Yi = S;—1modn. Assume that node ¢ + 1 is corrupted.

Using (6) we conclude that p; jgear = I(Si; {Sit1,Yit1 =
Si} = I(S;; Si). AS piideal is already maximum, any SMPC
protocol giving perfect output utility will be considered perfect
as Pismpe = 1(5i;Si) = piidear. Hence, (7) is satisfied but
there is no privacy at all.

We remark that p; smpe and p;ideal in SMPC correspond
to the individual privacy p; and its lower bound p; min under
the condition of achieving full output utility in the proposed
metrics, respectively. In the above example, in order to achieve
meaningful individual privacy p; < I(S;;S;), we have to
compromise the output utility to decrease the lower bound
Pi,min. That is, perfect output utility and individual privacy
are not achievable simultaneously in this example.

B. Differential privacy

DP assumes an extreme scenario in which all nodes in the
network are corrupted (k; = n—1) except for node 7 [31], [32].
Let s~% € R"~! be a so-called adjacent vector of s, obtained
by excluding the private data s; from s. Denote (); as the
range of s;. Let F be a randomized algorithm that protects
the privacy of its input and ) denotes its output range. Given



€ > 0, algorithm F' achieves ¢-DP if for any pair of adjacent
vectors s and s—%, and for all sets )V, C ), we have

Vs; € Q; : M < ef. ()

P(F(s7%) € Ys)

It has been shown [41, Theorem 1] that by relaxing the right-
hand side of (8) to an expected value rather than a statement
about all s; € £, (8) is related to the Kullback-Leibler diver-
gence and can be further relaxed to the following conditional
mutual information (also called mutual information differential
privacy):

I(Si; Y{Sitjem(iy) < e )

The upper bound € in (9) can be interpreted as the difference of
the posterior and prior individual privacy. The prior individual
privacy, in which the adversaries have the knowledge of s~
and the related output 3 = F'(s~%), can be quantified as

=I(S;:{S;}jem (i, Y7)
= 1(Si;{Sj}jemqi}),

where the last equality holds because Y’ is redundant in-
formation as {S;};ean (i} can determine Y’. The posterior
individual privacy on the other hand, where the adversaries
have the knowledge of the algorithm output y = F(s), is
given by

pi,prior

(10)

Pipost = 1(Si; {S}jemgip, Y)- a1

Based on the definition of conditional mutual information, we
can rewrite (9) as

€ > I(Si; {Sj}jeagip, Y) — I(Si; {Si}jen(})

= Pi,post — Pi,prior;

(12)

showing the interpretation mentioned above.

We can see that the above p; post and p; prior are related
to the individual privacy p; and its lower bound p; min,
respectively, in the context of distributed processing when we
assume that there are k; = n — 1 corrupted nodes. Again,
similar to SMPC, e = 0 does not imply zero individual privacy
but only means that no additional information is leaked.

C. Proposed metrics for SMPC and DP

We end this section by concluding that both the SMPC and
DP metrics can be considered as special cases of the proposed
metrics under certain assumptions/requirements. For example,
a privacy-preserving distributed processing algorithm can be
considered as a perfect SMPC protocol if u; = I(Y;;Y;) and
Pi = Pimin, and as an e-DP protocol if u; = I(Yi;f/g),pi <
€ + Vi, min> and k; = n — 1.

V. EXAMPLE I: DISTRIBUTED AVERAGE CONSENSUS

To demonstrate the benefits using the proposed metrics, we
use the distributed average consensus as a canonical example.
The two main reasons for choosing this problem are that
it has general applicability in many signal processing tasks,
such as denoising [46] and interpolation [47], and that its

privacy-preserving solutions have been widely investigated in
the literature [4]-[16].

In this section, we first define the problem. After that, we
introduce traditional distributed average consensus approaches
and show that they are not privacy-preserving; maximum
individual privacy is revealed as Vi € N}, : p; = I1(S;; ;).

A. Problem definition

The goal of the distributed average consensus algorithm is
to compute the global average of all the private data over the
network, i.e.,

Yy= Savel, (13)

where Spve = n ! ZieN s;. Hence, we have that y =
n~ 1117 s. As the nodes in the network can only communicate
with the neighboring nodes, the solution is obtained iteratively.
Many distributed average consensus algorithms have been
proposed to achieve this goal. Below, we introduce two types
of approaches that serve as baselines for the coming sections.

Before describing the details, we will make the following
assumptions.

Assumption 1. The private data are statistically independent,
ie,Vi,j e N,i#7j: I(Sl,SJ) =0.
Assumption 2. The passive adversary has knowledge of the

number of nodes n in the network and the degree d; of all
nodes.

Let N; . = N; NN, and N; , = N; NN, denote the set of
corrupted and honest neighbors of node i, respectively. In order
to consider the worst-case scenario in which all information
transmitted by honest nodes is known to the passive adversary,
we have the following additional assumption.

Assumption 3. Every honest node has a non-empty corrupted
neighborhood, i.e., Yi € Ny, : N; . # 0.

B. Distributed linear iteration approaches

Distributed average consensus can be obtained by applying,
at every iteration ¢ € T a linear transformation W € W where

W={W e R"™" |W;; =0if (i,j) ¢ £ and i # j},

(14
such that the state vector x is updated as
D = Wwg®) (15)
and it is initialized with the private data, i.e.,
z© = s. (16)

The structure of W reflects the connectivity of the net-
work?. In order to correctly compute the average, that is,
z® — y = n1117s as t — oo, necessary and sufficient
conditions for W are given by (i) 1TW =17, (ii)) W1 =1,

ZFor simplicity, we assume that W is constant for every iteration, which
corresponds to a synchronous implementation of the algorithm. In the case of
an asynchronous implementation, the transformation depends on which node
will update. The results shown here are easily generalized to asynchronous
systems by working with expected values.



(i) o (W — %) < 1, where «(-) denotes the spectral
radius [48].

Individual privacy: By inspecting (15), we can see that each
node 7 needs to send its state values :c§t) to all of its neighbours
for updating {xgtﬂ)}je/\/i. Hence, we have Xi(o) =5V
and we conclude that

pi =1(8;,V) > 1(5;, X\V) = I(S;, S)). (17)

The algorithm is not private in the sense that it reveals all
private information.

C. Distributed optimization approaches

The average consensus problem can also be stated as a
linear-constrained convex optimization problem given by

1
min > glzi = sill3
ieEN

st. V(i,j)e&:
Many distributed optimizers have been proposed to solve the
above problem, such as ADMM [49] and PDMM [50], [51].
Here, we provide an example using PDMM. The correspond-
ing (extended) augmented Lagrangian function is given by:

(18)

Ti=Tj-.

1
5l = sl3 + (PA)Cz + Z|[Ca + PC2 |3, (19)

and the updating equations are

2+ = (I+cCTC) " (s - cCTPCa —CTPAY),
(20

A = PAD 4 (Cat) 4 PCa), @D

where ¢ > 0 is a constant for controlling the convergence rate
and A € R*™ is a dual variable. Let the subscript i|j be a
directed identifier that denotes the directed edge from node
i to j. We first denote B € R™*"™ as the graph incidence
matrix defined as B;; = 1, B;; = —1 if and only if (i,5) € £
and ¢ < j. Denote ¢; = (i,7) € &, where [ € {1,...,m},
as the [-th edge. The dual variable A is defined as A\; = A;;
and A\jyp, = A j|i- Hence, with PDMM, each edge is associated
with two dual variables, \;|; and \;);. The matrix C' € R2mxn
is related to the graph incidence matrix and defined as Cj; =
B;; =1and C(,,); = Bj; = —1if and only if i < j. Of
note, P € R?™*2™ denotes a symmetric permutation matrix
exchanging the first m with the last m rows. Thus, V(i,5) €
&1 Njji = (PA););. and C + PC = [BTBT|".
The local updating functions for each node become

2t = T . @)
t+1 t t+1 t
/\z('\j )= AE—@ + By (af Y — 2l (23)

It has been shown that 2(*) converges geometrically (linearly
on a logarithmic scale) to the global optimum x* = s,.1,
given arbitrary initialization of both = and A [50].

Individual privacy: Note that traditional distributed optimiza-
tion algorithms generally initialize both (®) and A(®) with

all zeros as it gives the smallest initial error resulting in the
smallest number of iterations to converge. As a consequence,
by inspecting (22) we have
x(l) — L
¢ 1+ cd;
As the constant c is globally known to all nodes and the degree
d; is known to the adversaries based on Assumption 2, the
private data s; can be reconstructed by the adversaries from
xl(l). Since XZ-(l) € V we conclude that

(24)

pi =1(Si,V) > 1(S;, X)) = I(5;,8,). (25

Based on (17) and (25), we conclude that traditional dis-
tributed average consensus algorithms, including distributed
linear iteration and distributed optimization algorithms, are not
privacy-preserving at all; they reveal all private data.

VI. EXAMPLE II: PRIVACY-PRESERVING DISTRIBUTED
AVERAGE CONSENSUS

From the previous section, we can see that the reason
why the traditional distributed average consensus algorithms
are not privacy-preserving is because the private data, either
itself or a scaled version, is directly sent to the neighboring
nodes during the data exchange step. As a consequence, one
way to protect privacy is to not exchange the private data
directly, but to first insert noise to obtain an obfuscated
version of it and then exchange the obfuscated data with
the neighboring nodes. In what follows, we will first present
an information-theoretic result regarding noise insertion to
achieve privacy-preservation. After that, we will introduce
existing privacy-preserving distributed average consensus ap-
proaches and quantify their performances using the proposed
metrics.

A. Noise insertion for privacy preservation

Proposition 1. (Arbitrary small information loss can be
achieved through noise insertion.) Let private data s and
inserted noise r denote realizations of independent random
variables S and R with variance 02.70}2% < 00, respectively.
Let Z = S + R. Given arbitrary small § > 0, there exists
B > 0 such that for o% > f3

I1(S;2) <. (26)
In the case of Gaussian distributed noise, we have
2
Js
8= 1 (27)
Proof. See Appendix A. (|

Proposition 1 shows that the mutual information I(S;Z2),
where Z is a noisy version of S obtained by adding inde-
pendent noise, can be made arbitrarily small by making the
noise variance sufficiently large.

Based on the design of the noise insertion process, we will
classify existing approaches into two classes: zero-sum noise
insertion and subspace noise insertion. We first introduce the
former case.



The main idea of zero-sum noise insertion comes from the
nature of the distributed average consensus. Let r; denote the
noise added by node ¢ to its private data s;. The estimated
output is then given by

Z?iZ%Z(SJJFTj):SaveJF%ZU

JEN JEN

(28)

Clearly, if the sum of all inserted noise is zero, perfect output
utility will be achieved as §; = Save = ¥; in that case.
Next we will proceed to introduce two different approaches,
including DP and SMPC, which aim to insert zero-sum noise
in a distributed manner.

B. Statistical zero-sum noise insertion using DP

DP-based approaches [8]-[10] mostly apply zero-mean
noise insertion to achieve zero-sum in a statistical sense. That
is, according to the law of the large numbers, the average
of a large number of noise realizations should be close to
the expected value, which is zero in this case, and will tend
to become closer to the expected value as more realizations
are involved. As a consequence, these algorithms only obtain
asymptotically perfect output utility as n — co. Variants exist
in designing the noise insertion process, but here we will focus
on one simple example to illustrate the main idea, which was
proposed in [8] and [10]. Each node i initializes its state value
by adding zero-mean noise r; to its private data. That is, the
state value initialization (16) becomes

VieN: o =s +r, (29)

and then arbitrary distributed average consensus algorithms
(e.g., linear iterations [48] or distributed optimization [49]-
[51]) can be adopted to compute the average.

1) Output utility analysis: Assume that all inserted noise
are realizations of independent and identically distributed
random variables with zero-mean and variance o2. Denote
Ttot YienTi and Tae = Tior/n as the sum of all
inserted noise realizations and its average, respectively. As
a consequence, Ry, and R, are also zero-mean, and their
variances are no? and o2 /n, respectively. Based on (28) the
output utility of node ¢ is

Vie N w=I(Y;Y; + Rave). (30)

Indeed, as mention before, we obtain perfect output utility only
when n — oo since lim,, oo Rave = 0.

2) Individual privacy analysis: DP based approaches do not
require any channel encryption and assume n — 1 corrupted
nodes, i.e., N. = N'\{i}. Collecting all state random variables
Xi(t) in the vector X(*) = [Xft), e ,Xff)]T, we conclude
that all information seen by the adversaries throughout the
algorithm is

V= {}A/jvsjaRjax(t)}jENc,tET
= {Sj7 RmX(t)}jeNc,te%

since }A/J =X j(-T). Note that we assume that all messages
{X®},c7 transmitted through the communication channels

€1V

can be eavesdropped and are thus known to the adversaries.
We see that computing I(.S;; V) requires to analyze the in-
formation flow over the whole iterative process. This imposes
challenges as keeping track of information loss throughout all
iterations is difficult. We can, however, simplify the privacy
analysis through the following result.

Lemma 1. (Information release of successive iterations.)

I(S; X©, . XMy = 1(8;; X©).

Proof. The sequence S; — X(© — X forms a Markov
chain in that order. As a consequence, by the chain rule of
mutual information, we have

T
I(S; X, Xy =3 1S X W x =D, X O)
t=0

=I(S; X ). .

Lemma 1 states that it is sufficient to analyze the privacy
leakage of the initial state vector only as successive iterations
will not reveal additional information about the private data.
Given this result, we conclude that

I(Si; V) = I(S:{Sj, Rj, X Yjenr.)
215 x(7)
+ 155185, Ry, X\ Yen |X 1)

(®

2 1(8;; X\, (32)

where (a) follows from the chain rule of mutual information,
and (b) holds as {S;, R;, X ;O)}je ., is independent of both
S; and X i(o)‘ The individual privacy thus becomes

pi = I(S: X0 = 1(S;; S; + Ry). 33)

Lower bound analysis. The lower bound on individual pri-
vacy is given by
pimin = 1(S5{Y7, 8, }jen..)
(@)
= I(Si; >° Sj+ Riots {Sj}jen.)
JEN

I(Si; Si + Riot, {Sj }ien.)
o I(S;;S; + Riot)s

(34)

where (a) follows from (28) and the fact that n is known
to the adversaries (Assumption 2) and (b) from the fact that
{S;}jen. is independent of S; + Ry.. By inspection of (33)
and (34) we conclude that for n > 1 we have p; min < pi,
except for r; = 0, so that DP does not achieve perfect
individual privacy for the average consensus problem.

Maximum number of corrupted nodes and cost for channel
encryption. Since N. = N\ {i}, we have k; = [N =n—1
being the maximum number of corrupted nodes. As no channel
encryption is needed, we have ¢; = 0.



Summarizing, with the proposed metrics, DP-based ap-
proaches achieve
U; = I()/za Y; + Rwe)a
pi = 1(8i; Si + Ry),
Pi,min = (Sza Sz + Rtot)a (35)
k‘i =n— 1,
C; = 0.

We have the following remark.

Remark 1. (In the distributed average consensus, DP always
has a trade-off between the output utility and individual
privacy.) As both output utility (30) and individual privacy
(33) are dependent on the inserted noise, we conclude, using
Proposition 1, that

02%00 =
=0 =

(36)
(37

U; = 0,p¢ = 0,
u; = 1(Y3;Y3), pi = 1(Si;Si).

Hence DP has a trade-off between privacy and utility. Of
note, the conclusion that DP based approaches cannot achieve
perfect full utility has been shown before in [10]. Here, we
provide a simpler proof in terms of mutual information.

C. Exact zero-sum noise insertion using SMPC

Unlike DP based approaches, which have a privacy-utility
trade-off, SMPC based approaches can obtain full utility
without compromising privacy. However, there is no “free
lunch”; the price to be paid is that the robustness over n — 1
corrupted nodes is no longer achievable. Existing SMPC based
approaches [4]-[6] have applied additive secret sharing [30]
to construct exact zero-sum noise through coordinated noise
insertion. To do so, at the initialization phase, each node 7 first
sends each neighbor j € A; a random number 7 and receives
a random number 7’2- from each of its neighbors. After that
node ¢ constructs its noise realization as

ri= Y Tijj, (38)
JEN;
where
rijg =15 =i (39)

Of note, all the random numbers {r”? }i,j)ee are independent
of each other. After constructing the noise realizations, sim-
ilar as DP based approaches, each node initializes its state
value using (29) after which an arbitrary distributed average
consensus algorithm can be used.

1) Output utility analysis: In SMPC the noise is constructed
such that it sums to zero:

Z” = Z Z Tilj = Z (rij +75:) =0,

€N i€EN JEN; (i,5)€E

(40)

as r;; = —7;|; by (39). Full utility is thus obtained as g; = y;:

Vie N: u =1(Y;Y;). (41)

2) Individual privacy analysis: SMPC based approaches
assume that the communication channels are not securely
encrypted except for transmitting the random numbers
{r!}ij)ce (initialization phase). As a consequence, all in-
formation that the adversaries see throughout the algorithm is
given by

V= {Y}, S} jen. AR i jyee, AX D heer
= {Si}jen.: AR Y ijyes. AX D et

since Y; = X](T) and X® is known by Assumption 3.

Let G, C G denote the graph obtained by removing all
corrupted nodes from G. Moreover, let G, = U,C,, where
Cq is a component or connected subgraph of Gj. The set of
nodes in C, is denoted by N, so that N}, = UgNj,,. We have
the following result which simplifies the individual privacy
analysis.

(42)

Proposition 2.

Vi € th : I(SMV) = I(Sz, {S] + . % Rj\k}jGNh,q)'
1S ih

Proof. See Appendix B. (]

We conclude from Proposition 2 that node ¢ should have at
least one honest neighbor. If not, S; will be revealed as in that
case Ny, = {i} and NV, = (. Moreover, the adversaries can
compute the partial sum of the private data in each component
Cq since

oS+ X Ry =) S (43)
i, e Jex,
as Rjj, = —Ry);. Since this partial sum can always be

determined regardless of the amount of noise insertion, we
have

pi =1(SiV) 2 I1(Si >, S5)).

jGth

(44)

We have equality in (44) when the partial sum (43) is all
the adversaries know and no additional information can be
inferred from the individual noisy observations. That is, we
have equality if Vj € Ny, : 1(Si5.5; + Y hen, , Ri) = 0,
which can, by Proposition 1, be achieved asymptotically by
adding independent noise to the private data. Therefore, the
privacy level SMPC based approaches can achieve is given by

pi =1(Si; Y, S;).

JENR,

(45)

Lower bound analysis. With perfect output utility, the lower
bound (5) becomes

Pi,min = 1(Si:{Y}, Sj}jen.)
(a)
= I(Si; Z Sja {Sj}jeNc)
JEN

)
= 1(Si; 3 S5, {S;}ien)

JENR

D18 8y,

JENK

(46)



where (a) holds as Vj € N :y; = n~' Y.\ S and n is
known by Assumption 2, (b) holds as .\ S;, {Sj}jen.
can be determined by > ..\, Sj, {Sj}jen, as Sj,j € N,
are known to the adversaries, and (c) holds as {S;};ecn., is
independent of both S; and jen, Sj by Assumption 1.

Maximum number of corrupted nodes and cost for channel
encryption. As mentioned before, to guarantee the individual
privacy p; < I(S;;5;), node i should have at least one honest
neighbor, i.e., NV;; # (. The maximum number of corrupted
nodes is therefore k; = d; — 1 and only depends on the
degree d;. For a fully connected graph we have k; = n — 2.
The amount of channel encryption is ¢; = 1 as only the
communication channels in the initialization phase need to be
securely encrypted.

In conclusion, with the proposed metrics, SMPC based
approaches achieve

1(Y;
pi = 1(Si; 2 jens,, i)

Pi,min = I(Sza ZjGNh Sj)a (47)
ki = dz - ]-7
C; = 1.

We can see that u; is independent of p,. Hence, SMPC has
no trade-off between privacy and utility in distributed average
consensus. Hence, we have the following remark.

Remark 2. (Conditions for achieving perfect individual pri-
vacy and perfect output utility using the SMPC based ap-
proaches in the distributed average consensus.) By inspection
of (45) and (46), if Gy is connected and |Ny| > 2, we
have only one component so that th = Ny and thus
Pi = Pimin, the algorithm achieves both perfect individual
privacy (Definition 1) and perfect output utility.

The main limitation of the above zero-sum noise insertion
approaches is that it is hard to be generalized to problems
other than distributed average consensus. To mitigate this
problem, recently subspace noise-insertion based algorithms
have been proposed which are able to solve more general
(convex) optimization problems. In the next subsection we
will introduce such an approach referred to as distributed
optimization based subspace perturbation (DOSP).

D. Subspace noise insertion using DOSP

The DOSP algorithm [7], [27] differentiates from the DP
and SMPC based approaches in the sense that it can ensure
full output utility without compromising privacy and does not
require coordinated noise insertion. In particular, DOSP does
not introduce zero-sum noise but exploits the fact that the
dual variables, if properly initialized, can obfuscate the private
data throughout the algorithm. As a consequence, in order to
analyze privacy, we have to consider the convergence behavior
of the dual variable A.

To do so, consider two successive A-update in (21). We
have

A = XO 4 o(Cx? 2PCxY) 4 CxV), (48)

as P2 = I. Let H = span(C) + span(PC) and H+ =
null(C'T) N null((PC)T). We can see that every two -
updates affect only IIzA € H where II5 denotes the
orthogonal projection onto H. As shown in [27], the dual
variable A() composites of two parts: a so-called convergent
component ITzA®) which will converge to a fixed point A*,
and a so-called non-convergent component (I — IT7)A®) =
P! (I —TI5) A which will not converge (P* = P for t odd
and P! = T for t even) and only depends on the initialization
A,

By inspecting (22), the noise for protecting s; of honest
node 7 is constructed as

Ve T : 7"2@ = Z (Bi“»)\(t))

Jli

JEN;
= Z (Bilj)‘§‘t|z)+ Z (Bi|j)\§2)7 (49)
JEN; ¢ JEN

where the dual variables {)\ﬁz} jen;.. of the corrupted neigh-
bors are known to the adversaries. As a consequence, only
> jenin (Bil j)\ﬁf) is unknown to the adversaries. Separating
the convergent and non-convergent component of A, we

have
Z (Bz‘\j)\;t\z) = Z (Bilj(HH’\(t))jli)

JEN; JEN;.n
+ 3 (B (P A=A ). (50)
JEN 1

The main idea of subspace noise insertion is to ex-
ploit the non-convergent component of the dual variables
as subspace noise for guaranteeing the privacy. That is,
Yien, (Bi(PH(I — I1;)A©®);;) protects the private data
s; from being revealed to others. By controlling A(?), the
variance of the above subspace noise can be made arbitrarily
large so that, by Proposition 1, we can achieve an arbitrarily
small information loss.

Before discussing how to implement the subspace noise, we
first state the following remark.

Remark 3. (There is always a non-empty subspace for noise
insertion as long as m > n.) Since [C PC] € R?*™*2" can
be viewed as a new graph incidence matrix with 2n nodes and
2m edges [27], we thus have dim(H) < 2n — 1, and H* is
non-empty if m > n.

In DOSP, each node only needs to randomly initialize its
own dual variables {)‘£|O]) }jen;, as in that case we have (I —
I7)A© =£ 0 with probability 1 as long as m > n. Hence,
DOSP does not require any coordination between nodes for
noise construction. In the remainder of this section we will
investigate the output utility and individual privacy of DOSP.

1) Output utility analysis: As mentioned before, z(*) con-
verges geometrically to the global optimum x* = s,,.1, given
arbitrary initialization of both x and A, even though A® does
not necessarily converge. Indeed, by inspection of (20), we
see that the non-converging component of A(*) does not affect
the x-update since

CTPI -1z A" =(PC)" (I-TIz) A" =0. (51)



Hence, DOSP achieves perfect output utility.

2) Individual privacy analysis: Similar as the above SMPC
based approaches, DOSP assumes that the communication
channels are not securely encrypted except for the initializa-
tion phase where the initialized A}’ are transmitted to all
neighboring nodes. Therefore, the 1nf0rmat10n collected by the
adversaries throughout the course of the algorithm is given by

V = {{ S }JENC’ {A ‘] 7x(t)}(7;xj)€£c,t€T}
= {{Si}jenu, (A, XD} jyeeo et

since Y; = XJ(-T). Note that all the {Aﬁf}}(mesm»o are
not included here because they are not transmitted through
the network and they can be determined by {X®},c+ and
{Az|j }ij)ee. from (21). We have the following result which
simplifies the privacy analysis of DOSP.

(52)

Proposition 3.

I(Si; V) =1(S;{S; — iy Z Bg\kAkU}]eNh,t 0.1
7 h
1{Sj}jen. {Ai|j Yagyee.)- (53)
Proof. See Appendix C. ]

We note that, similar to the SMPC based approach, the
partial sum > JEN, S; can be computed by the adversaries.
tq
Indeed, the partial sum can be constructed as

zs]:;(z

S;i— S BjiA
jEth t:O,ljeth( J 7l k\j)

kEN; n

)

The first term of the right-hand side of (54) is the addition of
terms that are known by the adversaries, as shown by (53).
Let &, = {(i,j) € € : (3,7) € Ni, x N3, } denote the set
of all edges between the honest nodes in component C,. With
this, the second term of (54) can be expressed as

(t)
) Z J\k?AkIJ
t:011.7€th kENj h

=X X ( |kAl(f\)+Bk|]A(\;c)
t=0,1 (i,j)€En,

B (AY — Al
- (1) (0) (1) (0)
-2 m (- - (- 4)

22 X

t=0,1 jENh, kEN; 1

(54)

which can be determined by the adversaries since, by inspec-

tion of (23), the difference AE‘ ) Ag(‘)7 only depends on :cgl)
(0)

and ;" all of which are known by the adversaries (based on
(52)).

As the partial sum can be computed, the analysis of DOSP
follows along the same line as the one presented for SMPC
and we conclude that the performance indicators for DOSP,
as measured by the proposed metrics, are also given by (47).

In addition, Remark 2 also holds for DOSP.

—o—-DOSP: 02 =0
—o—-SMPC: 62> =0
—o-DP: 02 =0
—x—DOSP: 0% = 10?
—x—SMPC: 02 = 10%
——DP: 0% = 10%
—=—DOSP: o2 = 10*
—5—SMPC: o2 = 10*
—a—DP: % = 10*

80 100

[ — =]

-
e
&

10710
0
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Fig. 2: Convergence behaviors of DOSP, SMPC and DP based
approaches under three different amounts of noise insertion.

E. Comparisons of existing approaches

In Table I we summarize the performances of the discussed
DP, SMPC and DOSP approaches for distributed average
consensus. We can see that SMPC and DOSP achieve exactly
the same performances, except the fact that SMPC requires
coordination between nodes to construct zero-sum noise.
Moreover, DP is robust against n — 1 corrupted nodes and
does not require channel encryption at all but suffers from a
privacy-utility trade-off. On the other hand, SMPC and DOSP
do not have privacy-utility trade-off but are only robust to
d; — 1 corrupted nodes and require channel encryption for the
first iteration.

VII. NUMERICAL RESULTS

In this section we compare DP, SMPC and DOSP using
computer simulations. The comparisons are conducted in terms
of (1) convergence behavior and (2) utility/privacy behavior.
Their metrics are given below.

« Convergence behavior: mean square error to measure the
distance between the state value x(*) and the desired
average result ** = s,.1 for each iteration t, i.e.,
e — 2.

« Privacy/utility behavior: normalized mutual information
(NMI)> to measure the information-theoretical
performances, 1ie., w;/I(Y;;Y;) for the output
utility, p;/I1(S;;S;) for the individual privacy and
Pimin/I(Si;S;) for the lower bound on individual
privacy.

We simulated a geometrical graph with n = 10 nodes, and set
the radius as 72 = 210% to ensure a connected graph with high
probability [52]. For simplicity, all private data have a zero-
mean unit variance Gaussian distribution, and all the noise
used in the DP, SMPC and DOSP approaches follow a zero-

mean Gaussian distribution with variance o2.

A. Convergence behavior

In Fig. 2 we present the convergence behavior of the algo-
rithms under different amounts of noise insertion, i.e., different
noise variances. We can see that all algorithms achieve the

3Since the experiments are done using discrete data, the mutual information
I(X; X) is bounded by H(X) < oo.



TABLE I: Comparisons of existing information-theoretic solutions for the distributed average consensus

DP [8]-[10]

[ SMPC [4]-[6] [ DOSP [7], [27]

Adversary models

Passive, Eavesdropping

Coordinated noise insertion

No Yes [ No

Output utility

Ui = ](Efuyz + Rave)

u; = 1(Y3;Y5)

Individual privacy

pi = 1(Si; Si + Ri)

pi =155 2 en,, 55

Lower bound on individual privacy

Pi,min = I(Slv Sz + Rtot)

Pi,min = I(Szv Zje/\/h S])

Maximum number of corrupted nodes

ki =m—1outof n

k; = d; — 1 out of d;

Cost of channel encryption c; =0 c;i=1
@ Corrupted @ Honest o o
6 —&—SMPC: u; —&—SMPC: u;
1 v _ —o—SMPC: py _ —o—SMPC: py
’ 2 0 —4—SMPC: py i AL —4—SMPC: py i
N Al &0 0600000000000 00
') 7 1A AR AR B E R B ERRBRG 4 RO OO ROk kK
10 0 1 2 3 4 5 7 8 0 1 2 3 4 5 6 7 8
4 / 109 : 5 T 10%¢ T 5 ;
v 9 ——DOSP: u, —4—DOSP: u,
5 - —e—DOSP: p; — —o—DOSP: p;
Graph G 2 0 —*—DOSP: pyin | 20"} —*—DOSP: pyin |
Remove edge (3,4) s e S S R
102" 3 e e s
, 0 1 2 3 4 5 7 8 0 1 2 3 4 5 6 7 8
Graph g Noise variance: o2 Noise variance: o2
(@) (b) ©

Fig. 3: (a) Two sample graphs in which G’ and G differ in only one edge. Normalized mutual information of output utility,
individual privacy, and its lower bound for honest node 1 in terms of the amount of noise insertion by using SMPC and DOSP

approaches under (b) graph G and (c) graph G’.

N i N4 | v

—-DP:u;  ——SMPC/DOSP: u;
—-—-DP:pr  ——SMPC/DOSP: p;
—%—DP: py iy —%—SMPC/DOSP: py iy |7

Noise variance: 2

Fig. 4: NMI of output utility, individual privacy, and its lower
bound for honest node ¢ in terms of the amount of noise
insertion using DP, SMPC and DOSP approaches.

correct average value in the absence of noise, i.e., 02 = 0. For
nonzero noise variance, however, only the DOSP and SMPC
based approaches achieve the correct average value, regardless
of the amount of noise inserted, whereas the accuracy of the
DP based approach is compromised by increasing the amount
of noise insertion.

B. Utility and privacy

To validate the output utility, individual privacy, and its
lower bound, we ran 10* Monte Carlo simulations and used
the non-parametric entropy estimation toolbox (npeet) [53] to
estimate the normalized mutual information.

1) Privacy-utility results of the DOSP and SMPC based
approaches under different graph topologies: As shown in
Table I, the performances of SMPC and DOSP are dependent

on the number of corrupted nodes in the neighborhood and
the graph topology. Note that we do not consider DP here
because its performance is not dependent on graph topology
as it assumes n — 1 corrupted nodes. To demonstrate the
effects of graph topology, Fig. 3(a) shows a graph G satisfying
Assumption 3; i.e., every honest node is connected to at least
one corrupted node. In addition, we consider the graph G’
which is obtained from G by removing edge (3,4). The main
difference between graph G and G’ is that, after removing
all corrupted nodes, in the former all the honest nodes are
connected and in the latter they are separated in two connected
subgraphs. The privacy-utility results of the DOSP and SMPC
based approaches over graph G and G’ are shown in Fig. 3(b)
and 3(c), respectively. We validate the following theoretical
results regarding utility and privacy:
e« SMPC and DOSP both ensure full utility regardless of
the amount of noise, and thus the privacy level;
o The optimum individual privacy of node i € C, is only
related to the partial sum of the private data in subgraph
Cy, e, pi = I(S;; Zje,/\/hq S;);
o For graph G both approaches are able to obtain perfect
individual privacy, i.e., the result in Remark 2 is validated.
2) Privacy-utility comparisons of the DP, SMPC and DOSP
approaches: In Fig. 4 we compare DP, SMPC and DOSP in
terms of the amount of noise insertion using graph G. We
show the performance of SMPC and DOSP together because
they have identical performances as shown in Fig. 3(b). Fig. 4
shows that, in contrast to SMPC and DOSP which guarantee
perfect output utility and a fixed individual privacy, DP can
achieve a lower individual privacy by increasing the noise
variance. However, the price to pay is a deterioration of output



utility, validating the fact that DP trades-off privacy versus
utility.

VIII. SUGGESTIONS FOR ALGORITHM DESIGN

We now provide some suggestions on how to design appro-
priate privacy-preserving algorithms for different applications.
Typical ways to design a privacy-preserving solution are (1)
choose one of the off-the-shelf tools such as DP, SMPC
or DOSP; (2) combine them to obtain a hybrid approach.
We concluded that the performances indicator of privacy-
preserving distributed processing algorithms were bounded by
u; < I(Y;;Y;) (perfect output utility), I(S;;S:) > pi > pimin
(perfect individual privacy), k; < n— 1 (maximum number of
corrupted nodes being), and ¢; > 0 (minimum (zero) cost for
channel encryption). To provide insight on when it is possible
to achieve these optimum performances simultaneously, we
have the following result.

Remark 4. (For any application satisfies
I(Si;{55,Y;}jeangiy) = 1(Si; Si), it is impossible to protect
privacy under the conditions of both perfect output utility and
k; = n — 1 being the maximum number of corrupted nodes.
) The reason is simply because the lower bound under such
conditions p; min = 1(S;;{Sj,Yj}jeam\qiy) = I(Si;Si) is
already the maximum; there is no privacy at all. An immediate
implication of this result is that a SMPC/DOSP, which achieves
perfect output utility, can never be differentially private for
such applications. In other words, DP and SMPC/DOSP are
mutually exclusive for such applications.

One conclusion for algorithm design can be drawn from
the above result: given an application at hand, the first thing
to do is to compute the lower bound under the condition
of perfect output utility and k; = n — 1, i.e, pimin =
I(Si;{S),Y;}jen{i})- Based on this lower bound, we then
classify applications into two classes and give related sugges-
tions on how to design algorithms.

A. Applications for which p; min = I(S;;S;)

One example of such applications is the distributed average
consensus. For applications where p; min = I(S;; S;) (Remark
4), we should be aware that it is impossible to design privacy-
preserving algorithms with all optimum performances. There-
fore, we have to prioritize different performances, compromise
one to achieve another. Here are some suggestions for algo-
rithm designs:

1) If the application is in an extreme distrust scenario, i.e.,
k; = n—1 is required, then adopt DP based approaches.
But be aware that there is a trade-off between privacy
and utility.

2) If the application is very sensitive in terms of the
accuracy of function output, e.g., perfect output utility
is a must, then both SMPC and DOSP are options. But
be aware that k; < n—1 and that the individual privacy
depends on the graph topology.

B. Applications for which p; min < 1(S5;;5:)

One such example is the application where the objective
function is a function of the £1-norm, like f(s) = >\ [s:|1.
For applications where p; min < I(S;;5;), we have the
following suggestions:

1) If p; min is tolerable, it is possible to achieve perfect
individual privacy p; = p; min under the condition of
both perfect output utility and k;, = n — 1. Try to
use either SMPC or DOSP to achieve such optimum
performances.

2) If the above cannot be achieved, one option is to
compromise the requirement of k; = n—1, i.e., decrease
k;, and try to use SMPC or DOSP to obtain both perfect
individual privacy and perfect output utility only.

3) If pi min 1s not tolerable, one option is to combine SMPC
or DOSP with DP to decrease this lower bound by
compromising the output utility.

IX. CONCLUSIONS

In this paper, we first proposed information-theoretic met-
rics for quantifying the algorithm performance in terms of
output utility and individual privacy. The proposed metrics
are general and can reduce to well-known frameworks in-
cluding SMPC and DP under certain conditions. We derived
several theoretical results in terms of mutual information. We
explicitly analyzed, compared and related the state-of-the-art
algorithms including DP, SMPC and DOSP for the distributed
average consensus problem, and validated the theoretical re-
sults by computer simulations. Given the lower bound on indi-
vidual privacy, we gave suggestions on how to design privacy-
preserving algorithms given different conditions/assumptions.

APPENDIX A
PROOF OF PROPOSITION 1

Proof. As the private data S is independent of the noise R,
we have 0% = 0% + 0%. Let v = 1/0 and define 2’ = vZ
as the normalized random variable with unit variance. Since
mutual information is invariant under scaling, we have

lim I(S;Z)= lim I(vS;vZ)
0%, —00 0% —00

— 1 .7l

= 1(0; Z")

=0.

Hence we conclude that given arbitrary small & > 0, there
exists B > 0 such that for 0% > 3 we have I(S;Z) < . In
the case of Gaussian distributed noise, we find
I1(S;Z) = h(Z) — h(Z|S)
=h(Z)— h(R)
1
@ n(z) - 5 log(2meo?)

® 1 1
< 3 log(2mec?) — 3 log(2mec?)

1
§ log(l + 05/0123)7



where (a) holds as the differential entropy of a Gaussian ran-
dom variable with variance o2 is given by 3 log(2mec?), and
(b) holds because the maximum entropy of a random variable
with fixed variance is achieved by a Gaussian distribution.
Hence

1
0=3log(l+0g/oR) &

APPENDIX B
PROOF OF PROPOSITION 2

Proof.

Sii {8 ien AR i yee AX D hier)
Sis {SiYieno {R i jyee, X©)

S5 {SiYjen AR i jyee AX " Yienn)
Si AR i jyee AX " jenn)

Si{R Y i jyee (S5 + kEZNJ Rjji}jens,)

--~
—~ T~ ~ o~

(e) j
:I(Sﬁ{Rg}(i,j)egca{SjJ’_ Z Rj\k}jeNh)

(Sza{S +k Z R; |k}]€Nh)

J h

(SZ,{S + Z Rj|k}]€th)
ENjn

where (a) holds by Lemma 1, as V¢t > 1 : S; —> X0

X® forms a Markov chain; (b) holds, as {X } jeN, can
be determined from {S;};cn., {R] }(” ce. using (29), (39)
and (38); (c) holds because {S;};cn, is independent of
{Rj}(w Eg ,{X(O)}JeNh and S;; (d) holds by represent-
ing {X }]EN}L by using (29) and (38); (e) follows as
{Zke./\/ Rjjk}jen, can be determined from {R] }”)eg
by using (39); (f) holds as {RZ} (i.j)e€. is independent of
both S; and {S; + Y, cn., Rjjk}jenss and (g) holds as
{S; +Zk€vah Rjik}jens s, 1s independent of both S; and
{55 4+ Xken, , Rilkbien,- O

APPENDIX C
PROOF OF EQUATION (53)

Proof. By combining (48) and two successive x-updates (20),
it can be shown that

2t — 2D = (14 cCcTC) ™
(—QCCTPC:C(” - 2cCTC:c(t’1)> . (55)
We have
1(Si;V) = 1(Si; {S;}jen {Agﬁj‘)}(i,j)efcv {X(t)}teT)

I
C 1(S55{Si}ren I Y ppee. (XD, X2
(b)
2 I(Si§ {Sj}jENC, {AE‘Oj)}(i’j)egc, {X'j(-l)7 X.j(2)}j€N}7,)
é I(Si; {Sj }jeNm {A£|Oj)}(i,j)680

7{Sj_ Z B]lkAk\j}JeNh,t 01)
EN,

k

d)
= I1(5;{S; — Z B]|kAkb}j€Nh,t 0,1

|{Sj}jem, (A i gyee.)

where (a) holds, as all {X (t)}t>2 can be determined by

XM and X®@ using (55) (note that we omit X©) by

assuming « is initialized with all zeros); (b) holds, as
1 0

{XJ( )}jeNc can be constructed by {S;};en., {Az('|j)}(i,j)e£c§

and similarly {X (2)}36/\[ can be constructed by using

{Si}jen., X {A }(”)eg based on (22), in which the

last set can be determlned using {S;}jen,, {Ailj Yajyee.s (©
also follows from (22); and (d) follows from the definition of
conditional mutual information and .S; being independent of

both {;}jen, and {A{)} (i jee.- O
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