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Abstract: Integrating process safety and process security risk management is increasingly
essential for enhancing resilience in the chemical process industry. This study addresses
how practitioners perceive the integration of these two domains, identifying key benefits,
barriers, and strategies for effective implementation. A mixed-methods approach was ap-
plied, combining quantitative survey data from 47 industry professionals with qualitative
insights from open-ended responses. The findings highlight significant advantages of inte-
gration, such as optimized resource use, reduced operational redundancies, and improved
risk management. However, barriers such as knowledge gaps, resource constraints, and
communication silos were identified. Respondents emphasized the importance of adopting
a resilience-oriented approach involving proactive risk management, continuous improve-
ment, and adaptability in both safety and security practices. Critical enablers for integration
include strong leadership, alignment of societal values, cross-disciplinary training, and
integrated risk assessment methodologies. Emerging technologies and regulatory align-
ment were also identified as critical factors in facilitating integration. The study contributes
to the theoretical understanding of integrated risk management by supporting resilience
engineering and systems theory. It offers actionable strategies for overcoming barriers and
leveraging enablers, laying the groundwork for developing a resilience-oriented framework
for process safety and process security risk management.

Keywords: process safety; process security; resilience; risk management; chemical process
industry; systems theory; practitioners

1. Introduction
The chemical process industry (CPI) is characterized by complex operations that in-

volve processing chemicals into a wide range of products and materials essential to various
sectors, such as petrochemicals, pharmaceuticals, and agriculture. To manage the inherent
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risks in such operations, the CPI has historically prioritized safety through the implemen-
tation of rigorous process safety management (PSM) systems [1–3]. Process safety focuses
on identifying, assessing, and mitigating risks arising from unintentional incidents such
as equipment failures, human errors, and operational disruptions, which could lead to
catastrophic events, including large hazardous chemical releases, fires, and explosions [4,5].
Established methodologies such as Hazard and Operability studies (HAZOP), fault tree anal-
ysis (FTA), and layer of protection analysis (LOPA) have been instrumental in reducing such
risks [5,6]. However, while effective, these methodologies often focus on individual haz-
ards and reveal limitations in addressing systemic risks, necessitating more comprehensive
frameworks for modern industrial operations [7–10].

On the other hand, process security focuses on protecting industrial facilities from
intentional malicious acts, including sabotage, terrorism, and cyber-attacks [11,12]. Despite
reports of 373 security-related incidents in industrial facilities [13], process security has
received comparatively less attention than process safety [8]. Established methods, such as
the vulnerability assessment methodology for chemical facilities (VAM-CF) and the security
vulnerability assessment (SVA) method, have been developed to address these risks [14,15].
However, their application remains underutilized compared to process safety assessments,
creating gaps in preparedness for intentional threats [8,16].

Traditionally, process safety and process security have been managed separately, creat-
ing silos that result in inefficiencies and gaps in addressing their interconnected risks [17–19].
The evolving risk landscape in the CPI—marked by increasing complexity, interconnected
systems, and emerging technologies—calls for a more integrated risk management ap-
proach that combines both process safety and process security considerations [8,17]. The
growing complexity of CPI operations, driven by technological advancements and dynamic
processes, introduces new and unforeseen risks that demand comprehensive strategies [5].
Nevertheless, current risk management practices often overlook the interdependencies
between safety and security risks, reducing the effectiveness of mitigation efforts [8,17].

The operations of CPI significantly impact both workers and surrounding communi-
ties, making societal values a critical factor in shaping risk management strategies. Societal
values refer to the collective convictions that guide decisions in striving for a just and
safe society [20]. Examples include risk reduction, regulatory compliance, operational effi-
ciency, and environmental stewardship [21]. These values are central to decision-making
processes, as they influence the priorities and trade-offs in managing process safety and
process security risks. Aligning these values is essential for creating a cohesive and effective
integrated risk management framework, yet the literature offers limited insight into how
practitioners perceive and balance these values in practice. Addressing this gap is crucial
for understanding the underlying drivers behind integrated risk management decisions in
the CPI.

Moreover, resilience engineering has emerged as a promising paradigm to address the
gaps in traditional risk management approaches [22,23]. Resilience engineering empha-
sizes the ability of systems to anticipate, adapt, and recover from both unintentional and
intentional disruptions, including technical failures, terrorism, and natural hazards [23,24].
Key methodologies, such as the functional resonance analysis method (FRAM) and systems
theoretic accident model and processes (STAMP), offer a more holistic perspective on risk
management by focusing on system-wide interactions and adaptive capacity [8,24,25].
Incorporating resilience principles enables organizations to enhance their ability to manage
both process safety and process security risks within a unified framework.

While several studies have highlighted the importance of integrating safety and secu-
rity risk assessments to improve system resilience [8,17,24], there remain significant gaps
in empirical research on how practitioners perceive, implement, and adapt to integrated
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frameworks within the CPI. This study seeks to address these gaps by examining industrial
practices, engaging stakeholders in decision-making, gathering insights into practical im-
plementation, and identifying challenges and opportunities for integrating process safety
and process security risk management. To achieve this, the following research questions
are addressed:

i. How do practitioners perceive the usefulness and benefits of integrating process
safety and process security risk management?

ii. What are practitioners’ awareness and perceptions regarding the resilience-based
approach for integration?

iii. How do practitioners perceive the importance of different societal values in process
safety and process security risk management?

iv. What barriers and enablers exist for integrating process safety and process security
risk management, according to practitioners?

v. What strategies do practitioners propose for effective integration?

This research aims to explore the integration of process safety and process security risk
management, leveraging resilience engineering principles to address both unintentional
and intentional risks. By assessing the perceptions, awareness, and challenges faced by
industrial practitioners, the research identifies critical barriers and enablers while proposing
actionable strategies for effective integration. Although the development of a unified
framework is beyond the scope of this paper, the findings contribute valuable insights
and best practices from the domain of process safety, process security, and resilience
engineering. These insights offer knowledge for industry practitioners to enhance their risk
management practices and lay the groundwork for future efforts toward a cohesive and
integrated framework.

The structure of this paper is as follows: Section 2 presents the research methodology.
Section 3 presents the findings, followed by a discussion in Section 4. The paper concludes
with Section 5.

2. Methodology
This study adopted a mixed-methods approach, integrating quantitative survey de-

sign with qualitative thematic analysis [26–28]. The primary aim was to explore industry
practitioners’ perceptions and experiences regarding the integration of process safety and
process security risk management. The mixed-methods approach was selected to capture
broad trends through quantitative data while also gathering contextual insights via qualita-
tive responses, leveraging the strengths of both methods to support the study’s exploratory
objectives. However, we acknowledge that survey-based qualitative data collection has
inherent limitations, such as notably less depth and spontaneity. To address this, in-depth
interviews with practitioners have been conducted as part of a broader research effort,
focusing on follow-up research questions. These interviews will be presented in a separate
publication to enrich the understanding of process safety and process security integration.

The survey instrument was developed based on a systematic literature review by
the author [8] and findings by Ylönen et al. (2022) [17]. These studies provided in-
sights into existing practices, challenges, and theoretical frameworks surrounding process
safety, process security, and resilience in the CPI. This review informed the formulation of
31 multiple-choice questions designed to assess perceptions and levels of agreement (e.g.,
Likert scales) alongside six open-ended questions aimed at gathering qualitative insights
into barriers, enablers, and strategies for integration.

Before finalizing the survey, a pilot test was conducted with six relevant practitioners
and academics, who provided feedback on the clarity, structure, and content of the ques-
tions. Their input was incorporated to refine the final version, ensuring that the survey
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addressed key industry concerns and that respondents could understand the terminology
and concepts. The refinements included simplifying definitions, rephrasing ambiguous
questions, and restructuring sections for improved flow.

The survey provided definitions of key concepts, including process safety, process
security, resilience, and relevant societal values, such as risk reduction and regulatory
compliance, to enhance clarity. These definitions were included at the beginning of the
related section to ensure that all participants shared a common understanding of the terms,
reducing the risk of misinterpretation. The final survey comprised six sections covering
respondent background, current practices, resilience awareness, societal values, barriers,
enablers, and strategies for effective integration.

The survey was administered via the Microsoft Forms online platform. Participants
were recruited using voluntary responses and snowball sampling methods. This approach
was chosen to reach a specialized audience of practitioners within the CPI, leveraging
the author’s professional network to identify individuals actively involved in process
safety and security risk management. Although snowball sampling inherently limits repre-
sentativeness, efforts were made to include a diverse range of perspectives by targeting
professionals across different roles (e.g., regulatory staff, safety and security managers,
operational personnel) and geographic locations. This approach aligns with the study’s
exploratory objectives, prioritizing a breadth of qualitative insights over statistical rep-
resentativeness. While not fully representative, the sample provided sufficient diversity
to capture varied perspectives, supporting the qualitative dimension of the study. The
survey was available from 1 February to 31 March 2024, and respondents could complete it
anonymously with the option to withdraw at any time.

Quantitative data were analyzed using descriptive statistics to provide insights into
respondent demographics and their perceptions of integrated risk management. Likert-
scale responses assessed levels of agreement with statements on the perceived usefulness of
resilience-based approaches, the integration of process safety and security, and strategies for
effective integration. Data were reviewed for completeness, and inconsistent or incomplete
responses were excluded. For example, Likert-scale responses were checked for anomalies,
such as contradictory answers within the same response set, to ensure consistency. Results
were summarized through descriptive statistics and visualized using tables and charts to
highlight key trends and patterns.

Qualitative data from the open-ended questions were analyzed using the thematic
analysis matrix (TAM) technique adapted from Mohd Zairul, 2021 [26]. The TAM enables
the systematic identification and organization of qualitative data through a combination of
deductive and inductive coding approaches. Deductive codes are predefined categories
based on the existing literature or research objectives, such as resilience capabilities. In
contrast, inductive codes are derived directly from the data, representing new or unexpected
insights that emerge during analysis.

The process began with open coding, where individual segments of text were labeled
with initial codes to capture their meaning. These codes were then grouped into categories
representing broader areas of interest, such as societal values or integration strategies.
Finally, categories were synthesized into overarching themes that describe the key findings
of the study. Emerging themes, specifically those identified through inductive coding,
highlighted novel patterns or perspectives that were not initially anticipated.

The research team conducted iterative reviews of the codes and themes to ensure
accuracy, consistency, and relevance. Qualitative data analysis software (ATLAS.ti) fa-
cilitated transparency and rigor by systematically organizing the data and maintaining
traceability to the original responses. These findings were structured and presented using a
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thematic analysis matrix, visually illustrating the relationships between codes, categories,
and themes.

To ensure transparency and replicability, the survey questionnaire and the anonymized
dataset are available through the publicly accessible research repository 4TU.ResearchData
at https://data.4tu.nl/datasets/4522882f-0d76-46ad-b63f-5344964e1fb8, accessed on
2 January 2025. The anonymized data will be accessible under a CC-BY license, and
readers may request additional information from the corresponding author if needed.

This study was approved by the Human Research Ethics Committee of TU Delft on
17 January 2024. Participation was voluntary, and no personally identifiable information
was collected. The data were anonymized and analyzed in aggregate form to safeguard
privacy. Respondents could optionally provide contact details for follow-up interviews,
though this was not mandatory.

3. Results
3.1. Respondent Demographics

As shown in Figure 1, a total of 47 participants responded to the survey, representing
a diverse range of sectors, positions, and professional experiences within the chemical
process industry (CPI). The respondents were predominantly based in Malaysia (61%,
n = 36) and the Netherlands (23%, n = 11), reflecting the survey’s outreach and the
authors’ networks.
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Figure 1. Demographic distributions of respondents (n = 47) based on main sectors, years of experi-
ence, country of work, and field of work (adapted from [19]).

Respondents were drawn from various sectors of the CPI. The majority were from
industry (62%, n = 29), followed by consultancy (13%, n = 6), authority (13%, n = 6), and
academia (13%, n = 6). This distribution reflects a broad cross-section of stakeholders
involved in process safety and security management, offering a range of perspectives from
both practical and academic settings.

The participants brought substantial professional experience to the survey, with 81%
(n = 38) having over 10 years of experience in their respective fields. Specifically, 38%

https://data.4tu.nl/datasets/4522882f-0d76-46ad-b63f-5344964e1fb8
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(n = 18) reported between 11 and 20 years of experience, 32% (n = 15) had 21–30 years
of experience, and 11% (n = 5) had more than 30 years of experience. This high level of
expertise among the respondents ensures that the insights gathered from the survey reflect
a depth of knowledge in process safety and security risk management practices.

Furthermore, as summarized in Table 1, a cross-tabulation of country vs. sector
indicates that respondents from Malaysia are predominantly engaged in industry (58%,
n = 21), with smaller proportions involved in authority (17%, n = 6), consultancy (14%,
n = 5), and academia (11%, n = 4). Conversely, respondents from the Netherlands were also
primarily from industry (73%, n = 8) but with a notable presence in academia (18%, n = 2),
while only one respondent reported working in consultancy.

Table 1. The cross-tabulation demographic of respondents is based on the country of work, main
sectors, and years of experience.

Country vs. Sector Industry Academia Authority Consultancy

Malaysia 21 4 6 5
The Netherlands 8 2 0 1

Country vs. Years of
Experience <5 years 5–10 years 11–20 years 21–30 years >30 years

Malaysia 2 7 18 9 0
The Netherlands 0 0 0 6 5

Sector vs. Years of
Experience <5 years 5–10 years 11–20 years 21–30 years >30 years

Industry 1 5 13 7 3
Academia 1 0 1 3 1
Authority 0 2 2 2 0
Consultancy 0 0 2 3 1

A cross-tabulation of country vs. years of experience reveals that respondents from
Malaysia had a wider distribution across experience levels. The largest group (50%, n = 18)
had between 11 and 20 years of experience, followed by 21–30 years (25%, n = 9). In contrast,
respondents from the Netherlands showed a greater concentration of highly experienced
professionals, with 55% (n = 6) having 21–30 years of experience and 35% (n = 5) having
over 30 years.

Regarding sector vs. years of experience, the industry sector had the most significant
representation of respondents, with 11–20 years of experience (45%, n = 13), followed by
those with 21–30 years (24%, n = 7). A few participants in industry had over 30 years of
experience (10%, n = 3), while some had less than 5 years (3%, n = 1). In academia, most
respondents had between 21 and 30 years (n = 3) or more than 30 years of experience
(n = 1), with very few in the lower experience categories. In authority, the respondents
were spread evenly between five and thirty years of experience, while consultancy showed
concentration distribution across 11 to 30 years of experience ranges.

3.2. Perception on Integration Usefulness

To assess how practitioners perceive the integration of process safety and process
security risk management, respondents were asked whether they consider the integration
to be useful. Figure 2 provides a visual representation of the perceived usefulness of
integration among respondents by country and sector. The graph shows that 72% (n = 34)
of respondents found the integration useful, 23% (n = 11) were neutral, and 4% (n = 2) did
not find it useful. The left side of the graph illustrates the overall responses, while the flow
links to specific countries and sectors on the right side, helping readers understand the
breakdown by group.
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Cross-tabulation by country showed similar levels of support between Malaysia
and the Netherlands. Among Malaysian respondents, 69% (n = 25) indicated that the
integration of process safety and process security was beneficial, while 25% (n = 9) held
neutral views and 6% (n = 2) did not find the integration useful. Conversely, respondents
from the Netherlands showed a slightly higher level of support, with 82% (n = 9) finding
the integration useful. In comparison, a smaller proportion (18%, n = 2) were neutral, and
none of the respondents from the Netherlands indicated that the integration was not useful.

Sectoral analysis revealed further differences. Industry respondents showed strong
support, with 66% (n = 19) finding integration useful, 28% (n = 8) neutral, and 7% (n = 2)
not finding it useful. In the consultancy sector, all respondents (n = 6) found integration
useful, while in authority roles, 83% (n = 5) found it useful and 17% (n = 1) were neutral.
Academia showed a more divided view, with 67% (n = 4) finding integration useful and
33% (n = 2) expressing neutral opinions.

The qualitative responses provided further depth to these quantitative findings, high-
lighting why respondents found the integration of process safety and process security
useful, as summarized in the thematic analysis matrix (Figure 3). Several key themes
emerged from the open-ended responses, reflecting a consensus on the interconnectedness
of safety and security risks and the importance of a proactive, systematic approach to
managing them.

Respondents emphasized the shared nature of risks between process safety and process
security. One Malaysian authority figure commented the following: “In most cases, safety
and security risk share the same hazard and effect. The differences would be in terms of caused
(intentional vs. unintentional). Therefore, the convergence of these two aspects can strengthen the
facility readiness in managing the safety and security threat”. This view was mirrored by a
consultant from Malaysia, who remarked the following: “Either domain may pose risks to one
another. Hence, integrating both domains may eliminate risks between them”.

In addition to risk mitigation, several respondents discussed the potential for resource
optimization through integration. A respondent from the Netherlands in the industry sector
emphasized the operational benefits: “Process safety and process security risk are important to
make sure no one gets hurt. Integrating them in our daily operations reduces the risk of incidents
or minimizes the impact when incidents do occur”. This perspective highlights the practical
benefits of integration, particularly in minimizing the severity of incidents.
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Figure 3. Thematic analysis matrix of practitioners’ perception of the usefulness and benefit of
integrating process safety and process security risk management.

Moreover, respondents identified the commonality of methodologies between process
safety and process security. An academic respondent from the Netherlands noted the
following: “Same risk assessment principles and process steps, e.g., identify, assess, minimize,
control”. This underscores that existing risk management frameworks could be leveraged
for both process safety and process security, streamlining the integration efforts.

The combination of the quantitative and qualitative analyses demonstrates a strong
shared belief among practitioners in the value of integrating process safety and process
security risk management. Quantitatively, most respondents across countries and sectors
found integration useful, and these perceptions were enriched by qualitative insights that em-
phasized the interrelated nature of risks and the efficiency gains from integrated approaches.

The numerical data and the thematic analysis point toward a consensus on the practical
and strategic benefits of integration, with respondents calling for systematic approaches,
resource optimization, and cross-disciplinary collaboration. These findings suggest that
integration is not only viewed as beneficial but also necessary for enhancing overall risk
management effectiveness.

3.3. Awareness and Perception on Resilience Concept

To explore how practitioners perceive the resilience-based approach in managing
process safety and security risks, respondents were asked to rate their familiarity with the
concept and their perceptions of its usefulness (Table 2). The analysis revealed important
insights regarding both familiarity and usefulness, as well as how these perceptions vary
by country and experience level.

As shown in Table 2, most respondents (70%, n = 33) reported being either slightly
or moderately familiar with resilience concepts. In comparison, only a tiny portion (6%,
n = 3) considered themselves very familiar, and none indicated they were extremely familiar.
Familiarity varied notably between countries and across different levels of professional
experience. Among Malaysian respondents, familiarity levels were more diverse, partic-
ularly within the 11–20 years of experience group, where responses ranged from not at
all familiar to very familiar. In contrast, Dutch respondents with more than 21 years of
experience mostly (91%) described themselves as slightly or moderately familiar, with
none reporting very or extremely familiar. These findings suggest that while moderate
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familiarity is common, a more profound understanding of resilience concepts is limited,
particularly in the Netherlands, where even highly experienced practitioners tend to lack
advanced familiarity.

Table 2. Familiarity with the resilience concept by country and years of experience.

Country, Years of Experience Not at All
Familiar

Slightly
Familiar

Moderately
Familiar

Very
Familiar

Extremely
Familiar

Malaysia, <5 years 0 0 2 0 0
Malaysia, 5–10 years 3 2 2 0 0
Malaysia, 11–20 years 5 6 5 2 0
Malaysia, 21–30 years 2 5 1 1 0
The Netherlands, 21–30 years 1 2 3 0 0
The Netherlands, >30 years 0 1 4 0 0
Total 11 (23%) 16 (34%) 17 (36%) 3 (6%) 0

In terms of perceived usefulness (Table 3), the majority of respondents (45%, n = 21)
found resilience concepts to be useful, while 13% (n = 6) considered them very useful.
Notably, there was variation in how practitioners from different countries and experience
levels rated the usefulness of resilience concepts. Among Malaysian respondents, 16 out
of 36 participants (61%) rated resilience as either useful or very useful, indicating more
substantial overall support for resilience-based approaches. In contrast, among Dutch
respondents, only five out of eleven participants (45%) rated resilience concepts as either
useful or very useful, reflecting a more mixed perception.

Table 3. Perceived usefulness of resilience concepts by country and years of experience.

Country, Years of Experience Not Useful Less Useful Neutral Useful Very Useful

Malaysia, <5 years 0 0 0 2 0
Malaysia, 5–10 years 0 1 2 3 1
Malaysia, 11–20 years 1 1 6 7 3
Malaysia, 21–30 years 0 1 2 5 1
The Netherlands, 21–30 years 0 0 3 3 0
The Netherlands, >30 years 0 1 2 1 1
Total 1 (2%) 4 (8%) 15 (32%) 21 (45%) 6 (13%)

Moreover, Malaysian respondents with less than five years of experience unanimously
found resilience concepts useful. However, those with 11–20 years of experience were
more divided, with seven respondents finding resilience useful and three rating it as very
useful, while six remained neutral. Among Dutch practitioners with more than 21 years
of experience, perceptions were also mixed, with four respondents rating resilience as
useful and one rating it as very useful. These findings suggest that perceptions of resilience-
based approaches vary by experience and national context, with stronger support observed
among Malaysian respondents.

Furthermore, the heatmap analysis in Figure 4 provided additional insights into
the relationship between familiarity and perceived usefulness. Respondents who were
moderately familiar with resilience concepts were the most likely to find them useful or
very useful, whereas those with only slight familiarity tended to remain neutral. This
suggests that moderate familiarity is sufficient for practitioners to recognize the value of
resilience-based approaches. However, the lack of respondents in the “extremely familiar”
category and the relatively high number of neutral responses across all familiarity levels
indicate that deeper understanding or practical exposure may be needed to appreciate the
benefits of resilience-based approaches fully.
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We also asked the respondent in an open-ended question to list any resilience-based
practices or principles they are aware of. The qualitative responses supported these quan-
titative findings, revealing several key categories and themes that align with broader
resilience frameworks (Figure 5). One key category that emerged was anticipation and
proactivity. Respondents emphasized the importance of anticipating risks and taking
proactive measures to mitigate them before they escalate. For instance, a consultant from
Malaysia highlighted anticipation as a key practice in resilience, stressing the need for
the early identification of potential threats. This reflects the proactive stance central to
resilience-based approaches, which aim to address risks before they become critical issues.

Another important category was adaptability and system design. Respondents dis-
cussed the need for adaptable systems that are capable of handling disruptions and ensuring
safety under varying conditions. Practices such as redundancy, diversity, and system re-
views were mentioned as vital components of resilience. An academic from the Netherlands
cited specific resilience practices such as “tiered risk assessment, Process Hazard Analyses, and
Inherently Safe by Design”, which underscore the structured and adaptive nature of resilience
approaches. These systems are designed to be flexible and able to respond to changes in
the operational environment while maintaining safety and security.

Respondents also mentioned the categories of recovery and emergency response.
Respondents emphasized the importance of having effective recovery and emergency
response mechanisms in place to ensure that operations can continue or recover quickly in
the event of an incident. A consultant from Malaysia pointed to business contingency plans
as a key resilience practice that allows organizations to bounce back from disruptions. This
category also includes practices like emergency response planning and incident sharing,
which enable organizations to learn from incidents and enhance their resilience over time.
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approach for integrating process safety and process security risk management.

Respondents also highlighted the significance of learning and continuous improve-
ment. Several emphasized the need to learn from both successful and unsuccessful events
to improve safety practices continually. A Malaysian academic mentioned proactive learn-
ing from successful tasks, demonstrating how organizations can enhance their resilience
through reflection and adaptation. Continuous learning is an integral part of resilience, as
it allows organizations to evolve and better manage risks in the future.

Finally, the category of cultural and behavioral foundations for safety emerged as a
critical component of resilience-based approaches. Many respondents noted the importance
of organizational culture and human behavior in building resilience. An authority figure
from Malaysia mentioned behavioral-based studies as essential for understanding and
improving human factors in resilience. This highlights that resilience goes beyond technical
systems and requires a cultural commitment to safety, collaboration, and proactive behavior
within the organization.

From these categories, several broader themes emerged that offer deeper insights into
how resilience-based approaches are understood and applied in practice. One key theme is
holistic risk management, which draws from the categories of anticipation, adaptability,
and learning. Practitioners see resilience as an integral part of a comprehensive risk man-
agement framework rather than an isolated strategy. This theme reflects the understanding
that resilience-based approaches are embedded within broader efforts to manage risks
across the organization.

Another emerging theme is the concept of a dynamic and proactive resilience framework.
This theme combines insights from the categories of adaptability and continuous improve-
ment, highlighting that resilience is not a static attribute but rather a dynamic and evolving
framework. Organizations must continuously adjust their systems and processes to maintain
resilience in response to new challenges and changing circumstances. This emphasizes the
need for ongoing flexibility and proactive adjustments in resilience management.

Lastly, the cultural and behavioral foundations theme highlights that resilience is
supported by organizational leadership, teamwork, and a proactive safety culture. This
theme emerged from the category focused on organizational culture, where respondents
recognized that resilience is not only about systems but also about the people who operate



Processes 2025, 13, 392 12 of 29

within those systems. Leadership, collaboration, and a commitment to proactive safety
behaviors are seen as critical components of a resilient organization, reinforcing the idea
that resilience is as much about people and culture as it is about technical systems.

The quantitative and qualitative findings comprehensively show how practitioners
perceive resilience-based approaches. While the quantitative data suggest that familiarity
is generally moderate, the qualitative responses reveal that those with moderate familiarity
often have a deeper understanding of resilience practices, such as anticipation, adapt-
ability, and learning. This suggests that increased exposure and hands-on experience
with resilience concepts could enhance their perceived usefulness among practitioners.
The findings point to opportunities for training and capacity-building in resilience-based
approaches, potentially improving the plant’s overall safety and security.

3.4. Importance of Different Societal Values

In industrial settings, professionals frequently face challenging decisions that involve
balancing the sometimes conflicting values of process safety and process security. This section
examines how practitioners prioritize these values across five hypothetical risk scenarios, each
presenting a trade-off between process safety and process security (Figure 6). The scenarios
are briefly mentioned below, and full descriptions can be found in Appendix A.
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Figure 6. Respondents’ preferences in balancing process safety and process security during five
different scenarios.

In Scenario 1 (evacuation vs. lockdown), participants were asked to choose between
executing an evacuation for process and personnel safety, even at the risk of exposing
the site to security threats or opting for a lockdown to secure the site. An overwhelming
majority (87%) agreed or strongly agreed that prioritizing evacuation for safety is the
appropriate course of action. This reflects the strong preference for prioritizing life safety
over site security in situations where personnel are at risk.

In Scenario 2 (chemical leak during transport), respondents considered whether to
immediately inform the public about a chemical leak, prioritize safety, or secure the trans-
port from potential threats before making any disclosures. A majority (57%) supported
prioritizing public safety, but a notable proportion (28%) disagreed, showing concern for
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securing hazardous materials first. This finding illustrates the complexity of balancing
safety with security in scenarios involving hazardous substances.

In Scenario 3 (insider threat), respondents were asked to prioritize restricting access
to chemicals to prevent potential misuse by an insider at the cost of disrupting regular
operations. A strong majority (72%) agreed or strongly agreed with prioritizing security
by restricting access. This demonstrates an apparent inclination toward process security
measures when facing malicious threats, even if they compromise operational continuity.

In Scenario 4 (conflicting design requirements), respondents considered the importance
of an open workspace design needed for safety audits versus security recommendations to
limit access points. Responses were more divided, with 43% supporting the safety audit
requirement, while 34% favored the security recommendation. This split indicates the
difficulty practitioners face when operational safety and security requirements conflict,
particularly in design-related decisions.

In Scenario 5 (transparency with regulatory bodies), participants were asked whether
they would opt for full transparency with regulatory bodies, even if it exposed security vulner-
abilities or limit the information to protect process security. A clear majority (70%) supported
full transparency, reflecting the importance practitioners place on regulatory compliance and
safety. However, 17% preferred limiting information to safeguard security, showing that
security concerns remain significant, even in the face of regulatory transparency.

The analysis reveals a distinct pattern; in scenarios directly involving process and
personnel safety, respondents tend to prioritize process safety over security concerns. This
is evident in the strong support for evacuation (Scenario 1) and public communication
during chemical leaks (Scenario 2). However, in scenarios emphasizing security threats,
such as insider threats (Scenario 3) or design-related security vulnerabilities (Scenario 4),
practitioners strongly prefer security measures, even at the expense of operational safety.

The responses to Scenario 5 reinforce this tendency. Although most respondents
favored full transparency, suggesting that regulatory compliance and safety-driven trans-
parency are critical, the notable portion of respondents who prioritized security indicates
that security concerns are not entirely secondary. This demonstrates the nuanced balancing
act practitioners must navigate when dealing with competing safety and security priorities.

These findings suggest that practitioners’ values shift depending on the nature of
the scenario. When personnel safety is at immediate risk, there is a clear preference for
prioritizing safety, as seen in the evacuation and chemical leak scenarios. However, when
security vulnerabilities or malicious actions are involved, practitioners lean toward security
measures, such as restricting access or prioritizing security recommendations in design
considerations. The divided responses in these scenarios highlight the complexity of these
trade-offs and the need for careful decision-making in real-world situations.

The results from Scenario 5 suggest that while process security is important, regulatory
compliance and safety-driven transparency take precedence. The tension between safety
and security underscores the need for integrated frameworks that balance safety and
security without compromising one for the other. Practitioners could benefit from tools
and approaches that help them make informed decisions when process safety and process
security come into conflict, ensuring that neither aspect is neglected in critical situations.

In addition to evaluating specific safety and security scenarios, respondents were
asked to rank various societal values based on their importance in process safety and
process security contexts [21]. The ranking, shown in Table 4, highlights key priorities in
both domains and reveals some significant differences.
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Table 4. Respondents’ ranking of societal values in process safety and process security risk manage-
ment (adapted from [19]).

Rank Values in Process Safety Rank Values in Process Security

1 Risk reduction potential 1 Risk creation
2 Risk creation 2 Risk reduction potential
3 Jurisdictional authority 3 Cost
4 Effects on the environment 4 Timing
5 Timing 5 Jurisdictional authority
6 Leverage and compatibility 6 Leverage and compatibility
7 Cost 7 Effects on the environment
8 Administrative efficiency 8 Equity
9 Equity 9 Administrative efficiency
10 Fairness 10 Fairness

The two highest-ranked values across both process safety and process security were
risk reduction potential and risk creation, but their order differs between the two domains.
In process safety, risk reduction potential emerged as the top priority, indicating that
practitioners prioritize actions that can prevent incidents and reduce losses. This reflects
the core objective of process safety, which is minimizing harm and preventing accidents.
Conversely, in process security, risk creation was ranked as the most important value,
emphasizing that practitioners are more concerned with preventing the introduction of
new risks or vulnerabilities, especially those related to malicious actions, such as theft or
sabotage. This difference highlights the distinction between unintentional risks in safety
and intentional risks in security. The focus on minimizing new risks in security suggests
that the primary goal is not just to reduce existing risks but also to prevent any additional
threats from emerging.

Jurisdictional authority ranked third in process safety but dropped to fifth in process
security, suggesting that regulatory support and compliance are seen as slightly more
critical in safety contexts. This could be due to the direct oversight that safety regulations
often have on industrial operations, where ensuring compliance with safety standards is
a top priority. In security, while still important, jurisdictional authority takes a backseat
to other factors, such as cost and timing, reflecting the need for more immediate tactical
responses to security threats.

Similarly, effects on the environment ranked fourth in process safety but seventh in
process security, suggesting that practitioners see environmental impacts as more closely
tied to safety incidents, where accidents like spills or fires can have immediate and direct
effects on the environment. In process security, environmental concerns are less prominent,
possibly due to the more focused goal of protecting assets and preventing malicious actions.

Cost was ranked higher in process security (third) than in process safety (seventh),
reflecting the larger role that economic considerations play in security decisions. In the
context of security, managing risks often involves strategic investments in protective
measures, making cost a significant factor in decision-making. In contrast, in process safety,
other values such as risk reduction potential and jurisdictional authority are seen as more
pressing concerns, pushing cost lower on the list of priorities.

Timing, ranked fifth in process safety and fourth in process security, was consistently
valued in both domains. This indicates that how quickly risk mitigation measures can
be implemented is critical across both safety and security contexts. However, the slightly
higher ranking in security suggests that there is a greater emphasis on responding swiftly
to security threats, where delays and inaction could lead to serious consequences.

Values such as equity, fairness, and administrative efficiency were ranked lower in
both process safety and process security. Fairness ranked last in both domains, indicating
that concerns about the fair distribution of costs or responsibilities are often secondary to
more immediate considerations such as risk reduction or cost-effectiveness.
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Administrative efficiency was also ranked relatively low, eighth in process safety
and ninth in process security. This suggests that while the ease of implementing risk
management measures is considered, it is not a primary driver of decision-making in either
domain. Practitioners appear more focused on achieving effective risk reduction than on
whether the process is easy to administer.

In summary, the ranking shown in Table 4 highlights key priorities in both domains
and reveals some important differences. These differences highlight the need for integrated
risk management frameworks that can accommodate these varying priorities. Practitioners
must be able to balance economic, environmental, and regulatory concerns while addressing
both intentional risks in security and unintentional risks in safety. In conclusion, while many
values are shared between process safety and process security, the differences in prioritization
suggest that a holistic approach is needed to manage risks in both domains effectively.

3.5. Barriers and Enablers for Integration

In the survey, practitioners were asked to rank the main barriers to integrating process
safety and process security risk management [17]. Lack of knowledge and awareness
emerged as the most significant barrier (Figure 7). This highlights that many practition-
ers still lack a foundational understanding of how safety and security processes can be
effectively integrated, representing a critical obstacle.
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Figure 7. Ranking barriers and enablers for integrating process safety and security risk management
(adapted from [19]).

The second-highest barrier was insufficient resources such as time, budget, and per-
sonnel. This may indicate that organizations struggle with resource constraints, which
limits their ability to implement comprehensive integration strategies. For instance, bud-
getary limitations may prevent cross-disciplinary training, while time pressures may lead
to short-term measures over integrated, long-term solutions. Lack of willingness and
communication between safety and security teams emerged as the third major barrier.
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Respondents cited in an open-ended response that poor communication and organizational
silos are key challenges that prevent safety and security professionals from collaborating
effectively. Regulatory challenges and inadequate technology solutions were ranked lower
but remained relevant. Unclear or conflicting regulatory requirements and the need for
better technological tools were noted by respondents, who emphasized the importance of
aligning regulatory frameworks to support integration.

On the enabler side, enhanced training and awareness programs were identified as the
top factor promoting successful integration. A respondent from the Netherlands stressed
the need for “knowledge on how to implement integration”, highlighting the importance of
targeted training. Improved communication and collaboration were the second most crit-
ical enabler, reflecting the need for coordinated efforts between safety and security teams.
Increased budget allocation was the third-ranked enabler, which respondents saw as vital
for supporting training, technology upgrades, and dedicated personnel. Lower-ranked
enablers included clearer regulatory guidelines and advanced technology solutions, which
respondents acknowledged could assist integration but were not seen as immediate priorities.

The qualitative analysis revealed key themes that further illuminate the complexity
of integrating process safety and security (Figure 8). The intertwined nature of barriers
was a prominent theme, where respondents identified a mix of organizational, technical,
and regulatory challenges. For instance, a respondent from Malaysia noted the “lack
of communication and commitment” between departments, while a respondent from the
Netherlands highlighted inadequate regulatory enforcement as a barrier.
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Another key theme was the need for training and the development of competent
personnel. Respondents pointed to knowledge gaps, with a respondent from Malaysia’s au-
thority sector emphasizing the importance of “management support” in providing resources
for training. Other respondents from the Netherlands emphasized the need for “knowledge
on how to implement integration” and the development of “common tools and language” to
address these gaps. Since the integration of process safety and security is relatively new,
the lack of professionals trained in both domains creates a significant barrier.
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Respondents also called for comprehensive strategies involving multiple stakeholders.
A respondent from Malaysia emphasized the importance of regulatory support, stating
the need to “enhance regulation and enforcement”. Ensuring top-down support and cross-
departmental communication was viewed as essential for successful integration.

An emerging theme in the responses was the influence of cultural and sector-specific
factors on the integration of process safety and security. Respondents from different regions
and sectors highlighted distinct challenges. For instance, one participant remarked, “they
are two different worlds in our organization”, pointing to the organizational silos between
safety and security teams. Similarly, a respondent from Malaysia noted the “lack of security
risk awareness”, suggesting that cultural attitudes toward security may lag behind those for
safety, further complicating integration efforts.

This theme also underscores the importance of tailoring integration strategies to fit
the specific context of each organization, including its size, resources, and operational
complexity. Smaller enterprises commonly face resource constraints, with one respondent
identifying “budget and skilled personnel” as key barriers. These organizations may benefit
from solutions that focus on securing financial support and affordable technological tools.
In contrast, larger organizations often struggle with communication inefficiencies and
internal misalignment, requiring strategies to enhance interdepartmental communication
and ensure unified safety and security policies.

In essence, lack of knowledge, resources, and communication were the primary barri-
ers identified, while training, collaboration, and increased budget allocation were the key
enablers. Integration strategies must be tailored to the specific organizational context, with
smaller firms needing resource support and larger firms focusing on communication and
policy alignment. Holistic strategies, including enhanced training, communication, and
financial investment, are essential for effective integration across the process safety and
security domains.

3.6. Proposed Strategies for Integrating Process Safety and Process Security

Respondents were asked to rate six proposed strategies for integrating process safety
and security risk management [8,17]. These strategies included developing joint policies,
conducting integrated risk assessments, and fostering clear communication channels. The
quantitative data (Figure 9) provided insights into the perceived effectiveness of these
strategies, with notable differences in ratings between respondents from Malaysia and
the Netherlands.

Across all six strategies, respondents generally rated the approaches as either “Effec-
tive” or “Very Effective”. Conducting integrated risk assessments was the highest-rated
strategy, with an average effectiveness score of 3.51 (3.61 in Malaysia and 3.18 in the Nether-
lands), emphasizing the importance of aligning risk assessment methodologies across
both domains. Unified incident response and crisis management followed closely, with
an overall score of 3.44, highlighting the need for coordinated responses to ensure swift
resolution during both safety and security incidents.

Developing joint safety and security policies was rated 3.40 overall (3.47 in Malaysia
and 3.18 in the Netherlands), underscoring the importance of having a structured frame-
work for integration. Similarly, establishing clear communication channels between teams
scored 3.40, with Malaysia rating it 3.53 compared to 3.00 in the Netherlands. Effective
communication is critical for breaking down organizational silos.

However, strategies like cross-training safety and security personnel (3.21 overall) and
utilizing integrated technology solutions (3.42 overall) received lower ratings, especially
from Dutch respondents. These differences suggest regional or organizational variations
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in the perceived feasibility of such measures, with Malaysian respondents being more
favorable toward the use of technology and cross-training.
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A noticeable trend emerged when comparing responses from Malaysia and the Nether-
lands. Malaysian respondents consistently rated the proposed strategies higher than their
Dutch counterparts. This may reflect cultural or organizational differences in how integra-
tion is approached in the two countries, with Malaysian practitioners potentially placing
greater support on structured and proactive strategies.

A thematic analysis of open-ended responses revealed deeper insights into these
strategies (Figure 10). Resilience-oriented risk management emerged as a key theme, with
respondents emphasizing the need for proactive, adaptive strategies that balance safety and
security. While not always explicitly rated as a standalone strategy, several respondents
indirectly supported resilience principles through their emphasis on holistic risk and crisis
management. One respondent suggested the creation of “specific expert teams” to focus
on integrated risk assessments, while another stressed the importance of having clear
guidelines for managing safety and security during crises. This highlights the importance
of having a well-defined crisis management plan that integrates both safety and security
considerations and supports resilience by ensuring that core functions are maintained even
in the face of disruption.

Respondents also highlighted the need for integrated governance frameworks. Several
called for “merging regulations or guidelines” to support alignment between safety and
security. The role of top management was frequently mentioned, with one respondent
noting that “top management or the executor for safety and security should be the same person”,
stressing the need for unified leadership.

Training and awareness programs were consistently identified as critical enablers.
Respondents advocated for “awareness programs and training” to equip practitioners with
cross-disciplinary skills, bridging the knowledge gap between safety and security practices.
Operational excellence, driven by strategic “planning and budgeting”, was also seen as crucial
for successful integration.
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Collaboration between stakeholders was another recurring theme. Respondents called
for stronger communication between safety and security teams and with external stake-
holders, such as regulators. One respondent suggested “forums and feedback between all
related parties” to foster collaboration.

Finally, economic considerations played a key role in shaping integration strategies.
Several respondents noted that financial investment is necessary for successful integration,
with one respondent stating that “business is willing to invest for such integration”, indicating
that organizations are likely to prioritize integration if it offers clear value.

In summary, both the quantitative and qualitative findings suggest the need for a
comprehensive, resilience-oriented approach to integrating process safety and security.
Key strategies include policy alignment, risk assessment, stakeholder collaboration, and
tailored training programs supported by strong leadership and governance. By embedding
resilience principles into these efforts, organizations can enhance their capacity to respond
to and recover from both process safety and security threats, ultimately improving overall
risk management.

4. Discussions
4.1. Interpretation of Findings
4.1.1. Integrating Process Safety and Security Risk Management

The survey findings emphasize the critical benefits and challenges of integrating
process safety and security risk management. A total of 72% of respondents agreed that the
integrated management of these two domains is beneficial. Qualitative analysis revealed
that respondents recognized the intertwined nature of safety and security risks, advocating
for a comprehensive and proactive approach.

One respondent (Malaysian authority personnel) noted that “In most cases, safety
and security risks share the same hazard and effect. The differences would be in terms of
intention (intentional vs. unintentional)”. This perspective aligns with the growing body of
the literature that emphasizes the convergence of safety and security in high-risk industries,
where integrating both domains is key to improving risk management outcomes [8,29,30].
Studies have shown that integrated frameworks reduce redundancies, enhance efficiency,
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and improve overall risk management outcomes [16,17,31,32]. However, achieving integra-
tion remains challenging due to organizational silos, and differing priorities between safety
and security teams remain significant barriers to attaining integration [19,29,33].

The findings also suggest that integration is a foundational element of resilience in
chemical process industries, as it ensures comprehensive coverage of both unintentional
and intentional risks [22,23,34]. Practical approaches to integration, as evidenced by the
survey results (Figure 9), may include joint risk assessments and shared training programs
for safety and security personnel. These strategies could enhance communication and
collaboration, ultimately fostering more cohesive and resilient operations. For example,
joint training sessions and drills could focus on scenarios incorporating both process safety
and process security, encouraging cross-disciplinary understanding and teamwork.

4.1.2. Awareness and Usefulness of Resilience-Based Approaches

The survey revealed varying levels of familiarity with resilience-based approaches,
with 76% of respondents indicating familiarity (slightly to very familiar) and 58% finding
these approaches useful (and very useful) for managing process safety and process security
risks. Practitioners with greater familiarity tended to perceive resilience-based approaches
as highly beneficial, citing anticipation, adaptability, proactive risk identification, emer-
gency response, and continuous improvement as key strengths. These findings align with
the principles advocated by Pasman et al. (2020) [24] and Hollnagel (2016) [35], who em-
phasize that resilience engineering provides a dynamic and adaptive framework to address
both intentional and unintentional risks.

One respondent illustrated this by stating “Proactive learning from successful task or
event”. This statement reflects a core principle of resilience engineering, which is learning
from both successes and failures to improve system robustness and adaptability [36–38].
As the literature highlights, such proactive learning is essential for enhancing process and
organizational resilience in the face of disruptions [39,40].

However, the survey also highlighted variations in familiarity levels, which may
reflect differences in organizational focus, roles, or geographic contexts. These variations
underscore the need for education and training initiatives to increase awareness and
understanding of resilience principles across the chemical process industry. As noted by
Patriarca et al. (2018) [41], targeted training can enhance stakeholders’ capacity to anticipate
and adapt to emerging risks, particularly in complex and dynamic environments. Similarly,
Woods (2015) [42] emphasizes that scenario-based training is effective in fostering a shared
understanding of adaptability and proactive risk management among multidisciplinary
teams. The findings suggest practical strategies for leveraging resilience-based approaches,
such as incorporating resilience principles into existing risk management frameworks or
using scenario-based training to highlight adaptability and proactive risk identification.
Addressing barriers, such as lack of familiarity or organizational inertia, will be critical to
realizing the full potential of resilience engineering in practice [23,43].

4.1.3. Importance of Societal Values in Risk Management

Both the quantitative and qualitative data highlight the importance of aligning societal
and organizational values—such as risk reduction, regulatory compliance, and operational
efficiency—in supporting integrated risk management. This echoes findings in the risk
management literature, where value alignment is seen as critical for creating a cohesive
decision-making environment in a dynamic socio-technical system [21,44]. Among re-
spondents, one of the most consistently prioritized values was “Risk reduction potential”,
which ranked highly in both process safety and process security domains, demonstrating
that shared values can minimize conflicts between safety and security objectives [32,45].
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Focusing on shared values helps organizations create environments where process safety
and process security objectives are mutually reinforcing rather than competitive [17]. This
alignment facilitates the development of integrated risk management frameworks that
prioritize safety, security, resilience, and business continuity [8,46].

However, aligning values in practice can be complex, mainly when trade-offs are nec-
essary between competing objectives. For instance, regulatory compliance may sometimes
emphasize security measures that inadvertently increase operational risks. Organizations
can address these challenges through structured workshops and stakeholder consultations,
prioritizing shared goals and mutual understanding [47,48]. Incorporating societal val-
ues into organizational policies and decision-making frameworks can further strengthen
alignment, as suggested by De Bruijn and Herder (2009) [49]. These strategies enable
organizations to create integrated risk management systems adaptable to evolving societal
expectations and operational demands.

4.1.4. Barriers and Enablers for Effective Integration

The survey identified several barriers to the effective integration of process safety
and security risk management, mirroring findings from previous studies on integration
practices [17]. The most highly ranked barriers included a lack of knowledge and awareness,
insufficient resources, and communication challenges between safety and security teams.
For example, an academician from Malaysia noted “Creating awareness at all levels on the
significance for integrating process safety and process security risk management”. These findings
emphasize the need for enhanced training programs to build cross-disciplinary awareness
and expertise, increased budget allocations to support integration efforts, and improved
communication channels to foster collaboration.

In contrast, respondents also highlighted key enablers that could significantly support
integration efforts. Management support was cited as a critical factor, with one respondent
emphasizing that “Management support is critical for driving integration and ensuring resources
are allocated effectively”. Regulatory alignment and the use of standardized tools and
practices for risk assessment and mitigation were also frequently identified as enablers.
These findings align with Schneller et al. (2023) [50], who identified leadership, regulatory
frameworks, and collaborative tools as key facilitators in converged risk management
strategies. Similarly, Gould and Bieder (2020) [29] emphasize the importance of fostering a
cohesive culture to overcome organizational silos and promote integration.

The barriers and enablers identified in this study provide a clear roadmap for orga-
nizations seeking to integrate process safety and security risk management. For example,
organizations could implement leadership training programs to equip managers with the
skills to champion integration efforts. Similarly, adopting standardized risk assessment
tools, as suggested by respondents, can help streamline processes and reduce silos between
teams. These strategies underscore the importance of fostering a culture of collaboration
and resilience to effectively overcome barriers and leverage enablers.

4.1.5. Effective Strategies for Integration

The study identified various strategies for effectively integrating process safety and
security risk management, encompassing organizational and technical considerations.
Developing joint safety and security policies, conducting integrated risk assessments,
cross-training personnel, and utilizing integrated technology solutions were all identified
as essential approaches. For instance, the suggestion to “merge regulation or guideline”
reflects the need for coherent and unified regulatory frameworks that can support the dual
objectives of safety and security.
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Additionally, the emphasis on cross-training personnel points to the importance
of equipping professionals with the skills and knowledge necessary to simultaneously
manage both process safety and process security risks. Research highlights that training
programs designed to build interdisciplinary skills can improve communication and foster
mutual understanding across different domains [17,19]. Such training ensures that safety
and security teams can collaborate effectively, leveraging shared knowledge to address
overlapping risks [51,52].

To ensure the success of these strategies, organizations must implement robust per-
formance indicators to monitor progress and evaluate the effectiveness of integration
efforts [53–55]. Reniers et al. (2011) [56] suggest that performance indicators should en-
compass management, process, and result dimensions to provide a holistic view of risk
management practices. For instance, metrics such as leadership commitment, the frequency
of integrated risk assessments, and reductions in incident response times can offer ac-
tionable insights into areas requiring improvement. These indicators guide continuous
improvement efforts and provide measurable evidence of integration success.

However, implementing these strategies requires addressing potential barriers, such
as resource constraints, organizational inertia, and the need for cultural change [18,43,56].
For example, while joint policies and integrated tools can improve alignment, their adop-
tion often requires significant investment and management buy-in. Practical approaches
to overcome these challenges include establishing leadership roles dedicated to integra-
tion, securing funding through cost–benefit analyses, and promoting pilot programs to
demonstrate the effectiveness of integrated strategies [56].

Overall, these strategies not only enhance operational efficiency but also strengthen
process safety and process security. Organizations can create a more cohesive and adaptive
risk management framework by adopting a systemic approach and fostering a system
capable of addressing diverse threats and challenges.

4.2. Synthesis of the Grand Themes

The qualitative analysis of the survey responses offered a comprehensive view of
the complexities and practical considerations involved in integrating process safety and
security risk management. Several key themes emerged from the data, reflecting the inter-
connectedness of safety and security risks and providing insights into how practitioners
perceive the integration process. The analysis of responses to the five research questions
identified five overarching themes as critical to the successful integration of process safety
and security risk management.

4.2.1. Theme 1: Proactive and Systemic Approach to Risk Management

A proactive and systemic approach to risk management emerged as a central theme
across the responses. This theme aligns with the literature on integrated risk management,
which highlights the necessity of addressing interdependent risks in a unified frame-
work [11,56,57]. Respondents emphasized the interconnected nature of safety and security
risks and advocated for a structured and proactive strategy to manage these risks. This
approach involves mutual risk identification, resource optimization, and the strategic
integration of expertise. Many respondents highlighted the benefits of adopting a more
holistic view, where process safety and security are not treated as isolated silos but as
interdependent components of a comprehensive risk management framework. Leveson
et al. (2014) [51] argued that a systemic approach to risk management can streamline
operations and create a more resilient process system.
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4.2.2. Theme 2: Resilience-Oriented Systems and Processes

Resilience was another dominant theme, with respondents underlining the importance
of adaptability, emergency response, and business continuity. Resilience-based approaches
focus on proactive measures, including anticipation and rapid recovery from disruptions,
consistent with resilience engineering frameworks [37,58,59]. Resilience enables organiza-
tions to absorb and recover from both unintentional and malicious threats, particularly in
a complex engineered system such as the CPI [23,57]. One respondent noted a resilience-
oriented approach as “Proactive learning from successful task or event”, reflecting key principles
from the resilience literature. The focus on anticipation and continuous improvement aligns
with the “adaptive capacity” concept in resilience theory, which is critical for managing
risks in dynamic environments [24].

4.2.3. Theme 3: Strategic Alignment of Societal Values

The strategic alignment of values was also identified as a crucial factor for successful
integration. Respondents stressed the need to align societal values, such as risk reduction,
regulatory compliance, and operational efficiency, to support integrated risk management.
This alignment is essential for minimizing conflicts and enhancing decision-making pro-
cesses [45,60]. By aligning values across process safety and process security domains,
organizations can create a more cohesive and effective risk management strategy [17].

4.2.4. Theme 4: Leadership, Governance, and Collaboration

Effective leadership, governance, and collaboration emerged as one of the key enablers
for integrating process safety and security risk management. Respondents identified strong
leadership and governance structures that support cross-functional collaboration as vital
for fostering system resilience. The importance of clear communication channels and
collaborative efforts between process safety and security teams was frequently mentioned.
As noted by one respondent, “Top management or executer for safety and security operations and
measures are same person”, which could be an effective strategy. Similarly to the literature,
this study also suggested that organizational leadership should actively promote and
support integration efforts to ensure their success [56,61].

4.2.5. Theme 5: Continuous Improvement and Adaptation

The theme of continuous improvement and adaptation was prominent in the qualitative
responses, aligning with the literature on adaptive risk management and organizational
learning [21,32,44]. Respondents highlighted the need for ongoing learning and adaptation,
leveraging new technologies and data analytics to enhance system resilience. Proactive
learning, system reviews, and integrating behavioral studies into risk management practices
were critical for maintaining and improving resilience. Respondents advocated for a dynamic
approach to risk management that evolves with changing conditions and emerging threats.

Together, these five themes provide a conceptual yet robust foundation for developing
practical strategies to enhance risk management practices within the chemical process
industry. The emphasis on resilience, strategic alignment of values, and continuous im-
provement underscores the importance of building adaptive, proactive, and unified systems
that effectively manage process safety and process security risks. By integrating leadership
support, collaboration, and systemic approaches into their organizational frameworks,
companies can strengthen their operational resilience and create a safer and more secure
industrial environment.
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4.3. Recommendations

This study offers practical recommendations for integrating process safety and security
risk management in the chemical process industry, informed by survey findings and
supported by the existing literature. These recommendations are designed to address
interconnected risks, enhance operational resilience, and foster a unified approach to
risk management.

Firstly, organizations should adopt a comprehensive and proactive approach to manag-
ing process safety and security risks. The survey findings revealed that 72% of respondents
recognized the benefits of integration, emphasizing the need for a unified framework.
Regular joint risk assessments and scenario planning exercises are essential for identifying
overlapping vulnerabilities and preparing for potential disruptions. For example, inte-
grating process hazard analysis with security vulnerability assessments can streamline
processes and improve resource allocation. Such approaches align with systemic risk
management strategies advocated by Leveson et al. (2014) [51], which focus on addressing
interdependencies to enhance resilience.

Secondly, organizations should establish performance indicators to monitor and
evaluate the effectiveness of resilience-oriented process safety and security risk man-
agement frameworks [62]. Respondents highlighted the importance of clear metrics
to ensure continuous progress in integrating safety and security practices. Building
on Reniers et al. (2011) [56], these indicators could cover management, process, and re-
sult metrics, providing a comprehensive view of how well the integration is functioning.
Management indicators might focus on leadership commitment, resource allocation, and
cross-functional collaboration. Process indicators could assess the frequency and quality
of integrated risk assessments, cross-training initiatives, and the adoption of advanced
technologies. Result indicators might measure incident response times, reductions in risk
exposure, and overall system resilience. By regularly tracking these performance indica-
tors, organizations can identify areas for improvement and ensure continuous progress in
strengthening both safety and security efforts.

Additionally, aligning societal values like risk reduction, environmental stewardship,
and operational efficiency is equally critical to achieving cohesive risk management strate-
gies. Survey findings indicated that “risk reduction potential” was highly prioritized,
highlighting its centrality in both safety and security domains. Organizations can achieve
value alignment by developing policies that reflect shared values such as environmental
stewardship, operational efficiency, and regulatory compliance. Structured workshops and
stakeholder consultations can further facilitate dialog to align goals and enhance decision-
making. De Bruijn and Herder (2009) [49] suggest that aligning values fosters cohesive
decision-making within complex socio-technical systems.

Furthermore, ongoing investment in continuous improvement and advanced tech-
nology, such as real-time monitoring and data analytics, is critical for enhancing risk
management. Emerging technologies such as digital twins and machine learning (ML)
offer additional opportunities for improving risk management. Digital twins can simulate
process scenarios, enabling a proactive identification of vulnerabilities and testing of inte-
grated safety–security strategies [63,64]. ML algorithms can enhance predictive capabilities,
detecting patterns in operational data to anticipate risks and optimize mitigation efforts [65].
Leveraging these tools enables data-driven assessments and strengthens system resilience.

Finally, leadership plays a pivotal role in promoting integration efforts. Senior man-
agement should allocate necessary resources, foster a culture of collaboration, and establish
dedicated roles to oversee integration initiatives [56]. Leaders should also encourage col-
laboration between safety and security teams through joint training programs and clear
communication channels [19]. Pilot programs and a phased implementation of strate-
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gies can demonstrate their effectiveness, build organizational confidence, and ensure
sustained progress.

These recommendations aim to create an adaptive and unified framework that en-
hances operational efficiency, strengthens resilience, and ensures the safe and secure opera-
tion of chemical process industries.

5. Conclusions
Integrating process safety and security risk management is essential for enhancing

resilience in the chemical process industry, particularly in increasingly complex and in-
terconnected operational environments. This study highlights the intertwined nature of
safety and security risks, with 72% of respondents agreeing that integration is beneficial.
Organizations can optimize resource utilization, improve risk mitigation, and enhance
operational efficiency by addressing these interdependencies.

While this study employs a mixed-methods approach, the findings primarily aim to
explore practitioner perspectives and generate qualitative insights into the integration of
process safety and security rather than achieving broad generalizability. Based on a diverse
sample of 47 practitioners, the findings reveal significant barriers to integration, including
knowledge gaps, resource constraints, and communication challenges. Addressing these
barriers requires targeted interventions such as enhanced training programs, management
support, and regulatory alignment. Critical enablers identified in this study, such as
leadership commitment, cross-functional collaboration, and the adoption of advanced
technologies, are pivotal for fostering organizational change and resilience.

To support integration, this study proposes actionable strategies such as establishing
robust performance indicators to monitor and evaluate progress. Metrics like leadership en-
gagement, incident response times, and system resilience provide measurable insights into
integration effectiveness. Advanced technologies such as digital twins and machine learn-
ing offer further opportunities by enabling proactive risk management through scenario
simulation and predictive analytics. These technologies can help organizations identify
vulnerabilities, optimize mitigation strategies, and enhance overall resilience.

Though this study provides valuable insights, several limitations must be acknowl-
edged. The sample size limits the generalizability of findings, and reliance on self-reported
data introduces potential biases. Future research could address these limitations by ex-
panding the scope to other high-risk sectors, such as healthcare, transportation, and energy
and by employing longitudinal designs to assess the long-term effectiveness of integration
efforts. Additionally, in-depth qualitative methods, such as interviews and case studies,
could provide richer narratives and deeper insights into organizational dynamics and the
practical applications of integration strategies.

The role of advanced technologies in supporting integration is another promising
avenue for future research. Exploring the adoption and impact of real-time monitoring,
data analytics, and AI-driven tools across industries could provide critical insights for
developing more sophisticated integrated frameworks.

In conclusion, this study provides both theoretical and practical contributions to the
integration of process safety and security risk management. It lays the groundwork for
developing a unified, resilience-oriented framework to address integration challenges
and enhance risk management practices. By tackling identified barriers, implementing
proposed strategies, and exploring the outlined research directions, organizations can
advance toward a cohesive and adaptive approach to risk management. These findings
serve as a call to action for practitioners, policymakers, and researchers to collaboratively
foster resilience and create safer, more secure industrial environments.
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Appendix A
Balancing societal values within process safety and process security.

In the management of industrial processes, professionals often encounter situations
where the societal values related to process safety and process security may not fully align.
These scenarios can present challenging decisions where prioritizing one value may lead
to compromises in the other. Below, we present a series of hypothetical scenarios that
illustrate potential conflicts between process safety and process security. Your responses to
these scenarios will help us understand how practitioners like yourself might prioritize in
these complex situations.

Please consider each scenario carefully and indicate your level of agreement with the
proposed course of action using the scale provided, where 1 represents “Strongly Disagree”
and 5 represents “Strongly Agree”.

Scenario 1: Evacuation vs. Lockdown
In an emergency where a quick evacuation could expose the site to security risks, executing
the evacuation to prioritize personnel and process safety is more important than opting for
a lockdown to protect the site from potential threats.
Scenario 2: Unexpected Chemical Leak During Transport
In the event of an unexpected chemical leak during transport, informing the public im-
mediately to ensure safety is more important than securing the transport from potential
threats before making any disclosures.
Scenario 3: Insider Threat
If there is suspicion of an insider threat intending to misuse chemicals, restricting all staff
access to chemicals to prevent any malicious harm is more important than continuing
regular operations.
Scenario 4: Conflicting Design Requirements
When an open workspace design required for safety audits conflicts with security advice
to limit access points, prioritizing the safety audit requirements is more important than
following the security recommendations to limit access.
Scenario 5: Transparency with Regulatory Bodies

https://data.4tu.nl/datasets/4522882f-0d76-46ad-b63f-5344964e1fb8
https://data.4tu.nl/datasets/4522882f-0d76-46ad-b63f-5344964e1fb8
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If providing complete transparency to a regulatory body about safety processes inadver-
tently reveals security vulnerabilities, opting for full disclosure is more important than
limiting the information provided to protect against security risks.
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