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Abstract—User authentication remains a challenging issue,
despite the existence of a large number of proposed solutions,
such as traditional text-based, graphical-based, biometrics-based,
Web-based, and hardware-based schemes. For example, some of
these schemes are not suitable for deployment in an Internet of
Things (IoT) setting, partly due to the hardware and/or soft-
ware constraints of IoT devices. The increasing popularity and
pervasiveness of IoT equipment in a broad range of settings
reinforces the importance of ensuring the security and privacy
of IoT devices. Therefore, in this article, we conduct a com-
prehensive literature review and an empirical study to gain an
in-depth understanding of the different authentication schemes
as well as their vulnerabilities and deficits against various types
of cyberattacks when applied in IoT-based systems. Based on the
identified limitations, we recommend several mitigation strategies
and discuss the practical implications of our findings.
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Index Terms—Authentication schemes (ASs), biometrics,
cracking attacks, graphical passwords, Internet of Things (IoT),
password security.

I. INTRODUCTION

WHILE there are hundreds, if not thousands, of authen-
tication schemes (ASs) proposed in the literature,

text-based (e.g., numeric PIN and alphanumeric passwords)
approaches remain (one of) the most commonly used mech-
anism(s) for verifying end-user identity. For example, these
text-based ASs are deployed in online services and mod-
ern Internet of Things (IoT) systems [1] to gain access to
their accounts and contents (e.g., Bitcoin wallets and cloud
services). There are also other AS [3], [4], such as based on
graphical patterns [5], [11], device location [6], [12], biometric
traits [7], [32], Web services [2], and hardware-based secret
keys (or tokens) [125], [127]. In general, text-based ASs are
easy to implement and use on consumer devices (e.g., smart-
phones and IoT devices such as ring cameras) and do not
incur additional costs on these devices such as tokens (unlike
hardware-based AS) [2], [8]. Hence, it is not surprising that the
text-based AS will remain popular for the foreseeable future.

However, there are known limitations in traditional text-
based AS approaches. For example, an efficient text-based
password is typically “easy to remember and hard to guess,”
which is typically short and vulnerable to the dictionary or
brute-force attacks. This is particularly the case when the
attackers are close to the user and can use social engineering
techniques to learn the password combinations [9]. Moreover,
end users usually have a habit of reusing their credentials [13].
Thereby, if an attacker obtains the user credentials for one
account (e.g., during a database intrusion), (s)he may try to
use the same credentials for different accounts. Nowadays,
the deployment of a weak or default password-reset strat-
egy is one of the most popular attack vectors targeting IoT
devices [10]–[14]. The primary reason behind is that users typ-
ically do not change the default passwords of IoT devices and
share or reuse the previously utilized credentials [4].

There exist several state-of-the-art studies that focus on
improving password strength policies, such as creating strong
combinations (e.g., with a mandatory usage of upper-
case/lowercase letters, punctuation marks, numbers, and other
characters) as well as limiting the combination length to at
least 6 or 8 [16], [17]. Also, cybersecurity experts intro-
duced strength estimation approaches [18], [19] to help end
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Fig. 1. Exemplary AS in the presence of an attacker.

users in picking efficient strong passwords (or patterns) by
preventing the use of words related to themselves and evalu-
ating/estimating the degree of strength. However, how to strike
a balance between selecting strong combinations (e.g., those
that are hard to guess and immune to brute-force attacks)
and remembering different passwords for different services or
devices, is still a challenge for most end users, and remains a
topic of ongoing research.

A general type of AS deployed in online and IoT-based
systems that includes various smart devices (e.g., wireless
plugs [21], window shades [22], thermostat [23], lighting [24],
door lock [25], and multiple other sensors [27]), involves
two parties (end-user and online/offline system as depicted
in Fig. 1). In an online scheme, end users must have the user-
name and password (or other credentials) in which a hash
value is generated and saved according to such credentials
on the server during the registration phase. When the end
user enters the combination along with an e-mail or user-
name on the login page, a ciphertext message or hash value
is constructed on the user’s device. Then, this hash value is
sent to the server for granting access to the database. On the
server side, the modern scheme verifies the received hash value
with the one already saved in the database. If both these two
hash values are equal, the user is assumed to be legitimate
and access is granted [3]. Once authenticated, these gadgets
can be remotely controlled by applications (apps) installed on
other smart devices (e.g., Android and iOS devices). Also,
the contemporary scheme includes some safety policies, such
as strength estimation, recovery/reset strategy, and length/fold
checking, if a developer does not consider efficient policies
during the design phase of an online scheme, it is suscepti-
ble to various types of cyberattacks. For example, there may
be an attacker trying to correctly guess or obtain user pass-
words, e.g., by performing Man-in-the-Middle (MitM) [28] or
Phishing attacks [29], using malware (e.g., keyloggers) [30],
or exploiting vulnerabilities in the underpinning AS.

In this article, we first survey the literature on differ-
ent IoT services, their potential risks/attack targets, and the
vulnerabilities of IoT devices to potential cyberattacks due
to weak AS-related security policies. Then, we categorize
existing materials (e.g., 205 articles, chapters, and websites)
published after 2010 based on the underpinning schemes and
their contributions (e.g., new identification policies or preven-
tion strategies) as well as various types of discovered attacks.
Next, we conduct a computational complexity analysis of the

Fig. 2. Overall structure of sections for the rest of article.

existing methods to show their constrains in the IoT envi-
ronment. Eventually, we discuss the mitigation solutions by
addressing the limitations and vulnerabilities of the AS in IoT
devices against the most serious attacks and recommend some
prevention countermeasures (see Fig. 2). Clearly, throughout
the years, researchers have published several related surveys.
When we compare these articles with our article, the following
limitations emerge.

1) El-hajj et al. [31] conducted the only most relevant
survey paper on IoT-based AS, which summarizes the
literature on a limited number of attacks and types of
solutions, but excluding some significant threats, such
as IP spoofing, cross-site scripting (XSS), and peeping.
They also did not provide any discussion concerning the
prevention solutions or future directions.

2) Some other studies, such as [26] and [32]–[34] com-
prised one type of AS by focusing on user behav-
ioral biometrics and graphical patterns [118], without
incorporating the applications of AS in IoT devices
and possible vulnerabilities that can be exploited by
attackers.

3) Barkadehi et al. [103] provided a brief review on various
types of ASs, classifying a limited number of references
(42) and they also did not mention the vulnerabilities of
AS on smartphones and IoT devices, as well as different
types of possible attacks in detail.

II. IOT APPLICATIONS AND VULNERABILITIES

IoT encompasses a broad range of applications starting from
smart medical devices (e.g., wireless pacemakers), industrial
control systems, or battlefield equipment, just to name a few.
There are various types of IoT devices, which can range from
low-cost smart gadgets (e.g., room sensors) to expensive ones
and computationally powerful devices, such as the Internet
of Vehicles and unmanned aerial vehicle (UAV). These IoT-
enabled gadgets typically sense, collect, and transmit data
(e.g., remote sensing data) to other equipment and systems
over the Internet or (a private network), without requiring
human-to-computer or human-to-human interaction [35]. All
of these devices utilize at least one or more types of ASs
for authenticating their communications and granting control
policies. Therefore, if an attacker bypasses one of the smart
gadgets (e.g., a smartphone, or a sensor), (s)he can launch a
breach, and get control over the other IoT-connected devices.

Considering the popularity of IoT devices (e.g., see Fig. 3, in
the supplementary material [37]) and taking into account that
several architectural models have been introduced in the liter-
ature, such as International Organizations for Standardization
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TABLE I
VARIOUS IOT SERVICES, DEVICES, ATTACK TARGETS, AND VULNERABILITIES

(ISO) and other private sector organizations (e.g., ISO, ETSI,
3GPP, IEEE, IETF, and one M2M) as well as academia [36].
Fig. 4, in the supplementary material, depicts an overview of
a typical five-layer IoT architecture. Since the terms in this
architecture are relatively generic, we skip their definitions
and refer the interested reader to [35] and [36].

A. IoT Services, Devices, and Attack Targets

In this section, we classify the IoT applications into six
different services, namely: 1) smart buildings; 2) smart gov-
ernment; 3) smart economy; 4) smart society; 5) smart
environment; and 6) smart mobility [37], [38]. Also, as listed
in Table I, we summarize conventional devices related to each
category of IoT services along with possible attack targets and
vulnerabilities.

Smart Buildings or building automation systems (BASs)
include structures that exploit automated processes for
controlling the building’s operations automatically. They uti-
lize microchips, sensors, and actuators for collecting data and
processing them according to particular services and func-
tions, such as air conditioning, ventilation, lighting, heating,
and security. They also improve the reliability and efficiency
of equipment, which minimizes energy costs, and optimizes
the environmental impact of buildings [39]–[43]. Although the
IoT network provides many facilities through the BAS, there
exist some devices, such as wireless routers and cameras, that
are vulnerable to botnet attacks, i.e., they are compromised to
join the botnet as a zombie/bot as well as can be remotely

controlled for nefarious purposes, e.g., becoming a part of
Distributed Denial-of-Service (DDoS) attacks (like the Mirai).

Smart Government is the way of governance in which gov-
ernments employ IoT technology as core-integrated systems in
their operations and functions at all levels of decision-making
and management. In general, the two terms: 1) smart gov-
ernment and 2) smart city are different as the former utilizes
the latter as an area of practice [44]. In other words, smart
government utilizes a range of IoT services, such as smart
economy, mobility, and environment, to formulate administra-
tive policies and business models. Moreover, it exploits such
information for optimizing the public sectors’ capability to meet
the citizens’ needs, expand employment opportunities, achieve
economic growth, and support the development of the digi-
tal economy [44]–[46]. For example, digital forensics servers
contain the identity information of citizens and are located in
law enforcement agencies. Particularly, special agents can only
access such servers via password credentials on smartphones,
which are targeted by attackers through the IoT network via
the MitM attack or by running malware on cameras for various
purposes, such as identity theft and human trafficking.

Smart Economy or smart business refers to the primary basis
of municipality development in a Smart City. This service
utilizes IoT technology and works on the basis of a num-
ber of strategies to advance the attractiveness and sustainability
of economy development, such as e-commerce, enhancement
of productivity, innovation in production, and opportunities
for entrepreneurship. The main objective of such strategies is
essentially a return-on-investment model. In other words, it
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employs predictive models to estimate the economical influ-
ence of the business plans to be performed and whether or
not they can bring resources to the economic community and
be sustainable over time. In practice, the smart economy pro-
vides a wide range of online business and investment services
using IoT networks. For instance, end users usually utilize
apps (e.g., bank payments, online markets, stock trading) to
make purchases or access their online accounts. Consequently,
smartphones and Web-based apps are the potential targets for
attackers [47]–[49].

Smart Society or Smart living is an ecosystem in which
digital technologies and machines are utilized to provide new
solutions for addressing the current and future challenges of
human life [49]. In other words, the main objective of the smart
society is to develop new digital platforms using IoT technol-
ogy, proposing health management strategies that organically
connect assets, processes, and people. Despite the complex-
ity that such a rapid growth can cause, it is IoT technology
that offers the potential to keep and productively manage
such requirements. In practice, the smart society utilizes IoT
technology to monitor the health of citizens’ using wearable
devices. Hence, these devices are potential targets for mali-
cious third parties to launch some cyberattacks for nefarious
purposes that lead to terror or demand ransom [50].

Smart Environment refers to an environment in which indi-
viduals employ computing devices, embedded sensors, and
displays so that they could accurately monitor and control
environmental events, such as climate, pollution, earthquakes,
and floods [52]. In other words, a smart environment not only
consists of monitoring pollution and climate events, but this
platform also controls the effects of environmental changes
on plants, animals, and humans. To meet these requirements,
an IoT-enabled environmental monitoring system utilizes arti-
ficial intelligence (AI) and high-speed communication tech-
nologies (e.g., 5G, 4G, 3G) for feeding, processing, and
broadcasting data from the distributed sensors in different geo-
graphical places to data centers in real time. These sensors
capture/collect some parameters, such as daylight, pressure,
temperature, and humidity [53], [54]. In some cyberattacks,
such sensors are targeted by attackers for malicious purposes,
such as making an empty environment for robberies by creat-
ing a global panic or engaging law enforcement officers with
false environmental alarms.

Smart Mobility refers to the integration of various trans-
portation systems to make traveling cleaner, safer, and more
time and cost efficient. It applies IoT technology to enable
communication between user interfaces and modes of trans-
ports using a wireless network. Smart mobility has various
forms, such as on-demand transportation, ride-sharing, car-
sharing, and biking. In other words, the main objective of
smart mobility is to reduce traffic congestion and its side-
effects, consisting of fatalities, pollution, fuel costs, and waste
of time. Moreover, this service should include social bene-
fit and availability aspects, which implies that it should be
affordable for every person as well as provide a desirable
quality of life [55]–[57]. While smart mobility offers the afore-
mentioned facilities, there are potential targets for attackers
via smartphones due to multitude of applications of online

transportation systems (e.g., ticket booking apps) and money
transactions.

As mentioned above, smartphones are commonly used to
control IoT devices for different application domains. They
also interact with sensory data and servers through various
communication systems; hence, these interactions are under
the control of smartphones. Therefore, security vulnerabilities
through smartphones and IoT-connected devices could pro-
vide potential ways for attackers to take control of them.
However, several studies have comprehensively assessed the
vulnerabilities of IoT systems and recommended some coun-
termeasures [31], [58], but there are still many security flaws
that they have not considered in their analyses. Recently,
the number of unpredictable attacks on IoT devices has
increased dramatically and various vulnerabilities have been
discovered [60], [64].

Recent studies from security companies, such as
F-Secure [59], Kaspersky [93], and IBM X-Force [94],
indicate that the cybersecurity incidents are on the rise. For
example, according to F-Secure’s latest attack analysis report,
there were over 2.8 billion attack events [59] in the first half
of 2020, and a similar number of incidents were discovered
in the first and the second halves of 2019. Among these
numbers, 497 million in the first half of 2020 and 760 million
in the second half of 2019 were related to the Telnet port (23)
and 611 million attacks were for the UPnP port, i.e., these
ports are typically employed in IoT devices. Moreover, there
has been a massive growth in the discovered cyberattacks
on IoT devices over the last two years, i.e., more than 1.5
billion in the first half of 2020 and over 2 billion events
on transmission control protocol (TCP) ports in 2019 [59].
In addition to cyberattacks toward the TCP protocol, the
majority of the remaining discovered events were directed at
the user datagram protocol (UDP) ports (e.g., SSDP, UPnP,
and LLMNR), including over 85 million in the first half of
2020 and 611 million in 2019.

B. IoT Vulnerabilities

In general, the security flaws discovered through the IoT-
connected devices are similar to those found in computing
systems, such as laptops, smartphones, and tablets. Because
they utilize identical AS to verify access control policies for
connecting to the IoT network via WiFi or other technolo-
gies (e.g., 3G/4G/5G, BLE, or LTE). In other words, each IoT
device has an interconnection to a specific hotspot with the
other machines which makes it easily susceptible to attacks.
Note that the IoT data are captured by a single gateway port
(e.g., Telnet, UPnP, or SSDP) port; thus, every device is linked
through the same network. Therefore, the attackers can pro-
ceed in the same way; they only require to obtain access to
an IoT device, and, hence, they can breach every other one
which is connected to the same network [58], [61]. Since
smartphones typically play a central role in the IoT soft-
ware system, they are potential targets for attackers, i.e., if
an attacker gains full access to the smartphone, (s)he can
control all installed apps and connected devices. In what fol-
lows, we focus on the classification of IoT vulnerabilities
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into five different groups according to the potential attack
targets.

1) Hidden Backdoors: Hidden Backdoors are typically uti-
lized as a set of covert channels in firmware or software
systems that differ from conventional bugs through control-
flow types, i.e., attackers can employ these flaws to gain
unauthorized access to the victim’s device. In particular,
IoT devices may include both deliberately or unintentionally
located backdoors [62], [63]. According to a report published
by the CISOMAG magazine in January 2020 [64], cybersecu-
rity experts have discovered some backdoors in IoT-connected
devices, such as smart cameras [65]–[69], smart bulbs [70],
fax machines [71], smart TVs [72], [73], smart speakers [74],
smart coffee makers [75], [76], and smart watches [77], which
attackers could successfully take control of these machines by
performing malware (e.g., Mirai, WannaCry, Faxploit, Police
virus, WastedLocker, Spy Bug, ADB Miner, and Wiretap).
According to a large-scale empirical analysis of IoT devices
in real-world homes in 2019 [78], Kumar et al. discovered
that almost 40% of households worldwide contain at least one
IoT-enabled device, and approximately 66% of these devices
are located in North America. Consequently, with the increase
in the use of smartphones and IoT devices, the number of
cybersecurity risks is expected to increase dramatically in the
near future.

2) Insecure Network Services: The IoT network utilizes the
IPv6 addressing scheme, which suffers from the same security
flaws as IPv4; hence, it is also vulnerable to cyberattacks, such
as Sybil, spoofing, reconnaissance, MitM, Smurfing, fragmen-
tation, and rogue attacks. Therefore, it needs similar security
measures that were previously employed to quantify IPv4.
Moreover, since the IoT is designed as an intersection between
the Internet encounters and the physical things in the real
world, it leads to the new security flaws, mostly caused by the
AS through IoT devices (e.g., employing a weak AS or default
password policy) [36]. In other words, it generates several crit-
ical cybersecurity implications, whereas unpredictable attacks
could move from accessing information to taking control of
compromised devices. Consequently, attackers can cause seri-
ous damages by launching attacks from the vulnerable devices
via the security flaws in protocols and password policies. Note
also that IoT-based systems are increasingly evolving from
closed control systems (e.g., SCADA and Modbus) to net-
worked systems (IP-based) [80]. As depicted in Fig. 4, in
the supplementary material, there are two transport protocols
above IP in the IoT architecture: 1) the UDP and 2) the TCP. In
the IoT network, data packets are transmitted between devices
over ports and specific IP addresses using the TCP (e.g.,
23-Telnet and SMB) or UDP (e.g., 1900-SSDP and UPnP) pro-
tocols. This means that the TCP is utilized for most human
interactions in Web applications, such as Web browser and
e-mail as well as where preventing packet losses is preferred
over latency of their arrival, while UDP is employed for online
services [e.g., streaming video, Voice over IP (VoIP), and
domain name system (DNS)]. The IETF Constrained RESTful
Environments (CoRE) working group has presented a con-
strained application protocol (CoAP) at the application layer of
the TCP/IP stack, specifically defined to meet the requirements

of lossy and low-power networks, such as multicast support,
low energy consumption, low overhead, and simplicity. In the
CoAP, the UDP is used for transmitting data packets from
one embedded device to another [81]. Those IoT devices that
utilize the UDP protocol at the transport layer are also suscep-
tible to a specific DDoS attack known as UDP flooding. Fig. 3
depicts a large-scale scenario of cyberattacks on IoT networks
considering two serious ones, such as the MitM and DDoS.
In practice, the botmaster can perform a network scan to find
the IoT devices that are still using their factory-assigned (or
default) passwords. Once such devices are compromised by
malware, they can be integrated into a botnet that can later
be employed for launching DDoS attacks [78]. MitM is also
another serious attack, where an attacker covertly relays and
potentially eavesdrops (or modifies) the data being transmit-
ted over the communication channels between the victim user
and the access point. In other words, it allows attackers to
covertly obtain the login credentials, credit card data, identity
theft, or other malicious actions [28], [82], [83]. For example, a
botmaster can run a Mirai botnet (malware) for performing the
brute-force attack to bypass the login module on the unsecured
IoT devices, i.e., it utilizes a set of (62–68) default usernames
and passwords. Note that the Mirai-based botnet was respon-
sible for the largest DDoS attack that cyberspace have ever
faced so far, consisting of more than 5 million compromised
IoT devices (IP cameras and home routers) with a flooding
speed of 1.5 Tbps, against a French cloud computing com-
pany in October 2016 [81]. Since the source codes of such
attacks are openly available on the Internet (e.g., GitHub.com),
attackers can easily modify them and perform their malicious
tasks. Therefore, the impacts and opportunities to successfully
breach in IoT devices via such cyberattacks are still increasing
dramatically [81], [82].

Table II, in the supplementary material lists the most mas-
sive DDoS attacks that have targeted the IoT devices in the last
four years. According to the latest Kaspersky Lab report [93],
the number of DDoS attacks in 2019 was almost double this
number in 2018. Besides, they classified the discovered DDoS
attacks into five different groups, such as TCP SYN flooding,
UDP flooding, ICMP flooding, TCP-ACK flooding, and HTTP
flooding. In the following, we briefly describe these attacks
based on their strategies.

1) TCP-SYN Flooding: In this attack, a new connection is
quickly established by sending repeated SYN packets to
each port of the victim machine, often employing a fake
IP address known as spoofed IP packets, without com-
pleting the TCP connection. On the other side, the device
must consume resources to wait for half-opened connec-
tions, which can cause the system to stop responding
legitimate traffic requests [81], [83].

2) UDP Flooding: In this attack, a massive number of UDP
packets in the form of spoofed IP packets are transmitted
to a victim device (e.g., a server) to impair its capability
to process network traffic and reply. As a result, the
targeted machine consumes a lot of resources to respond
and is quickly exhausted [81], [83].

3) ICMP Flooding: This type of attack is also known as
ping-flooding, in which an attacker tries to overwhelm
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Fig. 3. Large-scale pictorial scenario of cyberattacks on the IoT network.

a victim device by transmitting a lot of ICMP echo-
requests (or pings). In practice, the echo-request and
echo-response messages are utilized to ping a device
for identifying the state and connectivity of the host
within the network. By flooding the victim machine
with echo-request packets, it is forced to reply with the
same number of response packets, which can overwhelm
it [81], [83].

4) TCP-ACK Flooding: This attack attempts to overload
a victim server by sending a large number of TCP-
ACK packets. The primary goal of the ACK flooding
is to hinder the process of providing services to other
users by crashing the victim server with junk data. As a
result, it must process every received ACK packet, which
consumes so much computing resources that makes it
unable to provide sufficient services to other legitimate
requests [81], [83].

5) HTTP Flooding: This type of attack attempts to dis-
able a target Web server or application by transmitting
a massive number of HTTP Get/Post requests. This
type of DDoS attacks is often launched via compro-
mised devices that have been infected with malware
(e.g., Trojan Horses) [81], [83].

Fig. 4 illustrates the distribution of the discovered DDoS
attacks by type according to the latest Kaspersky Lab report
in 2019, 2020, and 2021 [93].

3) Weak Authentication: As we explained earlier, most
Mirai-based DDoS attacks utilized a set of default usernames
and passwords to by pass the login module of IoT devices.
According to the monitoring analysis of thousands of IoT
devices in [78], over 60% of the evaluated devices had default
credentials (remained unchanged)—all default passwords of
wireless routers are accessible in [79]. Hence, as depicted
in Table II, in the supplementary material, we can observe
that the use of default login credentials, such as in routers,
CCTV cameras, and smart TVs, is still the main vulnerability

Fig. 4. Distribution of the discovered DDoS attacks by type considering the
occurrence quarter (Q1–Q4) of year in 2019 and 2020, and (Q1 and Q2) in
2021 [93].

of AS in IoT devices. Note that this allows an attacker to take
control of millions of IoT devices on the Internet. Also, the
usage of an insecure login interface (e.g., mobile, cloud, Web,
and back-end API) outside the device is another vulnerability
that leads to compromise it or its related elements [95]–
[98]. However, manufacturers have introduced several possible
countermeasures to address default password issue, such as
MAC address-based, forced password change policy, and ran-
dom combinations, but there are still many devices that utilize
the default password policy (e.g., Wi-Fi routers, IP cameras,
and printers) [82]. In [78], researchers have evaluated wire-
less routers from 4.8K vendors and analyzed the default login
credentials of the FTP and Telnet-based routers. They also
investigated the security profile of IoT devices in homes,
specifically those that allow “weak authentication,” i.e., the
home security profile and routers which reveal their scanning
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behaviors upon a large darknet. Moreover, they believed that
IoT devices could act as embedded servers since 67.5% of
evaluated machines offered at least a UDP or a TCP-based
service.

4) Lack of Security Management: With the increasing num-
ber of IoT devices and services, security management of such
devices is becoming an essential issue. Security management
consists of all aspects of safety support for IoT devices, such
as system monitoring, response capabilities, update policies,
and asset management [99]. Current IoT stack architecture
technology employs gateways (e.g., routers or hubs) to pro-
vide specific connectivity to IoT networks and other connected
devices. In general, the gateways are assigned between various
edge devices by the IoT configurations. Because of the lim-
ited processing and bandwidth capabilities of gateways, the
vendors must adapt the quality of service in the edge IoT
devices as much as possible to meet not only the network
traffic requirements but also to fulfill the needs of service
quality by the other edge devices while sharing the same gate-
way. Nevertheless, the existence of several gateways defined
in an IoT network can cause an interdependent issue which is
called the connection binding [100]. This problem is related to
how IoT devices connect to the network as well as how they
can communicate with other things, or how such things (e.g.,
machines, or sensors) can in turn communicate with the IoT
devices. As indicated in Fig. 4, in the supplementary material,
application-layer protocols, such as CoAP, AMQP, XMPP, and
MQTT, are the most reliable and efficient standard protocols
that provide real-time instant messaging approaches for IoT
systems [36], [38]. However, these protocols are also suscep-
tible to DDoS attacks. For example, CoAP, similar to all other
UDP-based protocols, is inherently exposed to packet ampli-
fication (or reflection) and IP address spoofing. An attacker
can exploit these two serious flaws for sending an amplified
amount of traffic to a target device, breaching the victim’s
network infrastructure, and getting its resources offline. As
shown in Fig. 5, an attacker can send a spoofed IP packet
(request) to an IoT device (CoAP client) and the victim device
responds with a “large response” packet. During this process,
an attacker can substitute a randomized (fake) IP address with
the IP address of the victim device. Then, (s)he can direct
the DDoS attack toward the victim device due to the suscep-
tibility of the CoAP protocol, which is sensitive to IP address
spoofing. A typical amplification-and-reflection DDoS attack
employs a generic scenario in which a group of compromised
host packets with falsified source IP addresses (spoofed IP
packets) are set to the victim’s IP address and directed at a
so-called reflector. In addition, a remote application replies
to such packets directing traffic to the target device. As a
result, the victim receives the blunt force of “amplified CoAP”
traffic. Since CoAP designers have considered some security
features to thwart such types of problems, CoAP is no longer
lightweight when vendors include such safety features in their
products. Note, however, that most available CoAP imple-
mentations do not have security measures that make them
vulnerable to the DDoS attacks [101].

Fig. 5. DDoS (amplification) attack using IP spoofing.

5) Insufficient Privacy Protection: As IoT technology is
gaining momentum in various domains, it is an essential con-
cern to provide efficient privacy protection approaches for IoT
devices that do not leave them susceptible to gain surveil-
lance and intelligence by possible data breaches, is an essential
concern. Nevertheless, in addition to the challenge of storing
massive data, the preservation of user privacy and data security
is one of the primary issues [184].

Since the IoT can still be considered as an immature tech-
nology, manufacturers are more interested in adding new
features to attract the customers; thus, they do not focus on
maintaining the privacy of “the sensitive massive data” in their
products. In general, the manufacturers test their new IoT prod-
ucts on a limited population, then they release such devices
and monitor how customers utilize them to identify which fea-
tures are in demand [102]. As we have already summarized
the compromised machines in Table II, in the supplementary
material, they are some examples of privacy violations of the
current IoT products discovered in recent years.

III. DIFFERENT TYPES OF ASS AND THEIR LIMITATIONS

In this section, we explore different types of ASs and their
associated limitations that may cause the aforementioned vul-
nerabilities. Technically, an AS is employed to verify either
the user identity or the content authenticity of information
on a website, software, or within any generic digital media
or a device in an IT environment [103]. Here, we focus on
the user authentication mechanism in which a system veri-
fies the password credentials for accessing a device. In general,
the information that end users employ to authenticate their
identities in a device is retrieved from the following cre-
dentials: 1) a memorable answer or text—a knowledge-based
combination that the user has already picked to remember as
a username/password or a response to a reset/recovery ques-
tion; 2) a gesture or sign—a graphical signature that the end
user has already selected to remember as a pattern; 3) bio-
metric traits, such as fingerprints [104], and iris—something
end user has uniquely on his/her fingers, eyes, and face;
4) an online generated code—a verification code that end
user has already requested to verify his/her credentials via
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Fig. 6. Most common way of authentication process between a smartphone and other connected devices in an IoT environment.

online services; and 5) a smart card or a token—objects that
end users commonly carry in their pockets, such as license,
employment or student ID card. In some cases, the AS con-
siders two or more of the above information simultaneously,
i.e., an automatic teller machine (ATM) card and a pass-
code (or Pin-code), which is called the multifactor AS. It
implies that the multifactor AS processes one or more pieces
of information when it verifies the user’s credential and grants
access permission [105]. Nevertheless, the concerns regarding
identity theft and cracking methods have increased over the
past few years, but cybersecurity experts are still attempting
to enhance and introduce the use of multifactor AS to effi-
ciently distinguish attackers from authentic users. In practice,
however, multifactor ASs are more secure than the other mech-
anisms, but developers may need to assign more resources for
development, such as hardware, software, and training [103].
Fig. 6 indicates the most common way of authentication pro-
cess between a smartphone and other connected devices in
an IoT system with/without applying a hash function (e.g.,
SHA256 and SHA512). Considering the above credentials,
we classify various types of ASs into five different categories,
namely: 1) text-based; 2) graphical-based; 3) biometrics-based;
4) Web-based; and 5) hardware-based approaches, as shown
in Fig. 7. We describe each type of AS and its limitations in
the following sections [103].

A. Text-Based Password

This type of AS involves verifying textual information as
user’s credentials, which is very common in computer systems
and IoT devices [106], [107]. In addition to popular computer
systems, such as PCs and laptops, end users should employ
text-based AS within a wide variety of smart gadgets, such
as smartphones, tablets, and smart door-locks. These devices
provide different ways of entering text-based credentials when
compared to computers (e.g., touch-screen and keypad) com-
pared to computers. Moreover, smartphones are taking the

TABLE II
MULTIFACTOR SAFETY POLICIES FOR TEXT-BASED AS

place of computers in daily activities [108]. Technically, sev-
eral safety policies affect the security level of the text-based
AS, such as the length of the password, the variation of its
symbols, and a limited number of attempts while the end user
enters the username and password on a keypad or a touch-
screen. When an attacker tries to crack a long password, it
takes much longer if (s)he employs cracking approaches, such
as brute-force and dictionary attacks. In a case, the modern
AS utilize the above three security policies when granting
access permission, they are much less likely to be cracked.
Nevertheless, end users mostly prefer to exploit short-length
passwords due to their simplicity and memorability [109].
To guarantee sufficient level of security, we summarize the
robust safety policies as listed in Table II—developers should
consider them while designing the text-based AS.

As we pointed out in Table II, in the supplementary mate-
rial, the majority of IoT devices, such as Wi-Fi routers and IP
cameras, have default text-based credentials that make them
vulnerable to Mirai-based DDoS attacks and other similar
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Fig. 7. Various types of ASs.

threats. However, the password reset strategies of IoT devices
do not support the multifactor authentication policies men-
tioned in Table II. Thus, even if the user changes the default
ID and password after the initial configuration of the device
(e.g., wireless routers), an attacker with physical access and
enough knowledge of the victim device can press a button to
reset the login credential to the default one [114].

According to a technical report presented in [78],
researchers evaluated 4800 routers from different vendors in
2019. Besides, they identified that TP-Link is the top vendor
(15% of routers) and the most popular supplier of such devices
in five regions: 1) Central Asia; 2) South Asia; 3) Eastern
Europe; 4) Southeast Asia; and 5) South America. Arris is
the most popular manufacturer in North America (16.4%),
and Huawei is the most popular one in North Africa and
the region Sub-Saharan, with an average of 19.8% and 25.6%
of all home routers, respectively. They also reported that an
average of 27.07% of FTP-based routers and 26.73% of Telnet-
based routers among the evaluated ones have open default
credentials. Due to employing the default strategy in wire-
less routers, they are easily accessible for everyone and still
vulnerable to becoming part of the botnet performing the
DDoS attacks [79]. Recently, some governments, such as the
U.K. and Singapore, have announced new rules for IoT device
manufacturers regarding security measures [115]. The manu-
facturers must omit the reset password strategy and default
credentials, as well as ensure that their gadgets can receive
security update patches. Otherwise, they would not be able
to sell their products in the aforementioned countries. These
rules consist of requiring the manufacturers to generate unique
passwords for each device separately that cannot be reset to
default factory settings. Moreover, they must also provide
a mandatory labeling scheme that shows consumers how to
secure their gadgets, such as Wi-Fi routers, smart TVs, and
toys. In other words, IoT vendors need to publicly commit
to a vulnerability disclosure policy that specifies the mini-
mum period for which the device can receive security update
patches. However, such kind of policies would enhance the
security measures for the next generation of IoT products,

but most existing devices already contain the default creden-
tials that make them susceptible to DDoS attacks and other
potential threats.

B. Graphical-Based Schemes

This type of AS employs images rather than digits or letters.
In practice, the pictures are used as a part of the authentica-
tion process where end user interacts with them to identify a
knowledge-based pattern [116]. Below, we describe and group
the graphical-based AS into four categories: recognition-based,
recall-based, and hybrid mechanisms.

Recognition-based methods involve identifying images that
end users set and memorize during the password generation
phase. On the login page, end users must then reuse and rec-
ognize these pictures for gaining access to the system. During
the password creation phase, the end user selects a sequence
of pictures from her/his portfolio. On the other hand, during
the authentication process on the login page, a set of images is
exhibited; then, the end user must recognize the portfolio in the
same order as they were determined in the password creation
phase. To facilitate memorability, end users could make a story
based on pictures to remember the original pattern of the pass-
word [116]. In practice, the recognition-based mechanisms aim
to provide three policies: 1) the authentication process of cre-
dentials should be reliable and easy to remember; 2) it must not
allow the end users to generate weak password patterns; and
3) the created pattern should be difficult to write or share with
others. Moreover, they contain three phases, such as portfolio
creation, training, and authentication. In the pattern genera-
tion phase, the end user must create a portfolio with images
available in the system. Then, (s)he can perform a short train-
ing process which helps him/her to memorize and practice the
defined password pattern [117]–[119].

Pure-recall-based mechanisms involve analyzing a draw-
metric system as an authentication tool in which end users
recall and draw a sign, such as a signature or a gesture [11].
In the password creation phase, end users must draw their
predefined pattern as a password either on a grid or a blank
area consisting of a one or multiple strokes. During the authen-
tication process, the end user must redraw the same pattern,
and if the strokes are in the same grid and in the identical order,
then the end user is granted access to the system; otherwise,
the permission is denied.

Cued-Recall-based mechanisms involve recognizing pat-
terns on specific locations within images to authenticate the
user. These schemes aim at enhancing usability and reduc-
ing the memorability of complex passwords. In the password
creation phase, the end user must select an image from the
predefined images or gallery and click on the exact positions to
draw a password pattern by considering the sequence of click-
points. During the authentication process, the end user has to
draw the same pattern by considering the original locations and
order of click-points to gain access to the system [117], [118].

Hybrid schemes consist of a combination of two or
more aforementioned mechanisms. In practice, they aim to
overcome the limitations of the such schemes by com-
bining them (e.g., the text-based password and the story
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graphical-based) together and proposing a new strategy that
provides a protection tool by enhancing the simplicity and
safety against several attacks, such as the shoulder-surfing and
spyware [118], [119].

C. Biometrics-Based Schemes

This type of AS involves processing biological measure-
ments that can verify a user using particular traits, such as
irises, retinas, fingerprints, voices, and facial characteristics.
They store such biometrics data to verify a user’s identity dur-
ing authentication registration. These characteristics are unique
to each end user, and AS do not require the user to memo-
rize any password/pattern. For this reason, biometrics-based
ASs are more widely used compared to other types of ASs.
However, they are vulnerable to several types of attacks, such
as the availability of biometric traits for anyone. Unlike text-
based AS, the templates of the biometric AS could not be
substituted if they are compromised or lost [33]. Biometric
traits can be behavioral or physical. Hence, biometrics-based
ASs are utilized for authenticating the identity of individu-
als for several sensitive applications, such as access control,
immigration, border control, and forensics. Any conventional
biometrics-based AS consist of two main phases: 1) registra-
tion and 2) authentication. During the registration phase, the
AS scans a user’s biometric image (e.g., face, fingerprint, or
voice), generates a template of the biometric characteristics
extracted from the image, and saves it in a database. During
the authentication phase, the biometrics-based scheme scans
the user’s biometric data and extracts new features using the
pattern recognition methods and matches the new template
with the stored template of the end user. Finally, it outputs
a similarity rate, indicating whether the new template exactly
matches the stored template or not [32], [34], [104]. To address
the challenge of stealing biometric traits, the researchers
have introduced the template protection mechanisms, which
is supposed to meet the following criteria [33].

1) Diversity: Various types of transformed templates should
be similar, so that cross-matching is not possible.

2) Noninvertibility: It should be unlikely to regenerate the
original biometric data from the transformed one.

3) Reusability: It should be possible to generate different
forms of protected biometric templates from the original
template.

4) Robustness Performance: Utilizing the template protec-
tion mechanism must not decrease the total performance
of the Biometric AS because of high computational
complexity.

As depicted in Fig. 8, template protection mechanisms are
mainly classified into two categories: 1) cancelable biometrics
and 2) biometric cryptosystem.

Cancelable biometrics-based mechanisms work based on
distorting the biometric features deliberately and systemati-
cally that substitutes a biometric template when the saved
template is lost or stolen. In other words, it is a feature domain
transformation where a distorted version of a biometric tem-
plate is constructed by simply mixing it with a completely
artificial pattern (random salt value) and matching it in the

Fig. 8. Various categories of the template protection mechanisms.

transformed domain. In such a case, if a cancelable mecha-
nism is compromised, the distortion features are altered, and
the identical traits are mapped to generate a new template that
is employed subsequently [26].

Biometric cryptosystem creates an encoded token or key
for encrypting the biometric data while saving it into a tem-
plate. Therefore, during the authentication phase, this template
is decoded to compare with the new one that is composed
by extracting new biometric features. In other words, the
original templates are substituted by the biometric-dependent
information (known as helper data) that assists in retrieving
the cryptographic secret keys. The process of matching is
implemented indirectly by validating the authenticity of the
recovered keys [121].

D. Web-Based Mechanisms

This type of AS involves employing online services (e.g.,
SMS, calls, e-mails, or patterns) to authenticate the user iden-
tity that could be exploited in any multifactor authentication
system, i.e., they provide a wide range of secure strategies
which are different from the conventional text-based AS [122],
such as online login page, and one-time password (OTP).

Login Page: In the online-based AS, a developer may design
a login page containing multiple optional AS, such as graphi-
cal pattern, text based, or biometrics based for authenticating
the user’s identity [123]. This option facilitates the memo-
rability and simplicity of the authentication process, but at
the same time, such ASs are susceptible to a wide range of
cracking methods, such as reuses & shadow, brute-force, and
dictionary attacks [124].

One-Time Password or Dynamic Password: This strategy
is one of the well-known Web-based ASs, which constructs a
random text-based combination exclusively valid for using one
login transaction (or session) on a device. It utilizes an online
service to send a randomly generated verification code to a
reliable source previously defined by the end user. In practice,
traditional text-based approaches are very popular for provid-
ing low-cost AS. However, such schemes are vulnerable to
password-guessing, replay, phishing, cloning, eavesdropping,
etc., as well as breakable against cyberattacks mostly because
the end user often chooses a simple combination so that it can
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be easily memorized. The OTP-based AS utilize a combina-
tion of a one-way hash function and a multifactor strategy to
create a one-time valid verification code that overcomes the
weaknesses of the conventional text-based AS against cracking
attacks [125], [126].

E. Hardware-Based Schemes

This type of AS works based on identifying the user’s
credentials by relying on a dedicated physical device, such
as a smart card or token. In addition to a static password,
the end user provides a supplementary physical device to get
access permission to the system (e.g., an ATM card). When it
comes to protecting highly sensitive data, app-based or SMS-
based two-factor authentication using a smartphone is more
secure than relying only upon static passwords. On the con-
trary, they can also be time consuming and are vulnerable to
network attacks [125], [127]. Hardware-based AS (or secret
keys) enable a fast solution to facilitate two-factor authentica-
tion without adding complicated procedures (e.g., patterns) to
the smartphone. In practice, these mechanisms function based
on the FIDO U2F standard, a security protocol that is hard to
intercept, i.e., this standard was developed by Google and the
Yubico security company [128]. Several companies have uti-
lized the FIDO U2F standard in their hardware-based tokens,
such as YubiKey (5 NFC, 5C, and 5 Nano), and Google Titan
Key (K9T and K13T), VerMark Fingerprint USB key, and
Nitrokey (Pro2, HSB 2, and 3) that need connectivity ports
(e.g., NFC, Bluetooth, or USB-C/A) to perform the two-factor
authentication strategy. However, most of the IoT devices sup-
port at least one of these required connectivity ports, but some
of them do not equip such ports; hence, the hardware-based
AS cannot be applied to devices that do not have such ports.

IV. VARIOUS TYPES OF ATTACKS ON AS AND

COUNTERMEASURES

Several attacks have been presented in the literature to crack
various types of ASs. Here, we explain different potential
cyberattacks corresponding to each type of AS and potential
countermeasures for solving security flaws (see Fig. 11), in
the supplementary material.

A. Attacks on Text-Based Passwords

Guessing Attacks: In general, a text password is a
knowledge-based combination of symbols, including digits,
alphabetical letters, and punctuation marks, which is typi-
cally associated with a user ID. This combination allows a
text-based AS to authenticate a specific end user. To break
this obstacle, attackers utilize several venues for guessing
passwords, such as the dictionary, social engineering, and
brute-force (see Table III) [11]. The dictionary and brute-force
attacks can be visualized as in Fig. 12, in the supplementary
material. To mitigate the risk of being cracked by a dic-
tionary attack or a rainbow table, the cybersecurity experts
suggested hashing functions, also known as “salted hashes,”
to salt passwords—a salt is a random encrypted fixed-length
value constructed by a secure function added to a password
combination as input to some hash function, say SHA256,

Fig. 9. Process of adding a cryptographic salt to each password combination
as the input of hash function.

SHA512, or RipeMD [144]. Fig. 9 illustrates the process of
adding a “salt” to a password combination in order to generate
unique hashes while storing them in the database.

According to a statistical text-mining analysis of 70 mil-
lion passwords in [129], scholars have reported that end users
usually tend to utilize the combinations of “6–8” symbols and
have a strong dislike of exploiting nonalphanumeric letters.
Moreover, they suggested that an acceptable benchmark for
an efficient password interval is equal to the predicted num-
ber of optimal guesses per account required to break 50% of
accounts (e.g., for Yahoo! users, this number corresponded to
21.6 bits). To guess a correct text-based password on an unlim-
ited login module, the attacker utilizes the brute-force attacks
to crack it by simply attempting several combinations of sym-
bols repeatedly until a match is discovered. Since the strategy
of this attack is very simple and restricted to trying as many
combinations as possible, this is also named the “exhaustive
search.” The intruder generally employs a high-performance
server or computer for experimenting with a large number of
possible combinations (NPCs) within a short period. Let us
suppose that an end user could create a password with three
combinations: 1) ten numbers [0 − 9]; 2) 52 English alpha-
bet letters [26(A · · · Z) + 26(a · · · z)]; and 3) 33 punctuation
and special symbols which depends on the number of choices
(NC) and length of password (LP). Therefore, the NPC can
be calculated as follows:

NPC = NCLP. (1)

In an experimental project called Projekt RC5-72 [135],
cybersecurity researchers evaluated how fast text-based
passwords could be cracked. In this study, they aimed to
decode a message that was encrypted with a 72-bit key. To
meet this requirement, they tried various possible keys until the
proper key is identified. In the previous projects of this organi-
zation, researchers succeeded in cracking a 64-bit key within
1757 days and a 56-bit key within 250 days. Table IV depicts
some examples of the possible combinations and the estimated
time for cracking different passwords. Since the problem of
cracking combinations depends on the factors, such as simplic-
ity and memorability, developers need to consider the strength
estimation policies/guidelines to ensure that end users choose
stronger combinations [8], [18], [19].

Network-based attacks typically target a Web-based login
page for discovering the password combinations to access a
unique online application. In general, these attacks can be clas-
sified into four types: 1) Phishing; 2) Keyloggers; 3) Replay;
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TABLE III
MOST COMMON CYBERATTACKS FOR CRACKING THE TEXT-BASED AS

TABLE IV
RESULTS OF THE NPCS GENERATED BY THE BRUTE-FORCE ATTACK BASED ON THE EXAMPLES [136]

TABLE V
MOST COMMON CYBER ATTEMPTS FOR PERFORMING NETWORK ATTACKS ON THE TEXT-BASED AS

and 4) MitM attacks, which are briefly summarized in Table V
and illustrated in Fig. 10.

Recently, researchers have proposed several techniques to
release warnings concerning the predicted websites in the
early phases of phishing activities. To detect such attacks,
most commonly utilized methods employ fixed blacklists or
machine learning techniques [145], [146] to eliminate redun-
dant and irrelevant characteristics as well as to extract the
most related minimal set of features that can efficiently esti-
mate phishing attempts. In general, attackers have multiple
ways to mislead the end users to launch a Web-based phish-
ing attack. Therefore, the existing techniques do not provide
sufficient performance in accurately recognizing such new
variants of phishing tricks, which are under the guise of
legitimate websites [146]. Consequently, efficient phishing
detection techniques need adaptive and intelligent solutions
that can accurately predict the new forms of phishing activities.
Since the Keyloggers and Phishing attacks are unpredictable as
they depend on the user interactions, it is a very complicated
task to defend against new forms of such threats [145], [147].
To protect the AS from the MitM attacks, it is essential to
employ efficient encryption and authentication mechanisms

between the two parties (the user’s device and server). In
such a scenario, the server has to verify the device’s request
by assigning a digital certificate, and only the communication
is established only when a valid certificate is identified. For
instance, HTTPS utilizes the secure sockets layer (SSL) pro-
tocol to cover Web traffic. To decode the HTTPS, a MitM
attacker would need to gain the keys employed to encode the
network traffic, which is a very challenging task [28].

In a replay attack, since the attacker who intercepts the
original credentials (or message) does not need to read or
decode the secret key, he/she must obtain the entire creden-
tials and resend them to the victim device. To prevent this
vulnerability, developers should establish an entirely random
session key between both the sender and the receiver, which is
a kind of randomized code similar to OTP, i.e., it is only valid
for one-time verification. Another countermeasure against this
type of attack is to apply timestamps to all credentials. It
prevents attackers from resending network packets transmit-
ted previously; hence, it reduces the opportunity of being
intercepted or eavesdropped on by the attacker. Another tech-
nique to prevent the AS from becoming a victim of the replay
attack, is to assign a unique randomized password for encoding
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Fig. 10. Illustration of Replay, Key-Logger, Phishing, and MitM Attacks.

each transaction between two parties that is valid only once.
Therefore, it guarantees that even if the credential is saved
and resent by the attacker, then encrypted code is already
consumed or invalid [147], [148], [183].

B. Attacks on Graphical-Based Passwords

Peeping attack is a threat to user authentication known as a
“Shoulder Surfing” in which the adversary monitors the screen
of the target device over the end user’s shoulder to discover
the password or a pattern. This usually occurs in public places
where someone observes the screen of the targeted smartphone
or records a video via cameras (e.g., drones). This type of
attack can be classified into two different types [149].

1) Active Attack: A malicious user has a short distance to
the victim and directly watches the screen of the target
device as well as (s)he may ask some questions or send
a message for driving the victim to use his credentials.
In such a scenario, the intruder may discover a partial
view of the target screen since some part is expected to
be guarded by fingers or hands.

2) Passive Attack: An attacker attempts to record password
credentials via surveillance cameras, drones, or malware
to capture the full view of the target device’s screen
where end users enter their patterns or combinations.

Purely automated dictionary attack involves estimating a
set of pass-point graphical patterns that end users are “more
likely” to pick; these sets genuinely produce a collection of
data that can be employed in a dictionary attack. An enforce-
able attack must be able to efficiently create a dictionary
consisting of highly possible patterns [118]. These cyberat-
tacks function based on the assumption that end users are
more likely to pick click points associated with predictable
paths by clustering the points within a pattern of click order
such as four points in a direct line, or selecting such points

Fig. 11. Possible attacks on various phase of the biometric AS.

on the parts of the picture where their attention is typically
drawn toward. Van Oorschot et al. [150] proposed and eval-
uated some purely automated attacks against the pass-point
style graphical-based AS. They also suggested an approach to
effectively generate dictionaries based on heuristics such as
click-order patterns (e.g., four points all on a straight line) for
cracking graphical patterns. This strategy combines click-order
heuristics with the focus-of-attention scanpaths by considering
the model of visual attention and rating patterns. In practice,
such patterns actually could not predict the correct choices
since a background picture considerably changes the range
of user’s choices. To guess a correct gesture-based pattern at
least three basic requirements should be met [118]: 1) learn-
ing click patterns from harvested gestures, even if they are not
obtained from the target image; 2) constructing dictionaries for
formerly unseen images; and 3) functioning on simple paths
and complex gestures. The automated attack approaches have
studied the possibility of cracking the pass-point graphical-
based AS on the limited number of images. However, where
the user chooses a unique picture as the default background,
then guessing a correct pattern with the precise gesture order,
is a challenging task for such attacks.

C. Attacks on Biometrics-Based AS

The primary drawback of the biometrics-based AS is that
traits are openly accessible for anyone (e.g., fingerprints, facial
photos, or voices). Because of the openness of such traits,
attackers could easily exploit them and create new ways to
break the security of biometrics-based AS [33]. As shown in
Fig. 11, there are eight possible attacks on various phases of
biometrics-based AS.

Attacks on sensors involve providing fake biometric traits
in front of sensors to bypass the biometrics-based AS. In
practice, attackers could create a spurious object with legit-
imate features, such as fake fingerprints, facial pictures of
the genuine user, wearing some lenses with the original iris
features [120]. There are possible countermeasures for these
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kinds of attacks, including multibiometrics, liveness detection,
and soft biometrics [151], [197]. Multibiometric ASs are used
to prevent such attacks by considering two or more traits
(e.g., a combination of iris, voice, fingerprint, or face) for
authenticating the user identity. When several biometric fea-
tures are employed, it is a very complex task for the attacker
to gain access to all of them simultaneously. Thus, multi-
biometrics can significantly limit or even prevent spoofing
attacks. In multibiometrics, various types of traits are com-
bined either by blending the matching scores or by fusing the
features. Consequently, the possibility of creating fake biomet-
ric patterns by attackers is very low [151]. Liveness detection
technique identifies whether the biometric data are captured
from a live user or a fake object. Hence, it is possible to
detect different live gestures, such as face temperature, blood
pressure, sweating pores, eye movement, facial movement, or
pulse rate, by employing an additional program or hardware.
Nevertheless, using an extra real-time identification program
or hardware makes the biometrics-based AS more complicated
than the conventional ones [197]. Soft biometrics are the traits
that are not uniquely sufficient to verify a person (e.g., eye
color, gender, age, skin color, and height) [152]. During the
enrolment phase, the application of additional soft-biometrics
factors may increase the security level of biometrics-based
AS to some extent. Hence, it could contribute to measure the
exact matching score threshold in both multimodal and uni-
modal biometrics, which can protect the AS from spoofing
attack [153].

Replay Old Data: In this type of attack, an intruder could
steal the biometric traits and later utilize the previously saved
data to bypass the feature extraction procedure. Recently,
researchers have introduced data hiding techniques to protect
the biometrics-based AS against replay old data attacks. For
instance, Khan et al. [154] suggested a steganography-based
technique to hide fingerprint-biometric templates into audio
signals that could securely transmit the biometric traits with-
out giving any trace to the attackers. In practice, steganography
is employed for providing covert communication; hence, the
biometric data could be transferred to various modules through
the biometric AS via innocent-looking cover media (e.g., text,
image, audio, and video). In such a case, the presence of bio-
metric traits is hidden under the cover of another object that
is undetectable to attackers. Smith et al. [155] introduced a
watermarking technique for protecting the biometrics-based
AS using facial traits which could counter replay attacks by
employing colors exhibited on the screen reflected from the
end user’s face. In this work, they exploited the color reflec-
tions to recognize that whether the facial pictures are captured
in real time, i.e., the reflected colors are used to watermark
the captured images. Their experiments demonstrated that the
color reflections of the facial photos can be precisely classi-
fied under ideal conditions, which could be utilized to defend
against replay attacks in the face recognition-based AS.

Overriding feature extractor is typically performed by
attacking the software of the biometric AS. This involves
substituting the feature extractor module with a feature set
by performing a Trojan horse that contains malicious code,
and can be remotely controlled by an attacker to catch the
biometric traits and override the AS [156].

Spoofing Attack by Synthesized Feature Vector: In this
attack, the path from the feature extraction to the matcher
is monitored to steal the vector consisting of the traits of the
legitimate user, i.e., the Matcher is an algorithm that processes
the live features and compares them with the existing traits
stored in the database. Then, the malicious party performs a
replay attack by embedding the stolen vector to bypass the
matcher module [157].

Overriding matcher involves infecting the biometrics-based
AS by spyware (or a Trojan horse) in such a way that the
attacker could manipulate the matching score by creating a
high similarity rate to bypass the AS [33].

Attack on the Template Database: This attack modifies the
database records while the templates are saved by replacing
or embedding fake biometric traits. In other words, when an
attacker compromises the security of the template database,
(s)he can substitute the biometric traits of a legitimate user
with another unauthorized person. To prevent this type of
attack, researchers have proposed several template protection
approaches in the literature, such as cancelable biometrics
and biometric cryptosystem. As we already explained, in the
cancelable protection mechanism, it is saved in the database
instead of the legitimate biometric data. Hence, the imposter
cannot gain access to the original biometric data in the
database. In the cryptosystem protection strategies, since the
biometric data are encoded before they are stored in the tem-
plate database; thus, this is very complicated for the attackers
to decode the encrypted biometric data. It is also impossible
to identify certain data and/or replace it with a new data from
the template database [151], [158].

Intercepting the Channel Between Database and Matcher:
This attack involves interfering with the channel to change the
existing biometric data or replay the stolen old data. To defend
against this attack, data hiding-based response systems in the
form of watermarking or steganographic techniques have been
introduced in [33].

Hill-Climbing Attacks or Override the Final Decision: This
threat involves evaluating the matching scores generated by the
Matcher to construct synthetic biometrics data that can provide a
false recognition in the final decision. In practice, the matcher is
executed repeatedly whenever newly updated data are presented
at a certain stage; then, it computes the matching output score
until a successful acceptance is achieved. Surprisingly, in this
cyberattack, adversary does not require any special previous
knowledge of the victim user’s biometric traits to perform this
strategy. In other words, this attack only gathers the statistical
information regarding the complete distributions of the biomet-
rics traits that must be available while the intruder overrides
the actual decision of the Matcher [159], [160]. In the litera-
ture, multibiometrics-based AS works based on both serial and
parallel fusion mechanisms using soft biometric features have
provided achievable recognition rates and sufficient security
against multiple hill-climbing attacks [153].

D. Attacks on Web-Based AS

Web-based ASs are vulnerable to network threats, such
as SQL injection attack (SQLIA), cross-site request forgery
(CSRF), and XSS [161].
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Fig. 12. Illustration of the SQLIA on a Web login page.

Fig. 13. Illustration of the CSRF attack on a bank website.

SQL Injection Attack: Since the Web-based AS utilizes
a database as a back-end to save the user’s credentials
(e.g., username/password, graphical patterns, or biometric
data), they must employ a back-end functionality which is pro-
vided by the database management systems (DBMSs), such
as MySQL, SQL Server, and Oracle. In the case of using
SQL server, the statements are dynamically generated from
the end-user data. These statements involve processing direct
interactions by the SQL database. As shown in Fig. 12, if
the developer does not consider the SQL parameters such as
“@” during the design of a Web-based AS, the attacker can
inject a malicious code in SQL statements through the login
page input values. Practically, it occurs when a user enters
some input credentials on the login page (e.g., a username
and password) and instead of such data, the attacker types a
malicious data (e.g., “or” and “=”) that the AS will execute on
the database. In this attack, an intruder can forge SQL com-
mands inside input fields by embedding malicious data into
them. When the server processes such malicious data, then
adversary can gain unauthorized access to the system [161].
To protect a Web-based AS from SQLIAs, developers must
utilize the aforementioned SQL parameters. These parameters

are text strings/symbols that are inserted into an SQL query at
execution time to control the input data. Moreover, they should
note that SQL parameters are added within the statement by a
“@” letter. Hence, the SQL engine evaluates each parameter
for ensuring whether it is not as part of the SQL query (or
code), and if it is identified true for its corresponding column,
then it could be performed [162].

Cross-Site Request Forgery is a serious security vulnera-
bility in the Web 2.0 environment, where a website causes
an end user’s browser to execute malicious code on a legiti-
mate page; thus, the saved passwords are exposed via Cookies.
To initiate a CSRF attack, the malicious party sends unau-
thorized requests from the end user’s device to the accessed
websites that the end user trusts. The requests coming from
a CSRF attack are “unauthorized,” i.e., the end user did not
initiate (or authorize) them and is not even aware of being
transmitted from the device [161]. These requests could pro-
vide hidden access to the victim’s credentials on a legitimate
website for attackers. Fig. 13 demonstrates a flow diagram
schematically showing an exemplary CSRF attack on a bank
website. The adversary launches a CSRF attack by forging
the HTTP request which utilizes the current session of the
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Fig. 14. Illustration of the XSS attack on a website.

end user from the browser, i.e., every user, after logging in
to a Web-based AS, receives a Session ID (called SID) that
is transmitted back to the server for confirmation either by a
“GET” variable or by the cookie for temporary use until the
browser is closed. This attack targets a legitimate website as
a payload in the form of a JavaScript or an HTML file, which
contains malicious code to activate and execute a covert action
on another third-party Web page on behalf of the victim’s
device. To prevent this attack, there are two alternative tech-
niques: 1) Double Submit Cookie Pattern and 2) Synchronizer
Token Pattern [163]–[165].

1) Since saving the CSRF token through a session is
problematic, a preventive way is to employ a double-
submit-cookie for storing the token. In such a case, the
CSRF token is transmitted to the server twice, i.e., once
into the cookie and then inside the user’s actual request.
As the cookie is preserved by the “same-origin pol-
icy,” only scripts of the same domain can access the
unique cookie or modify the relevant value. Therefore,
if a duplicate value is saved via the form and the cookie,
the server authenticates that the request was managed
by the website (or a resource) of the same domain.
Consequently, cross-domain resources cannot generate a
valid request; hence, the forged requests from the CSRF
attacks will be removed [163].

2) Synchronizer − Token − Pattern utilizes an encryption
technique, rather than a comparison for authenticating
the token validation, i.e., a legitimate user has a “hid-
den token” that is created on the server side. In other
words, after successfully validating a user token, the
server creates a unique hidden token consisting of the
SID, a nonce, and a timestamp value using a specific
key accessible only by the server. The encrypted token
is embedded in a covert field and sent back to the
client’s Web browser. Later, the AJAX requests contain
this token within the header of packets in an identical
manner for performing the Double-Submit pattern, i.e.,
non-AJAX form-based requests would essentially embed
the token in their covert forms. When a server receives
a request, the decryption function decodes the hidden
token value using the same key that was employed to
encode it. Furthermore, the server extracts the SID and
timestamp from the decrypted token value as well as
authenticates their validity by comparing the SID with
the logged-in user’s session ID and the current time with
the timestamp [165].

Cross-Site Scripting (CSS or XSS) is a type of script injec-
tion vulnerability in which a malicious code is injected into
trustworthy Web applications. These attacks occur when an

attacker utilizes a website to covertly transfer a “malicious
code,” typically in the form of a client-side script in a browser.
Practically, the XSS-based attacks employ technical flaws to
break into the victim’s browser, which are quite common and
occur whenever a website collects input data from an end user
(e.g., via the login page), i.e., it creates values without encod-
ing or validating the input parameters [166], [167]. As depicted
in Fig. 14, an attacker can exploit the XSS attack to inject a
malicious script into the target browser so that the user does
not identify its existence. Hence, the browser cannot detect
that the injected script is not trustworthy and will launch it.

Since it considers the script sent from a trusted source, the
malicious code can access all sensitive information, such as
session tokens, and cookies stored within the browser and uti-
lized with the corresponding website. These contents (scripts)
could even maliciously rewrite the source code of the HTML
file. Moreover, they can be sent by the attacker to the browser
in a hidden way using a “%” instead of “<” or “>” within
the malicious script, which often changes the form of a
JavaScript segment but can also contain the Flash, HTML,
or any other types of source codes that the browser could
execute [168]. In general, there exists a great variety of XSS-
based attacks that consist of sensitive data, such as sessions
(or cookies) to the intruder, redirecting the end user to the
Web content trapped by the attacker, or executing other unau-
thorized activities under the guise of a compromised website.
In general, XSS-based attacks can be classified into three
groups: 1) stored; 2) reflected; and 3) document object model
(DOM)-based.

1) Stored or persistent XSS-based attacks involve inject-
ing the script where it is permanently stored on the
database server, such as in a visitor log, message
forum, comment box, and a database. When the browser
requests the stored information, it retrieves the mali-
cious script from the data server. In this scenario,
an attacker does not need to entice the victim into
clicking/opening a URL. In the case that the server
fails to sanitize the malicious code, all connected
devices are vulnerable to be infected by the same
script [161], [166].

2) Reflected-based or nonpersistent XSS attacks embed a
malicious script in a covert way which can be reflected
by the Web server, alike in the search result, an error
message, or any other “response” that contains some or
all of the input data transmitted to the server as part of
the HTTP request. In practice, they are transmitted to the
victim’s browser via some other means (e.g., in an e-mail
message or using another Web pages). When the victim
user is deluded into opening (or clicking) the trapped
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TABLE VI
MOST EFFICIENT PREVENTION METHODS AGAINST XSS ATTACKS

link by sending a particularly invisible form or even sim-
ply browsing a malicious Web page. Then, the injected
script is executed on the website, and the browser per-
forms this malicious code as coming from a “trusted”
server. This leaves the victim’s browser vulnerable to
any unauthorized access by the attacker [161], [166].

3) DOM-Based XSS Attacks: The W3C DOM is a
language-neutral interface and platform that allows
scripts and programs to dynamically access or update
the structure, style, and content of a document. The
DOM-based XSS attack involves modifying the DOM
where the whole affected data flow from the source to
the sink occurs in the victim’s browser. It implies that
DOM contains the source of the sensitive data and the
sink and the data flow do not leave the client’s browser.
For instance, the source is a location where the malicious
code is retrieved, which can be a URL, JavaScript, or
HTML code, and the sink is tricked into executing of
the malicious script (e.g., document.write) [161], [166].

Although the above three types of XSS attacks are typically
defined, i.e., Stored, Reflected, and DOM; in practice, how-
ever, they overlap in some cases. Since the possibility of two or
more of these XSS-based attacks occurring simultaneously is
ambiguous, cybersecurity researchers have introduced two new
terms to classify the different types of XSS attacks: 1) Server-
side XSS and 2) Client-side XSS [167]–[171]. Because the
XSS attack is a kind of script injection, experts eventually
proposed the prevention methods as listed in Table VI, which
can sanitize the possibility of malicious code injections via
user’s input data and protect the browser against such attacks
to some extent.

E. Attacks on hardware-Based AS

Since the hardware-based AS usually employ a physical
device (e.g., a security token, or a smart card) to evaluate
the multifactor schemes, attackers are involved with the hard-
ware or software vulnerabilities on the device to bypass such
security measures [175]. Practically, the text-based ASs are
secured by considering the multifactor safety policies (see
Table II) and by exploiting communication channel protec-
tion approaches that could mitigate the stated attacks, such as
replay, eavesdropping, SQL injection, and session hijacking
attacks. In addition to text-based schemes, the hardware-based
AS can also be applied to address the vulnerabilities of other
conventional AS, such as Web based and Biometrics based,
by comprising a secret token as the initial authentication eli-
gibility. In other words, it is possible to prevent most of the

aforementioned attacks by employing functions of hardware
tokens, except those noticed below [175], [176].

Malicious Code Intrusion: In practice, the hardware secret
keys or tokens require to be connected to a device (e.g., a
smartphone, a laptop, or an ATM) for executing the AS; hence,
they are vulnerable to malicious code attacks on the victim
machine which can covertly intercept and capture soft creden-
tials while the user enters them on the login page. Even if the
hardware token is equipped with the biometrics-based AS (or
text based), the malicious code could either catch such sensi-
tive data or wait until the end user activates the token. Due to
the variety of malicious code attacks, none of the hardware-
based tokens can provide perfect protection against such types
of attacks. It is important to emphasize that the hardware-based
AS still provide sufficient protection (superior to the other AS).
Even if an attacker steals the user’s credentials through some
forms of spyware, (s)he is not able to crack the security of the
device without possessing the token [175], [176].

MitM Attacks on Hardware-Based AS: In general, most
phishing cyberthreats utilize the Web browser extensions to
launch their malicious code and drive relay and real-time MitM
attacks [179]. In the case that an attacker intends to steal
the victim’s smart card data remotely, (s)he can execute relay
attacks on a target card by planting a hidden proxy in front
of the corresponding card reader posing as the original one.
On the other side, this proxy catches the application data unit
(APDU) commands of the card reader, and then, transmits the
card’s credentials via the proxy-mole link and vice versa for
cracking the APDU responses. In such a case, if an access
code is required to employ the card, the attacker can gain it
in advance by processing the card through the mole. Note that
intruders can employ the relay attack to execute the MitM
attacks between the reader and the smart card depending on
the context [180].

To protect against the above attacks, researchers have intro-
duced the Universal Second Factor (U2F) tokens (e.g., FIDO
U2F and FIDO2) which are remarkably efficient types of
second-factor hardware-based AS [176]. Since these tokens
bind their authentication credentials cryptographically to a
unique origin, they obstruct phishing attacks unlike other
AS, such as time-based OTP, which leave the AS vulnera-
ble to cyberattacks. According to a report published by the
Krebsonsecurity website in early 2017 [177], Google man-
dated that all of its employees utilize U2F tokens, and this
company has not detected a single case of corporate creden-
tial theft so far. To show the computational cost characteristics
of the existing IoT-based AS, we summarized the security
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TABLE VII
COMPUTATIONAL COMPLEXITY ANALYSIS OF THE STATE-OF-THE ART IOT-BASED SCHEMES

TABLE VIII
REMAINING OPEN PROBLEMS IN MODERN AS AND RECOMMENDED COUNTERMEASURES

proofs and their underlying deployed assumptions as listed
in Table VII.

V. DISCUSSIONS AND RECOMMENDATIONS FOR

FUTURE WORKS

In this section, we briefly summarize the open problems
of modern AS and recommend potential countermeasures
to address such issues as future research directions (see
Table VIII). Note that we obtained the following open prob-
lems empirically as rules of thumb, and readers should not
consider them dogmatically or rigidly. However, the follow-
ing points might help cybersecurity researchers in developing
an efficient modern AS in terms of usability and reliability.

A. Open Problems

In this section, we briefly describe the existing open prob-
lems in modern AS that need to be addressed to enhance

the usability and reliability of such mechanisms in IoT-based
systems.

IP Spoofing or (Amplification) Is the Remaining
Vulnerability in IoT Devices: In practice, most of the
DDoS attacks often employ IP spoofing to overwhelm a victim
device by sending a substantial number of requests with
falsified source IP address(es) to disguise the identity of the
attacker. Hence, the most mitigation strategies fail to detect
such attacks due to the anonymity of their exact source. If the IP
address of the source (attacker) is continuously randomized and
falsified, blocking such IP packets (requests) becomes a very
tedious task. It also makes the process of tracking the attacker
very difficult for cybersecurity experts and law enforcement
agencies. However, recent researches [190], [195], [198]
proved that the use of two-factor-based AS during the
connection establishment in wireless network access could
address such challenges efficiently.
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Difficulty With Memorability of Complex Passwords: Since
the complex and long combinations are difficult to memorize,
a reminder option is essential in the modern AS for guiding
users. Another remaining problem is that if a user selects a
strong password (e.g., a combination of various symbols), the
memorability of such combinations must be facilitated, as it is
an immensely hard task after a while. On the contrary, how-
ever, the short-length passwords (less than six characters) can
be memorized/remembered easily, but they are susceptible to
cracking attacks [8], [15]. To address this issue, we recommend
that developers employ security checking policies such as an
AI-based hint (asking some questions concerning the recent
activities of the end user on the device), identifying the geo-
graphical location and other safety settings (see Table II). The
current form of password hint is a fixed message defined by the
end user and is easily susceptible to social engineering attacks.

Vulnerability of Default Password and Reset Strategies in
IoT Devices: As already mentioned in Table II, in the sup-
plementary material, the Mirai-like botnets utilize default
passwords of IoT devices to breach and take control of them.
To prevent such attacks, we suggest manufacturers to elim-
inate the default password strategy because anyone aware
of this issue can break the AS. For example, a pin option
used in most Wi-Fi routers could reset the credentials to the
default settings [79]. As an alternative, we recommend devel-
opers to design an OTP-based online strategy (e.g., random
CAPTCHA, e-mail, or phone number) in the modern AS for
activating the IoT devices upon the first use. Then, the end
user could utilize the selected option to reset the login cre-
dentials if they do not remember them. This strategy mitigates
the possibility of being cracked by malicious attacks such as
the Mirai [184].

Possibility of Data Breaches and Leakage in IoT-Based
Systems: Most connected machines or sensors involve authen-
ticating the login credentials by sending some data packets to
a database server. In practice, attackers can compromise the
modern AS by performing different types of cyberattacks (e.g.,
Replay, MitM, Phishing, or Keyloggers) on such data packets,
as they are transmitted over the network without being hashed
or salted. To guard against such attacks, we recommend that
developers apply a time-based OTP methodology so that AS
can compose a randomized key with the current timestamp
using hash functions for generating one-time valid data pack-
ets. On the server side, the modern AS can decode hashed
packets only during a short period (e.g., 2 min). When the
server (or device) receives an invalid packet (after the time has
expired), it must send an acknowledgment packet to another
side to request new valid variants.

Shoulder Surfing in Public Places: In general, end users
utilize smartphones in different crowded places, such as uni-
versities or train stations and may employ one or more forms
of modern AS to unlock their phones. Whenever malicious
users observe the screen of the victim’s device, they could
discover/guess the credentials (e.g., pattern or password) from
the way a legitimate user draws or types them. Fig. 15 depicts
the dashed ASs which are vulnerable to shoulder surfing
attacks. To guard the AS against such attacks, we recommend
that developers design untraceable gestures or patterns on the

Fig. 15. Modern AS on smartphones vulnerable to shoulder surfing attack
and fake biometric traits.

screen. Moreover, a combination of randomly generated click
points and covert hints using sensors could be an alternative to
protect the modern AS from being captured by shoulder surf-
ing attacks. Note, however, that these types of ASs are still
vulnerable to peeping attacks.

Vulnerability of Web Browsers to Code Injection Attacks:
Since end users utilize browsers for purchasing goods from
online stores, investing in stock trading markets (e.g., cryp-
tocurrencies), and engaging in other sensitive activities, they
are potential targets for various code injection attacks [199].
As we already pointed out, there exist several flaws through
browsers allowing attackers to perform code injection via user
input which leaks the sessions with credentials. To defend the
Web-based AS against such attacks, we suggest that while
developers design a login page, they should employ the san-
itization or/and escaping dynamic content (e.g., HTML and
JavaScript) strategies to filter the user input data from any
possible script injection. Such mechanisms can be utilized as
client side safeguards to equip browsers via extensions that
automatically detect abnormal execution attempts. However,
the client side technique does not work correctly against some
types of XSS attacks, except for continuous XSS, where the
injected script is not transferred via input values [167].

Complexity in Identifying a Legitimate User on a Device:
Another open problem is the ambiguity of identifying a
legitimate user among other ones when they use the same
credentials on a device. Since most ASs (except biometrics-
based) utilize fixed passwords or patterns, anyone with such
credentials can bypass the AS. Here, the problem is that no
matter how a malicious user gains credentials, but (s)he is not a
legitimate one. To distinguish which users are employing cre-
dentials on a particular device, a multifactor biometrics-based
AS that takes into account different types of traits and user
behaviors can be applied to address this issue [110], [192].

Blockchain-Based Schemes as Decentralized Security
Controllers: Several studies have demonstrated the potential
of utilizing blockchain to efficiently control and manage the
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authentication of devices, such as edge nodes, gateways, and
other connected machines in IoT-based systems [200]–[203].
Conventional ASs for IoT applications [96], [97], [99],
[109], [182] typically rely on a centralized server or cer-
tificate authorization center as a trusted third party; there-
fore, such systems are at risk of single-point failure [202].
However, in blockchain-based AS (a decentralized distributed
system), encrypted blocks are performed on IoT devices as
the sidechains that can be applied as a new strategy to
support device authentication in IoT-based systems [203].
Nevertheless, as blockchain-based ASs are still in the
exploratory phase for IoT security management, there exist
open problems in the implementation of these approaches,
i.e., challenges associated with the execution of encrypted
blocks due to energy consumption, storage, and computational
constraints in edge nodes and/or embedded devices [196].

B. Lessons Learned

Modern ASs are still considered promising for enabling con-
tinuous user identification on numerous digital systems. In this
empirical study, we have discussed various types of state-of-
the-art mechanisms and their susceptibility to different attacks.
Eventually, we learned several lessons from this study that
might enhance the security and reliability of smartphones and
IoT devices as well as formulate the following points.

Performance Evaluation Metrics: In general, the devel-
opers lack sufficient technical knowledge concerning weak
AS-related security policies and possible vulnerabilities that
allow attackers to bypass some of the modern AS. Despite
all the numerous existing solutions, standardized performance
metrics are needed in this area for evaluating different modern
AS in IoT-based systems. While several studies have proposed
some metrics, such as simplicity, memorability, and safety,
none of these criteria are technically accepted in industry and
academia as a standard for evaluating security and reliability
of modern AS [184].

The default password strategy and reset option in IoT
devices are still the most serious flaws, which could allow
Mirai-based botnets to break into the IoT-based systems and
cause great damage. To mitigate such vulnerabilities, we rec-
ommend that the manufacturers must update their existing
devices by eliminating such strategies or produce new gener-
ations of IoT machines, which have unique passwords based
on a safe reset policy (e.g., OTP). Moreover, new IoT devices
should come with safety labels indicating the security level
and the measures taken to ensure security. On the other hand,
governments should adopt standardized security policies and
consider them into account when allowing manufacturers to
sell IoT devices in their market [115]. These policies need to
be adopted in every country to filter the use of next-generation
IoT devices considering their safety measures [191]. However,
there are still a massive number of unsecured devices in
use within the IoT-based systems around the world that are
exposed to various attacks (see Table II, in the supplementary
material and Table VIII).

Balance Between Usability and Security: One of the pri-
mary goals of modern AS is to enhance the balance between
usability and security that allows simplicity in access to the

device while providing a high-security level. Several studies
based on keystroke dynamics (typing patterns) [147], linguis-
tic profiling, and behavior profiling [181] have been proposed
that suffer from high false-rejection rate (FRR) and false-
acceptance rate (FAR) values. In practice, these approaches
are not very user-friendly, since the input features based on the
user’s behavior are different in various conditions that cause
the device to be locked consecutively. In such mechanisms, the
end user must behave the same way as registered behaviors,
wherever (s)he unlocks the device. This point is incompatible
with the goals of the modern AS considering simplicity which
makes it difficult to use each time. Hence, the EER is a kind
of measure (%) rate, which both rejects and accepts errors as
equals (ERR = [(FAR + FRR)/2]), has to be decreased to
address this problem.

Employing the U2F Hardware Tokens for Protecting
Sensitive Devices: As we have already summarized in
Table VIII, all existing modern AS suffer from vulnerabilities
that allow malicious third parties to utilize such backdoors to
break the security of smartphones and IoT devices. While it
is necessary to protect a sensitive device as safe as possible,
we recommend that developers exploit the U2F-based hard-
ware tokens as an efficient option to meet these requirements.
However, these tokens need exclusive connectivity ports, such
as NFC or USB-C, which limit their applications in some
types of IoT devices. Moreover, they are susceptible to some
malicious attempts, but the possibility of cracking both authen-
tication factors is an immensely complex task for attackers.
Thus, this feature makes such hardware-based AS much safer
variants of the modern AS than others.

Considering Computational Complexity When Designing AS
for IoT Applications: As there are a variety of different IoT
devices (e.g., sensors, edge, and/or embedded devices) with
various computational capabilities, developers need to con-
sider the computational complexity as a significant factor
while designing a device AS in IoT-based systems [51], [204].
Since most of the state-of-the-art methods have exponential
computing cost, they lose their efficiency in real-world IoT
applications due to the limited computational power of edge
and/or embedded devices (see Table VII).

VI. CONCLUSION

As the number of smartphone and IoT users rapidly
increases, these devices and the sensitive information stored on
them will be dramatically targeted by attackers. For example,
users deploy smartphones as a central controller for manag-
ing different services/machines in IoT-based systems, such as
a smart home/building. Hence, vulnerabilities in such devices
can be exploited to target the users or the associated data.
In general, there exist five types of modern AS, including
text-based, graphical-based, biometrics-based, Web-based, and
hardware-based solutions, which are associated with behav-
ioral features or knowledge-based metrics to authenticate the
user identity. In the empirical investigation in this article,
different types of ASs, their vulnerability to attacks, and pos-
sible solutions have been studied and discussed in detail from
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different perspectives in terms of the deployment in IoT, mem-
orability, and security. Finally, we have highlighted remaining
open problems and recommended countermeasures to solve
these issues that will draw the attention of cybersecurity
researchers/developers for future works.
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