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Abstract
Creating content in the digital era has never been
so easy. However, there exists no framework in
which artists can share, cooperate and transfer
universal content. We refer to the term universal
as that allowing our architecture to manage content
both from the physical and digital world. Current
platforms are either centralized and sector-specific
such as Netflix and Spotify, or decentralized.
On the one hand, the centralized platforms have
control over both the data and the identity of their
users. On the other hand, decentralized platforms
lack scalability and an identity layer. Our architec-
ture expands current decentralized solutions with
a more scalable and generic framework. This so-
lution allows users, and their verified identities, to
possess control over their data; share and exchange
content, both from the physical and digital world;
and get attribution and royalties for their work in
any digital coin.

1 Introduction
Content can be described as: ”ideas contained in something
written, said, created, or represented” [1]. The digital world
has exploded the amount of content we create. In 2018, 2.5
quintillion bytes were created every day [2]. Many platforms
allow sharing content. For instance, every day 86 Million pic-
tures and 60.000 tracks are uploaded to Instagram and Spotify
respectively. Both of these platforms own the data of their
users. In the current digital paradigm, it has become ordinary
for users not to own the data they create. Google, Facebook,
Microsoft, and Amazon alone store at least 1,200 petabytes
of information [3]. The increasing control and power from
big corporations and governmental institutions together with
the appearance of Blockchain technology has lead to a sharp
increase in the number of decentralized applications.

Blockchains are decentralized digital ledgers of transac-
tions enabling data to be exchanged within a network with-
out the need for intermediaries [4]. One of the most popular
blockchains is Ethereum. Its main characteristic is the pos-
sibility to build decentralized applications. In fact, there are

currently more than 3.000 decentralized applications running
on the Etereum network [5]. These applications span multiple
fields, some of the most known applications of Blockchain
technology include Cryptocurrencies, digital currencies re-
moving the need for central banks, and the creation and trad-
ing of non-fungible tokens (NFTs). NFTs are unique digi-
tal certificates representing digital content showcased in mar-
ketplaces. As an example, the first tweet ever published on
the platform of Twitter was sold for $2.9 million [6]. Even
though the volume of NFTs marketplaces in the first quarter
of 2021 was $2 billion [7], NFTs are not universal and cannot
manage non-digital assets such as the traditional art market
or the exchange of furniture. We believe that the possibilities
of decentralizing content sharing go far beyond the exchange
of NFTs and therefore, our work will aim to manage all types
of content, both physical and digital, including those in the
music industry, the art world, and the real estate market.

Nonetheless, although current NFTs architectures are a
good starting point for our solution, they have some draw-
backs. These architectures are based on Ethereum and suffer
from scalability issues and high transaction fees [8], deriv-
ing in the management and exchange of content being pro-
hibitively expensive for mass usage. Moreover, these archi-
tectures lack an identity layer reducing traceability and ac-
countability [9], key aspects to bridge the gap towards mass
adoption. In fact, the lack of an identity layer is a well-
extended problem. Since the creation of the World Wide
Web in 1990, user identities have been limited to the scope
of specific websites. Recently, new approaches such a Single
SingOn have reduced the total amount of different identities.
Nevertheless, the ownership of data remains out of reach for
the user.

Self-Sovereign Identity is an identity management system
that allows individuals to fully own and manage their digi-
tal identity [10]. The appearance of Self-Sovereign Identities
together with Blockchain aims to return control over our iden-
tity and our data. By decentralizing data management, users
can choose what and when to disclose certain information.

In this work, we devise a fully decentralized system
architecture for the management, transfer, and attribution
of any type of content. Our programming interface enables
any artist to quickly link their work to their verified identity
and to share the content with others using the BitTorrent
protocol. The enabling element of our system is a scalable
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and lightweight distributed ledger called TrustChain [11].
Our architecture will be integrated together with the current
work done by the Delft Blockchain Lab in the SuperApp,
application leveraging TrustChain and IPv8 to maintain
accountability of transactions across the network for distinct
applications. The main research question this paper will try
to answer is:

How can we design a universal and scalable content-sharing
architecture with verified Self-Sovereign Identities and

generic coin transfer?

In this work, we do not only identify the need for a new ar-
chitecture and design an architecture satisfying those needs;
but we also build and evaluate a prototype of the skeleton of
our architecture to prove the added capabilities of our sys-
tem, and we expose the future work needed to build upon the
current prototype towards a system ready for mass adoption.

2 The shortcomings of NFTs
The ever-growing amount of content would benefit from a
scalable ecosystem where artists, and their respective digi-
tal identities, enjoy the freedom of sharing their work while
maintaining data ownership and ensuring entitled attribution
and royalty payments. However, the majority of the exist-
ing content-sharing platforms are sector-specific and the con-
trol over user data is managed by big corporations. Instead,
decentralized solutions propose content-sharing architectures
which allow users to maintain ownership of their data. How-
ever, current decentralized architectures solely focus on the
transfer of NFTs and are based on the Ethereum blockchain.
These architectures have some drawbacks described in this
section.

Firstly, current architectures are not universal. These man-
age only digital content, and in most cases, only digital art-
work. In this work, we devise a wider scope for the appli-
cation of decentralizing content-sharing. In fact, we do not
restrict ourselves to the digital world but aim to include tradi-
tional trade markets from art to furniture and real estate.

Secondly, the Ethereum network has a fraud prevention
rather than a fraud detection approach which limits the scal-
ability of the network. The fraud prevention approach is
achieved by enforcing global consensus across all nodes. The
scalability limitations of the current architectures pose ob-
stacles towards the mass adoption of current marketplaces.
In numbers, the Ethereum network is only able to process
around 20 transactions per second. These numbers are dan-
gerously small compared to electronic payment giants like
Paypal and Visa, which are able to verify around 193 and
1670 transactions per second respectively [12]. Although
Ethereum 2.0 promises to drastically improve the scalability
of its network, its deployment is still to be seen and is not
expected to be completed in the near future. It is therefore
clear that there exists a challenge to increase the number of
transactions per second of the Ethereum-based architectures.
The use of the Ethereum network as the blockchain to store
the transactions of the management of content also leads to
high transaction fees, adding hurdles in the transformation of

current NFT marketplaces towards frameworks to share and
transfer all types of collaborative content.

Thirdly, the use of Ethereum blockchain in the architec-
tures of NFTs marketplaces creates a dependency with the
Ether cryptocurrency for the management of such content.
This dependency leads to the value of the showcased con-
tent being highly volatile due to the inherited volatility of the
Ether coin. Furthermore, in the current fragmented digital
currency paradigm, the requirement to manage content with a
specific coin, such as Ether, creates a higher barrier entry for
those users not using this coin. Therefore, we believe it is of
the utmost importance to offer the possibility to remunerate
artists with any digital currency.

Lastly, a key threat of current architectures is that a user
could pretend to be an author and sell stolen content. Any
piece of content can be currently sold without verifying the
identity of the seller nor buyer. It is estimated that in NFT
marketplaces, more than $150.000 worth of content has been
published under a false identity [13]. This problem originates
from the lack of verified identities, which provides a getaway
for illegal activities, creating a major flaw for an architecture
aiming to become the framework of universal content sharing.
Along with verifying the identity, we foresee the importance
of maintaining the ownership attribution and the payment of
royalties to the original content creators when its work is used
as the base for other content. This enhances content sharing
and the development of collaborative projects. For instance,
in the case of an author releasing a song, a remix can be done
using the original song as the main raw material and it is
therefore clear that the original author should be rewarded
for any income the remix author obtains.

In conclusion, the four main problems our architecture will
try to tackle are the management of universal content, the lack
of scalability and high transaction fees of the Ethereum net-
work, the dependency on the volatile coin Ether, and the lack
of verified identities.

3 Solution outline
The four main shortcomings of current architectures lead to
each one of the four main pillars of our solution. These
four main pillars are universal content, accountability-based
blockchain, generic digital coin, and digital identities. The
cooperation of the four pillars creates the core of the outlined
solution. The main contribution of this solution is to provide
a framework, never seen before, enhancing the sharing, dis-
tribution, and cooperation of all types of content by artists
in distinct fields while maintaining attribution and royalties
payment in any digital coin.

These four main pillars do not work in isolation but highly
cooperate together in order to achieve the goal of creating
a universal, scalable architecture with verified identities
and generic coin transfer. The interaction amongst them is
briefly depicted in Figure 1. The Universal content (pillar
I) is the core of the architecture. This content is stored
in a decentralized manner with the accountability-based
blockchain (pillar II), transferred by any digital coin (pillar
III), and owned by digital identities (pillar IV). Moreover,
the accountability-based blockchain (pillar II) records and



Figure 1: Main pillars of the architecture

maintains accountability of the transactions concerning the
exchange of content by digital coins (pillar III). Additionally,
all stored transactions are signed by verified identities.

I. Universal content

The first pillar, Universal Content, is the raw material of the
solution. Current architectures are based solely on the man-
agement of digital content, do not enhance the creation of
collaborative content, and do not allow to get attribution in
the shape of royalties for incremental content such as a song
on which a remix is based. Our work ambitiously expands
the scope from digital content, the only type of content show-
cased in current NFTs marketplaces, to all types of content.
Other types of non-digital content include the art market, esti-
mated to be valued over $64 billion, consumer goods such as
the furniture market, whose market is estimated to be worth
over $564.7 billion, and the real state market, valued around
$2687.35 billion.

In order to include these types of non-digital assets in our
architecture, new identifiers need to be used to ensure that
each item can be uniquely identified and its ownership chain
can be traced. In the case of art pieces, an ownership certifi-
cate awarded by a trusted institution such as UNESCO could
be used to uniquely identify the item. This certificate can
then be stored and traded in our architecture. Similarly, serial
numbers and property certificates could be used to uniquely
identify furniture items and real state properties respectively.
For digital items, Torrent files are created using the BitTor-
rent protocol and are stored and traded in a similar fashion to
non-digital items.

In essence, our architecture will cooperate with orga-
nizations to allow for seamless integration of the digital
representations of physical items in the platform. The bene-
fits for such markets to be integrated into our architecture are
increased traceability, impermeability to illegal activities by
adding a layer of verified identities, and standardization of
transactions. This last argument refers to the fact that differ-

ent countries may have different transaction protocols which
can derive in the interaction amongst different countries, and
therefore between different transaction protocols, to become
problematic. Instead, our architecture proposes a general
solution enabling any type of content to be transferred using
the same procedure enabling the user to have an intuitive
user experience.

II. Digital coin
The third pillar of the architecture is the digital coin. In

the current fragmented composition of the field of digital cur-
rencies, with over 4,000 different cryptocurrencies [14], we
believe the use of a specific coin should not be a constraint
making the entry barriers to our system any higher. There-
fore, the architecture has been designed to allow for the man-
agement of content with any digital coin. This includes the
usage of stablecoins such as the DAI, Tether, or the Euroto-
ken, recently introduced by Delft Blockchain Lab [15]. Sta-
blecoins are digital currencies that attempt to peg their market
value to some external reference, such as the U.S. dollar, or
the Euro. These external references have significantly less
volatility than current non-stable digital coins. The volatil-
ity of the market is a key factor hindering the mass adoption
of decentralized solutions using non-stable coins [16]. Mar-
ket players within distinct fields such as the real state market
are used to small value fluctuations and the sharp increase of
volatility can negatively impact the adoption of the architec-
ture by such market players.

The main action of this pillar is to provide the possibility
for extension with any digital coin. The implementation
should be able to manage the balance and exchange the con-
tent for the stipulated value in the stipulated coin. Moreover,
this implementation should include a protocol for monetary
exchange. In the current version of the prototype developed,
the monetary exchange has been left as future work.

III. Accountability-based blockchain
The second pillar of the architecture is the accountability-

based blockchain. The main task of this pillar of the architec-
ture is to store and maintain accountability of every transac-
tion, both creation, and transfer of content. Each user has
a grow-only personal ledger in which the transactions are
stored [17].

The accountability-based blockchain uses a fraud detection
approach rather than the fraud prevention approach used in
current architectures. Detecting fraud, such as forking of per-
son ledgers, is obtained by: ”having users continuously re-
questing random transactions from other users and sharing
their transactions with other users upon request. The con-
sistency of incoming transactions is checked against known
transactions and illegitimate modifications of the personal
ledger can quickly be revealed by the collective effort of users
in the network” [17]. By using the fraud detection approach,
we remove the need for global consensus and mimic the dy-
namics of the real-world trade in which not everyone reaches
an agreement on the occurrence and validity of transactions.
Instead, we record the transactions and in the case of an ille-
gal activity being detected, the transaction can be traced back



and the responsible can be held accountable. This approach
trades the ability to prevent fraud for added scalability.

There are five types of blocks that are recorded in the
accountability-based blockchain. These can be observed in
Figure 1. The user is able to create content, offer it for sale
(in a future developed marketplace), transfer the content,
prove its verified identity and list its wallet for content
exchanges, such as an Ethereum wallet. These blocks create
the dynamics of our system and are stored in the personal
ledgers. These ledgers are then crawled to build the user
experience of the application. For instance, when the user
wants to see his content, the personal ledger is crawled and
all created content with the public key of the user which has
not been transferred is listed. Similarly, in order to display
the available items of the marketplace, the ledger is crawled
for elements created which are offered to sale but are not
transferred. These can be items of the user itself (available
to change settings such as price) or of other peers which the
user can purchase.

Table 1: Types of blocks in the accountability-based blockchain

Block type Description
create content This block shows the creation of con-

tent and contains the torrent Hash.

sellable content This block indicates a item
is for sale and links to the
its create content block.

transfer content This block is an offer from a buyer to
an owner for an item which is open for
sale (links to sellable content block)

indentity This block is the verified identity
of the user, contains the claim indi-
cating its identity has been verified.

wallet This block stores wallet addresses

This pillar interacts with all other pillars in the following
way: it stores the content of pillar I, Universal Content, both
from the physical and digital world; it stores the transactions
that users have sign through verified public keys, linked
to identities by a third-party (pillar IV); and stores the
transactions containing monetary exchange (pillar III), a key
aspect in the fraud detection approach.

IV. Digital identities

The problem this pillar aims to tackle is the possibility for
users to publish stolen content, use the platform for money
laundering, and other illegal activities that can be hidden un-
der the anonymity of the network. Earlier in pillar I, it was
explained how fraud detection is used instead of fraud pre-
vention. The goal of this approach differs from fraud preven-
tion in a shift towards maintaining accountability in order to
be able to trace back the transaction chain in case of illegal

conduct, rather than preventing this conduct in the first place.
This pillar builds upon this concept and enables this trace-
ability to be done one step further, up to a real identity. The
result of this addition is that any misuse of the architecture
will be able to be traced back not only to a transaction but to
an identity that can therefore be held accountable. Further-
more, the digital identity pillar of this architecture is based
on the concept of Self-Sovereign identities. As defined by A.
Mühle et al. in their survey on essential components of a self-
sovereign identity [10], Self-Sovereign Identity is an identity
management system that allows individuals to fully own and
manage their digital identity. In addition, it states that users
exist independently from services. This concept of identity
ownership diverges from current website-centered identities
in which big corporations own the data of their users. Fur-
thermore, the attestation of the digital identities is done by a
trusted third party who verifies the public key of the user and
links it to a real identity. This allows maintaining anonymity
for the user within the network while maintaining traceability
and accountability.

4 System Architecture and Implementation
All the above-mentioned elements compose the core ele-
ments of the proposed architecture. We have built a prototype
to prove the added capabilities outlined in the previous
section. The system architecture of our system is shown
in Figure 2, and it provides one more level of granularity
depicting how the different individual components of the
proposed solution work together. Some of the components
of the system are not included in the prototype and will be
briefly discussed, and for those elements included in the
prototype, relevant implementation details will be given. The
architecture is mainly structured in three big layers: the client
wallet, the content management layer, and the distributed
storage. The client wallet is the layer interacting with the
user and providing the user with the experience of creating
and exchanging content, the content management layer is
the behind-the-curtains transaction logic which allows the
user to experience the mentioned capabilities of the system,
and the distributed storage is the foundation of the system,
which allows to distribute and maintain accountability of the
information stored in blocks.

I. Client wallet

The first main layer of the proposed architecture is that con-
cerning the user, the client wallet. This wallet contains three
elements: digital coins, collaborative content, and verified
digital identity.

As previously explained, the architecture allows using any
digital coin, including stablecoins, reducing the dependen-
cies on single volatile coins current architectures suffer from.
To provide this generality, we have decoupled the coin logic
from the wallet and the transaction logic. All the logic related
to the management of coins has been isolated in an abstract
coinAPI class. This class contains the following methods:
addCoins(), subtractCoins(), checkBalance(), buyContent(),
sellContent(). Any implementation of the digital coin system
will extend this class. Moreover, this implementation will



Figure 2: System architecture of UniCon

contain the protocol which will be used to ensure the content
is exchanged securely for the right amount.

Moreover, the universal content is the raw material of the
architecture. To store this content in the decentralized stor-
age, we need to do some priors steps depending on the type
of content. In the previous section, it was stated that we store
ownership certificates for art items, property certificates for
real state items, serial numbers for furniture. We create tor-
rent files from these certificates in the same way we can create
a torrent file from any digital asset. The main takeaway is that
once we can uniquely identify an item, this can be stored in
our system. The Torrent files are created by using the BitTor-
rent protocol with the jlibtorrent library. These files are then
stored in the decentralized storage.

Lastly, the verified identities are obtained by verifying the
identity and linking such identity to a public key. An external
trusted party, such as a governmental agency, is responsible to
link the public key to the identity of a user. Once a public key
is verified, the user can sign any block, and any transaction
involving the user will be traceable not only throughout the
transaction chain but up to a verified identity that can be held
accountable in case of illegal conduct. This allows the archi-
tecture to ensure both accountability and traceability. Both
of these are key elements of the architecture due to our de-
sign choice of fraud-detection, instead of fraud prevention,
blockchain protocol. In essence, it ensures that fraud can be
not only detected but also linked to an identity.

The wallet containing the collaborative content, the digi-
tal coins, and the verified identity is the main contact point
of the user with the architecture. This creates the need for
an intuitive user interface allowing the user to create content,
manage its balance and verify its identity. The user interface
is visualized in Figure 3.

Figure 3: User Interfaces of the Client Wallet screen and the Cre-
ation of Content screen

II. Content management

The second layer of the proposed architecture concerns con-
tent management. In this layer, we discern two main modules:
the payment and the transaction module. These two modules
work together to provide the core functionality to the archi-
tecture, the creation and transfer of collaborative content.

The transaction module is responsible for the management
of content and maintaining accountability of the executed
transactions. The two main types of transactions are the cre-
ation of content and the transfer of content for generic coins.
The creation of content allows for many shapes, it can be ei-
ther individual or collaborative, and it can be either building
upon an existing content or not. Once the user inputs the
mentioned information, a proposal block is created. The pro-
posal block is of type ”create nft”, and contains a transaction
(a map), and ”ANY PK” as recipient. The latter allows to
broadcast the block rather than send it to a specific recipient
and the transaction consists of a map of the following keys
with their corresponding value: the price of the content, the
Torrent Hash, and the ownership chain. The ownership chain
is a list of public keys of previous authors. In the case of new
independent content, the author’s public key will be the only
element of the chain. In the case of the content being based
upon existing content, the ownership chain of the previous
item must be retrieved and the new author’s public key will
be prepended. To retrieve the user’s public key, we do the fol-
lowing: ”TrustChainCommunity.myPeer.publicKey”. Lastly,
in the case of collaborative content, a list of authors will be
added to the ownership chain.

The transactions related to the transfer of content also
play a key role in the proposed architecture since they are
responsible for the transfer of the unique certificate to the
right public key in exchange for the stipulated value in the
stipulated coin. To execute this type of transaction, the
transaction module cooperates with the payment module.



For an item to be offered for sale, the user needs to select
this when creating the content (in a future version, it will
be possible to add to a marketplace at any time), then a
”sellable content” block is created. In the first iteration of
this architecture, it is assumed that the user knows the block
hash of the block where the item intended to buy is stored.
In the current version, after the user inputs the block hash,
the block is retrieved with the following call: TrustChain-
Community.database.getBlockWithHash(blockHash). Once
retrieved, the transaction is extracted, and the price of the
item is obtained. At this stage, we observed the interaction
of the transaction module with the payment module for the
first time in this subroutine. The payment module peeks
the balance of the buyer to ensure it has enough coins to
execute the transaction. In case the balance is enough, a
proposal block is created with the type ”transfer content”;
the same transaction as the existing block storing the item to
be exchange plus a link to the block containing the sellable
item; and the public key of the owner of the block as the
counterparty. If the block is signed, the payment module is
required to execute the payment and pay the corresponding
royalties to the given previous authors by the transaction
module. In order to provide the mentioned capabilities, the
payment module makes use of the CoinAPI explained in the
previous subsection. The inner workings of the monetary ex-
change protocol are left as future work of the implementation
of the abstract CoinAPI. The cooperation of the transaction
and the payment module yield the necessary content man-
agement capabilities to the proposed architecture, making it
possible to create and interchange collaborative content while
maintaining attribution in a scalable and generic approach.

III. Decentralized storage

This architecture leverages the scalability of IPv8 and
Trustchain to have decentralized storage with a shift of focus
from safety to accountability.

TrustChain is a distributed ledger protocol used to main-
tain accountability of transactions [11]. TrustChain was de-
veloped in the Delft Blockchain lab and provides the medium
for all the content storing and content transfer capabilities.
TrustChain relies on guaranteed eventual consistency to solve
the double-spending problem [17]. However, since time is not
a critical factor in our solution, this problem does not pose
a major drawback. Additionally, IPv8 is defined as a Peer-
to-Peer protocol providing authenticated communication in
which peers in the network are identified by public keys, and
physical IP addresses are abstracted away.

The use of TrustChain on top of IPv8 allows us to obtain
our accountability-based blockchain with added scalability.
In fact, in other literature, it has been shown that TrustChain
has no problem scaling up to 10.000 users and beyond [18].
Furthermore, in this evaluation 1000 transactions per sec-
ond are executed successfully. Comparing the throughput of
TrustChain to the 30 transactions per second of the current
version of the Ethereum network, we can observe an improve-
ment of over 30x.

As stated, the time of an individual transaction is not a crit-
ical factor. Therefore, we conclude our architecture aims for

high throughput and not necessarily low latency. These char-
acteristics fit well the capabilities of TrustChain which with
higher latency, reduces the possibility of misuse by reaching
eventual consistency, but higher throughput compared to the
Ethereum network.

Integration with the Super-App

The TrustChain SuperApp introduced earlier, is a mobile
application under development by the Delft Blockchain Lab.
Many applications have been integrated within this Super-
App. These applications leverage the capabilities of IPv8 and
the TrustChain protocol to decentralize processes in many
different domains. Some examples are the Euro-token (de-
centralize digital currency transfer), the Peerchat (decentral-
ize messaging app), the MusicDAO (decentralize music plat-
form) ...

In order to integrate the architecture proposed with the
TrustChain SuperApp, the following steps need to be fol-
lowed. In the first place, the architecture must be built as
an Android module with the project ”common” as a depen-
dency. Furthermore, the module should be added as a depen-
dency on the build.gradle file of the SuperApp, the activities
of our module should be added as so, in the AndroidMani-
fest.xml of the SuperApp and in the AppDefinition.kt file of
the SuperApp our new application should be added with the
logo, color, and starting class name of our application. These
steps will include our architecture as a sub-module of the ap-
plication. Furthermore, the SuperApp starts an instance of
the IPv8 and TrustChain community which can be retrieved
to use in each of the applications integrated into the Super-
App. A community (or an overlay) represents a service in the
IPv8 network. Every peer can choose which communities to
join when starting the protocol stack. In our architecture, we
will stick to the TrustChain community.

5 Experiments and results
In this section, we have evaluated the performance of our
architecture concerning an individual peer of the network.
This evaluation serves as a starting point for the complete as-
sessment needed to ensure the architecture is ready for mass
adoption. The setup of the experiment was the following:
one peer and 10.000 create content blocks created sequen-
tially with no multi-threading. The metrics to monitor were
total time and network requirements.

The results yielded a total time of 171824 ms, leading to
almost 60 blocks per second, and a network usage oscillating
with maximum peaks of 131 KB/s of send data. Since the
evaluation focused on the capabilities of the network to han-
dle one peer creating content, the relevant data concerns the
throughput sent by the user to the network. The behavior of
the network usage can be visualized in Figure 4.

From this evaluation, we have concluded that the user will
not encounter a bottleneck in the creation of multiple pieces
of content sequentially. This is mainly due to the lightweight
ledger used in our architecture TrustChain. Nevertheless, as
stated in Section 8, the performance evaluation will be ex-
tended in future iterations with a focus on the global perfor-
mance of multiple peers managing content simultaneously.



Figure 4: Network usage of the conducted experiment

Therefore, at this moment, we can not make any claims about
the global throughput of the architecture until a multi-user
assessment is carried out.

6 Related work
The decentralization of data management is not new. Already
in 1999, Napster, a peer-to-peer music download system, pro-
posed a semi-decentralized approach to manage musical dig-
ital content. In the analysis of the rise and fall of Napster
executed by Bengt Carlsson et al. [19], it is explained how
the lack of protected ownership (copyright) and royalty sys-
tem ended up in a court order enforcing these elements to
be introduced in their architecture, which lead to the down-
fall of Napster. In our system, verified ownership and royalty
payments are key elements that have been taken into account
from the design phase. This ensured the inclusion of all play-
ers within the market, including both governmental organiza-
tions and artists.

Other existing literature from Zehui Xiong et al. [20], fo-
cuses on the creation of an architecture with Blockchain for
the Data Management of Internet-of-Things. Although this
work is not focused on the exchange of goods but on the data
management of IoT devices, some similarities can be drawn.
The architecture proposed in this literature makes use of an
accountability-based blockchain, the same type of blockchain
used in our architecture (second pillar). This shows the im-
portance of accountability in the use of blockchain for data
management.

In the work of Zhaofeng Ma et al. [21], a system for Digi-
tal Rights Management is described. In this work, the focus is
done on the management and it is expressed that in the future
the possibility trade this content with the Ethereum network
will be added. Our system provides two added advantages
compared to this work: its universality, the content is not re-
stricted to the digital world; and its lack of dependency on the
Ethereum network for the exchange of this content.

Lastly, in the analysis of current NFT architectures per-
formed by Qin Wang et al. [22], some of the problems we
elicited in Section 2 are also listed. This paper explains that
the lack of scalability of NFTs Ethereum-based marketplaces
can only be solved by a redesign of the blockchain topology
and existing blockchain systems cannot fulfill such require-

ments. Therefore, we can conclude that the decision of sub-
stituting the Ethereum network for our accountability-based
blockchain, Trustchain, is the correct approach. The second
main issue mentioned with regards to the high transaction
prices due to the use of the Ethereum network is also listed in
the aforementioned literature. They estimate the transaction
fees for an exchange of an NFT is around between USD 60
and USD 100. Furthermore, they add those expensive fees
caused by complex operations and high congestion greatly
limit the mass adoption of these architectures. This last ar-
gument reinforces our thesis of the need for a new scalable,
universal architecture for the exchange of all types of con-
tent.

7 Responsible Research
The ethical aspects are inherent to any research project. In
this paper, the main relevant ethical aspects reproducibility,
and privacy.

Reproducibility is a key component in academics. It aims
to ensure the academic community can reproduce the scien-
tific contribution presented, in the same circumstances, and
verify the claimed conclusions. Several steps have been taken
towards improving reproducibility. In order to use the archi-
tecture presented in Section 3, the code has been released in
[23]. A readMe has been included to help reproduce the set-
tings of the environment in which the architecture was de-
veloped. Throughout the paper, we have claimed that the
added value of the presented solution is: its increased scal-
ability with regards to current architectures, the existence of
an identity layer, and the possibility to exchange content with
generic coin transfer. The increase in scalability is, as ex-
plained in Section 4, inherited from the use of TrustChain.
In the previously mentioned literature [18], the scalability of
the architecture is assessed. To facilitate the academic com-
munity to verify that the performance exposed in the afore-
mentioned paper also applies to the presented architecture,
we have made our own assessment exposed in 5. Besides
this assessment, we encourage the reader to conduct a per-
formance evaluation with the same settings as described in
the literature [18] and substituting the type of transactions
for content-exchange transactions (create and transfer of con-
tent). The second contribution is the identity layer. In Section
4, it is exposed how the identity layer relies on a third party
to verify identities. This trusted third party is therefore able
to trace back any transaction to the identity of the original
owner, adding traceability and impermeability towards illegal
activities to the architecture. The academic community can
verify such claims by checking the ownership chain stored in
the block of each piece of content. In the readMe uploaded,
a section explaining how to retrieve such information is de-
scribed. Lastly, the generic coinAPI allows being extended
with any coin system. To facilitate the academic community
to explore extending this API, a detailed guide is present in
the readMe of the released codebase explaining the steps to
follow to integrate a coin transfer system with the architec-
ture. We have therefore taken significant steps to increase
reproducibility and enable the academic community to easily
verify our conclusions.



The final aspect of the responsible research section con-
cerns privacy. The main privacy aspect of the architecture is
related to identities. As mentioned in the previous paragraph,
an identity layer differentiates the outline solution from cur-
rent existing architectures. In order to ensure the highest level
of privacy, the identity layer is composed of Self-Sovereign
Identities attested by a trusted third-part who verifies the pub-
lic key of the user, linking it to an identity. Once attested,
the user can sign transactions with its public key, maintaining
anonymity in the network.

8 Future Work
The architecture presented in this paper lays the foundation
for a framework in which artists can share, cooperate and
transfer all types of content. However, there are some steps
the solution outlined in section 3 needs to take to close the gap
from a proof-of-concept architecture to a practical framework
ready for deployment. Such steps will be elicited in this sec-
tion together with future improvements over the current ar-
chitecture and extra features which were excluded from this
first iteration due to time constraints.

In the first place, the development of the marketplace is a
key element of the mentioned gap between a research project
and the practical use case. Although developing a market-
place has no research foundation, it is a necessary step to al-
low users to intuitively search, discover and trade content. In
future iterations, the public keys will be eliminated from the
user journey and the user will be able to choose based on
previews of the content similar to how users buy content in
Amazon.

In the second place, one of the problems this architecture
tries to tackle is the lack of scalability of the Ethereum net-
work. This architecture is the most used for decentralized
content transfer. We have discussed how by design, substi-
tuting a fraud prevention approach for a fraud detection ap-
proach, yields better scalability. For this reason, TrustChain
is more scalable than the Ethereum network. We have evalu-
ated the performance of a single peer in the network in Sec-
tion 5. However, a scalability assessment with multiple peers
managing content simultaneously is yet to be performed. A
similar assessment has been done in the previously cited liter-
ature [18], in which it was shown TrustChain has no problem
scaling up to 10.000 users and beyond. At this point, we can
conclude that the literature performance evaluation together
with our evaluation is a good starting point for future perfor-
mance and scalability assessments.

Thirdly, the initial concept of the architecture was to use
the Euro-token for the transfer of collaborative content. This
was later refined to allow for generic digital coin transfer to
reduce entry barriers. Nevertheless, in future versions, an im-
plementation of the CoinAPI allowing for the use of the Euro-
token could be developed to showcase the potential of Uni-
Con. The Euro-token is the most suited coin for demonstra-
tion purposes because it is a stablecoin, pegged to the value
of the Euro, and therefore with low volatility; the support of
the European organizations would increase its reputation, a
key aspect to consider when aiming for mass adoption; and,
it has already been integrated into the SuperApp developed

in the Delft Blockchain Lab, to which our system has been
integrated.

Lastly, in earlier sections, we mentioned the need to cre-
ate unique identifiers for physical assets to be able to manage
them in our system. In order to do this successfully, coop-
eration with relevant authorities such as UNESCO, real state
organizations, and many others is needed to jointly digitalize
the management of such assets.

9 Conclusions

The research question posed in this paper was: ”How can we
design a universal, scalable architecture with verified Self-
Sovereign Identities and generic coin transfer?”. We have
defended that the answer to this question is UniCon.

Early in the paper, we identified the drawbacks of current
solutions, both centralized, such as Spotify or Netflix, and de-
centralized such as NFTs marketplaces. Four main problems
arose from this analysis: lack of content-sharing platforms
for universal content, lack of verified Self-Sovereign iden-
tities, strong dependency on the Ether coin, and scalability
issues inherited from the Ethereum network. Each of these
problems leads to each one of the main pillars of the solu-
tion: Universal content, generic digital coin, verified identi-
ties, and the accountability-based blockchain. These pillars
are the foundation of UniCon and aim to solve all four previ-
ously mentioned issues.

A prototype of the system has been built to prove the ca-
pabilities of the system. The relevant implementation details
were described together with the system architecture in Sec-
tion 3. Furthermore, an initial performance evaluation has
been added proving that a single peer can produce almost 60
pieces of content a second without multi-threading. This ex-
periment and its results are detailed in Section 5. In addi-
tion, our architecture benefits from the added capabilities in
terms of scalability of TrustChain detailed in the work of Jo-
han Pouwelse et al. [18]. Moreover, the integration of Self-
Sovereign Identities allows tracing back any transaction up to
a verified identity which can be held accountable while allow-
ing the user to maintain control over its data. The ability of
UniCon to manage content in any digital coin solves the de-
pendency on Ether of current decentralized solutions, reduc-
ing volatility and the entry barriers of the system. Lastly, we
widened the scope to make our system more universal with-
out restricting its content to the digital world.

It is important to highlight that the focus of this paper was
on the design; and solely for demonstration purposes, a pro-
totype has been built. However, to fully develop the architec-
ture and advance towards mass adoption, many more aspects
need to be polished, we have mentioned the most important
ones in Section 8. Nevertheless, we can conclude that we
have successfully designed a universal, scalable architecture
with verified Self-Sovereign Identities and generic coin trans-
fer. Lastly, we have decoupled the creation of content from
the transfer of ownership, easing the user experience and in-
creasing the scalability of the system.
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